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Cisco Controller) >show interface summary)

Interface Nane Port Man Id | P Address Type Ap Myr
ap- manager LAG untagged 10.10.99.3 Static Yes
managenent LAG untagged 10.10.99.2 Static No
service-port NA NA 192.168.1.1 Static No

vi rtual NA NA 1.1.1.1 Static No

vl an101 LAG 101 10.10.101.5 Dynamic No

6500 6;la> 63ll _lc gigabit 5/2 5 gigabit 5/1 ¢, | oS> 5lexdl cday,

cat 6506#show run interface gigabit 5/1
... Building configuration

Current configuration : 183 bytes

|
interface G gabitEthernet5/1

swi t chport

switchport trunk encapsul ati on dot 1q
swi tchport trunk native vlan 99

swi tchport node trunk

no i p address

channel -group 99 node on
end

cat 6506#show run interface gigabit 5/2
... Building configuration

Current configuration : 183 bytes
|

i nterface G gabitEthernet5/2
swi t chport



switchport trunk encapsul ati on dot 1q
swi tchport trunk native vlan 99

swi tchport node trunk

no i p address

channel - group 99 node on

end

cat 6506#show run interface port-channel 99
... Building configuration

Current configuration : 153 bytes

!
interface Port-channel 99

swi t chport

switchport trunk encapsul ati on dot 1q
swi tchport trunk native vlan 99

swi tchport node trunk

no i p address
end
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cat 6506#show run | inc monitor
nmonitor session 5 source interface Po99
nmonitor session 5 destination interface G5/3

cat 6506#show monitor session 5

Session 5
Type : Local Session
: Source Ports

Bot h . Po99
Destination Ports . G5/3
cat 6506#

Cisco IDS eibius 1055
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: Passwor d

***’\D‘I’l CE***

Thi s product contains cryptographic features and is subject to

,United States and | ocal country |aws governing inport, export
transfer and use. Delivery of Cisco cryptographic products does

not inply third-party authority to inport, export, distribute or

use encryption. inporters, exporters, distributors and users are
.responsible for conpliance with U S. and | ocal country | aws

By using this product you agree to conply with applicable | aws

,and regulations. If you are unable to conply with U S. and local |aws
.return this product inmediately

A summary of U S. |aws governing G sco cryptographic products nay
: be found at

http://ww. ci sco. comf wM / export/crypto/tool/stqrg. htm

If you require further assistance please contact us by sending

.email to export@isco.com

**%| | CENSE NOTI CE***

.There is no license key installed on the system

Pl ease go to https://tools.cisco.com SWFT/Licensing/PrivateReqgistrati onServlet (registered
.custormers only) to obtain a new license or install a |license
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sensor #configure terminal

sensor (confi g) #service host

sensor (confi g- hos) #network-settings

sensor (confi g- hos- net) #host-ip 192.168.5.2/24,192.168.5.1
sensor (confi g- hos- net) #access-1ist 10.0.0.0/8

sensor (confi g- hos- net) #access-1ist 40.0.0.0/8

sensor (confi g- hos-net ) #telnet-option enabled

sensor (confi g- hos- net) #exit

sensor (confi g- hos) #exit

Apply Changes: ?[yes]: yes

sensor (confi g) #exit

#sensor

sensor #ping 192.168.5.1

PING 192.168.5.1 (192.168.5.1): 56 data bytes

bytes from 192.168.5.1: icnp_seq=0 ttl =255 tine=0.3 ns 64
bytes from 192.168.5.1: icnp_seq=1 ttl =255 tine=0.9 ns 64
bytes from 192.168.5.1: icnp_seq=2 ttl =255 tine=0.3 ns 64
bytes from 192.168.5.1: icnp_seq=3 ttl =255 tine=1.0 ns 64
--- ping statistics 192.168.5.1 ---

packets transnmitted, 4 packets received, 0% packet |oss 4
round-trip mn/avg/max = 0.3/0.6/1.0 ns

#sensor
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Signature IDr 2004

SubrSignature IDx 0

& A Severily: High "l
B Sig Fidelity Raling
B Promiscuous Belta [

©  Big Destription

B Signalure Name; |
B 4et Hotas |
B User Comemanls |

B Aent Trais: [
B Foelease |
& Emging Alemic IP
# Event Action: ml
Froduce Werbnse Aler
Reques] Black Cannethior
Reauesl Snmp Trag 2
L] *
B Fragment Status: [ |
€ [l Specity Layer 4 Protocok =l
© B Laver 4 Protocol |
W Spocifr ICMP Sequence: | :‘
| © W SpecifelCMP Type
e e
W Specify ICMP Cade .
B Speciy ICMP Menider .
W SpecifelCMP Tobal Lengthe | 10 - |

B Farameter uses e Defaull Yalue Click e icon 1o edil ihe value.
4 Parameler uges & Usar-Defined Value, Chck the icor 3o reslore the defsul value,

oK . cancel | Help

(WLC) aSLusMl dubnall &Sl 8 Sl o (00

‘WLC J! <lSuiu steps in order to 13® cuasl

< lediwl 65421 < CIDS wlosl < GVl is1 oSl 62>9 @8loY oslaziwly IPS jlg> (oS5 3,520, .1
A2

Joaxl J21 0. laue lglisl (il 19,00l d0lS9 pazimoll awly TCP idio p9,9 AP ylgic adlol, 08 .2
saie e SHAT doay ol IPS jeuisime (9 4oVl 13D iiiy pd IPS jeisiwme (o guo)l dauay e
62>9 £,8l Jlasl ool 13D iy .(wslgdll daode 95) (WLC) aSLlwMI dlxoll aSuidl (8 asull
1D J] pSxill
sensor #show tls fingerprint
MD5: 1A: C4: FE: 84: 15: 78: B7: 17: 48: 74: 97: EE: 7E: E4: 2F: 19
SHA1: 16:62: E9: 96: 36: 2A: 9A: 1E: FO: 8B: 99: A7: C1: 64: 5F: 5C. B5: 6A: 88: 42
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sensor #show config

(Version 5.0(2 !
Current configuration last nodified Mon Apr 03 15:32: 07 2006
______________________________ |
servi ce host
net wor k- set ti ngs
host-ip 192.168.5.2/25,192.168.5.1
host - nane sensor
tel net-option enabl ed
access-list 10.0.0.0/8
access-list 40.0.0.0/8
exit
ti nme-zone-settings
offset 0
st andar d- ti ne- zone- nane UTC
exit
exit

service notification
exit

service signature-definition sig0
si gnatures 2000 O
al ert-severity high
st at us

enabl ed true

exit

exit

si gnatures 2001 0O
al ert-severity high
st at us

enabl ed true

exit



exit

signatures 2002 0O
al ert-severity high
status

enabl ed true

exit

exit

signatures 2003 0
al ert-severity high
status

enabl ed true

exit

exit

signatures 2004 0
al ert-severity high
engi ne atomc-ip
event -action produce-al ert|request-bl ock- host
exit

status

enabl ed true

exit

exit

exit

service event-action-rules rul esO
exit

service | ogger
exit

servi ce networ k-access
exit

service authentication
exit

servi ce web-server
exit

servi ce ssh-known- hosts
exit

servi ce anal ysi s-engi ne

vi rtual -sensor vsO

description default virtual sensor
physi cal -i nterface G gabitEthernet0/0
exit

exit

service interface

physi cal -i nterfaces G gabitEthernet0/0
adm n-state enabl ed

exit

exit

service trusted-certificates

exit
#sensor
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B Add Service Policy Rule Wizard - Service Policy

Adding a new service policy rule reguires three steps:
Step 1: Configure & service palicy.
Step 2: Configure the traffic classification criteria for the senice policy rule.

Step 3: Configure actions on the traffic classified by the service policy rule.

Create a semvice policy and apply to:

* |nterface: |in5ide - (create new service policy) j

FPaolicy Mame: |inside-pn|icy

Description: |lD5-in5ide-pn|icy

" Glohal - applies to all interfaces

| Mext >

Cancel| Help |
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B Add Service Policy Rule Wizard - Traffic Classification Criteria

i+ Create a new traffic class: |in5ide-c|aas

Desctiption (optionaly: |
Traffic match criteria
[ Default Inspection Traffic
[ Source and Destination IP Address (uses ACGL)
[ Tunnel Group
[ TCP ar UDP Destination Port
[ RTF Range
[ IP DiffSery CodePoints (DSCF)
[ IP Precedence

[ftraffic does not match a existing traffic class, then it will match the class-default traffic class.
Class-default can he used in catch all situation.

™ Use class-default as the traffic class.

dEIack| ext = | Cancel| Help |
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8% Add Service Policy Rule Wizard - Rule Actions

Protocol Inspection Intrusion Prevention | Connection Settings ] @05 ]

v Enable IPS for this traffic flow

Mode

" Inline Mode

Inthis mode, a packet is directed to IPS and the packet may be dropped
as aresult of IPS aperatian.

o Promiscous Mode:

In this mode, a packet is duplicated for IPS and the original packet cannot
he dropped by IPS.

[fIPS card fails, then

o+ Perrmit traffic

" Close traffic

dElack| Finish | Cancel| Help |
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# I Type | Sensar UTC Time | EventID I Events | Sig D Dietails. |

1 emor;emor Juity 31, 2006 25952 P L) 1145393740954040828 Unable to execute & host block [10.10.99 26] because
blocking 5 not l:tll'l'ﬁlil.ll'ed

2 emorwarning  July 31, 2006 316:51 PM L) 1145383740054041 447 while sending a TLS waming aler close_natify, the
follorwing error occurred: sockel emor [3,32)

3 alertinforrnati,.. | July 31, 2006 31916 P L 1145393740054041574  ICMP Echo Request 2004

demoremar  July 30,2006 T1DIEPMUL. 1145383740054041577 Unabhe to execute 3 hos! block [10.10.99.26] betause
hh}ltl\lhl: & nal tﬂl‘lﬂgulﬁd

5 alerinforrnad. .. |[July 31, 2006 31946 PE U 11 054941597, WCMP Echo Requést

Refresh

Larst Updated: 7731/06 3:22.39 PM
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originator:

hostId: Sensor

appName: sensoEApp
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cime: July I, Z006 3:19:4c FM UTC offsart=0 eimeZorye=10rTC
signature: description=ICHMF Echo Reguest id=2004 wersion=351

subsigld: 0
interfaceGroug:
wlarn: O
participants:

attacker:

adde: 10.10.99.26 localitcy=0UT
CarfeT:
addr: 10.10.102.1 lacalicysOooT

sumnmary: 4 final=trus initialAlert=1145383740954541574 summaryType=Regular
alertDetails: Regular Sunmary: 4 events this interval
riaskRacingvalue: 25
interface: geld 1
provocol: icmp
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Clsco Wireless Control System

Username: root  Logost R

Klarms Blarms N rTE——"
Rt 3 | O severity  Failuee Dbject Omaee Tim Hesssa
Alarm Categary I'] Ll RELA LR DR T/1906 630 P The WEP Key configered at the station may be wr...
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Cisco ;0 dusl)l ASA eSs

ci scoasa#show run
Saved

(ASA Version 7.1(2
!
host nane ci scoasa
dommi n- nane ci sco. com
enabl e password 2KFQnbNI dl . 2KYOU encr ypt ed
nanmes
!
interface Ethernet0/0
nanei f outsi de
security-level O
i p address 10. 10.102. 2 255. 255. 255.0
!



interface EthernetO/1
namnei f inside
security-level 100
i p address 172.16.26.2 255.255.255.0
!
interface Ethernet0/2
shut down
no nanei f
no security-1Ieve
no i p address
!
i nterface Managenent 0/ 0
namei f managenent
security-level 100
i p address 192.168.1.1 255.255.255.0
managenent - onl y
!
passwd 2KFQhbNI dI . 2KYQU encrypt ed
ftp node passive
dns server-group Defaul t DNS
domai n- nanme ci sco. com
pager lines 24
| oggi ng asdm i nf or mati onal
ntu inside 1500
mu managenent 1500
ntu outside 1500
asdm i mage di sk0:/asdnb12- k8. bin
no asdm hi story enabl e
arp timeout 14400
nat-contro
gl obal (outside) 102 interface
nat (inside) 102 172.16.26.0 255.255.255.0
nat (inside) 102 0.0.0.0 0.0.0.0
route inside 0.0.0.0 0.0.0.0 172.16.26.1 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00 icnp 0:00:02
ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00
ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute
http server enable
http 10.1.1.12 255.255. 255. 255 insi de
http 0.0.0.0 0.0.0.0 inside
http 192.168. 1.0 255. 255. 255. 0 nanagenent
no snnp-server | ocation
no snmnp-server contact
snnp-server enabl e traps snnp authentication |inkup Iinkdown col dstart
telnet 0.0.0.0 0.0.0.0 inside
tel net tineout 5
ssh timeout 5
consol e tineout O
dhcpd address 192.168.1.2-192. 168. 1. 254 managenent
dhcpd | ease 3600
dhcpd ping_timeout 50
dhcpd enabl e managenent
!
cl ass-map inside-cl ass
mat ch any
!
!
pol i cy- map i nsi de-policy
description |IDS-inside-policy
cl ass inside-class
i ps promi scuous fail-open
!



service-policy inside-policy interface inside
Crypt ochecksum 699d110f 988e006f 6¢5¢c907473939hb29
end :

#ci scoasa

Cisco Intrusion Prevention System Sensor olxidV| gio plb; bt due 19SS

Current

Sample

sensor #show config
______________________________ 1
(Version 5.0(2
configuration |ast nodified Tue Jul 25 12:15:19 2006

servi ce host

net wor k- setti ngs

host-ip 172.16. 26. 10/ 24, 172.16.26.1
tel net-option enabl ed

access-list 10.0.0.0/8

access-list 40.0.0.0/8

exit

exit

service notification
exit

service signature-definition sig0

signatures 2004 0

engi ne atomc-ip

event -acti on produce-al ert|request-bl ock- host
exit

status

enabl ed true

exit

exit

exit

service event-action-rules rul esO
exit

servi ce | ogger
exit

servi ce networ k-access
exit

service authentication
exit

servi ce web-server
exit

servi ce ssh-known- hosts
exit

servi ce anal ysi s-engi ne

vi rtual -sensor vsO

description default virtual sensor
physi cal -interface G gabitEthernet0/1
exit

exit

service interface



service trusted-certificates
exit
#sensor
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