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« Il op luwegsle 9Jsd DHCP oflg 9lzos o0, RADIUS. Bulds po lu 1Uslzos IUssolpsIsé
Sew9s eds gudlu pozo Lolde: IJeulasu Ipd,)6 19 1dpeslgds gu) slzole 9236 ez dpe
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w-backbone-6#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
w-backbone-6(config)#interface gigabitethernet 8/25
w-backbone-6(config-if)#switchport

w-backbone-6(config-if)#switchport trunk encapsulation dotlq
w-backbone-6(config-if)#switchport trunk native vlan 999
w-backbone-6(config-if)#switchport trunk allowed vlan 1,81,82,171,999
w-backbone-6(config-if)#switchport mode trunk
w-backbone-6(config-if)#end

w-backbone-6#

~ edlzbs: VLAN I wog pde 58p 999 JVLAN lods buses oul. 03l sgous 1Jz,98 009,
untagged I suod IJs IJ WLC psule slos po VLAN 999. s o3l 98586 IJ WLC
sodls bLsé psule pg tagged VLAN 1. I..s SEUS Jé p)9, tolfrom IJ WLC s, Lo Sdou
eJs VLAN 1 9 VLAN 999 Ul s wegpd w IJ WLC.

odoso svods VLAN 1,06 w9236 wede lJuveds 1 ppdss [JJlou]dss
(WLAN) W 9lzos ldpwegse Idyum9pess (GUI)

lopw o3l steps s |IJ WLAN zolj wedpe.

1. p0 Sl IJpwese Ihuwsess (GU) guuo) Jeede O Iduveds 1dpzdss IUdlguddss
(WLC): controller > Interfaces. loo@d 1Js woWes IUglzole Jouw)s zese 1Uslzole lJos wp
odysuol gds guuoy Iduedp O lJyvods lJpeedsé IJJlugvdIss (WLC). Jloyvle 9lgod
>Sulpsdso 238300 1o @) 999 New.
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Saye Configuration  Ping Logout Refresh

MONITOR s CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP C A Home
Controller Interfaces Entries 1 - 6 of 6
General
Icons VLAN Interface Dynamic AP
Interface Name Identifier 1P Address Type Management IPve Address
anventaty 171 171 192.168.171.30 Dymamic Dusabled [~
Interfaces Mmanagement 1 10.48.39.46 Static Enabled 2001:1::46/64
Intertuce Growps ancy- 1 10.48.39.52 static Mot Supported
Multicast redundancy-por untagged  172.16.39.52 Static Not Supported
b Network Routes ervice-por A 0.0.0.0 DHCP Disabled /128
b Redundancy wirtual MN/A 10.2.3.4 Static Not Supported
F Mobility Management .
Ports
k NTP
b COP
F PMIPvG
b Tunneling
F IPvG
F mDNS

2. |)2_J Interface Name 9 VLAN ldentifier, and clickApply.

Saye Configuration  Ping  Logout  Refresh

MONITOR  WLANS NTROLLER ~ WIRELESS MANAGEMENT MANDS HELP FEEDBACK A Home

Controller Interfaces > New _<oback | _ Appy |
serseral Interface Name hJLAN 81
Icons
WLAN Td 81
Inventory

Interfaces
Interface Groups
Multicast

Network Routes

Redundancy

-

Mobility Management
Ports

F NTP

» CDP

PMIPVG

-

Tunneling

-

IPvE

-

mDNS

3. i)'aJ lJpeedele 1UElueé ouvodd VLAN o30. woopu weue Idpgdele 1P
AddressNetmask,Gateway, 9& ;91w IP Primary DHCP Server « 91u9) <999 Apply.



, Ilh 1 I " Save Configuration  Ping  Logout Refresh

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

Controller Interfaces > Edit < Back | Apply |
General
I g
cons General Information
Inventory
Infechires Interface Name vlan 81
Interface Groups MAC Address 74:80:2f:2a:75:7e

Multicast " "
Configuration

b Network Routes
} Redundancy Guest Lan
b Mobility Management Quarantine
Ports Quarantine Vian Id 0
P NTP MAS-ID none
v o8 Physical Information
¢ PMIPvG
Port Number 1
} Tunneling
Backup Port 0
b IPVG
Active Port 1
b mDNS
d d Enable Dynamic AP Management
b Advance

Interface Address

VLAN Identifier 81

IP Address 192.168.81.46
Netmask 255.255.255.0
Gateway 192.168.81.1

DHCP Information

Primary DHCP Server 10.48.39.5
Secondary DHCP Server
DHCP Proxy Mode Global

Enable DHCP Option 82

Access Control List

ACL Name none ¥
mDNS
mDNS Profile nong v

External Module

3G VLAN

Note: Changing the Interface parameters causes the WLANS to be
temporarily disabled and thus may result in loss of connectivity for =

S pdlebé: sgpd euslu IP 1U3s wp wgssue Jodo IUslzes Juesd DHCP Jg psd
JJeuesd eds ewslu IP pu gbp DHCP. eds uvosd IJpold: guspl selad 1dgpsd
Ul wubods WLAN/SSID (IJgbb9s 5 s 03l [Jedsss) [Jpesus [Js odo
IUslzod Idssulpsdss Sluo $89p woudss v Ubvods B,ess pedss Jog)sd
¢150 DHCP. &) ud 9236 IJezde bul 1Us s DHCP (is 1JJs o®uwo 131 JI 09 ¢lse
DHCP JJedlbg) wewsle IP 1Ugluo woso 1Jslz06 1Ussolesdss Jeszsd IP [Us éle
DHCP IJ3s wp wdyswuo Jodo IJglzos. sgsu IJ DHCP ubhd guslo Ids 1djwsu pu IJ
DHCP pzld suvdd.



“~ edlebs: o0 IJuo,9)s 1o sdsu Jrsd guslo IP Lolde Jigwolo Buss 9ddu Jl sop
lovegsle 0910 IP 03l pl Jp sop wpdsu IUJolwo 999 9Jdsd DHCP |9 glzoo radius
(Lepu wIdssu WLAN).

) pdlebs: sep lguegsle luue 1J9lzo6 19 luue Givwdé VLAN Jueé radius (Airespace-
interface-name) Jlzle luvpe uvwdd VLAN CoJl po 1) 9p.

4.588¢ 1J8Lo wuvdsd. 1ud, contraler £Jlo6 lJowsse B IJ@lises B leds IJolbss.
9lg o, Interfacesps | 3lispd 1Jp9g956 £Jds [Jsuwl).

MOMITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Interfaces Entries 1 -Bol 8 New...
General
Icons VLAN Interface Dynamic AP
Interface Name Identifier 1P Address Type Management IPvwh Address
SetosY, 171 192.168.171.30 Dynamic Disabled -]
LtTuOw 1 10.48.39.46 Static Enabled 2001:1::46/64
Interface Groups 1 10.48.39.52 Static Not Supported
Multicast untagged 172.16.39.52 Static Not Supported
¥ Network Routes NA 0.0.0.0 DHCP Disabled /128
* Redundancy T MNA 10.2.3.4 Static Mot Supported
b Mobility Management  xan8l 81 192.168.81.46 Dynamic Disabled [~ ]
Ports dlan 8 82 192.168.82.46 Dynamic Disabled o
k NTP
» CDP
F PMIPvG
* Tunneling
b IPvG
F mDNS

Jo@uwLansg Jlps IJowsse WO 1JBlseos 1Jp9z9so i&Js IJol936¢ &p 1o Create New.

Saye Configuration  Ping  Logout  Refresh

CISCOo MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home
WLANSs WLANs Entries 1- 1 0f 1
- wll:l_.n:: Current Filters  None [Change Filter] [Clear Filter] | Create New *| _Go I
b Advanced

WLAN ID Type Profile Mame WLAN SSID Admin Status  Security Policies
1 WLAN self-anchor self-anchor Disabled MNaone [ -]

6. |.>E_.J P& pzp9ed IJE>p0 (SSID)ProfileNameglu 9 ApPPly. 999 03l IJpeld Suweéspe v Jo
VLAN )80 81 Jowosd IJWdop.

Save Configuration  Ping  Logout  Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK M Home
WLANs WLANs > New < Back Apply |
* WLANs
WLANS Type WLAN *
b Advanced Profile Name Students
SSID Students

{v] 2 v



7. 25> VLAN 81 oy 1J8lispo Interface Namel J ps > J6 9 |u.uc._9.J IJIbl). 9o §,Apply. LB 030
lJzlJé swe yob bdle SSID o VLAN 81 | e 1Jglz06.

lllhllh Save Configuration  Ping  Logout Refresh
cisco MONITOR  WEANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANSs WLANSs > Edit 'Students’ < Back Apply
¥ WLANs

General | Security | Qos | Policy-Mapping | Advanced |

WLANS

b Advanced

Profile Name Students

Type WLAN

SSID Students

Status ¥ Enabled

Security Policies [WPAZ][Auth{802.1X)]

{Modifications done under security tab will appear after applying the changes.)

Radio Policy All
Interface/Interface Group(G) | len 31 ::
Multicast Vian Feature Enabled
Broadcast SSID ¥ Enabled
NAS-ID W-8540-1

d9so Lvods VLAN Jozss wede oo ds 1Upeedss IUJlouddss (WLAN) G
CLI

lweg pde 03l Guup inorder to LuJJe VLAN U g bysé e, glo Lo (CLI).

1. 8p wluuvle 1slzod 98108 VLAN I1Jp8c,06. IUle, configinterface create interface_namevian_id.

(W-8540-1) >config interface create "VLAN 81" 81

N LUipbs: sl Jloe 0old puled s love Uinods VLANMWLAN Jpl 09 1Jzld Bes o3l 1 pel.
Solds po o Ilgue Bs edlple 1o ol

2. 8p woeass euslu IP sldpg o) IJIG el uos. 11, configinterface

interface_namelP_addressnetmaskgateway.

(W-8540-1) >config interface address dynamic-interface "VLAN 81" 192.168.81.46 255.255.255.0 192.168.81

3. Bp wuedss ¢be DHCP. Uip_) 09 config interface dhcp dynamic-interface<interface-
name>primary<primary-server>[secondary]<secondary-server>.

(W-8540-1) >config interface dhcp dynamic-interface "VLAN 81" primary 10.48.39.5

4. iuD)_)CJ o3l irOJ in order to gsuw IJOLU IJs psule bousgs: configinterface port



operator_defined_interface_name physical_ds_port_number.

(W-8540-1) >config interface port "VLAN 81" 1

5. 5009w IJsbu oubd§J.3|JipJ 09 show interface summary.

<#root>

(W-8540-1) >show interface summary

Number of Interfaces............cviiivininnnnn 8

Interface Name Port Vlan Id IP Address Type Ap Mgr Guest
171 1 171 192.168.171.30 Dynamic No No
management 1 1 10.48.39.46 Static Yes No
redundancy-management 1 1 10.48.39.52 Static No No
redundancy-port - untagged 172.16.39.52 Static No No
service-port N/A N/A 0.0.0.0 DHCP No No
virtual N/A N/A 10.2.3.4 Static No No
vlan 81 1 81 192. 168.81. 46 Dynanic No No

vl an 82 1 82 192. 168. 82. 46 Dynanic No No

6. Bp v s LiwJs WLAN. 1Jle, configwlan create wlan_idname.

(W-8540-1) >config wlan create 2 Students Students

7. 8p woE)S 9lz0é L dd WLAN. IJie, configwian interfacewlan_idinterface_name.

(W-8540-1) >config wlan interface 2 "vlan 81"

8. ©283 pu IUubods [Uppdss IUJluvddss (WLAN) slUslzos 1 ede)06. 9ldie) 09 showwian

summary.

<#froot>

(W-8540-1) >show wlan summary

Number of WLANS. ..t i ittt ittt et et annneennns 2
WLAN ID WLAN Profile Name / SSID Status Interface Name PMIPv6 Mobility



1 self-anchor / self-anchor Disabled management none

2 St udents / Students Enabl ed vl an 81 none

(W-8540-1) >

IJozdd pu lduogs
lpwegse 03l IUBuwe Joldss gpd IJedssy wuvdd Lozt

ozl pu pzodle Catalyst

o plré 236 pbelp b s I o CiSCO i0S Ly prs6: show running-configinterface interface_type

interface_number.

<#root>
w-backbone-6k#

show runni ng-config interface gigabitethernet 2/1

Building configuration...

Current configuration : 190 bytes

|

interface GigabitEthernet2/1

no ip address

switchport

switchport trunk encapsulation dotlq
switchport trunk native vlan 999

switchport trunk allowed vlan 1,81,82,171,999
switchport mode trunk

end

lJozdl po VLAN Jgzsé wede WLAN

c 588w IUdbo ouvdsd. slJle, 09 show interface summary.

<#root>

(W-8540-1) >show interface summary

Number of Interfaces............oviiininnnnnnn 8

Interface Name Port Vlan Id IP Address Type
171 1 171 192.168.171.30 Dynamic
management 1 1 10.48.39.46  Static

redundancy-management 1 1 10.48.39.52 Static

Ap Mgr Guest

No
No
No



redundancy-port - untagged 172.16.39.52 Static No No

service-port N/A N/A 0.0.0.0 DHCP No No
virtual N/A N/A 10.2.3.4 Static No No
vlan 81 1 81 192. 168.81. 46 Dynanic No No

vl an 82 1 82 192. 168.82. 46 Dynanic No No

.« 0288 po IUuvods 1ppdss IJluuddss (WLAN) 9lJslzo6 1Jede,06. sldie, 09 showwlan

summary.

<tfroot>

(W-8540-1) >show wlan summary

Number of WLANS. ... ittt it ittt eeens 2

WLAN ID WLAN Profile Name / SSID Status Interface Name PMIPv6 Mobility
1 self-anchor / self-anchor Disabled management none

2 Students / Students Enabl ed vlan 81 none

(W-8540-1) >

lweduvld IJlgble gl oJlzol
Ipwegsp 03l IJ@uwe Juveduuldd ible IJodssy sluadlizol.

l)le lpveduuld IJigble sluadlzol
lopw 03l wedspe inorder to wzrso wubdsdd.

1. ool IJlouold po 9226 Idopdp Vs Iduvwds 1dpedss [JJluvdIdss (WLAN) [Js
lJwsles Idle,)luoss Idos op odssuol gds 1Uglzes 1Ueszes Juveds VLAN: Sp ol
IJlouold s 1Jloglo 1Jpgld .

* 9220 lJogdpe Vs Ubwdo WLAN:

(W-8540-1) >ping 192.168.81.1
Send count=3, Receive count=3 from 192.168.81.1

(W-8540-1) >



« 1J9l206 |Jp9206 Juw s VLAN:

w-backbone-6k#ping 192.168.81.46

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.81.46, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
w-backbone-6k#

2. BlYloe ooble Idleuold s, ulzes: BEpe wuuiy Idodlb/sniffer JJzje WS 1Jpezod
992w JJordd pu wrass gdles VLAN IJpulwos.

N pUlebs: posel 6896 v ool lewsld po 9236 Iezdp IUgluos wd 1s wslos
IJbwds 30 sldos wozs eds Iduvwds 1Js)es6 odwol Il uos wolzes IJopde
IJss0lpsdss 1JEl 06 i sbo, 16 9238 IJoedp ©dsp wpuos leool IUluald po
lJ9lgos lUssulpsIdss.
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