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- System Configuration Dialog ---



Enabl e secret warning

In order to access the device manager, an enable secret is required

If you enter the initial configuration dialog, you will be pronpted for the
enabl e secret

I f you choose not to enter the intial configuration dialog, or if you exit setup

, Wi thout setting the enable secret
-pl ease set an enable secret using the following CLI in configuration node
<enabl e secret 0 <cl eartext password

Wul d you like to enter the initial configuration dialog? [yes/no]: yes

. At any point you may enter a question mark '?' for help
.Use ctrl-c to abort configuration dialog at any pronpt
."[]" Default settings are in square brackets

Basi ¢ managenment setup configures only enough connectivity
for managerment of the system extended setup will ask you
to configure each interface on the system

Wul d you i ke to enter basic managenent setup? [yes/no]: yes
: Configuring gl obal paraneters
Enter host nane [Controller]: w-5760-1

The enabl e secret is a password used to protect access to
privileged EXEC and configuration nodes. This password, after
.entered, becones encrypted in the configuration

Enter enable secret: cisco

The enabl e password is used when you do not specify an

enabl e secret password, with sone ol der software versions, and
. some boot images

Enter enabl e password: cisco

The virtual term nal password is used to protect
.access to the router over a network interface
Enter virtual term nal password: cisco
:[Configure a NTP server now? [yes
Enter ntp server address : 192.168.1.200
Enter a polling interval between 16 and 131072 secs which is power of 2:16
Do you want to configure wireless network? [no]: no
Setup account for accessing HITP server? [yes]: yes
Usernane [adnin]: admin
Password [cisco]: ecisco
. Password i s UNENCRYPTED
Configure SNWMP Network Management? [no]: no

Current interface sumary

Any interface listed with OK? value "NO' does not have a valid configuration

Interface IP-Address OK? Method Status Protocol
VI anl unassi gned NO unset up up
G gabi t Et hernet 0/ 0 unassi gned YES unset up up
Tel/0/1 unassi gned YES unset up up

Tel/ 0/ 2 unassi gned YES unset down down



Tel/ 0/ 3 unassi gned YES unset down down
Tel/ 0/ 4 unassi gned YES unset down down
Tel/0/5 unassi gned YES unset down down
Tel/ 0/ 6 unassi gned YES unset down down

Enter interface nane used to connect to the
managenent network fromthe above interface summary: vlanl

:Configuring interface Vlanl

Configure P on this interface? [yes]: yes
| P address for this interface: 192.168.1.20
Subnet mask for this interface [255.255.255.0] : 255.255.255.0
Class C network is 192.168.1.0, 24 subnet bits; mask is /24

Wrel ess managenent interface needs to be configured at startup
(I't needs to be mapped to an SVI that's not Vlan 1 (default

Enter VLAN No for wirel ess managenent interface: 120
Enter | P address :192.168.120.94
Enter | P address mask: 255.255.255.0

I oSl oY il poldl elinl i

W 5760- 1

enabl e secret 4 tnhtc92DXBhel xj YK8BLWIr PV36S2i 4nt Xr pb4RFnf gY*Q
enabl e password ci sco

line vty 0 15

password ci sco

ntp server 192.168.1.200 maxpoll 4 minpoll 4

usernane admn privilege 15 password cisco

no snnp-server

|

no ip routing

interface Vlanl

no shut down

i p address 192.168. 1. 20 255. 255. 255.0
|

interface G gabitEthernet0/0

shut down

no i p address

|

nterface TenG gabit Ethernet1/0/1
|

nterface TenG gabit Et hernet1/0/2
|

nterface TenG gabit Et hernet1/0/3
|

nterface TenG gabit Ethernet1/0/4
|

nterface TenG gabit Et hernet1/0/5
|

nterface TenG gabit Et hernet1/0/6
vl an 120

interface vlan 120

ip addr 192.168.120.94 255.255.255.0
exit

wi rel ess nmanagenent interface VI anl120
|

end



.Go to the I10S comand pronpt wi thout saving this config [0]
.Return back to the setup without saving this config [1]
.Save this configuration to nvramand exit [2]

Enter your selection [2]: 2

... Building configuration
[ Conpressed configuration from 2729 bytes to 1613 bytes[ K
.Use the enabl ed node 'configure' conmand to nodify this configuration

I Press RETURN to get started

plaiasW Jsogll blad Lsllanll (053l

0oSy il ol . plel (ueSill e mamall agaill ol e oz Jezall ol o ST - ol® :dla>No
a0 ;> flash:packages.conf pla; w-5760-1(configi#boot JI cli> ae, (§,dl Lle uoS 98 el
iy ol

CAPWAP 9,0 &S,> 3935 cu> dswlul| aSuidly dhasoll TenGig dgly oS p8.aSuiall Jlasl o085 .1
VLAN 5 TenGigabitEthernet1/0/1. VLAN 1 _® doasiuall dg>lgll 0,055 Jbiall 1id L6 .z 15/ 315

-bN& a90¢up 120

interface TenGigabitEthernetl/0/1
switchport trunk allowed vlan 1,120
switchport mode trunk
ip dhcp relay information trusted
ip dhcp snooping trust
Doball LaolidVl luall (0S5
ip route 0.0.0.0 0.0.0.0 192.168.1.1
ol @990 e (GUI) drogu )l paiomall dgl9 | Joogll (Sas.cusll Il Jsogll (195 .2
IV oSl le> gis0 L9 J=all Jos I Jsms slaicl o lily e aisboY/<https://<ipaddress
username admin privilege 15 password cisco
aevo S asSLwMI 6,1 dg>lg (9SS o AL .3
wireless management interface V1anl20
W 5760- 1#sh run int vlan 120
... Building configuration

Current configuration : 62 bytes

!

interface VMl an120

i p address 192.168. 120. 94 255. 255. 255.0
end

W 5760- 1#sh ip int br

Interface IP-Address OK? Method Status Protocol
VI anl 192.168. 1. 20 YES manual up up

VI an120 192. 168.120.94 YES manual up up
G gabi t Et hernet 0/ 0 unassi gned YES unset down down
Tel/ 0/ 1 unassi gned YES unset up up
Tel/ 0/ 2 unassi gned YES unset down down
Tel/ 0/ 3 unassi gned YES unset down down
Tel/ 0/ 4 unassi gned YES unset down down
Tel/ 0/ 5 unassi gned YES unset down down
Tel/ 0/ 6 unassi gned YES unset down down
Capwap2 unassi gned YES unset up up

w- 5760- 1#



Lle 5760 1)l sgix; Y (1 :alasNo. auxall (AP) Jowosll blis sac go bauisi Las i oiSai oo AU 4
Jo=s s3I 5760 1kl acx; ol oSay (IPSERVICES. 2 Jeall, _® 6,008 (dainv sas i olgiue
(AP) Joawog dlaas 1000 _JI Juay bo (MC) Jaiill _$ pSxi 6a>05
w-5760-1#license right-to-use activate apcount <count> slot 1 acceptEULA
5 go %Mo Loy (WLC) dSluwdl dydxall dSuidl (S aSxidl_uaic e auall Al 5o, oS5 oo 15T
Lo Jaosll blis i aiy il dgall _agdaiill Jlxall

W 5760- 1#show wireless country configured

Configured Country.............................. US - United States
Configured Country Codes

US - United States : 802.11a | ndoor, Qutdoor/ 802.11b / 802.11g
ol 13D o,y dgall wlac in order to wd>>
w-5760- 1(confi g) #ap dotll 24ghz shutdown

w- 5760- 1(confi g) #ap dotll 5ghz shutdown

w-5760- 1(confi g) #ap country BE

. Changi ng country code coul d reset channel and RRM groupi ng configuration
.1f running in RRM One-Ti ne node, reassign channels after this conmand
. Check custonized APs for valid channel values after this conmand

Are you sure you want to continue? (y/n)[y]: vy

w- 5760- 1(confi g) #no ap dotll 24ghz shut

w-5760- 1(confi g) #no ap dotll 5ghz shut

w-5760- 1(confi g) #end

W 5760- 1#wr

... Building configuration

[ Conpressed configuration from 3564 bytes to 2064 bytes[ K

W 5760- 1#show wireless country configured
Configured Country.............................. BE - Belgium

Configured Country Codes
BE - Belgium: 802.11a Indoor, Cutdoor/ 802.11b / 802.11g

Bub o (o 13® 8 WLC (192.168.120.94 JI (0 wlsisll alss e 5318 APs JI o8, ol s .6
.CAPWAP _5 aJl 5,965,5 ,31 sl 91 (DNS) loas domain name 43 L3 DHCP

auall oo Gaxill

0l &oM3 ap o2l (puail 18 APs JI ol ciais in order to els>

W 5760- 1#show ap summary
Number of APs: 1

G obal AP User Nane: Not configured
G obal AP Dot 1x User Nane: Not configured

AP Nane AP Model Ethernet MAC Radi o MAC State
APa493. 4cf 3. 232a 1042N a493. 4cf 3. 232a 10bd. 186d. 9a40 Regi stered
le>Nol9 ellazVI BLliswl

le>Nolg Jawogll dais lay, cllas] BLiSiwY yio clas auouas



W 5760- 1#debug capwap ap events
capwap/ ap/ events debugging is on

W 5760- 1#debug capwap ap error
capwap/ ap/ error debugging is on

W 5760- 1#debug dtls ap event
dt | s/ ap/ event debugging is on

W 5760- 1#debug capwap ios event
CAPWAP Event debugging is on

5760- 1#debug capwap ios error
CAPWAP Error debugging is on

3850 Jo=xoll JoVI (-,ueSll

3850 e aSlwMl oloaxdl a9liaiw wollaall oSl pundl] 13D ouniy
oSl
waill dlacYl 2ol

--- System Configuration Dialog ---

Enabl e secret warning

In order to access the device nmanager, an enable secret is required

If you enter the initial configuration dialog, you will be pronpted

for the enable secret

If you choose not to enter the intial configuration dialog, or if you
,exit setup without setting the enable secret

-pl ease set an enable secret using the following CLI in configuration node
<enabl e secret 0 <cl eartext password

Wuld you like to enter the initial configuration dialog? [yes/no]: yes

. At any point you may enter a question mark '?' for help
.Use ctrl-c to abort configuration dialog at any pronpt
."[]" Default settings are in square brackets

Basi ¢ managenent setup configures only enough connectivity
for managenment of the system extended setup will ask you
to configure each interface on the system

Wuld you like to enter basic managenent setup? [yes/no]: yes
: Configuring global paraneters

Enter host name [Switch]: sw-3850-1

The enabl e secret is a password used to protect access to
privileged EXEC and configuration nodes. This password, after
.entered, becones encrypted in the configuration

Enter enable secret: cCiscol23



The enabl e password is used when you do not specify an

enabl e secret password, with sone ol der software versions, and
. some boot images

Enter enabl e password: Ciscol23

The virtual term nal password is used to protect
.access to the router over a network interface
Enter virtual terminal password: Ciscol23
Do you want to configure country code? [no] : yes
Enter the country code[ US]: us
Note : Enter the country code in which you are installing this 3850 Switch and
the AP(s). If your country code is not recognized, enter one that is conpliant
with the regul atory domain of your own country
Setup account for accessing HITP server? [yes]: yes
Username [admin]: admin
Password [cisco]: ecisco
. Password i s UNENCRYPTED
Configure SNWMP Network Management? [no]: no

Current interface sumary

Any interface listed with OK? value "NO' does not have a valid configuration

Interface | P- Addr ess OK? Met hod Status Pr ot ocol
VI anl unassi gned NO wunset up down
G gabi t Et hernet 0/ 0 unassi gned YES unset up up

G gabi t Et hernet 2/ 0/ 1 unassi gned YES unset down down
G gabi t Et hernet 2/ 0/ 2 unassi gned YES unset down down
G gabi t Et hernet 2/ 0/ 3 unassi gned YES unset down down
G gabi t Et hernet 2/ 0/ 46 unassi gned YES unset down down
G gabi t Et hernet 2/ 0/ 47 unassi gned YES unset down down
G gabi t Et hernet 2/ 0/ 48 unassi gned YES unset up up

G gabitEthernet2/1/1 unassi gned YES unset down down
G gabi t Et hernet2/1/2 unassi gned YES unset down down
G gabi t Et hernet 2/ 1/ 3 unassi gned YES unset down down
G gabit Ethernet2/1/4 unassi gned YES unset down down
Te2/1/1 unassi gned YES unset down down
Te2/ 1/ 2 unassi gned YES unset down down
Te2/1/3 unassi gned YES unset down down
Te2/ 1/ 4 unassi gned YES unset down down

Enter interface nane used to connect to the
managenent network fromthe above interface summary: wvlanl

:Configuring interface Vlanl

Configure IP on this interface? [yes]: yes
I P address for this interface: 192.168.1.2
Subnet mask for this interface [255.255.255.0] : 255.255.255.0
Class C network is 192.168.1.0, 24 subnet bits; mask is /24

138 Sl oY _uadl ol I clis] a5

host name sw 3850-1



enabl e secret 4 vweGVdcUZcRMCyxaH2U9Y/ PTuj snQAPSbt . LFGBI hTw
enabl e password G scol23

line vty 0 15

password Ciscol23

ap dot 11 24ghz shut down

ap dot 11 5ghz shut down

ap country US

no ap dotll 24ghz shut down

no ap dot1l 5ghz shutdown

usernane admn privilege 15 password 0 cisco
no snnp-server

!

no ip routing

!

interface Vlanl

no shut down

i p address 192.168. 1.2 255.255.255.0
!

interface G gabitEthernet0/0

shut down

no i p address
!

interface G gabitEthernet2/0/1
!

interface G gabitEthernet2/0/2
!

interface G gabitEthernet2/0/3

interface G gabitEthernet2/0/46
!

i nterface G gabitEthernet2/0/47
!

interface G gabitEthernet2/0/48
!

interface G gabitEthernet2/1/1
!

interface G gabitEthernet2/1/2
!

interface G gabitEthernet2/1/3
!

interface G gabitEthernet2/1/4
!

interface TenG gabitEthernet2/1/1
!

interface TenG gabitEthernet2/1/2
!

interface TenG gabitEthernet2/1/3
!

interface TenG gabitEthernet2/1/4
!

end

.Go to the I10S command pronpt wi thout saving this config [0]
.Return back to the setup wi thout saving this config [1]
.Save this configuration to nvramand exit [2]

Enter your selection [2]: 2



. The enabl e password you have chosen is the same as your enable secret
.This is not recommended. Re-enter the enable password

. Changi ng country code coul d reset channel and RRM groupi ng configuration
.1f running in RRM One-Ti ne node, reassign channels after this conmand

. Check custonized APs for valid channel values after this conmand

Are you sure you want to continue? (y/n)[y]: ¥

...Cenerating 1024 bit RSA keys, keys will be non-exportable %

(K] (el apsed tine was 1 seconds]

... Building configuration
[ Conpressed configuration from 4414 bytes to 2038 bytes[ K
.Use the enabl ed node 'configure' conmand to nodify this configuration

I Press RETURN to get started

plaiasW Jsogll blad Lsllanll (053l

.llai, ol all flash:packages.conf gliss ol dojoll clls asy

o ety 3850 5Ll pody ol vy Sl oloasdl ¢uSos). aSluw M duwlwVl o llaioll 985 .1
iBase 9l IPSERVICES
2 8 Jowogll 209 Joas 38liny Jewos)l blas Juwogs ol jalasNe. Joxall Lo SLuMI JlasVl Sas
aSLuwI 6,531 ¢uSoillguuss VLAN S

<sw 3850- 1(confi g) #wireless management interface vlan <1-4095
13 15 13). plaias¥y (APS) Jgwosll blail 2lawll (MC) Jsuosll L5 aSxxidl 6159 1335 wxyMC 3155
:SLwMl Jail (9 aSxill 6359 40V J350 daSlwMl éSaidl 8 paSxill 52>9 ¢ 3850

sw 3850- 1 (config) #wireless mobility controller
Bxied (MA) Jal &bl JiasS Jass 3850 130 olS 1311 il 8sle] 130 oSl uss wllai, ralasMo
LoVl 13D plaziwl, MC pSxill 6336, Lol IP Glgie Ll @)Ll o

sw 3850- 1 (config)#wireless mobility controller ip a.b.c.d

ol 13® me JI e s

3850MC(confi g) #wireless mobility controller peer-group

3850MC(confi g) #wireless mobility controller peer-group

a>glll 6,13] (8 aSxill 6a>9 e dlaiull Jgogll dass Lol 4895 o ST Las il L8 wloo .3
ol ey (1 :aa>Me:((MC) 8,1¥1 (8 aSxill 629 e leayiis iy il Lo Ll MA paciug) duwlwVl
Lle asLoMl oloazdl ¢uSas =1 o IPBASE Las i 9l IPSERVICES i, 3850 Joxall poé,
aawlwVl a>glll 6,15] (8 pSxill 62>9 L9 (AP) Jswosgll blss sac Lol gubas ai (2.3850 Joxall
o A5 63555 Jazs s3I 3850 L)l peny ol oSeug (MA. 3 8 Lilaki Lo 199 B ,4d95 pig «(MC)
-Jsog dladi 50 _JI Loy lo (MC) Jsuosll

sw 3850- 1#show license right-to-use summary



Li cense Nane Type Count Period I eft

i pservices per manent N A Lifetine
apcount base 1 Lifetine
apcount adder 49 Lifetine

Li cense Level In Use: ipservices

Li cense Level on Reboot: ipservices
Eval uati on AP-Count: Di sabl ed

Total AP Count Licenses: 50

AP Count Licenses In-use: 1

AP Count Licenses Remmining: 49

wsllasll Jgogll bolés sac plasiwly LoVl 1id J351.3850 jLlall e Jgogll blis sxe Lo 5 layil
(MC) Jsosll _$ pSxill 6159 _le

sw- 3850- 1#license right-to-use activate apcount

switchport JI . oS5 lex)l 83, ol AP).in order for APs) Jswogll dlags SLiwS| dlac (9Si 08 .
ag>1g) VLAN 100 aSuivs plaziw| s I31:vlan 6] (SdwY Jl (9 Jouo9 igiaS i cuS (psuin JaSuins
:aSLw I 6, bV

sw- 3850- 1(confi g) #interface gigabit1/0/10

sw 3850-1(confi g-i f) #switchport mode access
sw3850- 1(confi g-if)#switchport access vlan 100

o)l 8990 ne (GUI) dogu )l paziuuall dg2ly I Joogll (Sor-cugll I Jsooll oS5 -
Sl le> gy 0 Jzall Josall e slaiel olly way e masLoMl aSuill/<https://<ipaddress
9Vl

(username admin privilege 15 password 0 cisco ( usernane for Web access
bl in iy Ll oall Lagdaidl Jlxoll go 3lgis Loy Joxall e cawliall Al 50, 055 o 25T .
g9 (AP) Jsuogll

sw 3850- 1#show wireless country configured

Configured Country.............................. US - United States
Configured Country Codes

US - United States : 802.11a | ndoor, Qutdoor/ 802.11b / 802.11g

ol 13D o,y doall wlac in order to wd>»

sw- 3850- 1(confi g) #ap dotll 24ghz shutdown

sw 3850- 1(confi g) #ap dotll 5ghz shutdown

sw 3850- 1(confi g) #ap country BE

. Changi ng country code coul d reset channel and RRM groupi ng configuration
I f running in RRM One-Ti me node, reassign channels after this comand
. Check custonized APs for valid channel values after this conmand

Are you sure you want to continue? (y/n)[y]: vy

sw 3850- 1(confi g) #no ap dotll 24ghz shut

sw 3850- 1(confi g) #no ap dotll 5ghz shut

sw- 3850- 1(confi g) #end

sw- 3850- 1#wr

...Building configuration

[ Conpressed configuration from 3564 bytes to 2064 bytes[ K

sw 3850- 1#show wireless country configured

Configured Country.....................c........ BE - Belgium



BE -

Configured Country Codes

Bel gi um : 802. 11a | ndoor, Qutdoor/ 802.11b / 802.11g

auall o §axill

ol &oMs ap Josell (0sSy Ll (Jswos)l blas) AP JI ol cisus in order to el

APa493. 4cf 3. 232a

sw 3850- 1#show ap summary
Nunber of APs: 1

G obal AP User Nane: Not configured
G obal AP Dot 1x User Nane: Not confi gured

AP Mbdel Ethernet MAC Radi o MAC State
1042N a493. 4cf 3. 231a 10bd. 186e. 9a40 Regi st ered
le> Vo] ellazVI Blaawl

>Nl Jowogll dass lay, clias] BliSiwy yao clasl guxas

SW 3850- 1#debug capwap ap events
capwap/ ap/ events debugging is on

sw 3850- 1#debug capwap ap error
capwap/ ap/ error debugging is on

sw 3850- 1#debug dtls ap event
dt | s/ ap/ event debugging is on

SW 3850- 1#debug capwap ios event
CAPWAP Event debugging is on

SW 3850- 1#debug capwap ios error
CAPWAP Error debugging is on
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