39§ PMIPVE IUJIgwdIs (MAG gJs WLC) pg
ouoese léble WLC glJodlb

lJpzossle
| 9300
o Jople I wl_w.sé
blzlo
oozl wl
©uousW I2sle, PMIPVE Ul wedsle £odsle ouozse I3ble WLC olJe,8lb 1z 0
lJedoule | Y2y
i9lo, IJe | Ogd00
lJo2. 9.9 ol o
lJe 95,00

S0 03l Ipumwews Ipuobele IUluvlumss Ipgoss 90083 gadss louold IJg psd Juiwds
WLAN podié J PMIPVE £Js 9256 lJozde B 1doiods 1Upzdss IUJluddss (WLC),

wpu ldpuwlops pu Yod vuvsoly wsuwls: pousyw TAC pu Cisco.

peJ9plo lul st

|, Proxy Mobile IPV6 Iy PMIPV6 iy PMIP o9 2J cudd Blise eds Iduveds Jepsd Jlgudds. 903l
Seus wpul lu ldgpsd spduoe ldopsld wso LTE 9 WiFi 9dsJd Idoesld eo) Iy dd
IJpedsé Iddlguddss (WLAN) s spole Idode szes lole Idorold vso vvodle WLAN
wsu IJpgsrsu wundlgws wles.

§aog§b.ngp§J o g09lu 1P 9gwsly IJe w60 9¢l>0 DHCP. 90 8bs ol 9lg6. sJpu
IJIgedlo 1J)issuvs J&p@lJ JI,_deJ@ Swuod vwuvodsé WLAN pdyys J PMIPVE oy 31 1UEl o
vuvedlo WLAN IJglbsé s Jswoss IJoglpd pg DHCP 92,36 )9, IJgpsd.

puobJelo

- wwSY9y Local Mobility Anchor (LMA) v 9los IJhuwle IJos ©@9p vogssy guslu IP 1UEluo
wlJgpsd slUleedlb wo 9peldes wozse Is pi9) IJepsd. 5826 ol sIs0 LMA p9zo
ASR5K lg ASR1K.

- odew b 1Usuosd [Us Iizoss 1Upzesds (MAG) 59, IUsuusb: suuedss bhs IJoodd
lJoslus o IUgpsd IdJluudds Jel oeldz peleds DHCP 1JbeJss. gusuvdd 03l oBdG
suliss Ilegle pg LMA Jlgwedold 2596 0,95 1Jgpsd 9lelo wozsool. 03l 8§ GRE (wldy
lovolosds 9 UDP Iuweg pde psule 5436 el 1o JJI puos) 9€lss psuls.

WS 030 lJzldé: ywodoy MAG os 9256 IJwede IJJlundIdsé. 9pg 3JI spduul i@ubl
lJzuesd eds MAG Ju9bé 9,09d FlexConnect.

s subb s IJegpsd wluwe 8856 1Jolod Idpzesd (MN) seuglo IP IUglue wo Jewslu Idpusd
(HOA).



- p8 S 1J9uo9d I Iy ds (NAI) 09 pgy09 )85 JJgpsd spdu luwadslpe Jusese 2ydé
lJeu9) 1Je9zod [Jso: wodl po luwesle uslo IPygusdyy o3l eds yudd mac-
address@realm.

- gbo pl sJ9u whbl§ NAI Vs Lbdd luwpe peld pod cisco.com. usgwegse o3l Jugsss
"IJubeds" IJos sev lu suoes IUsol IJgpsd. wpgos Jiuvdds: sésp 03l wlgvowld
Islzod IUssulesdsé ldos w99 wogssu yvwds VLAN Idpbdycs gds Idgpsd.
Sup wdysu 03l gds IJuvedd 1Jpedss [JJlgudIdssé (WLAN) 9 usess i@u'al LMA lJos
wsuvdd MAG 1oy euliss Idlozlo wlguegsleol.

Jeiss pu ldpedsple 29d puobdele cudd P Lee lds
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mob_ip/configuration/15-mt/mob-ip-15-mt-
book/imo-nai-haa.html

loweluwl

+ wsIpd gpsd PMIP 16e,le 802.11 sl puols 86 po IUbw$6 2 op wdssvel gds uivwds
WLAN.

*apfMsConnTask_2: s9us9 18 14:50:40.023: [PA] 00:23:¢2:db:29:2d 0.0.0.0 w>e (0) wgss)
IJzlJé |Js AUTHCHECK (2) I3, 2lJé woe (0)
*apfMsConnTask_2: s9us9 18 14:50:40.023: [PA] 00:23:¢2:db:29:2d 0.0.0.0 AUTHCHECK
(2) wéssy 1JelJs |Js L2ZAUTHCOMPLETE (4) I¢) puolb 86 JJzlJs (2)

s wpe Iopld ool §6 L2 980d wbys) Idgpsd IUs IUpseds Idoldss: pusdse MAG
wlodlg LMA ¢ o3l Idgpsd 9bode g0l IP Jo. pu IJulzss IUOuss: gws§9pe MAG CLhuwld
wease (PBU) JJsdsd lds LMA. jue@9e LMA Cld)s oluwedsle ledle solo 1IUsdsd (PBA).


/content/en/us/td/docs/ios-xml/ios/mob_ip/configuration/15-mt/mob-ip-15-mt-book/imo-nai-haa.html
/content/en/us/td/docs/ios-xml/ios/mob_ip/configuration/15-mt/mob-ip-15-mt-book/imo-nai-haa.html

s 0 39 Luseed gouo Idopde B Idubods IUpedss 1dJloudJdss (WLC) Jglse DHCP
JJegpsd 9uwsuds pgledle DHCP pgo lgvoobl [Js Idpgdyple IJos wp oddsol pu
LMA.Jsuw ©pdso 89sd DHCP (o,9,5l 5pg 3J9: Blu wpdsue seus lu ldgpsd uvsrs
£09lo 1P JJslzod 1blo,ss IUgluos w9236 Ideede B IJuiuds 1Jepdss IJJloud Jss
(WLC) Jguslo lsp DHCP. Bes 03l lJpeld: op pdise 9ds) DHCP.

oo Iz3le PMIPVE Ll uegsle gpdsle ouoese iglbls WLC
_9|JC';L§|JD UEJP

lJedyulo IJpuuosped

MAG WL.C 3504 running 8.8.120.0
LMA: ASRIK running 3.13.10S

AP: Al R- CAP3802- D- K9

W.C I P: 10.106.35.111
Virtual Interface IP: 192.0.2.1
Router | P: 10.106. 37.40

Client IP (Received via DHCP): 192.168.5.44

Iole, IJouozse IJpuwopsed

(9228 IJopdp pu Cisco) >gpsd wuoese IJigble <mac-addr>

(9226 IJozdp pu Cisco) >ouose Itble IJodsJ-mobility zpse IJepdso
IJodlb 1Jzse 1plge3é s puds 9,008 WLC.

loJl ez o sdpd IJg psd puold s L2, sbo, puvgd bl L2 eJs MAG

*PM PV6_Thread_2: Jun 18 14:50:40.023: [ PA]
[ PM PV6_MAG EVENT]: Trigger request received (L2 Attach trigger) from (0023.c2db. 292d)
*PM PV6_Thread_2: Jun 18 14:50:40.023: [ PA]

[ PM PV6_MAG EVENT]: Event received New WN intf attached in state: NULL, new state: INT

op leshs Huulds opase ol PMIP JJgpsd g 1bog, NAI B [z .



*PM PV6_Thread_2: Jun 18 14:50:40.023: [ PA]

[PM PV6_MAG | NFO : PBU nmessage nai (0023. c2db. 292d@i scot acbangal ore. com), nai len: 15, hoa(0),
att(4) 11id(0023.c2db.292d) , Il len: 16 segNo: 9465

*PM PV6_Thread_2: Jun 18 14:50: 40.023: [PA]

[PM PV6_MM Sending UDP Packet, src: O0x0a6a236f, dst: 0Ox0a6a2528, sport: 5436, dport: 5436

0x0a6a236f | P Address of MAG

Ox0a6a2528 | P Address of LMNA
sbo, bdo guslo IP 1UglLo wldgpsd s80slo 1pszo IJIB e, luos oul:

*PM PV6_Thread_2: Jun 18 14:50:40.023: [ PA]

_ option included len 6 va
PM PV6 VAHOAREQ i i ncl uded | 6 val 0
*PM PV6_Thread_2: Jun 18 14:50:40.023: [ PA]

_ _ option included len 6 va
PM PV6 VADFT_RTR i i ncl uded | 6 val 0
*PM PV6_Thread_2: Jun 18 14:50:40.023: [ PA]

[ PM PV6_MAG EVENT]: PBU nessage sent



Frame 1: 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface @
Ethernet II, Src: Cisco_78:be:cd (50:8f:88:78:be:cd), Dst: Cisco_7a:97:71 (60:98:08c:7a:97:71)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 35
Internet Protocol Version 4, Src: 18.186.35.111, Dst: 16.196.37.48
User Datagram Protocol, Src Port: 5436, Dst Port: 5436
~ Mobile IPv6
Payload protocol: No Next Header for IPvé (59)
Header length: 18 (152 bytes)
Mobility Header Type: Binding Update (5)
Reserved: @xe8
Checksum: @xe8ge
> Binding Update
~ Mobility Options
> MIPv6 Option - PadN
MIPv6 Option - |[Mobile Node Identifier: @823.c2db.292d
MIPv6 Option - |Service Selection: @ciscotacbangalore.com
MIPv6 Option - |Handoff Indicator: Attachment over a new interface
MIPv6 Option - Access Technology Type Option: IEEE 882.1la/b/g
MIPve Option - Padl
MIPv6 Option - Timestamp: Jun 18, 2819 84:58:48.8088 UTC
MIPv6 Option - PadN
MIPv6 Option - Mobile Node Link-layer Identifier
MIPve Option - PadN
MIPv6 Option - |IPv4 Home Address Request: 8.8.8.8
MIPv6 Option - |IPv4 Default-Router Address: ©.8.08.8

sop odds lweelus J"pds o cdse ©9esd" pe £0slu IP IUss pusoe cessoo JJepsd
9euslu 1Jpgzo IUIB el os.

*PM PV6_Thread_0: Jun 18 14:50:40.026: [ PA]
[PM PV6_MM NAI option received |en 15
*PM PV6_Thread_0: Jun 18 14:50:40.026: [ PA]

[PM PV6_WMM VAHOAREPLY option received |len 6 val 3232236844

3232236844 = | P address of MN returned by LMA fromthe | P Pool in Decinal

*PM PV6_Thread_0: Jun 18 14:50:40.026: [ PA]

[PM PV6_MM VADFT_RTR option received len 6 val 3232236801



3232236801 = Default router address in Decinal
Mability Header Type: Binding Acknowledgement (6)
Reserved: Bx88
Checksum: @x8684
+ Binding Acknowledgement
Status: Binding Update accepted (@)
B... .... = Key Management Compatibility (K) flag: No Key Management Mobility Compatibility
.8.. .... = Mobile Router (R) flag: Mo Mobile Router Compatibility
.21, w... = Proxy Reglstration (P) flag: Proxy Reglstration
.8 .... = TLV-header format (T) flag: No TLV-header format
. B... = Bulk-Binding-Update flag (B): Disabled bulk binding update support
Sequence number: 9465
Lifetime: 7208 (28888 seconds)
v Mobility Options
MIPw& Option - PadN
MIPvw& Option -|Mobile MNode Identifier: 3323.c2db.292d|
MIPvE Option - Handoff Indicator: Attachment over a new interface
MIPvE Option - Access Technology Type Option: IEEE 882.11a/b/g
MIPv6 Option - Padl
MIPvE Option - Timestamp: Jun 18, 2819 @4:58:48.0028 UTC
MIPv6 Option - PadN
MIPvE Option - Mobile Mode Link-layer Identifier
MIPvE Option - PadN
~ MIPv6 Option - IPv4 Home Address Reply: Success : 192,168.5.44
Length: &
Status: Success (8)
8188 11.. = Prefix-len: 24
IPvd Home Address: 192.168.5.44
MIPv6 Option - [IPv4 Default-Router Address: 192.168.5.1 |

op eSS elds Lol MAG |Js wuilb.

*PM PV6_Thread_2: Jun 18 14:50: 40. 026: [ PA]
[ PM PV6_MAG EVENT] : Event received PBA accept in state: INIT, new state: ACTIVE
*PM PV6_Thread_2: Jun 18 14:50: 40. 026: [ PA]

[PMPv6_WMM L2 Attach Status: Success

o3l wswog 1U29J6 5090 swés) lJs DHCP_REQD 9 wbles DHCP Luzd pdsluy uwsgs. Jo
od9u 296 2506 DHCP |Jl wso guue) IJoede B IUuvuds 1dpedss IUJlguJIdssé (WLC)
sldepsd zse lu guues IJogde Vs 1duveds 1deedss IJJlgwddss (WLC) 8 luvede
wldoed guslo IP s8ule Iduveds 1J9,es6 s uslu IJeszo Jouppsue O gie ol pdsw
DHCP.

*apf MsConnTask_2: Jun 18 14:50:40.023: [PA] 00:23:c2:db:29:2d 0.0.0.0 L2AUTHCOVPLETE (4) Change
state to DHCP_REQD (7) | ast state L2AUTHCOVPLETE (4)

*DHCP Socket Task: Jun 18 14:50:40.235: [PA] 00:23:c2:db:29:2d DHCP transm tting DHCP DI SCOVER
(1)

*DHCP Socket Task: Jun 18 14:50:40.236: [PA] 00:23:c2:db:29:2d DHCP transm tting DHCP OFFER (2)

*DHCP Socket Task: Jun 18 14:50:41.072: [PA] 00:23:c2:db:29:2d DHCP transm tting DHCP REQUEST
(3)



Time

2019-06-18
2019-06-18
2019-06-18
2019-06-18
2019-06-18
2819-86-18

(= BV B S VY i T

e4:
e4:
e4:
84:
84:
84:

Source

Socket Task: Jun 18 14:50:41.074:

50:40.048613 10.106.35.111

50:40.051456 10.106.37.40

560:40.399814 ©0.60.0.0
50:40.399931 152.0.2.1
56:40.401783 0.6.0.0
50:40.401965 192.0.2.1

IJordd pu lJuoes

[ PA] 00:23:c2:db:29:2d DHCP transmtting DHCP ACK (5)

Destination Protocol  Length
10.106.37.40 MIPvVE 198
16.106.35.111  MIPv6e 174
255.255.255.255 DHCP 430
192.168.5.44 DHCP 418
255.255.255.255 DHCP 442
192.168.5.44 DHCP 418

luwogse 03l ldGuwe Joldss gpd Idodssy vuvdd Lozse.

Info

Binding Update

Binding Acknowledgement
DHCP Discover - Transaction
DHCP Offer - Transaction
DHCP Request - Transaction
DHCP ACK - Transaction

ID @xd24d2a35
ID exd24d2a35
ID @xd24d2a35
ID exd24d2a35

Sedu oldss 2lds Idgpsd e 030 Idpgizle eds guuos Ieede B Iduvods 1dpedss
IJJlwJIsé (WLC):

(Cisco Controller) >show pmi pv6 mag bi ndi ng

[Bi

[ Bi
[ Bi
[ Bi
[ Bi
[ Bi

[ Bi

ndi ng] [ M\] : Domai n: D1, Nai: 0023.c2db. 292d@i scot acbangal ore. com
nding] [M\]: State: ACTIVE

nding] [ M\]: Interface: Managenent

ndi ng] [ M\] : Hoa: 0Oxc0a8052c, att: 3, |lid: 0023.c2db.292d
ndi ng] [ M\ [ LMA] : 1d: LMNAL

nding] [ MNJ[LMA]: lifetime: 3600

ndi ng] [ M\] [ GREKEY] : Upstream 100, Downstream 1

sco Controller) >show client detail 00:23:c2:db:29: 2d
------ Truncated----------

ent Type. ... PM Pv6

PV State....... ... Conpl et e
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