o Jsso [Ussl, DHCP OPTION 43 Jo§lb
lJosueed wdsdo lJules,

lJpzogsle
| 9300

el dole 1wl w.sé

Lpclo ol

i o EWC(f2xxx

[NSEY XA s& 290 ool (F3xxx
2l Microsoft DHCP

28l 19, ,09.) ooy Cisco (8.5 9o Lightweight
2l Cisco IOS® DHCP

2. 8lb 1 ]9, o9, ) Cisco Aironet APs (Cisco 10S)

2lp Linux ISC DHCP
2l Cisco Network Registrar DHCP
2l Lucent QIP DHCP

Lo 6.6 o | s
lowod ol L izble ol o Jlzol
pe ool Slo o Jé

lJp 95,00

Suo 031 98588 Jsu8 I suweged DHCP i) 43 Jgdsd 950 udlb 1suesd.

IJpclbdole Il ulusé

$393 19896 50 wuvdsd J DHCP ¢sl, 43 s 950 cisco Aironet o $lb 19 09J
({upper}lap) J o3I DHCP yl>J:

* ¢lbp Microsoft Windows 2008 Enterprise DHCP
« ¢l>p Cisco 10S® DHCP
* ¢bp Linux Internet Systems Consortium (ISC) DHCP

+ ¢l Cisco Network Registrar DHCP



* ¢be Lucent QIP DHCP

U UUY) wUSS ©BUSH 09236 JluwdIdsé pu Ciscor spdy Juélb lJoe9d Ws IJg o
Lightweight (LAPS) |_ucgsle gsly DHCP 60 43 ¢luo wldesss JJlososle 1Js sesle Idezde B
lJuveds Idpedso (LAN) IJJlguddss (WLCs) 1dees36 guspl odoy 9220 IJogdpe Vs Iy ds
lJpedso IJJqusto (WLC) WO U»U-Jo g.9_,&50 pCUJvJo gu udbo IJguagJ nghtwelght (LAP).

lJeobdolo

o902 Cisco Lly odsw Jssd pe,ds uldeslose IJoldss:
© pgy86 Iuwluss wubuds Cisco IJJluwJIss 1 eszsé (CUWN)
0886 |l wsé w- DHCP
lJpdovlo Idpuuespd
Jlsvwuo) o3l ldpuwons eds lueshle ulpz 9pdsule plosé pesus.
op louble IJrOE_.J_Srolu |J_9|J)o WIS o3l IJpwews pu I.Jiao_)o 1J 092926 WS wSiS6 pgpdso gluoo.

u)lu apgse |JICOJO |.JrDuUua)|oO g9.$ o5l IJrOuuuu) uqu_SgSu forouuja (ldu)luDgS) l)l !Jluu

P&JSP'C) |l vso
¢sble DHCP 1Jgl o6 wldes)s

sepd RFC 2132 £Js wzass gsliso po DHCP 335 Lods wldgshle 10gl08 wlJes)s. op gsb
60 9¢.sl, 43. DHCP ¢sl, 60 IJulisg Loud pesu (VCI). 908,08 Bisé 1Jeg)s (VCI) gulyé g0
wwduwds 0Uoss wE W LI WHss UIE zoli 1Jp9s. suwys 03l 1Uzs9d perdle Wisle 19,
(VCIs) Idus ogwwgspol ullb 1Uso9d (APs) pu Cisco:

uBdbé 19 o9 08B Bisé 1Up9,s (VCI)
lJuvduwdé Cisco Aironet
1530 Series

udbé IJso9d Cisco 3201
Lightweight Access Point

uldbé 1Jgo9d Cisco 521
Wireless Express Access Cisco AP c520
Point

AP801 (sl e, s 86x/88x
sery ISRs)

lJuvJuvJé Cisco Aironet Cisco AP ¢3600

Cisco AP ¢c1530

Cisco Bridge/AP/WGB ¢3201

Cisco AP801



https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/69719-wlc-lwap-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/69719-wlc-lwap-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/69719-wlc-lwap-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/69719-wlc-lwap-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/69719-wlc-lwap-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/69719-wlc-lwap-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo%20
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo%20
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo%20
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo%20
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo%20
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo%20
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo%20
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo%20
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo%20

3600 Series

AP802 (sl e, W 88x sery
ISRs)

Cisco AP802

lJuvduwdé Cisco Aironet
2700 Series

Cisco AP ¢27006

lJuvduwdé Cisco Aironet
3700 Series

Cisco AP ¢37007

lJuvJuvdJé Cisco Aironet
700 Series

Cisco AP ¢7006

lJuvJuvJé Cisco Aironet
1600 Series

Cisco AP ¢c1600

lJuvduwdé Cisco Aironet
1700 Series

Cisco AP c1700

lJuvJuvJé Cisco Aironet

1800s Series Cisco AP ¢1800
lJuvduwdé Cisco Aironet
1810 Series (coopu Cisco AP ¢1810

OEAP)

lJuvduvwdJé Cisco Aironet
1815 Series (I,W,T)

Cisco AP ¢1815°

ISR-AP1100AC (sbp, Ws
C1100 sery ISR)

cisco ap ¢1815

lJuvJuvdJé Cisco Aironet
1830 Series

Cisco AP ¢c1830

lJuvJuvdé Cisco Aironet
1840 Series

cisco ap ¢1840

lJuvJuvdJé Cisco Aironet
1850 Series

Cisco AP ¢c1850

Cisco Industrial Wireless
3700 Series

Cisco AP iw3702

lJuvJuvdé Cisco Aironet
1570 series

Cisco AP ¢c1570

lJwJvdé Cisco Aironet
3800 series

Cisco AP ¢c3800

lJuvduwdé Cisco Aironet
2800 series

Cisco AP c2800

lJuvduwdé Cisco Aironet
4800 series

Cisco AP c4800

lJuvJuvdJé Cisco Aironet

Cisco AP ¢c1560




1560 Series

lJuvJwdo Cisco Aironet
1540 Series®

Cisco AP ¢c1540

udlb IJyosd IUgsple
lJp>pgo J 6300 Series

cisco ap esw6300

u9lbé 9_09J Catalyst
IW6300 Heavy Duty Series

cisco ap iw6300

lJuvJuvJé Cisco Catalyst
9105AXI Series

Cisco AP C9105AX

lJuvJuvJé Cisco Catalyst
9105AXW Series

Cisco AP C9105AXW

wwJuwdo Cisco Catalyst
9115AX

Cisco AP C9115AX

lJuvduwdé Cisco Catalyst
9117AX Series

Cisco AP C9117AX

lJuvduwdé Cisco Catalyst
9120AX Series

Cisco AP C9120AX

wJuwde Cisco Catalyst
9124AX

cisco ap C9124AX

lJuvJuvJé Cisco Catalyst
9130AX Series

Cisco AP C9130AX

lJuvJuvJé Cisco Catalyst
9136 Series

Cisco AP C9136"

lJwdvdé Cisco 9162
Series

cisco ap cw9162

lJuvduvdJé Cisco 9164
Series

Cisco AP CW9164

lJuvduwdé Cisco 9166
Series

Cisco AP CW9166

Cisco 91761

Cisco Wireless AP CW9176lI

Cisco 9178l

Cisco Wireless AP C\W9178I

" spdu v sope vew Early Manufacturing 9136 o8 w,ulez suuvd "Cisco AP" B Il 60. e
oowsw 03l Vs 17.8 9l uoshle oylee Jlzds.

Bls Lo 9,09d pu IUuwduds 2700/700/1530 Series o d IUluosl) 7.6 Iy [Losl)l Tzae
7is wbs 9,09J pu IJuwduwds 3700 Series wuvgd IUluosl, 7.6 19 luosll izae pu IJusulez
81540s Iy, s, I o FCS Loules ,p) spdu luuag pde "cisco ap ¢1560"

91815s Iy, s, I FCS Loules ,p) spdu luwagpde "cisco ap ¢1810"



Jlze lsuol puowd9ds woled, g Cisco Wireless Solutions Software (wyolez LJzJed Il wJdsé 0

Cisco).

Sop Lpss IJpsh, 60 Bs Huwlds [deusld DHCP 1Jisss IUes sool £psd DHCP el
gu EWSlU IP. sop luwosle 1Jesh 60 oo Swd gpdle DHCP (08lb 1dsuosd B ldsuoge
Lightweight (LAPS) B.s 030 1Jz1J8) pu l2d ¢ers® vdwo Jglse DHCP.

esh 1Jlguweddlss 60 Jsuw pbodswl 9spdo Jogeele DHCP 1Jglos o Lele IJesh 43 Jis woe
o lJgpdle. popli IJ DHCP ybd sywolbsg Juo oypew in order to jze o one or much WLAN
zob wedp bbis Bhu gwslu sduwuw eds I VCI pu Id ap. JJSsle wosl Idlle dsd w)peé
¢lsp DHCP JJog,8 eds perd isé 1deg,s (VCI) JIJ usg eu lusle wilb 1dsuesd: spu &p
a8 Idpedsple 1Uglu06 Lldes ).

gJis ¢be DHCP: sep wesso Ipedsple 1Ugl08 wldesd eds pudlund perd Bisé 1Jpg)d
(VCI) IJouoss. gosel I DHCP )6 ubd ppdo wpss) VCI s DHCP IJeiude oy DHCP
Jwsue 09 suge I stbb Clisg pedyple 2238 Ss 0 DHCP g,00 lJs IUjwsw J DHCP ¢l 43.
£Js IJ DHCP ¢lsJ. gsow gsh 43 B JJ DHCP )96 (p2ld) Io &0 guslo 1Us I{upper}lap.

Sesw e 2132 Iy DHCP ubJ suwés szew wlisg pedople pesss J DHCP gsl, 43. 1 rfc suwpee
vlisg I SESU SEJV spécifique ¢sl) Les wso 09 255. IJgsh) JJ 1Jgsble 1J®,es6 ouopuw
b IJDHCP &,0 wpl Iy valeur (TLV) Gldo sbey sopo ¢sh 43. IJog s pu IJésh L) 900
pouod Huwldse vdd s Idolise.

Op Uiz cuuwsy IJesh 43
Iovdoe o9, WLC IJeddsss (F1xxx)

gwdpl DHCP o pze ubd 1o @3 WLAN zolj wedp guslu wpl I ¢sl) 43 J cisco Aironet
{upper}lap. IJg¢sl, TLV 9ldo gsuw wodo IUb,s.96:

+ 1J0sE - OXF1 (Isdp IEuioes 241).

* Idbyd - £35 gulssu IP Jgegré IJoedp * 4.

* 18806 - Blisps 9lzole 1b1ys WLC. wop oozewol £161Js Bsp yusluussd & ss.
B[PYONES:

s o sysd lue lu s595 WLC go9ly 192.168.1.10 Judlb 1Jsosd: luvog pdo gsl, 43
0xf104.c0a8.010a

f1 Jooe IJgsh. 04 Jiod w@se B@b 9lgs> WLC gusly (J3JY IJbgd o9 4). €0 09 192 b.s hex. A8
09 168 s hex. 01 09 01 WO hex 9 0a o9 10 s hex.

 BlILO o8 IV, culdsu IP 1Jgluos veuue, Idozde O Iduvodo lJpedséd
lIJJlpvdIss (WLC) 192.168.1.10 9 192.168.1.11 Jullb 19 o9d J>sd: Oluwegse 1Ugsl)
43 0xf108.c0a8.010a.c0a8.010b

1 Jose 1Jzsh. 08 Jiod e@spe leols WL gl (J3Jd 1lbsd 2*4). c0 o9 192 hex. A8 o9


https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html

168 s hex. 01 09 01 s hex 9 0a o9 10 Vs hex. 9oudy,) Idegwsly Idelus g "0b"
wlJduolse JJ "11".

Iovdow weasd EWC(f2xxx)

PU IJppdu ©r9sd pzeses pu udlb IUsuo9d e EWC |Js 9oe CAPWAP e, IJg sl 43

» F2<size><WLC-IP(s)>

* F2 o9 1duse

° Idzee 09 £33 gulasu IP 1JElLos weuuo) Idopde B Iduvods IJpedss IJJlunddss
(WLC) ldes sop wdsyol puoi9ws Ss 4+ 1

« polJ: 205c0a88202 sgbo.s IJ WLC gusly 192.168.130.2 9.sz9J IJ ap |Js CAPWAP
lpudsw

lJesesd IJuwse 290 logold (F3xxx)

st uwduwdo 1Jgsh 43 Jdeszsd Iduvse >9u louold J DHCPVA [pdluse Idezesd
lJodllss Jugbs 9u09d WI-Fi7 wsu 9 og Catalyst 9 Meraki Jol sJs:

. F3 <size> <ip array> mode=<1[2>. zs& |J9og = 1 -> Meraki 9 2 -> Catalyst
. wwduwdo [dpeld:

0 f305ac10011802 ( suowe IJgsl, "normal” 43 "f104ac100118" "f305ac10011802")

© oessy IJuse pu 1 1ds 3

© Op wogss) Idbod po 04 1Js 05 (Jivol udspe wlueolds "01" s "02" B wolss gulssy IP
U106 w9226 Ideedp B 1duveds 1dpedss IJJluwddss (WLC) [Js weass Isuoe
1pa€90): 18 09 s 2106 wy9099Jes IP 1Jgl o6 w9236 IJcede B IJubwds 1Jpedss
IJJlowdIiss (wuvdd luwluus <pdsb golasu IP 1gluos w9226 Idoede B Iduvwds
IUpedess 1dJluwdIdss (WLC) IJpcgcd,6> * 4 + 1)

o uolBds 1Jgsl) 1JBes B IJoolss: 01 J Meraki. 02 J Catalyst

. pold ©d9so 10S/10S-XE Jldoild WLC Llwegsle DHCPVA:

ip dhep o, Js vlian192
lJubedo 192.168.200.0 255.255.255.0
lJpszo IJlwe,)los 192.168.200.1

option 43 hex f305.ac10.0118.02

olze sdsd vy vdbs 1dsuesd JJluwesle Idgle Jdzuesd eds pisd pu Idoluosd 29d o3l
IJsoe.

ceodd sdldle odase gbe DHCP wole sJs p9,5 ¢bp DHCP. sz o3l IJpuwows gds
wedsple 36 z9J ¢lse Microsoft DHCP g¢lse Cisco 10S DHCP 9¢ls e Linux ISC DHCP 9¢lse
Cisco Network Registrar DHCP 9¢l>0 Lucent QIP DHCP. ClJouweé Jeuwele g9lsp DHCP

Jigss: Jleg 5eksd 1esss Jeuosd s Liguble 29d gsblo 1Je9)5 1pzas.



lJodosuy

) odlebs: lpuegse bblé uau l J|9|,g, (, J !grg, llc , !,g, wz s O 8b) JJz09) £.iS 058> oy
| lo 1LY

¢l>0 Microsoft DHCP

Sued 03l 1w IJedssole 1JJes es #lse Microsoft DHCP Ul wegsle IUzsl, DHCP 6
43 JIde il 9236 Iepde B IUubods 1Upzdss IUJluvJdss (WLAN).

vl 1 o9d pu Cisco s 9 0¢ Lightweight

SpIdu luwoesle IUb,s86 1Upsoes B IJBuve Iduvlod BBl o Jssd Iule Tzojs pogsss sds
lJoblg udywo 9eyss0l Iy ouwaede ulssy IP pgoduds gluoo w9lzod puwedse lJyuuyple
(WLC) ey 1Jgshy 43. 9ddu: sl Jlu zese gpdle DHCP B ldubld golhs gu udlb 9,09
Cisco 10S. B spIdud luwwesle o3l IUlz)le Jog)sd ¢sl) DHCP ,§p 43.
Sod lduse: szu o og)yd Idpsdsple lJoldss:

* pslJesh 1d,es Jdgsl 43

* bhoé guslu (gulasw) IP 1Jgluos w9ess (9sle) [duedp I lJuvodo lJpedsé IUJlgndIso
(WLAN)

1dod IUgbsle IUeldss Jogrsd [gsl, DHCP )6 e 43 gJs lse Windows DHCP:

1. Bs wbld "¢l>e DHCP" 168, wiy IJelouw IJlspo B9 esble 1Jgbe slge, gshle
lJoJdosu.


http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do

E. server Manager

-10] %]
Fle  Acmon  View Hslp |
o | 2m| cl e & |
E BF Roles "
= 3 oHCP Server _ Server Options
= ﬂ' -.:.r-.{-.,l'u'r,-:ri*x:e o Server Options More Achans 1]

SRR

® (2 Scope [192.168.1.0]

Server opbons are addtonal configuration parameters thata

e | ; _CiHCE earuar ran E5aign 1o DHCP dients. For example, some
Gl m options ncude IP addresses for default
- " Faac  TEFFE 3
o] . 23 ters), WINS servers, amd DS servers,
;*.: Al Ee’a:u Ef P L
* R Ceenoshe act as defaults for all scopes. You can override
H g} Configuration Rafredh server options by defining the option in Scope
B 8 Storsge
Heip )
war ophions, on the Acton menu, didk Configure
Doticees,
For more information about server options, see online Halp,
4 |
Configure server oplbans

2. pyyw eds 1Jenss eJdo gloclJs gsh 43 99z 0w 1J 043 Ulisg ped9ple 02336 &3 98H w9

3. bed IJgsh 1, es JJgsh 43 wldoble IJowluus 1JgUins.

N LUlebs: Gesp TLV I0glo06 JJssly IJG)es JJssh 43: 1ose + 10bbsd + 1 ps.
IJose 09 slisel 5o 1l 1JB,es 0xf1. 9ldbgd 09 £33 Iple 1 4 Jeolsse IP
IJglu06 wlblé 9236 ldoedp wuosEs yusluwss guinss. lol 1J8sp6 Wos gudly IP
J9z28 IJoede 1dpzs s Iuosés Idumluvss 1deuinss vuvdd oundunds. eds
woesd Idpoldc Juve,)so & ould 9edws wedp weulysy IP Jslzos 116,
192.168.10.5 9 192.168.10.20. IJe,9¢ 09 OXf1. [JbogJ 09 2 * 4 = 8 = 0x08. wop oz peb
colosy IP |Js c0a80a05 (192.168.10.5) 9 c0a80a14 (192.168.10.20). guspl zpew
IJ¢sb. 09 swwe F108c0a80a05c0a80a14. IJ cisco ios i) 1u sJdsu Lo [Js 1J
DHCP pglJ 2l 43 hex f108c0a80a05c0a80a14.

4.1038, 9938 whbusy we lud) W98 el s.

ez 1depld 030 1JEbb96 sop cd9ss "lJgsl, DHCP 6 e 43" 9.5,0vJ 20 DHCP IJgsl,
43 |Js 0l 1Usos] s lJs oe Lightweight (LAPS).



Scope Qptions 7 >

General  Advanced

Ayallable Ophions Drezcrption
[1 042 NTP Servers Addreszes c
043 YWendar 5pecific [nfo Embedded
1 044 WINSMENS Servers FMBMS Addr
[1 045 MetBIOS over TCPAP NEBDD MetBI05 ow w
< >
[rata entry

[rata; Binany: A5

0000 F1 08 CO A2 0A 05 CO A% ®. A A7

goos 0A 14 .

[

O, Caricel Apply

¢l>p Cisco IOS® DHCP
uldlb 1J9o9d Cisco Aironet APs (Cisco 10S)

IJpd 030 IUgbsle Jodssy IUgsl) DHCP 6 43. B ¢l Cisco 10S DHCP IJp opw: JzpsE
ullb 9,09d Cisco Aironet IJos w99p woungsd Cisco 10S. 903l suupd zpse vuidlb Uy o9d
vluwooole Idgwdyvdsé VxWorks 1000 Series (lze ldouwe IJelds) slduvduvJs 600 Series
OEAP IJos Jl ouwegse IJgsl) 43.



1. 9p wldsged IUs 9o IJodesy s Cisco I0OS CLI.

2. $p Llogble wzeg DHCP. 1ss soupeu Idpedele 100988 pod 1920 Sluwe 1JEle
UGl o806, 03l pold gds wlol g DHCP:

ip dhcp pool <pool name>

network <ip network> <netmask>
default-router <default-router IP address>
dns-server <dns server IP address>

3. 1uols Luls, "lUzsl) 43" Uluwessle 030 IULosIgs:

option 43 hex <hexadecimal string>

Sop wgese Iduwduwds IJuwsluwss IJguinss s 1Jgbys 3 Jogwduvd JSse TLV
IJgluos Cldgsh 1dses Jdesh 431 1duse + 1Ubsd + 1d8ses. IJusg 09 slisel Hes 1Ugsh
IJo, e 0xf1. 9ldbod 09 £33 Idesle IJ 4 Jeolysu IP 1Jgluos Clbhs 926 Idezde wuosés
U luwsé £Uis. ol 1IJBsps Wos ol IP Jogss Ideede 1Ups)zs B ILosEd
lJuwdluwss IJeuivsyss vuvdd ounduvds.

gds wwosd Ieeld Jude,uo 1o 0uld spa0s wede weuldso IP Jslzos 1116,
192.168.10.5 9 192.168.10.20. IJu,9¢ 09 Oxf1. IJlbgJ 09 2 * 4 = 8 = 0X08. wwp < )yged
gulosy IP |Js c0a80a05 (192.168.10.5) 9 c0a80a14 (192.168.10.20). guspl Sop czpsE
IJovduwdé: Boglbs f108c0a80a05c0a80a14. i, Cisco 10S Iss cop loldeo |Us wbld
DHCP og:

option 43 hex f108c0a80a05c0a80al4d

$150 Linux ISC DHCP

uuo:S IJeedsple 1Jsl)6 B 03l g up Jsdsé wdasy glse Linux ISC oy lzd Lele pedople
lJe9s> 1Jpes6 1Js ullb 1Jguosd Vs IUsog Lightweight oo IJuvduvdo Cisco Aironet Series
APs. 5890 03l IJpold wodasy gl Linux ISC Jlzle pedsple 1Upesys 1Jpeessé |Us wélb
lJoe9d W IJg og Lightweight oo Idgudliged 1140 91200 91130 91240. spdu wesdsd ol
lJodysy sobosyoe eds gvdunds ié)..s pu ullb 1Jgo9d Vs IUgog Lightweight.

ddns-update-style interim;
allow bootp;
option space Cisco_LWAPP_AP;
option Cisco_LWAPP_AP.server-address code 241 = array of ip-address;



subnet 192.168.247.0 netmask 255.255.255.0 {
authoritative;

option routers 192.168.247.1;

option subnet-mask 255.255.255.0;

option domain-name "cisco.com";

option domain-name-servers 192.168.247.2, 192.168.247.3;
range dynamic-bootp 192.168.247.11 192.168.247.254;
default-Tease-time 300;

class "Cisco-AP-c1140" {

match if option vendor-class-identifier = "Cisco AP c1140";
option vendor-class-identifier "Cisco AP c1140";
vendor-option-space Cisco_LWAPP_AP;

option Cisco_LWAPP_AP.server-address 192.168.247.5; }

class "Cisco AP c1200" {

match if option vendor-class-identifier = "Cisco AP c1200";
option vendor-class-identifier "Cisco AP c1200";
vendor-option-space Cisco_LWAPP_AP;

option Cisco_LWAPP_AP.server-address 192.168.247.55; }

class "Cisco AP c1130" {

match if option vendor-class-identifier = "Cisco AP c1130";
option vendor-class-identifier "Cisco AP c1130";
vendor-option-space Cisco_LWAPP_AP;

option Cisco_LWAPP_AP.server-address 192.168.247.5; }

class "Cisco AP c1240" {

match if option vendor-class-identifier = "Cisco AP c1240";
option vendor-class-identifier "Cisco AP c1240";
vendor-option-space Cisco_LWAPP_AP;

option Cisco_LWAPP_AP.server-address 192.168.247.5; }

¢l>p Cisco Network Registrar DHCP

$>&p ¢bp Cisco Network Registrar DHCP Luple o233 JJp9)s. bee IJs 9elsd ldpowg :
https://www.cisco.com/c/en/us/td/docs/net magmt/prime/network reqistrar/11-
2/dhcp/quide/DHCP_Guide/DHCP Guide chapter 0110.html?bookSearch=true#task jsq sdr 1nb

¢be Lucent QIP DHCP

§L§>;wo'>| lJduwe weue uuolise 29d Jsiss wdysy gbe Lucent QIP DHCP Jlzle pedspele
lJp9s> 1Jpes6 1ds uilb 1Jguod Vs IUsog Lightweight oo IJuvduvdo Cisco Aironet Series
APs.

S edlebé:ddeuosd eds pedsple Jlpds slebsle Ipguss: bee s IJelss 1dpdseé oo


https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/network_registrar/11-2/dhcp/guide/DHCP_Guide/DHCP_Guide_chapter_0110.html?bookSearch=true#task_jsq_sdr_1nb
https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/network_registrar/11-2/dhcp/guide/DHCP_Guide/DHCP_Guide_chapter_0110.html?bookSearch=true#task_jsq_sdr_1nb

% 19,

sedo v szess 1Jash DHCP 1 $e 43 edss Iis pedsele o228 JJp9)d. e ¢l>p DHCP o030
IJeedsple Os yvdd puduwds uwluwss guinss JJgedls Isso seddu erup DHCP.

gJss ¢ Lucent QIP DHCP. spdu w9 IJegdsele 10gluos wlpsss S poddzs "oessd
SlJo g5l DHCP". s b $6 "lJgshle Iogubs". 3¢ pedsple 1Ups,s lJepsss. 9isg

lJpedsple Bs 2dd "ldSspd".

<! DHCP Option Template - Modify

Liwalabda Clazsas ipthons: At Oiplioes:
M amae Hame | Walue
% [ Packet Cable Ophions Subrst Mask [1,5m) Same a3 in Subret Profis
=L RFC 1497 Vendo Extensions Ricutes | 2gw] Same a3 in Subred Frofile
+ - Demen Hame Server [B.d2] Uses Deahred

o) | IP Laped Patanmstens per Host

[ IP Lawes Paameters per Inbeifsce
] Lirk Laper Fatsmetess per Indertace
I TCP Parameber:

S =)

+ - Doman Mame [15,d0)
endor S pecihc: Infomaton [43 vz

ILzee Drafired
ELOBcDaB0alhcDaBlald

MetBI0S cves TCRAR Mame Server (d4.bw) 17223821

* MetB105 over TCPAF Mods Type [46by]  Benode

#1 [ Apphcalion and Sendcs Paiametens e=Diglets | |# IP hddiess Laase Time (51.%] Limited

5] [] DHCP Estersions Rl [T1) Time [5301] 43200

+1 L Movel Options Reebinding [T2] Time [53.12) 7EE00

+1 [0 RFC 2563 Options Wendor Clasz derther [ED.ck] Ceco AP 1130
4 (B3 5LP Protsoel Options P Phone Option 150 [150.1F] 1722282

[ User Autherscation Protocol Dpbicrs
+ -] RFC 3397 Ophion

Value

| £108c0aB0a05c0aB0ald

Jouppsu eoldsu IP 1JElu08 w9zss 1oz dp s suwls sl DHCP ,$p 43. 1gJ 1egdsele
IJs Bldo gsly DHCP G QIP Y6506 wluwss £uinsé pud,06: [ip hex].

JbuslJ 198, po guslo IP pg gsly DHCP e 43, 1¢J Idpedsele 1ds $lJw ¢sl DHCP s QIP
JI9spo uwlwsse guiyso p9)6:[ip hex ip hex] sJsuw [ip hex]ip hex]. Ws oo IJzlJs.
cogow IJBILoJs 1Jp92936 Bs Idpuo o B 2396 puildd Bs wedsd DHCP JJuvduwJé
lJos e weysiol pu QIP.

eds wwosd Ipold Jode,uo 1o ould 9z30s wede weulasy IP Jglzos 16 192.168.10.5 9
192.168.10.20. IJy9¢e 09 Oxf1. IUbbgd 092 * 4 =8 = 0x08. wwpe w,zped sulssy IP |Js c0a80a05
(192.168.10.5) 9 c0a80a14 (192.168.10.20). guspl swp wpse IJuwduvdo Vogbs
f108c0a80a05c0a80a14. gJs ¢lspe Lucent QIP DHCP. IJvdywJs IJuwslgwss Ide iy [Jos
Sdjp luoleoel |Js bl g DHCP os:

<ttroot>

[ f108c0a80a05c0a80al4]



sz 9028 Iuwduwds 1dwsluuss sled 1§sluw pr0es. odso 118w IJpswes [sless. vz
oe38d ¢l DHCP 56 43 JseJuw 030 1UB8sp6: wuowe udlb IUguosd B IJs o Lightweight
Sbs eds IJews) eds 9z28 IJoede sldoumesd wluvesleol.

IJozedd pu lduogs

lpwegse 03l IUBuwe JJozdd pu lJodssy IJgluo wd.

woge 16 ooz LRl lel > Jiso 8, 8b) we o lale, show. Igwegse "blé poze
IJISl" Jeoue wedsd Jedoz IJle, show.

Bl oo ouwogse udlb 9,09d Vs I oe Lightweight oo [Juwdlged 1130 /1200/1230/1240.
C2e9S EJS pudS 9238 Cpdp: Bspdud IJozdd pu lu euldsu IP 1JEluos w9226 Iopde Bis
IJubvedo Idpedso IJJluwdIse (WLC) swpe w9ds)ol IJs udlb 1 osd Vs I oe
Lightweight I&ole wessu guslu IP Juysweded DHCP. o3l upe9de JJ;@EIQ pu u9bé 1IJso9d
Vs IJgoe Lightweight oo [Juvduvdo Cisco 1230 Series LAP:

<ffroot>

*Mar 1 00:00:17.497: %LINEPROTO-5-UPDOWN: Line protocol on Interface
DotllRadiol, changed state to down

*Mar 1 00:00:17.898: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Dotl1lRadio0O, changed state to down

*Mar 1 00:00:25.352: %DOT11-6-FREQ_USED: Interface DotllRadioO, frequency
2447 selected

*Mar 1 00:00:25.353: %LINK-3-UPDOWN: Interface DotllRadio0O, changed state
to up

*Mar 1 00:00:26.352: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Dotl1lRadioO, changed state to up

*Mar 1 00:00:29.440: %LWAPP-5-CHANGED: LWAPP changed state to DISCOVERY

*Mar 1 00:00:29.475: %LINK-5-CHANGED: Interface DotllRadioO, changed state
to reset

*Mar 1 00:00:29.704: %LINK-3-UPDOWN: Interface DotllRadiol, changed state
to up

*Mar 1 00:00:30.121: Logging LWAPP message to 255.255.255.255.

%SYS-6-LOGGINGHOST_STARTSTOP: Logging to host 255.255.255.255 started - CLI
initiated

%LINK-3-UPDOWN: Interface DotllRadioO, changed state to up

%LINK-5-CHANGED: Interface DotllRadiol, changed state to reset

%LINK-3-UPDOWN: Interface DotllRadiol, changed state to up

%LINK-5-CHANGED: Interface DotllRadioO, changed state to reset

%LINK-3-UPDOWN: Interface DotllRadioO, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface DotllRadiol, changed state
to up

TransTlating "CISCO-LWAPP-CONTROLLER"...domain server (255.255.255.255)

%DHCP-6-ADDRESS_ASSIGN:

Interface FastEthernet0 assi gned DHCP address
A.B.C. D, mask 255.0.0.0, hostnanme AP001b. d4e3. a81b

%LWAPP-3-CLIENTEVENTLOG:

Controll er address 192.168. 10.5 obtai ned t hrough DHCP


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do

%LWAPP-3-CLIENTEVENTLOG:

Controll er address 192.168. 10.5 obtai ned through DHCP

I3l Joo ouuegspe ¢bpe Cisco I0S DHCP. GisgJ IJie, show ip dhep binding Jg, o @liseé gulasy
DHCP IJos wp wesswol Jgpdle DHCP. Wspl sJs pold:

<tfroot>

2800-ISR-TSWEB#

show i p dhcp binding

Bindings from all pools not associated with VRF:

IP address Client-ID/ Lease expiration Type
Hardware address/
User name

192.168.25.1 000b.855b.fbd0 Jun 29 2007 11:49 AM Automatic

gJs slzos yub, I9lo, (CLI) ooy IJepdpe Bs IUubuds IJpedss IJJluudIsé (WLC). spdod
I>¢lJ 1Jle, show ap summary JJezdd pu wuvesd udlb 1Jsuosd Bs suuo) IJogde Bs
lIJuveds IJpedss IJJluvddss (WLC). Bspl sds peld:

<#root>

((Cisco Controller) >

show ap sumary

AP Name Slots AP Model Ethernet MAC Location Port

ap:5b:fb:d0 2 AP1010 00:0b:85:5b:fb:d0 default_location 1

Bl Il Dbsd gvodle ppdss JlgwdIdss wpe wdysuol Bspdud |>¢ld I.JipJ show client
summary Jo,s Idgpdle Idpuvzdso WS suuo) Idoede Ws Iduveds Idpedss IJJlgwdIdso
(WLC):

<{froot>

(Cisco Controller) >

show client summary

Number of Clients....cuuiiiiiii it iiiiitinnnneennns 1



MAC Address AP Name Status WLAN Auth Protocol Port

00:40:96:a1:45:42 ap:64:a3:a0 Associated 4 Yes 802.11a 1

lweduuld IJlgble gl oJlzol
luwogsp 03l IUBuwe Jluwe il igble IJodssy sluadlzol.

woge b6 ooz Il lel > Jiso 8,8b) ug o lale, show. Iowegse "blé poze
Il Jerwe cedesd Jeeoz 1Jle, show.

~ edlzbs: Leze IJs | popé g0 19le) wuozse IIgble 0 I o wegse lole, debug.

I>¢J IJie, debug dhcp message enable gJs eoue, IJoedpe B IduvwIs 1pedss IUJlonJIsé
(WLC) Jeyue ouwduwd Idizsle IJos wpse wsu ébe DHCP gldg psd. Wspl sds pold:

<ffroot>

(Cisco Controller) >Thu Jun 28 17:07:53 2007: 00:0b:85:5b:fb:d0
dhcp option Tlen,
including the magic cookie = 38
Thu Jun 28 17:07:53 2007: 00:0b:85:5b:fb:d0 dhcp option:

recei ved DHCP DI SCOVER mnsg

Thu Jun 28 17:07:53 2007: 00:0b:85:5b:fb:d0 dhcp option:
skipping option 57, len 2

Thu Jun 28 17:07:53 2007: 00:0b:85:5b:fb:d0 dhcp option:
skipping option 55, len 6

Thu Jun 28 17:07:53 2007: 00:0b:85:5b:fb:d0 dhcp option:

vendor class id = Airespace. AP1200 (|l en 16)

Thu Jun 28 17:07:53 2007: 00:0b:85:5b:fb:d0 dhcpParseOptions: options end,
len 38, actual 64

Thu Jun 28 17:07:53 2007: dhcpd: sending 300 bytes raw
0.0.0.0:68 -> 10.77.244.212:1067

Thu Jun 28 17:07:53 2007: dhcpd: Received 300 byte dhcp packet
from Oxd4f44d0a 10.77.244.212:68

Thu Jun 28 17:07:58 2007: 00:0b:85:5b:fb:d0 dhcp option len, including
the magic cookie = 50

Thu Jun 28 17:07:58 2007: 00:0b:85:5b:fb:d0 dhcp option: received DHCP

REQUEST msg
Thu Jun 28 17:07:58 2007: 00:0b:85:5b:fb:d0 dhcp option:

requested ip =
192.168.25.1

Thu Jun 28 17:07:58 2007: 00:0b:85:5b:fb:d0 dhcp option:


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do
https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

server id =
192. 168. 25. 10

Thu Jun 28 17:07:58 2007: 00:0b:85:5b:fb:d0 dhcp option: skipping option 57,
Ten 2

Thu Jun 28 17:07:58 2007: 00:0b:85:5b:fb:d0 dhcp option: skipping option 55,
Ten 6

03l 09 pé)é |Jlo, debug lwapp packet enable IJulog po suue) IJoedpe B 1duvwds Ipedss
IJJlgvdIse (WLC) 1Uss suvsy s luweésle gsly DHCP ,§pe 43 Jlb,s@e 1Yol JIJo il
suldsu IP 1Jgluoo weuuo Idozdpe Vs Iduveds Idpedse IUJluwdIdss (WLC):

<ffroot>

Thu Jun 28 17:51:47 2007: Received LWAPP DISCOVERY REQUEST from AP
00:0b:85:5b:fb:d0
to 00:0b:85:33:84:a0 on port '1'
Thu Jun 28 17:51:47 2007: Successful transmission of LWAPP Discovery-Response
to AP 00:0b:85:5b:fb:d0 on Port 1
Thu Jun 28 19:22:39 2007: Start of Packet
Thu Jun 28 19:22:39 2007: Ethernet Source MAC (LRAD): 00:D0:58:AD:AE:CB
Thu Jun 28 19:22:39 2007: Msg Type :
Thu Jun 28 19:22:39 2007: DISCOVERY_REQUEST
Thu Jun 28 19:22:39 2007: Msg Length : 31
Thu Jun 28 19:22:39 2007: Msg SeqgNum : 0
Thu Jun 28 19:22:39 2007:
IE :

UNKNOWN | E 58

Thu Jun 28 19:22:39 2007: IE Length : 1
Thu Jun 28 19:22:39 2007: Decode routine not available, Printing Hex Dump
Thu Jun 28 19:22:39 2007:

00000000: 03

Thu Jun 28 19:22:39 2007:

Uy BSpb ldpgdes IE 58 |Us uoe IUldeuild. oldouwes Jesh, DHCP ,§e 43, sdsy 3.

I3l Joo ouuegsp ¢bpe Cisco I0S DHCP gJs IJp9zo: Bspdud 1b¢ld 1Ule, debug dhep detail
9IJiroJ debug ip dhcp server events Jg, o uillo gpesd DHCP 9lUgle. 909spl sJs peld gds
IJio, debug ip dhcp server events:

<ttroot>

*Jun 28 11:49:33.107: DHCPD: Sending notification of DISCOVER:

*Jun 28 11:49:33.107: DHCPD: htype 1 chaddr 000b.855b.fbd0

*Jun 28 11:49:33.107: DHCPD: remote id 020a0000c0a8190a01000000

*Jun 28 11:49:33.107: DHCPD: circuit id 00000000

*Jun 28 11:49:33.107: DHCPD: Seeing if there 1is an internally specified



pool

*Jun 28
*Jun 28
*Jun 28
*Jun 28
*Jun 28
*Jun 28
*Jun 28
*Jun 28

Sendi ng

*Jun 28

addr ess

*Jun 28
*Jun 28

11:
11:
11:

11

11:
11:

11

11:

notifi

11:49:38.607:

class:
49:
49:
49:
:49:
49:
49:
:49:
49:

33.
33.
33.
38.
38.
38.
38.
38.

107:
107:
107:
603:
603:
603:
603:
607:

cation

192.168.25.1

11:49:38.607:
11:49:38.607:

DHCPD: htype 1 chaddr 000b.855b.fbd0
DHCPD: remote id 020a0000c0a8190a01000000
DHCPD: circuit id 00000000
DHCPD: Sending notification of ASSIGNMENT:
DHCPD: address 192.168.25.1 mask 255.255.255.0
DHCPD: htype 1 chaddr 000b.855b.fbd0
DHCPD: lease time remaining (secs) = 86400
DHCPD:

of ASS| GNVENT:

DHCPD:

mask 255.255.255.0

DHCPD: htype 1 chaddr 000b.855b.fbd0
DHCPD: lease time remaining (secs) = 86400

¢ 1Jie, show ip dhep binding Jg, Lo Gliseé golsse DHCP 1Jos ¢p oessool Jgpdle DHCP.

<#froot>

2800-ISR-TSWEB#

show i p dhcp binding

Bindings from all pools not associated with VRF:
IP address

192.168.25.1

Client-ID/ Lease expiration Type
Hardware address/

User name

000b.855b. fbd0 Jun 29 2007 11:49 AM Automatic

pedyple Sl LoJs



https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-0/configuration-guide/b_cg80.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-0/configuration-guide/b_cg80.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-0/configuration-guide/b_cg80.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-0/configuration-guide/b_cg80.html
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/how-to-configure-the-lightweight-ap-in-order-to-join-the/ta-p/3121007
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/how-to-configure-the-lightweight-ap-in-order-to-join-the/ta-p/3121007
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/how-to-configure-the-lightweight-ap-in-order-to-join-the/ta-p/3121007
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/how-to-configure-the-lightweight-ap-in-order-to-join-the/ta-p/3121007
https://www.cisco.com/c/en/us/support/index.html?mode=prod&level0=278875243
https://www.cisco.com/c/en/us/td/docs/wireless/access_point/technical-reference/global-use-ap-dg.html
https://www.jiribrejcha.net/2020/08/how-to-convert-hundreds-of-cisco-aironet-or-catalyst-aps-from-mobility-express-or-embedded-wireless-controller-to-lightweight-mode-using-option-43/
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