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(Cisco Bootl oader (Version 4.0.191.0
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...Booting Primary | mage
...Press <ESC> now for additional boot options
Det ecti ng hardware

.Cisco is a trademark of Cisco Systens, |nc
. Sof tware Copyright Ci sco Systems, Inc. Al rights reserved

(Cisco AireCs Version 4.1.192.17M (Mesh
Initializing OS Services: ok

Initializing Serial Services: ok

Initializing Network Services: ok

Starting ARP Services: ok

Starting Trap Manager: ok

Starting Network Interface Management Services: ok
Starting System Services: ok

Starting Fast Path Hardware Accel eration: ok
Starting Switching Services: ok
Starting QoS Services: ok

Starting FIPS Features: Not enabl ed
Starting Policy Manager: ok

Starting Data Transport Link Layer: ok
Starting Access Control List Services: ok
Starting System Interfaces: ok

Starting Cdient Troubl eshooting Service: ok
Starting Managenment Frane Protection: ok
Starting LWAPP: ok

Starting Crypto Accel erator: Not Present
Starting Certificate Database: ok
Starting VPN Services: ok

Starting Security Services: ok

Starting Policy Manager: ok

Starting Authentication Engine: ok
Starting Mbility Managenent: ok

Starting Virtual AP Services: ok

Starting AireWave Director: ok

Starting Network Time Services: ok
Starting G sco Discovery Protocol: ok
Starting Broadcast Services: ok

Starting Power Over Ethernet Services: ok
Starting Logging Services: ok

Starting DHCP Server: ok

Starting I DS Signhature Manager: ok
Starting RFID Tag Tracking: ok

Starting Mesh Services: ok

Starting TSM ok

Starting LOCP: ok

Starting CI DS Services: ok

Starting Ethernet-over-IP: ok



:Starting Managenment Services
Wb Server: ok
CLI: ok
. (Secure Web: Web Authentication Certificate not found (error

(Cisco Controller)

Wl cone to the G sco Wzard Configuration Tool

Use the '-' character to backup

[ System Nane [ Cisco_24:13: a0

Enter Administrative User Nane (24 characters max): admn
**%%x - (Enter Administrative Password (24 characters max
Frxxk Re-enter Adninistrative Password
Managenent Interface | P Address: 192.168.100.1

Managerent |Interface Netmask: 255.255.255.0

Managenent Interface Default Router: 192.168.100. 254
Managenent Interface VLAN lIdentifier (0O = untagged): O
Managerment Interface Port Num[1 to 8]: 1

Managenent |nterface DHCP Server | P Address: 192.168.100.1
AP Manager Interface | P Address: 192.168.100. 2

AP- Manager is on Managenent subnet, using sane val ues

: (AP Manager Interface DHCP Server (192.168.100.1

Virtual Gateway |IP Address: 1.1.1.1

Mobi lity/ RF Group Name: 2106

:[Enabl e Symmetric Mbility Tunneling [yes][NO

Net work Nanme (SSID): 2106

:[Allow Static | P Addresses [ YES][no

Configure a RADIUS Server now? [ YES][no]: no

.Warni ng! The default W.AN security policy requires a RADIUS server
. Pl ease see docunentation for nore details

Enter Country Code list (enter '"help' for a list of countries) [US]: BE

Enabl e 802. 11b Network [YES][no]: no
Enabl e 802. 11a Network [YES][no]: yes
:[ Enabl e Aut o-RF [ YES] [ no

I Configuration saved

...Resetting systemw th new configuration

doaZiauall 9 50)l dalS9 patimall pwl dConzo plaiwl gaidl r2y aSdl 6259 I o3l Uiy ad .1
23V i 0

:Starting Managenent Services
Wb Server: ok
CLI: ok
Secure Web: ok

(Cisco Controller)

Enter User Name (or 'Recover-Config' this one-tinme only to reset configuration to
(factory defaults

User: admn
**kx%: Passwor d
< (Cisco Controller)

WLC setup JI Lyl .aoasoll oloasdl yaxid Lo (65 e oSl 6229 Ssgizs wlacyl i yaxid .2
:ap JI' J J>b DHCP JI i Loy

config wan delete 1

config dhcp create-scope dfs

config dhcp network dfs 192.168.100. 0 255. 255. 255. 0

config dhcp address-pool dfs 192.168.100. 100 192. 168. 100. 120



config dhcp enable dfs

3 OSay algd oSoy Li> (MAC Glsic Wi ol way (oSl 629 I 1500 Jguwogll dlnss adlo] go
debug Iwapp errors enable oVl plasiwl 91 (Jswogll dass e 3929a)l Gualoll o &logleoll grozs
le‘mdwﬁbdwylwoiw.Js_aJLJyoSJIaJaA;QHzanqéP&zdlapguls
:dlgguu MAC ylgic 4,9,

Cisco Controller) >debug lwapp errors enable

:Cisco Controller) >Tue Apr 24 04:27:25 2007: spanRadi usProcessResponse)
AP Aut horization failure for 00:1a:a2:££:8£:00

oSl 83>9 I aisloY ale jgizll o sl Olgigll pasiwl .4
config auth-list add mc 00:1la:a2:ff:8f:00

> (AP) Jguog)l bl clowl 0,95 . o821l 82>9 L Jewosll bl oo MS puinis Ol vy Guad 89 iz, .5
ap JI e 13 aaiz, .cly Loldlslacyl e lalise puwVl GoSuuw i3V JVS lgolasiw] pigw
das; puwl $oSy wiwall 138 (o Jla)l Juw e 13829 (8 o el oIS ol {upper}mac address
AP1500 ¢ Jguogl

Cisco Controller) >show ap summary)
AP Nane Slots AP Model Et hernet MAC Locati on Por t

apl500 2 LAP1500 00: la:a2:ff:8f: 00 default_location 3

< (Cisco Controller)

2 4.1.192.17 pasius ably ol

:olglazll 04® o )b LY Gl

LU debug airewave-director enabled S0Vl pasiwl . aSxill 659 e bl ellas] xouas eSai 1
_»ol<config 802.11a disable <apname Jl go ap J! 0 acl3yl ¢ j=el .2

&Ll o5 (140) 6ld U,Lci oo Sl eay Cisco _uogi Ly lede 802.11a g0l lavol o5 6LS 52> .3
config 802.11a channel ;oY ,o.\>:.'.wi Lol sliall dalaio (999 0e5s ol JI yualall HI51) Jsoy 100 o
.<<apname> <channelnum

.<config 802.11a enable <apname ;oY plaxiwl Joogll dass 0 802.11a gu3l) uSois 0 4

5629 pac o ST a8,85 30 (Jliall Juww Jle Mool w89 9l bl elas] qpuas clis] oy i ksl .5
slall b le culi sl

128 124 120 116 112 .104.108 100 :JlioJl Jusw Jle Jald a3l anslall (8 aJWl sLall S .6
.140 136 (132

124 sLa)l e )bl wis Je Jbo 13

Cisco Controller) >config 802.1la channel ap AP1520-RAP 124)

Tue Apr 1 15:50:16 2008: Airewave Director: Checking Phy Chan Options on 802.11la AP
((00: 1A: A2: FF: 8F: 00(1) chan 112 (DO SCAN, COWM T, (4704, 112

Tue Apr 1 15:50:16 2008: Airewave Director: Verify New Chan (124) on AP

Tue Apr 1 15:50:16 2008: Airewave Director: radar check is not required or not detected on
channel (124) on AP

Tue Apr 1 15:50:16 2008: Airewave Director: Checking radar Data on 802.1la AP

(00: 1A: A2: FF: 8F: 00( 1

Tue Apr 1 15:50:16 2008: Airewave Director: active channel 112 custonmi zed channel 0
for 802.11a

Tue Apr 1 15:50:16 2008: Airewave Director: Radar non-occupancy expired on 802.11a AP
00: 1A: A2: FF: 8F: 00(1) chan 120

Tue Apr 1 15:50:16 2008: Airewave Director: Checking Phy Chan Options on 802.11la AP



((00: 1A: A2: FF: 8F: 00(1) chan 124 (DO SCAN, COW T, (4704, 112

Tue Apr 1 15:50:18 2008: Airewave Director: Processing radar data on 802.1la AP
(00: 1A: A2: FF: 8F: 00( 1

Tue Apr 1 15:50:18 2008: Airewave Director: Updating radar data on 802.11la AP

00: 1A: A2: FF: 8F: 00(1) chan 124

Tue Apr 1 15:50:18 2008: Airewave Director: Checking radar Data on 802.11la AP

(00: 1A: A2: FF: 8F: 00( 1

Tue Apr 1 15:50:18 2008: Airewave Director: active channel 124 custom zed channel 0
for 802.11a

Tue Apr 1 15:50:18 2008: Airewave Director: Radar detected on 802.1la AP
00:1A:A2:FF:8F:00(1) chan 124

Tue Apr 1 15:50:18 2008: Succeeded Sendi ng Radar Channel Trap

Tue Apr 1 15:50:18 2008: Airewave Director: Avoiding Radar: changing to channel 108
for 802.11a

4.0.217.200 plaziwl a))bl) olhlis|

1nid e _lly (4.0.217.200) doaill aSuid| o, Jsuis Ll pSaill olasg) daplall 038 plasiwl oSa
1510 5L ol Jgwogll blss

:olglazll 04® o )b LY Wl

:Joogll dasiy dsleioll GV laas olasMall HlgbY aSxill 63>9 (oS i a9 o)l wlogleoll Julai .1
config trapflags authentication disable
config trapflags |inknode disable
config trapflags multiusers disable
config trapflags 802. 11-Security wepDecrypt Error disable
config trapflags rrmprofile | oad disable
config trapflags rrmprofile coverage disable
config trapflags aaa auth disable
config trapfl ags aaa servers disable
SHl ool el ] guuai uSos 2
debug snnp trap enabl e

_ol<config 802.11a disable <apname JI &o ap Jl 0 acldyl ojxel .3

93 olazuVl s ((140) 8Ld el o0 eally Cisco Luwogi .Lgay lede 802.11a g1l lasol o6 8LS sa> 4
config 802.11a channel ;oY paziwl .Llell 6lia)l ddlnio §99 0oy l LI Luakall HIsl, Jusy .100
.<<apname> <channelnum

.<config 802.11a enable <apname ;oY plaziwl Jowogll dlas; o 802.11a o131, uSois 08 .5

e bl 3929 pac o 3Tl aad> 30 (Jlodl Juw e "ol 89 ol Sl &8 clis] aiy > laul .6
ola)l el

128 124 120 (116 112 104,108 (100 :JlaJl Juw _Je «Jald a3l dasla)l 9 aJWl slsll 5,5 .7
6a>l9 6Lo ,Lis| e Jlo 132.140 136 132

Cisco Controller) >config 802.1la disable apl500)

Controller notifies of radio interface going down!
Tue Apr 24 22:26:23 2007: Succeeded Sending |radlfTrap
< (Cisco Controller)

Channel is set on AP radio!

Cisco Controller) >config 802.11a channel apl500 132)
. Set 802.11a channel to 132 on AP apl1500

< (Cisco Controller)

Radi o interface is enabl ed!

Cisco Controller) >config 802.11a enabl e ap1500)

Tue Apr 24 22:30:05 2007: Succeeded Sending |radlfTrap
< (Cisco Controller)



DUVl a9 5l CauisSy (aldd 518> a=y9
Tue Apr 24 22:31:43 2007: Succeeded Sendi ng Radar Channel Trap

ap Jl U8 oo u3> cusily sLall o ue g9
Tue Apr 24 22:31:43 2007: Succeeded Sending bsnLradl f Param Update Trap

:show advanced 802.11a summary oVl ;lauol o8 DFS &a> aey 63332all 6223l 6Lsll oo g8l .8

Cisco Controller) >show advanced 802.l1la summary)

Channel TxPower Level

< (Cisco Controller)
Wl apaiss L) 1899 «aads 30 6a0) L)l Badli (il wlgiall e cloglea Jaws)l dlnds lagixig
9 pSxill 6229 e (GUI) dwgunll pasiuuall dg2lg dg2l9 dg>19 (o wloglall 0i® ala>No (Soy
802.11a < gp1))l 65621 dxauo

Jawl Jl JawY Jaule sliall Lz doasiwmell Jowogll dais 51> .9
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Cisco Controller) >debug ap enable apl500)
Cisco Controller) >debug ap command printRadar() apl500)
Cisco Controller) >Tue Apr 24 23:07:24 2007: apl500: Calling "printRadar" with args 0x0, 0xO,)

0x0, O0x0

Tue Apr 24 23:07:24 2007: apl500: Radar detection algorithm paraneters

, (Tue Apr 24 23:07:24 2007: apl500: max width = 25 (units of 0.8 us

wi dt h mat chi ng pul ses mininum= 5

Tue Apr 24 23:07:24 2007: apl500: width margin = +/- 5

Tue Apr 24 23:07:24 2007: apl500: mn rssi for magnitude detection = 75

Tue Apr 24 23:07:24 2007: apl500: m n pul ses for magni tude detection = 2

Tue Apr 24 23:07:24 2007: apl500: maxi mum non- mat chi ng pul ses to discard sanple = 2
Tue Apr 24 23:07:24 2007: apl500: Radar detection statistics

Tue Apr 24 23:07:24 2007: apl500: sanpl es dropped for too many errors per second = 0
Tue Apr 24 23:07:24 2007: apl500: sanpl es dropped for too many errors in sanple =0
Tue Apr 24 23:07:24 2007: apl500: positive radar bursts detected = 14

Tue Apr 24 23:07:24 2007: apl500: printRadar Returns: 40
:Tue Apr 24 23:07:24 2007: apl500
Cisco Controller) >debug ap di sabl e ap1500)

AP 1520 , 5 & sliall & bol,Jl olgiall

Il oo 6l 818 il bbbl Go wils 1 oMo dsslall e in order to S jlel o s ol closiuwl
.ap

Cisco Controller) >debug ap enable AP1520-RAP)

Cisco Controll er) >debug ap command "sh mesh channel" AP1520-RAP)
:Cisco Controller) >Tue Apr 1 15:38:19 2008: AP1520- RAP)

:Tue Apr 1 15:38:19 2008: AP1520- RAP
:Tue Apr 1 15:38:19 2008: AP1520-RAP: HW d gabitEthernet2, Channels
,[Tue Apr 1 15:38:19 2008: AP1520-RAP: 2[0;0

:Tue Apr 1 15:38:19 2008: AP1520- RAP
:Tue Apr 1 15:38:19 2008: AP1520-RAP: HW d gabitEthernet3, Channels
,[Tue Apr 1 15:38:19 2008: AP1520-RAP: 3[0;0

:Tue Apr 1 15:38:19 2008: AP1520- RAP
:Tue Apr 1 15:38:19 2008: AP1520-RAP: HW d gabitEthernet0, Channels
,[Tue Apr 1 15:38:19 2008: AP1520-RAP: 0[O0;0

:Tue Apr 1 15:38:19 2008: AP1520- RAP
:Tue Apr 1 15:38:19 2008: AP1520-RAP: HW d gabitEthernetl, Channels
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Cisco Controller) >config advanced 802. 11a channel del ete 128)
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Cisco Controller) >show advanced 802.1la channel)

Aut omati ¢ Channel Assignment

Channel Assignment Mode........................ AUTO
Channel Update Interval........................ 600 seconds
. Channel Update Contribution.................... SNI
Channel Assignnment Leader...................... 00: 18: ba: 94: 64: cO
Last RUN. . ... 331 seconds ago
Channel Energy Levels
MNimum . ... unknown
AVEr Age. . o unknown
MBXT ITUM . unknown
Channel Dwell Times
MNimum . ... e 0 days, 17 h 49 m30 s
AVErage. . . . 0 days, 18 h 49 m20 s
MBXT ITUM . .. e e e e e e 0 days, 19 h 49 m10 s
,Allowed Channel List............ ... ... . ... .... 36, 40, 44, 48, 52, 56, 60, 64, 100

104,108,112,116,120,136,140 .. ... .. e e e e e
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