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*# Internet Authentication Service

| aton vew ||« = || S (R0 @

Tree I

Efiniermet dbentcaticn Service (Local)

=] Clents
[FH_] Remats Access Logaing
- 55 Ramobe Aocess Policks

'é) Welcome to Internet Authentication Service

Interret Authentication Service (125 perfor ms centralized authentication,
authorization, and accounting of users who connect to s network using virtusl
private retwork (vPr) and diakup technology. TAS implaments the IETF
standard Remote authentication Dial-n Lser Service (RADILS) protoool,

To enzhle the 1AS server o read the remote access properties of ussr
accounts in the active Direchory, on the Action menu, click Register Service n

Bctive Directary.

For mare informaton sbout sethng wo 145, see "Checklist: Configuring [AS for
dial-up and YPH access" and "Chedkdlst: Configuring 145 to outsource dial-up
arcess” nonline Hel,

For mara infor mation on LAS doploymant scenariog, soe opice "Diakup
corporate access", "Buranet access for business partners”, "Internet Access®,

"Cutsowrced corporate access through service providers" in online Help.

For troubleshaoting nfor mation, see topic Troubleshooting in online Help.

22> RADIUS Jiac Loy 3> Jrae isly eMasll alxall §89 ca¥l Guslall 3 il .2
Jball 130 (3. JWl G5 Lail o5 . JsS539,S RADIUS 319 Juasll punl J351 " Juac @lol" 8180 9 .3
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Add Client Ed

M ame and Protocol
Azzigh a hame and protacal far the client.

Type a friendly name and prokacal for the client.

Eriendly narme: WLC-1

Pratocal: RaDIIS -

< Back M et I Cancel

J| azy . uill ally client-vendors . Jwasl IP glgic J351 Add RADIUS Client 6336 6 .4
i @l-ogll (172.16.1.30 ulgic go WLC-1 sy ugrj Jlio 130 Saw.clgl G99 il (o)l Clogleo
e Jully (cisco I
:cisco123



Add RADIUS Client Eq |

Client Information
Specify information regarding the client.

Client address (IP or DHS):

|1?2.15.1.3n

Clent-\endar:

Werfy... |

I Cisco

[T Client must always send the signature attibute in the request

HEXENNNE

Shared zecret;

HEENEEEEE

Confirm shared secret:

< Back

Firizh

Cancel
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“#Internet Authenticabion Service
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Add Remote Access Policy

Policy Mame
Specify a fnendly name for the policy.

A Remote Access Policy 1z a et af actiong which can be applied to a group of uzers
meeting certain conditions.

Analogous ba iiles pou can apply to incoming mail in an e-mail application, you can
zspecify a =&t of conditionz that must be matched for the Remote Access Policy bo apply.
“'ou can then specify actions to be taken when the conditions are met.

Policy friendly name:
Airezpace WS4

< Back Mewut » I Cancel

in order to Laway dalaib lgle 12y e Jowoll g b pisw Ll bog il s3> JWIl oYl |8 .3

ODA>
bl
| ]
Cardiliars Selact the bype of attnbute ba add, and then chck, the Acd bution
Detemmine tie condhions ko malch
Lilnbubs lypes:
Pl ame | Deacription
Specly tha condlions 1o match Lall=d-Stafon-d Fhiare numbser disl=d by us=
Caling-Stzhondd Fhare number fram shich cal oignated
Cordliors: Chest-Friendk-Name Friendle name For the BADIUS chen: 145 o)
Chest [P Adcies IF acdres: of RADIUS chent. (145 only)
CheritWendor Marwfachurer of RADIUS progy on MA&S. 145 onl
Dray-fird- TineRectrc . Time perods and days of wesk duing which ws
FramadProtoz ol Tha pialosal to ba Lized
WS ddsrtili= Sihnreg cdarhlwrg be HAS onoimsling the isgques!
N SF-Addess IF addrezs of the HAZ onginsbing 1he 1eques! ||
HAEFort-Type Type al phpsical port used by the HAS cnginahn
Service-Type Type af service Lmer hag requeshsd
Tunred Tupe Tunreding probocols b b wed
“Windowes Giouns “Windowes grops that ussn befongs o
add., e | a | 2
< Back | Bleset 3 | Concel | ] e |

9 AAA e, Lol IP glgic J3si—client-ip-address: il olowdl 52> « olawd] gloil daasld (0 .4
Jl oo oy I ey dwludl DA el olgie WLCs JI Jls 135



Client-IP-Address E |

Type aword or a wild card [for example, abo.®);
|1?2.1 £.1.30

ak | Cancel |

olegase WLC
b laud e 2l Bubai pisw il (Cpoaisoll dCgnxo) Windows dceaze sa>—Windows

Gows ____HEH|

The following groups are currently in thiz condition.

GEroups:

Marme
CAT-TD-2KAT est-Clients

Hermawe

Ok Canicel

‘Jlo



Add Remote Access Policy |

Conditions
Determine the conditions ta match.

Specify the conditions to match.

LConditions:

Windnws-ﬁrnups matches "CAT-TD -EK“-.T gzt-Clients"

Add... Hemove Edit...

< Back Heut » Cancel |
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Add Remote Access Policy

Permizzions
Dreterming whether to grant or deny remote access permizsion.

Y'ou can uze a Remate Access Policy either to grant certain access privileges to a
group of uzers, or to act ag a fiker and deny access privileges to a group of uzers.

[f a uger matches the specified conditions:

{7 Deny remate access pemmission

£ Back Mest = Cancel

(JWI) Next g5 Ll .6
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Add Remote Access Policy Ed I

Izer Profile
Specify the user profile.

Y'ou can how specify the profile for uzers wha matched the conditions vou have
zpecified.

Mote: Even though you may have specified that ugers should be denied accesz, the
profile can ztill be used if this policy's conditions are overridden on a per-uzer basis.

Edit Profile...

£ Back

Cancel
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Edit Dial-in Profile

Authentization | E ncryption
Dialin Constraints | 1=

[T Restrict maximum session to:

I Advanced

i E3

—

| Multilink |

1 _Ij .

1~ Restrict access to the following days and times;

Edi. |

[T Restrict Diakin to this number only: I

—~ Restrict Dial-in media:

O FoDl

[ Taken Ring

O] wireless - IEEE 802,11
] wireless - Other

[ Cable

~

il

aF. Cancel | Sy

s i

N ossilell

a3y (WLAN) LMl dyxall &aidl LS doriimall d930aall ds b i3l a5 @dskasll gl dodle

PAP.) 6 ait0 e adslas Jlall 3@



Edit Dial-in Profile K Ed

Dialin Constraints | P | Multilink
Authentication | Encrvption I Advanced I

Check the authentication methods which are allowed far thiz connection.

Extenszible &uthentization Frotocol |

Select the EAP twpe which iz acceptable far thiz policy.

| Protectsd EAP (PEAP) || Corfigure..

™ Microzoft Encrypted Authentication version 2 [M5-CHAP +2)
[ Microzoft Encrypted Authentication [M5-CHAP)

[T Encrypted Authentication [CHAP]
W Lnencrypted Authentication [PAP. SPAP]

T e TP+

Urnauthenticated Access

r Bllaw rermote PPP clientz to connect without negotiating
any authentication method.

aF. Cancel Apply
999 sl .(SPAP
999 ,é5l9 daws LoVl Claleoll &S5 dll5L 09 .dvasio ShHLS (uoill dode




Edit Dial-in Profile

Dial-in Constraints | IF | b ultliv; |
Athentication I E ncryption Advanced
Specify additional connection attributes to be returned to the B emote
Aroess Server.
Pararneters:
M ame endor Y alue
J | i
[ Addi ] [ Bemove Edt.. |
ak. Cancel Apply
SV o Josal s dod il o6 cdoasdl gg5 32> «oloww a8lio]
. SJul
Add Akribukes i

To add an alinbuba to the Prafle, selact tha strbute and cdick Aod

RADIUS sifriushes:
Mare: | endor | Cezoiiption -]
Feplessage BADIUS Standard Mezsage fobe deplayed ba user when authertca
Servics-Tips RADIUS Standsrd  Type of s=ivice user haz iequested

Turmeldssgament-D
Turmel-Ci=nkdogh- 0
TurmnelCi=nt-Endpt
Tumel-sedum-T yoe
lumekHassvword
[urmelHielersnos
TurmelPulGioun D
TurmelServaeiubd D
TurriekS eie-Endpt
TureelTyps
erdor-Spaciic
Chacofl-Pai

laroned dzer-Diaia-Propaitias
LIS R-ACCH-Tyoe
UER-AT-CalInput-Filee
USR-AT-Cal-Dutput-Filter
USR-AT Inp-Filter
USR-AT-DutpuFier

1]

FADIIS Standard
RADIIS Standsed
RADIIS Standsed
RADIIS Standsrd
RADIUS Standard
FADIIS Standard
RADIIS Standad
RADIUS Standad
RADIUS Standard
RADIUS Standard
RADIUS Standard
Cizcr

Micioeoft

LS. Fobotics, |,
115, Fioboics, |,
Fobatics, 1.
Fobotic. |

F

s
s
115, Roboics. |

Turne to which & s=smon i@ lobe assigred

Hame used by the bunrel inbstbor cunrg the sulben
IF sddr=sz cf the mbakor erd of e unne
Ttanspoit medium o uss when ciesting a lunnel jo
Faspanord lor autherhcshing ba & remale serven
Felalms preleenice aszgned bo each lunned vahen
Gioug 10 lora patcula urmsked m=con

Meame used by the bunrs! Emngian dueorg he aulk
IF addiess of e serve end of the bunred
Turmelrg piobocols b bausad

Ugad bo suppoit propestaiy MAS fazhaes

Cizco A Pain VEA

I thee Ligees diakin properies:

Drezciiplion niot avalable

Dresciiption rot avalabk

Drezciiption not avalablz

Dreziiption nos avalabk:

Enumerable Attribube Information

Allribuke name:

ISH“WT}W

dktibube number:
E

Hlirinute fomat

IEruﬂ:r-:lIDr

Sy lliitida value:

m

o]

Cancel |

Drescription rot avalabls

i o

Slow d4asl8 40 3 90l 4ol doudl 2uaxs dojl ell> asy



Add Attributes

i Ed

To add an atrbaks i the Piolle, seleci the athibuie 2nd chick Add

RADILIE atribbe:
Mame | Yerdo | Dascrption - |
Reply-Meszsge FADIUS Slardsid  Meszsge bo be displapsd lo user when sulberic.sh
SErwice-ype FaDILS Slardaid  Tups ol seimce wsen bas iegquedsd —I

Turnakagzignman!- |0
TureehClerkSu D
Turi=H erdEndpt
TuneHdedrr-Tyos
TureakFasmueid
TuriakFrefaanca
TurwePst-Groun- D
Turr=hS erve-Autbd D

[ urnskServsi-E nodpl
TurnzkTwoe
“eridar 5 pecitic:
Ciscord - Fair
Ignare-Lser-Dislin-Pioperbes
UEE-ALCM-Thae
L5R-AT-Cal-rput-Fiter
LERAT-Call Dulpuk-Fim
LI SA-AT gt -Filker
LS5A-AT -Dulpuks de=

1]

FADILS Stardand
RADILIS Stardad
FADILS Stardad
FaDIJS Slardand
RADIUS Stzndaid
R&DIUS Standand
RADILIE Standawd
FADILE Standsd
FaDILS Slardad
FADILS Stzrdand
RADIUS Standard
Ciscn

Microsclt

LLE. Rabolige. |_..
LS. Robotice. |
LIS Aabotizs. |
.5 Aabchcs, |
U5, Aobohics, |

Tureal bowhich a session i o ba assigned

Manne uzad by the heael irisabor durisg e authes
IF addiess of e itiator end of He fenne

T s pok medium (o use wehen or=eling & bunnel fo
Pagevinia o aidbenlicaling 10 & emoba tervai
Ralafive pralenence asgned b each lunned when
Geoup 1D for 3 particudan heaeked session

Hame usad by the humnel tximirstor duning e sulk
IF sddiers of the paiver snd of the lumsl
Tureging protocol: 1o be wad

Lziad in support propristay HAS featies

Ciscn AV Fair WEA

|grare the user's disl-n pioperbes

Lraaphon rol avaldie

Dragciplion rok avalable

Dimzcriptinn o available

Dzsenphian ret available

D=sorphon ot svwalshle -
| [}

Add | Closs I

.RADIUS

Pt alued Aktribote Infornabinn EHE

Alinkubs nams:

|'|"mdu$pluci'v:

Atribuba numben

|23

Attribuba foimat:

|Dd.at3lrm

Abtribube valazs:
W ercor s

: 2]

|

“Aid

ene |
& |

Caral |

a3l doudl Clogleo 6390 el o> VSA woa> in order to iy calasl  JWI bl 9
Airespace J jo, gl wl>5.5)90)l jo, JBo| sl asuill S Jeogll o315 5,90 oz el gell
RADIUS RFC lawvlgoe go (345 doul 01® oY.Cisco Airespace VSAs 14179 J 5 90ll 565 .VSAs
lgil .o ji31 VSAs J

¥endor-Specific Attribute Information K E3 l

Attribute name;

I"u-"encln:ur-S pecific

Specify network, access zerver vendar.

" Select from list;

RADIUS Standard ]

% Enter Vendor Code: 14173

Specify whether the attnbute confarms to the RADILS RFC specification far
vehdar zpecific attributes.

i* Nez |t conforms

e

........................ E

" Mo It does not confarm,

Configure Attribute. .

ak. I Cancel

9SS (999 il

39055

dowdly JSu doudl (08 dow ou2y W1 6386 (RFC g0 33lsio) configure VSA JI (8 clss.doull
pal: pazins JS ulwl e WLAN G ,00 slacy. Joasiwy ol a5 cil ol VSA JI e aaiy sl dosd
sac—aoudl Gz 1—3,390)l Jid oo ool doudl p8)Airespace-WLAN-id—aowl
1 Jlovalue—wlan-id.s uiuc/zuxo0



Configure ¥S4 (RFC compliant) ]

Wendor-aszigned attribute number:

1

Attribite format;

Decimal

Attribute walue:

2

639> iy, walo slac)

ak. I Cancel |

I8 o amall doudl p8)Airespace-QoS-level — aoudl puwl: pazie JS Ll le doasll
2 Jtio 59, - 3 ool - 2 £ - 1 14ind - O—dngdll s /ans 330— o] Gauis?2—3 190

Configure ¥SA (RFC compliant) K E4 |

Wendor-azzigned attribute number:

2

Attribute format:

Decimal

Attribute walue:

3

Llc DSCP dad pusil

Ok, I Cancel

Baus3—3,90)l U (0 cu2all doull asd sAirespace-DSCP — daudl punl: padis JS Guluwl

3 JLoDSCP doud—daydll isc/puuo >ac—daull



Configure ¥9A (RFC compliant) K

Yendaor-aszigned attribute Aumber:
3

Attribute format:
Decimal j

Attribute walue:
45

| ] Cancel |

1p .802 doMe slac) = =

Jid o ool doul pd)Airespace-802.1p-tag — ol punl: pazivwe JS Lulwl le
4 JUio802.1p doMe—aogdll, pisc/raxo sac—doull §amisd—> 90l

Configure ¥SA (RFC compliant)

“Yendor-azzigned attribute number:

4

Attribute format:
Decimal j

Attribute walue:
]

K, I Cancel

(VLAN) ag=lgll slacy
JS o camall daull p8)Airespace-interface-name—aoull pusl: paziwe JS Gulwl e
5 Jleinterface-name—aaua)ldluulull—aowd|  §auiiS—> 59.0J1




Configure ¥SA (RFC compliant) K |

WYendor-azzigned attnbute number:
a]

Attribute format:
String j

Attribute value:
vlanidl

ak, I Cancel |

9 pSill sl slacy
J® oo enmell dsull p8Airespace-ACL puwl — dowdl puasl: pasiws JS Gulwl e (ACL) Jguooll
6 JUo(ACL) Jgogl 9 pSxill ansld puwl—dagidlabuwlu)l—adowl] | §wis6—> yg0ll

Configure ¥S& (RFC compliant) |

“endaor-aszigned attribute number:

=

Attribute forrmat;
String j

Attribute walue:
ACLY|

k. Canicel
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Cisco Controller) > debug aaa all enable)

Wed Apr 18 18:14:24 2007: User admin authenticated

Wed Apr 18 18:14:24 2007: 28: 1f:00:00:00: 00 Returning AAA Error 'Success' (0) for
nobi | e 28: 1f: 00: 00: 00: 00

Wed Apr 18 18:14:24 2007: Authorizati onResponse: Oxbadff97c

Wed Apr 18 18:14:24 2007: structureSize. ... ... . 70
Wed Apr 18 18: 14:24 2007: resultCode. ... ... 0
Wed Apr 18 18:14:24 2007: protocol Used. . ... ... ... .. i 0x00000008
................................... Wed Apr 18 18: 14:24 2007: proxyState
28: 1F: 00: 00: 00: 00- 00: 00
Wed Apr 18 18:14: 24 2007: Packet contains 2 AVPs
............................. Wed Apr 18 18: 14:24 2007: AVP[ 01] Service-Type
(0x00000006 (6) (4 bytes
.............. Wed Apr 18 18:14:24 2007: AVP[ 02] Airespace / W.AN-Identifier

(0x00000000 (0) (4 bytes
Wed Apr 18 18:14:24 2007: User admin authenticated
Wed Apr 18 18:14:24 2007: 29: 1f:00: 00: 00: 00 Returning AAA Error 'Success' (0) for
nobi | e 29: 1f: 00: 00: 00: 00
Wed Apr 18 18:14:24 2007: Authorizati onResponse: Oxbadff97c

Wed Apr 18 18:14:24 2007: structureSize. ... ... . 70
Wed Apr 18 18: 14:24 2007: resultCode. ... ... 0
Wed Apr 18 18:14:24 2007: protocol Used. . ......... .. ... i 0x00000008
................................... Wed Apr 18 18: 14:24 2007: proxyState
29: 1F: 00: 00: 00: 00- 00: 00
Wed Apr 18 18:14: 24 2007: Packet contains 2 AVPs
............................. Wed Apr 18 18: 14:24 2007: AVP[ 01] Service-Type
(0x00000006 (6) (4 bytes
.............. Wed Apr 18 18:14:24 2007: AVP[ 02] Airespace / W.AN-Identifier

(0x00000000 (0) (4 bytes
Wed Apr 18 18:15:08 2007: Unable to find requested user entry for User-VLANLO
Wed Apr 18 18:15:08 2007: Authenticati onRequest: 0xa64c8bc

Wed Apr 18 18:15:08 2007: Callback. ....... .. 0x8250c40
Wed Apr 18 18:15:08 2007: protocol Type. . ... ... 0x00000001
................................... Wed Apr 18 18: 15: 08 2007: proxyState

AC: E6: 57-00: 00: 00: 40: 96
(Wed Apr 18 18:15:08 2007: Packet contains 8 AVPs (not shown

Wed Apr 18 18:15: 08 2007: 00: 40: 96: ac: e6: 57 Successful transm ssion of Authentication Packet
id 26) to 172.16.1.1:1812, proxy state 00: 40: 96: ac: e6: 57-96: ac)
Wed Apr 18 18:15: 08 2007: 00000000: 01 1a OO 68 00O OO OO OO OO OO OO OO OO OO OO OO



Wed Apr 18 18:15:08 2007: 00000010: 00 00 00 00 01 Od 55 73 65 72 2d 56 4c 41 4e 31
User-VLANL. .. ...

Wed Apr 18 18:15:08 2007: 00000020: 30 02 12 fa 32 57 ba 2a ba 57 38 11 bc 9a 5d 59
2W*. V8...]1Y...0

Wed Apr 18 18:15:08 2007: 00000030: ed ca 23 06 06 00 00 00 01 04 06 ac 10 01 le 20

............. #. .
Wed Apr 18 18:15:08 2007: 00000040: 06 57 4c 43 32 1a Oc 00 00 37 63 01 06 00 00 00
..... WC2....7c.

Wed Apr 18 18:15: 08 2007: 00000050: 01 1f Oa 32 30 2e 30 2e 30 2e 31 1le 0d 31 37 32
172..20.0.0.1...

Wed Apr 18 18:15:08 2007: 00000060: 2e 31 36 2e 31 2e 33 30 .16.1.30

Wed Apr 18 18:15:08 2007: 00000000: 02 1a 00 46 3f cf 1b cc e4 ea 41 3e 28 7e cc bc

Wed Apr 18 18:15:08 2007: 00000010: 00 el 61 ae la Oc 00 00 37 63 02 06 00 00 00 03
Wed Apr 18 18:15:08 2007: 00000020: 06 06 00 00 00 01 19 20 37 dO 03 e6 00 00 01 37
Wed Apr 18 18:15:08 2007: 00000030: 00 01 ac 10 01 01 01 c¢7 7a 8b 35 20 31 80 00 00

...... Wed Apr 18 18:15: 08 2007: 00000040: 00 00 00 00 00 1b

Wed Apr 18 18:15:08 2007: ****Enter processlnconi ngMessages: response code=2

Wed Apr 18 18:15:08 2007: ****Enter processRadi usResponse: response code=2

Wed Apr 18 18:15:08 2007: 00: 40: 96: ac: e6: 57 Access-Accept received from RADI US server
for mobile 00:40:96:ac: e6:57 receiveld = 0 172.16.1.1

Wed Apr 18 18:15:08 2007: Authorizati onResponse: 0x9802520

Wed Apr 18 18:15:08 2007: structureSize. . ... . 114
Wed Apr 18 18:15:08 2007: resultCode. ... ... . .. 0
Wed Apr 18 18:15:08 2007: protocol Used. . .. ....... ... .. .. 0x00000001
................................... Wed Apr 18 18:15:08 2007: proxyState
AC: E6: 57-00: 00: 00: 40: 96
:Wed Apr 18 18:15:08 2007: Packet contains 3 AVPs
.................... Wed Apr 18 18:15:08 2007: AVP[ 01] Airespace / QOS-Level
(0x00000003 (3) (4 bytes
............................. Wed Apr 18 18:15:08 2007: AVP[ 02] Servi ce-Type
(0x00000001 (1) (4 bytes
.................................... Wed Apr 18 18:15:08 2007: AVP[ 03] C ass

( DATA (30 bytes
Wed Apr 18 18:15:08 2007: 00:40:96:ac:e6:57 Applying new AAA override for station
ac:e6:57:00:40:96
Wed Apr 18 18:15:08 2007: 00:40:96:ac:e6:57 Override values for station 00:40:96:ac:e6:57
source: 48, valid bits: 0x3
qgqosLevel: 3, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1

' :vlanIfName: '', aclName

Wed Apr 18 18:15:12 2007: AccountingMessage Accounting Start: 0Oxa64c8bc

:Wed Apr 18 18:15:12 2007: Packet contains 13 AVPs

................................ Wed Apr 18 18:15:12 2007: AVP[ 01] User - Nane
(User-VLANLIO (11 bytes

................................. Wed Apr 18 18:15:12 2007: AVP[ 02] Nas- Port
(0x00000001 (1) (4 bytes

........................... Wed Apr 18 18:15:12 2007: AVP[ 03] Nas- | p- Addr ess
(Oxacl1001le (-1408237282) (4 bytes

........................... Wed Apr 18 18:15:12 2007: AVP[ 04] NAS-Identifier
(0x574c4332 (1464615730) (4 bytes

.............. Wed Apr 18 18:15:12 2007: AVP[ 05] Airespace /| WLAN-Identifier
(0x00000001 (1) (4 bytes

.......................... Wed Apr 18 18:15:12 2007: AVP[ 06] Acct-Session-Id
(4626602c/ 00: 40: 96: ac: e6: 57/ 16 (29 bytes

........................... Wed Apr 18 18:15:12 2007: AVP[ 07] Acct-Aut hentic
(0x00000001 (1) (4 bytes

.............................. Wed Apr 18 18:15:12 2007: AVP[ 08] Tunnel - Type
(0x0000000d (13) (4 bytes

....................... Wed Apr 18 18:15:12 2007: AVP[ 09] Tunnel - Medi um Type

(0x00000006 (6) (4 bytes



.......................... Wed Apr 18 18:15:12 2007: AVP[ 10] Tunnel - G- oup- | d
(0x3230 (12848) (2 bytes

......................... Wed Apr 18 18:15:12 2007: AVP[ 11] Acct - St at us- Type
(0x00000001 (1) (4 bytes

....................... Wed Apr 18 18:15:12 2007: AVP[ 12] Calling-Station-Id
(bytes 8) 20.0.0.1

........................ Wed Apr 18 18:15:12 2007: AVP[ 13] Cal | ed-Station-1d

(bytes 11) 172.16.1.30
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