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J._Je,ono IJququso ulu.uua.)lro ukgl]o IJguogJ Vs Idyoe nghtwelght (LAP) ;_9I_,c(c_ IJs

ol lo ywedo IJ{uppertlap |Js |J WLC. io,oo 03l pops in order to uvJJw IJ{upper}lap 9 WLC J o3l
lesls:

od9su ubwds WLAN JJgpdle

oupdd IJgbes Ui_9J.5 Vs louble guvewds WLAN spdyo JJgpdle IUJIuwdIdsso IJloyold ol


/content/en/us/support/docs/wireless-mobility/wireless-lan-wlan/81671-multicast-wlc-lap.html#config-wireless
/content/en/us/support/docs/wireless-mobility/wireless-lan-wlan/81671-multicast-wlc-lap.html#config-wired
/content/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo%20
/content/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo%20
/content/en/us/support/docs/wireless-mobility/wireless-lan-wlan/81671-multicast-wlc-lap.html#config1
/content/en/us/support/docs/wireless-mobility/wireless-lan-wlan/81671-multicast-wlc-lap.html#config2

9luwedle 1Js oo lJsol. lope o3l steps in order to ¢Jée WLAN gJs |J WLC:

1. b §b §6 WLANs oy 91206 Idpgwwgse Idyuw9pss (GUI) 1Ugluo6 wozrs Ideede Jluuble
uvwdé WLAN.

2. b 996 New in order to uJdJo WLAN goso.
Vs o3l Idpeldi wop wyupss uwds WLAN Multicastusers 9,08 59 WLAN o9 1.

lllltllll

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MA

WLANs WLANS

= WLANs Current Filter: Mona [Change Filter] [Clear Filter]
[

¢ Advanced

[] WLAN ID Type Profile Name WLAN SSID Admin Status Sec

Saye Configuration  Ping  Logout Refresh

CISCO MOMNITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK f Home
WLANs WLANS > New __<Back |
RRHLATES Type WLAN

WLANS .
Profile Name MulticastUsers

¥ Advanced .
ssID MulticastUsers

[1¢] 1 ¥

3. byl 96 Apply.

4. LOs WLAN > Edit Window: §p wogaSs ldpgdpelo 1UElLoo wldubvwds 1Jpedss IJJluwdIdso
(WLAN).

5. JJubods Ipedsé 1JJlguddss (WLAN). Tee,) 1J9lz06 1Jpuluwwé oo Interface Name
IJz8d.sebb o3l IJpeld 9lzoé MulticastUsers (192.168.47.0/24) J w6 WLAN.

6. lge, Ipedele Iis: sldos wewe eds pobdule Idowopse.ds ol 1decld: spdud
lowogsle Gwodd WLAN Loy plo L2 (Bop ivwds
WLAN).



CISCO MONITOR ~WLANs CONTROLLER W]IRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

WLANSs WLANSs > Edit "MulticastUsers’
~ WLANs General | Security | QoS | Policy-Mapping | Advanced |
WLANS -

| LEEL Praofile Name |HulticastL|'52rs

Type WLAN

SSID [MulticastUsers

Status [ Enabled

Security Policies [wWPA2][Auth(802.1%)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy [an ]
I g::ﬁg&i’lnterface [ multicastusers | I

Multicast Vian Feature | Enabled

Broadcast SSID [+ Enabled

MAS-ID [none

Foot Notes

1 Web Policv cannot be used in combination with IPsec

MENT COMMANDS MELP  FEEDRACK
WLANs WLANs > Edit “MulticastUsers’ < Back
'“fllf_'!j‘ | Genersl | Security | QoS | Policy-Mapping | Advanced |
¥ Advanced Layer | Layer3 | AAA Servers

Layer 3 Securty # [Nane
MAC Fikeringt
Fast Transition
Fat Transien Duasbie -
Labby Admin Canfiguration
Lobby Admin Agcess

7. b9l 96 Apply.
Iuo2, 03l e, in order to JudJo WLANS gJs WLC pg IJlgwegpldpo IJ CLI:

1. luosl, config wian create 1o, in order to gJ 8o WLAN g3s5. wldogwws J WLAN-id. bgJ pg )
U 1 LJ6 16. -..;UQ'_}U-.{('S .J|uu|o WLAN. |>E_.J SSID ,o| s.SuD-J 1J6 31 a’)k_-gljjép.__;SI.
2. |uosl) config wian enable |0, in order to pJouo WLAN.JJpold WO 03l 98 96¢ 1JI9le) os:

config wlan create 1 MulticastUsers
config wlan enable 1

OJ9su 9u2¢ IJud [Jpogsd gu) 9lgod IJpyuoéde IU)uu9ps6 (GUI)

cupdd lJglbys UoU@g& VOs odysu guuey Idugde Vs Iduveds IUpzdss IJJluvdIdse
(WLC) Jdowuw ldpwess. 1dpd IUgbsle IJoldsé:

1. lue@Jd |Js controller > Multicast. $93$ 3JYJ [Js L.Q.."Ja uoCQaé lJoo [Jpogss.

2. i'acu Enable Global Multicast Mode ¢lu6 |2 osh Jodsso suues Idoede Vs Idyvedo IJpedso
lJJluwdIdsé (WLC) Jlelé wogso eip ldod ldpwgss. wp oebsd lJBdses IUlwe,)loss.

3. BlYow oy wpdsu IJobud eds wy909Y9d IGMP. [¢) Enable IGMP snooping ¢lu6
IJizosh. bl oo oyss cebsd IJobuwd sds wi9e9d9d IGMP. iCJJ!.fJ elos IJlzesh es)
02336 1U8spo IUIVe,)ljoss pelbJe:



T MAMAGEMENT COMMANDS HELP  FEEDBACK

4. luo®d |Js controller > General. J AP Multicast Mode oo 1J8lisped 1JpowsJé: iéo_) Multicast
gubdJo IJ multicast g o9lo. WS 03l lJpelJ: sop luvogsle 239.2.2.2:

[l
cIsco MONITOR WLAMs CONTROLLER WIRELESS SECURITY MIMAGEMENT COMMANDS HELP  FEEDBACK

5. byl 96 Apply.

950 9S8 It IJpogss gv) CLI (Slzes yubo) Ilsle))
I3, 03l e, in order to pJue multicast e JIJ IJ CLI:

1. pu b, |Ji9|ro_); Ip wluosl) config network multicast global enable erasecat4000_flash:.
2. pu b, |Ji_9|p_)‘ 9p wluosl) config network multicast mode multicast <multicast-group-ip-address>
erasecat4000_flash:.JJpold B 03l 96886 Ul os:
config network multicast global enable config network multicast mode multicast 239.2.2.2
w8210 889 Ipuwdsd wopdso 1w IJpues (sop cebsd 9u0e 1o Idpogss wuvdd
l8e)lo8) 9889 wodasu presesd IJwe IJpagss CAPWAP. wepd ¢9bjpsd IJue Idpogss
lJz>s56 wless Idb, ¢ IJeldss:

ewpl Y9y puod) peesed IJoe ldpogss eds yvods LAN I yudIdsé:

Op UpdSU v puEds 9led 9o wdysy peessd CAPWAP JJo o ldpwess. ouos) udbd
lJoo9d bdw IGMP JJluople |Js peeses IJoe IJpogss J CAPWAP Jgzso Idoedp. S95s o3l
lJs oubvgsd IJlesh 1Jglbs Jeldo Idwe 1dpogss Ws Idpszole IJos wp wpdso Idow [dpogss.
wSU 9226 Idoedp suilb IJsuesd. euslu IP 1deuos; Jezeses Idwe Idpegss o9 guslu IP
Jolgod [>1)6 9gr6 Iduedpe.

g pl k5,_,:u:.."..._J|4c>nL_J@_oI_)' wedp 2ipd ud pUEN pU Ls eu vodle VLAN 1Jgloé oldgpsd eds
eozo 1Jglogs 1Jlsds. Sluo Syuwd 1Jgjes 1Us pzesgs CAPWAP Jdoo Idpwess gu) 9lzes IUBL6
BS bus puvwas Jg936 1Jgrp6. wp wups) 923l o 2936 [UEp6 Jgipd Idow Idpegss
CAPWAP o055l elool WS bus puwass 9dl spdu Jdpuwwgse wEss)o.

099 Idubods Idos wigp 1w IJpogss 2jpd oo Idpegs> CAPWAP JJJ u8bé 9,09d pu
udlb 1Jyuosd Idos lugope IJs pzeses Idoe [deogss CAPWAP. oweise ldubveds IJos op
cpdsu ldow Idpoess Idsle 1o [Jpogss IJgbss Ws 1deszele Jods)l) 1deies eds bed
IUbb,s8: gume Ideled: wese wuad 2ipd Idoe Idpoess [ds zese udlb 1J9od. o3l seds



96 ldogdp pu widbl) e Idow IJpogss.

Spdu v ouwade 0dlb 1Usuosd 2ip Idue IUpeess 1Jigs. Jduel welde BEb gip 1w
lJeogs ldos wlos pou 9226 Idozde IJos sop lUlugoele [Jsol 2ldsl sop ozlod s ouwe
s Bl Jly ould e oo pgyd WLAN SSID pyowl wuveds VLAN o0 28 e bhuwld 2506
lJow IJpwess IUluodss: syuvd u8bé 1Usue9d 2ipd oo |§Jr°°€» gw) JJ pg, 9 SSID
Jubwdo WLAN (pg 1uo9y6 IJudlbso Juvwds WLAN s luv CAPWAP). ldluolws |Js
>3JYe B3l Yy peyd SSID Jdyveds Idpedso IJJluwddss (WLAN) 092951 eds I pu ldp9zosy
UJlowddisso (802.11g 5 802.11a). 5390 Il 1z0ls0 whuwld 23p6 1wt IJpeess gds WLAN
SSID |31 Jly ould gpdle pyowlbyy woli zos BBl Jp sbde 09dle IJgpdle 2,I6 0,9, 1o

lJpo .

gwdpl 890 puo2) presesd Idu Idpwes gpsd Jlundds:

odoy 2jpd lJue IJpogss unicast (CAPWAP-encapsuler) oo 0 8bé 1Uso9d [Js 9226 [Jwzde.
eelod Jords w9, IUgpsd IUJluwdIs Iddslumss.

©89p 9226 IJozde wlole buwEosu pu ipd IJoe Ideoess. sop huwld uuwes 96 [Us
Suwds VLAN 1dpBe06 wpgyd SSID 1UElLe wuuwds WLAN 1Uss 9o ode [Jse. 03l spdy
lIJpcddsu eds Iduveds Idpedss IJuvddss oo luwodold o398 Idoe [Jpogss sldesee
Jog )96 10385 29J pzeses ldue Idpogss 1Jess6. IJouwgd IJeloss oo 1Jzjeé os CAPWAP-
encapsuler 9.5 Luwldol IJs pzpsed CAPWAP JJoo 1Jpcess zos Spdu JJgpdle
IJJlpwdIs odBds w398 1o Idpegss.

oJdysu IJuveds IdgedIdss JJoo Idpogdd

Jodosu Iduvods Iduwddss Josl Idlesl sdjed wdosu Idpesd L3 Core JJwgegso Il wlus
supdsu lJugzsoe pugs lJow.

SpIJu luweddle I w)9wsded v pugs Vs Idyveds IdgudIdss. suwwgse 03l IJpegueus PIM-
DM Jo,9w9ded Idow Idpwess. Leze lJs s>dsd edssu 1o IJpegss J Cisco 10S IP Jdguesd
eds pedsple v oSt 29d Idengwsdsdie Idpgods Ides spdo luwegslpel Jdow
lJpwgs Vs yuvwds gudIdso.

oo 1Upeod Il us

ip multicast-routing !--- Enables |IP Milticasting on the network. interface VIlanl6

description AP Management VLAN

ip address 172.16.16.1 255.255.254.0

i p hel per-address 10.63.84.5

i p pi mdense-node

I--- Enables PIMDense Mbde Multicast Protocol on the interface.

interface Ml an47

description Wreless Cient

i p address 192.168.47.1 255.255.255.0

i p hel per-address 10.63.84.5

i p pi mdense-node !--- Enables Pl M Dense Mdde Milticast Protocol on the interface. ! interface VlIan48
description Wred dient

i p address 192.168.48.1 255.255.255.0

i p hel per-address 10.63.84.5

i p pi mdense-node !--- Enables Pl M Dense Mbde Milticast Protocol on the interface. interface VIan84
description Wrel ess Managenent VLAN

i p address 10.63.84.1 255.255.254.0

i p pi mdense-node ! end

Jlzlzo lJs wdssu gds pead 1U9uo9d IJs ldpuwess Idelus ub)l Jopdso IdJobed gds



w9w99Y9d IGMP L vdd lwe,)luos eds pzedle Cisco.

lJo2 8l pu IJuozs sluvedild I.Jitblc 9luodizol
lgwegsp o3l Idduwe Joldss gpd IJodssy wuvdd Lozse.

in order to 99w IJouvdsd: seule oo o Suuvd multicast 2,96 p,9) pu pued) W1 90z 00 lu
multicast z,Js 0,9) Sw>93 pu ¢JIJ IJuveJs I wdIss 9suod IJs Id uwdIds sdluwdIds
pee9es eues (C1).

Bp wlole 030 1dpops JIgeul) ol bl wp cdssu o IP 1Jpwess ouvdd wogse O uvodod.

Szl pu w9zso IJue Idpeess eds IUpesd Il ws sleuole IGMP Llgwegsle 115, show ip
mroute 9 show ip igmp membership . Swe &00 lJperele pu ldpeld [dywlo @ oul:

CORE1- Rl#show ip mroute

IP Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Goup, s - SSM G oup, C - Connected,
- Local, P - Pruned, R- RP-bit set, F - Register flag,

- SPT-bit set, J - Join SPT, M- MSDP created entry,

- Proxy Join Tinmer Running, A - Candidate for NMSDP Advertisenent,

- URD, | - Received Source Specific Host Report, Z - Milticast Tunnel
- Joined MDT-data group, y - Sending to MDT-data group

Qutgoing interface flags: H - Hardware switched, A - Assert w nner
Timers: Uptine/ Expires

Interface state: Interface, Next-Hop or VCD, State/Mde

< CX-dr

(*, 239.255.255.250), 21:19:09/00:02:55, RP 0.0.0.0, flags: DC
Incomng interface: Null, RPF nbr 0.0.0.0

Qutgoing interface list:

VI an48, Forward/ Dense, 00: 04: 48/ 00: 00: 00

VI an84, Forwar d/ Spar se- Dense, 21:19: 09/ 00: 00: 00

(*, 239.100.100.100), 00: 01:58/stopped, RP 0.0.0.0, flags: DC
Incomng interface: Null, RPF nbr 0.0.0.0

Qutgoing interface list:

VI an47, Forward/ Dense, 00:01:29/00: 00: 00

(192.168.48.11, 239.100.100.100), 00: 01:58/00:02:58, flags: T
Incom ng interface: WVl an48, RPF nbr 0.0.0.0, RPF-MD

Qutgoing interface list:

VI an47, Forward/ Dense, 00:01:29/00:00: 00, H

(*, 224.0.1.40), 1d21h/00:02:54, RP 0.0.0.0, flags: DCL
Incomng interface: Null, RPF nbr 0.0.0.0

Qutgoing interface list:

VI an84, Forwar d/ Spar se- Dense, 1d01h/00: 00: 00

(*, 239.2.2.2), 01:21:13/stopped, RP 0.0.0.0, flags: DC
Incomng interface: Null, RPF nbr 0.0.0.0

Qutgoing interface list:

VI an16, Forward/ Dense, 00: 33:10/00: 00: 00

(10.63.84.48, 239.2.2.2), 00:33:46/00:02:51, flags: T
Incom ng interface: WVl an84, RPF nbr 0.0.0.0, RPF-MD
Qutgoing interface list:

VI an16, Forward/ Dense, 00:33:10/00:00:00, H



CORE1- Rl#show ip igmp membership

Fl ags: A - aggregate, T - tracked

L - Local, S - static, V- virtual, R - Reported through v3
I - v3lite, U- WUrd, M- SSM (S, G channel

1,2,3 - The version of I1GW, the group is in

hannel / G oup- Fl ags:

/ - Filtering entry (Exclude node (S, G, Include node (Q)

Reporter:

<mac-or-ip-address> - last reporter if group is not explicitly tracked
<n>/<nP - <n> reporter in include node, <np reporter in exclude

Channel / G oup Reporter Uptine Exp. Flags Interface

*,239.2.2.2 172.16.16.17 00:33: 25 02:48 2A VI 16 !--- AP nenbership to CAPWAP nul ticast address.
* 224.0.1.40 10.63.84.1 1d01h 02:38 2LA VI 84
* 239.100.100.100 192.168.47.10 00:01:45 02:56 2A M 47 !--- Wreless Cient Cl to Stream

mul ti cast address .
* 239. 255. 255. 250 192. 168. 48. 11 00: 05: 03 02:58 2A VI 48
* 239. 255. 255. 250 10. 63.85. 163 21:19:25 02: 40 2A VI 84

Spedud iu§u'0| luwwesle Uip_) show ip mroute count J_oplu &pd wogso o ldpwgss wuudd
UPTST

CORE1- Rl#show ip mroute count

IP Multicast Statistics

10 routes using 5448 bytes of nenory

6 groups, 0.66 average sources per group

Forwar di ng Counts: Pkt Count/Pkts per second/ Avg Pkt Size/Kilobits per second
O her counts: Total/RPF failed/ Gther drops(OF-null, rate-linmt etc)

Group: 239. 255. 255. 250, Source count: 0, Packets forwarded: 0, Packets received: 0

Group: 239.100.100.100, Source count: 1, Packets forwarded: 1351, Packets received: 1491
Source: 192.168.48.11/32, Forwardi ng: 1351/14/1338/151, O her: 1491/0/ 140

Group: 224.0.1.40, Source count: 0, Packets forwarded: 0O, Packets received: 0

Group: 239.2.2.2, Source count: 1, Packets forwarded: 3714, Packets received: 3726
Source: 10.63.84.48/32, Forwarding: 3714/28/551/163, O her: 3726/0/ 12

pu 030 Idprzlo spdud 1o osrs 1o ds )9, 1w Idpoess $osdd pu ldpuesy W1 ssoddlol
leole Idpzeses.
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/content/en/us/td/docs/wireless/controller/8-5/Enterprise-Mobility-8-5-Design-Guide/Enterprise_Mobility_8-5_Deployment_Guide.html
/content/en/us/support/docs/wireless-mobility/wireless-vlan/68100-wlan-controllers-vlans.html?referring_site=bodynav
/content/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/69719-wlc-lwap-config.html?referring_site=bodynav
/content/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/69719-wlc-lwap-config.html?referring_site=bodynav
/content/en/us/products/ios-nx-os-software/ip-multicast/white-paper-listing.html?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/index.html?mode=prod&level0=278875243&referring_site=bodynav
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