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Use the '-' character to backup

System Name [Cisco_33:84:a0]: WLC_MainOffice

Enter Administrative User Nane (24 characters max): admn
**%%x - (Enter Administrative Password (24 characters max
Management Interface IP Address: 172.16.1.50

Managerment | nterface Netmask: 255.255.0.0

Managenent Interface Default Router: 172.16.1.60

: (Management Interface VLAN Identifier (0 = untagged
Management Interface Port Num [l to 4]: 1

Managerment Interface DHCP Server |P Address: 172.16.1.1
AP Manager Interface IP Address: 172.16.1.51

AP- Manager is on Managenent subnet, using sane val ues

: (AP Manager Interface DHCP Server (172.16.1.1

Virtual Gateway | P Address: 1.1.1.1

Mobility/RF Group Name: Main

Network Name (SSID): SSID1l

Allow Static | P Addresses [YES][no]: Yes

Configure a RADIUS Server now? [ YES][no]: no

.Warni ng! The default W.AN security policy requires a RADIUS server
. Pl ease see docunentation for nore details

:[Enter Country Code (enter 'help'" for a list of countries) [US
Enabl e 802. 11b Network [YES][no]: Yes

Enabl e 802. 11a Network [YES][no]: Yes

Enabl e 802. 11g Network [YES][no]: Yes

Enabl e Auto-RF [ YES][no]: Yes
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Mai nOf f | ce##show run
...Building configuration

728 bytes
!

Current configuration :

version 12.2

service tinestanps debug uptine
service tinmestanps | og uptine
no service password-encryption
!

host nane Mai nOf fi ce

!

!




i p subnet-zero

1

1

1

!

interface EthernetO

ip address 172.16.1.60 255.255.0.0

This is the interface which acts as the default ---!
gateway to the WLC. ! interface Virtual -Tenplatel no ip
address ! interface Serial0 no ip address ! interface
Seriall !--- This is the interface for the WAN link. ip
address 10.0.0.1 255.0.0.0 encapsul ation ppp !--- This
example uses PPP. Use the appropriate !--- encapsulation
for the WAN connection. ! router ospf 50 /--- Use OSPF
to route data between the different networks. | 0g-

adj acency-changes network 10.0.0.0 0. 255.255.255 area 0

network 172.16.0.0 0.0.255.255 area 0! ! ip classless
ip http server ! I I line con O line aux O line vty 0 4
! end

&8l Liso

BranchOf f i ce#show run
. Bui l di ng configuration

Current configuration : 596 bytes

|

version 12.2

service timestanps debug dateti ne nsec

service tinmestanps | og datetime nsec

no service password-encryption

|

host nane BranchOffice

|

1

i p subnet-zero

|

|

|

!

interface EthernetO

ip address 192.168.1.1 255.255.255.0

This is the interface which acts as the default ---!

gateway to the LAP. ! interface Serial0 no ip address

interface Seriall /--- This is the interface for the WAN
link. ip address 10.0.0.2 255.0.0.0 encapsul ati on ppp
cl ockrate 56000 ! router ospf 50 !--- Use OSPF to route
data between the different networks. | 0g-adjacency-
changes network 10.0.0.0 0.255. 255. 255 area 0 network
192.168.1.0 0.0.0.255 area 0! ip classless ip http
server I I'1 1 line con O line aux O line vty O 4 login
aut oconmand access enable-tineout 2 ! end
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Cisco Controller) >debug lwapp events enable)

Wed May 17 15:04:22 2006: Did not receive heartbeat reply from AP 00:0B:85:51:5A:E0Q

Wed May 17 15:04:22 2006: Max retransni ssions reached on AP 00: 0B: 85: 51: 5A: EO

( CONFI GURE_COWMAND, 1)

Wed May 17 15:04:22 2006: apf SpanProcessSt at eChangel nSpanCont ext: Down LWAPP event for
AP 00: 0b: 85:51:5a:e0 slot 0O

Wed May 17 15:04: 22 2006: apf SpanProcessSt at eChangel nSpanCont ext: Deregister LWAPP event
for AP 00:0b:85:51:5a:e0 slot O

Wed May 17 15:04: 22 2006: apf SpanProcessSt at eChangel nSpanCont ext: Down LWAPP event for
AP 00: 0b: 85:51:5a:e0 slot 1

Wed May 17 15:04:22 2006: apf SpanProcessSt at eChangel nSpanCont ext: Deregi ster LWAPP event
for AP 00: Ob:85:51:5a:e0 slot 1

Wed May 17 15:04:22 2006: spanDel etelLCB: stats tinmer not initialized for AP

00: Ob: 85: 51: 5a: e0

IWed May 17 15:04:22 2006: Received LWAPP Down event for AP 00: Ob: 85:51:5a:e0 slot O

Wed May 17 15:04: 22 2006: Deregister LWAPP event for AP 00:0b:85:51:5a:e0 slot 0
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'Wed May 17 15:04: 22 2006: Received LWAPP Down event for AP 00:0b:85:51:5a:e0 slot 1
Wed May 17 15:04:22 2006: Deregister LWAPP event for AP 00:0b: 85:51:5a:e0 slot 1
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[F|cisco Aironet Desktop Utility - Current Profile: SSID1. d |

fckion  Options  Help

Current Status | Profile Management | Diagnostics

‘EM“” 5"”“\ Prafile Mame: 55101

Link Statuz: Authenticated

Wirelezs Mode: 5 GHz 54 Mbpz IP Addrezs: 192.168.1.24
Metwaork, Twpe: |nfrastructure Current Channel: 64
Server Bazed Authentication: Mone D ata Encryption: TEIP
Signal Strength: | Eucellent

(WLAN) Lol dglxall aSaiadl oY 2 28, (WLAN) éSLluwMl dydzall @Saidly osbaiall eMasll Jlasl glad ax,
N 0s2liz, EAP 83has ¢igoasiay, ol sMasll oY JLaasVl 130 &z, EAP @slas paius 2 b,
Masze WAN bls,| o8, loxie Jisés EAP @8skas ol auoes il 6386 Jbs id \WLC o JlasVl
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Profile N
' Card Mame:  Cisco Aironet 802, 11afbjg Wireless Adapter
Steps |

Profile Mame: 3S3IDZ2

-» 1. Starting
2 Checking Message: Unable to LEAP authenticate the wireless
1R : user in the specified amounk of time,
- MIEnEWINg Metwork infrastructure might be down, You
4. Detecting may also want to increase the LEAP timeout
5 Finding D value For this profile,

Cancel |
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“F Cisco Aironet:

ficktion  Qpkions  Help

LEAP Authentication Status il I ] [
Card Hame: Cizco Aironet 802,11 a/b/g Wireleszs Adapter
Profile Mame: 55102
Steps Status
1. Starting LEAP Authentication Success
2. Checking Link Status Success
3. Benewing IF address Success
4. Detecting [P Frame T ype Success
B. Finding Diamain Contraller Success
[T Show minimized nest tine Cancel
[ TED Select Fratles CIrder Eromes.. -I

zolil 04® Sl 62>9 Lo debug Iwapp events enable joVl 0 gl 23g0dl 138 Lo y=,

Cisco Control |l er) >debug lwapp events enable)

Wed May 17 15:06:40 2006: Successful transmission of LWAPP Discovery-Response

to AP 00:0b:85:51:5a:e0 on Port 1

Wed May 17 15:06:52 2006: Received LWAPP JOIN REQUEST from AP 00:0b:85:51:5a:elto
'00:0b:85:33:84:a0 on port '1

,Wed May 17 15:06: 52 2006: LWAPP Joi n- Request MIU path from AP 00: Ob: 85: 51: 5a: e0i s 1500
renote debug node is O

(Wed May 17 15:06:52 2006: Successfully added NPU Entry for AP 00: Ob: 85:51: 5a: eO(i ndex 51



Switch I'P: 172.16.1.51, Switch Port: 12223, intlfNum 1, vlianld OAP |P: 192.168.1.5, AP
Port: 5550, next hop MAC. 00: dO: 58: ad: ae: ch

Wed May 17 15: 06:52 2006: Successfully transmission of LWAPP Join-Reply to AP

00: Ob: 85: 51: 5a: e0

Wed May 17 15:06: 52 2006: Register LWAPP event for AP 00:0b:85:51:5a:e0 slot 0

Wed May 17 15:06:52 2006: Regi ster LWAPP event for AP 00: Ob: 85:51:5a:e0 slot 1

Wed May 17 15: 06:54 2006: Received LWAPP CONFlI GURE REQUEST from AP 00: Ob: 85:51: 5a:e0 to
00: Ob: 85: 33: 84: a0

, Wed May 17 15:06: 54 2006: Updating IP info for AP 00:0Ob: 85:51:5a:e0 -- static 1

gtw 192.168.1.1 ,192.168. 1. 5/ 255. 255. 255.0
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