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2. JdauosJ eJds wulez 9226 oz dpe:

* lgwosyuoe wlws wujsd IJulez eds: wuisd olez Cisco
loze 80 veE9dE 9228 IJordp: o Ses Iyssunss Jdouisdle > Jlgudds > 9226
IJoede WS IJuveds Idpzdss (LAN) IJJluwdIse > gpsle Idozde IJpuwoddo.
bdb e |JWLC up9dz luw wodds sues 3JY eds JluvdIs lan zolj wedp
“)PTSO-
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oy 999 luwe IJpdud <filename.aes>.
lud) B98 cujisd-
18,1 ol B8 ©agsue wulez IJpuwetse IJuslss pu Cisco slug) W9 esld$s.
Sp wedb 1pdd eds pprd IJIG1ue IJuadus.

3. louwg pdV wyulez 9226 IJoedpe <filename.aes> |Js IU>Jdsd IUlWe,)los eds ébe TFTP
Io FTP Ig SFTP 1J¢l o wd.
4. (Ifosbs) 8p vogbsd yvods wedp 802.11.
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SlJlubeé IJluwl yusd J9zsé Ideede [Uuogs,8: S9uos wogbsd yuvwdle 802.11
Josos) leeslbs.

5. i'acu i_9|,o) > ouisd pdV JVoz LoWes wuisd pdW |Js 9226 IJoede.
6. pu IJS8ksp8 IJpouwads w9 Ipddilec, ses : g
7. 00 1J8lks s 1Jpugwsds 9,08 1Judd: lge, TFTP ig FTP Iy SFTP ig HTTP.
e Blize,o HTTP Ouuoope pbldood wpsde 1dpdd. szo o swd;) Jssd 1dpJd
pu eob Iddpwssw, IUss spdud po gdlde Idsuesd Is slzes Idpuwetse Iumgpsé
(GUI) Izl o6 - WLC. 1608 1Js 1Jglbos 13 I3l 1pe,0 HTTP.

el
MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK
S—

Somr |
ownload File
upload File File Type: Code v
Reboot Transfer Mode HTTR ¥
Config Boot File Name | Choose Fie |No file chosen
¢ Scheduled Reboot

Reset to Factory
Default



8. 3l lge o gl TFTP. Ig FTP. Iy SFTP. GlsgJ gusly IP pu ¢lse TFTP Ig FTP Iy SFTP.

9. bl Yoo ouwwgsp gbe TFTP. Wuwogpd IU8Sed IUIVe,)lossé 10 pyle Jlghs 1Jpezleds
Jedd Maximum Retries Jlgl>6 1Jpzlods. 96 &9l Jedd Timeout v s IdJ Loese 290 ks
0g38J- 908 3JY: $pdud wiss) 030 IJdse: Bl Uip i) JJdsle w3dd: bed 18uas £33
pU IJesle 1dos selad Wsol gbe TFTP wujsd Idwsulez WS 28d Maximum Retries (IJgz>
IJIGuos Jlghs 1deelads) 9090 IUsde (wldwslus) IUss selad Bso ¢lbe TFTP wujsd
lJeoulez B 28d Timeout (luwole 1Jpeo0Js).

10. Bs 28d puwb 1dedS: bed puwl Id>Jsd Jdosulpee.
1. Vs 1Jedd luwe IJpdd: bgd lgwe pd 1o ,ulpz <filename.aes>.
12. bl oo ouwegse gbe FTP. OEp voudss IJgbsle IJoldss:
* B 28 luvp puwode ouwesd 2¢9d IUehe: bed luwe Ideuwesp 1ss uusee
ouvesd 1U>esd pu gdldo [Js Ebe FTP.
* B 28d Ips p19) cuwrsd 15gad IJs 1Jghe: bed Ides 1desss IJos uusee
ouwzsd 105¢9d po 2Jldol [Js gl FTP.
* W z8J Server Port Number (@p o83 IJghp): bbgd L@ IJpods eds ¢lbp FTP
lJ3s swp pu edldo IJouisd. 1U8spd IJIe,)lupso os 21.

Saye Configuration  Ping  Logout Refresh
cisco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS — HELP User:admin(Readwrite) A Home

Commands

Download file to Controller
Download File
Upload File File Type Code v
Reboot Transfer Mode

Config Boot i
onfig Boof Server Details

¥ Scheduled Reboot

1P Address(lpva/Ipve) 192.168.1.2
Reset to Factory
Default File Path JShared/Tmages/ 3504/
Set Time File Name AIR-CT3504-K9-3-10-190-0.ae5
Login Banner Server Login Username admin

Sereer Logm Password

Server Port Number 21

lesble o 9d FTP

13. 108, V938 wusisd Jouisd Idwvle IJs 9236 Idopde. sop &0 Huwlds wuvs) Ids 2lJs
lJouisd.

14. Lo Yo pld Idoujsd: lud) W9 leho IJovgsd.

15. 3l bde pud eb IJogssylod o) W9g b glelbs IJobvgsd.

16. 108,y W98 polb 8" Joldss Byl Clels wubgsd 9296 IJopde.

17. bl Ypo wogbsd gvodle 802.11 Vlgs wpdsyol.

18. (ltosbs) JJoed9 pu couse wuler 9226 IJoede eds 9226 Idoede Josd: gds 9leod
IJeuwese lhumspess (GUI) Jogss IJeede: 1ud) W99 pildws sleruo 2dd luesh Ideouler
wPPL 9226 ez de.

lole <oéss 9lzos yulo, IUlsle, (CLI)

Bes 03l IUGuwpr wbo, JI 1egdsele 1JJLps Jondss WLE oluuogsle slzos Luls, IUisle, (CLI)
eJs 9220 [doedp pg Idpddle [Jpe9z936 s ¢lbp FTP.

1Jpd IJgbsle 1Jelss:

1. olds pu lpIloss 1J9u09d IJs glse FTP o0 9236 1o 90lds po 9295 pJd IJe )56




B sJsd glsp FTP.

2. pu IJIG o [Jpld o3l 1Jlp)le £uy pods 9236 Idoedp: 9JIJ0 spdud ks ol luvagsle SSH
I9 Telnet (131 wp wpIdsuo) lJs guslo IP 1Jglue wlslye WLC JIJeld 1lp)le. $dss luwegsle
SSH iy Telnet |Js W @slo Ilouold 9236 1dezdp B gpdss lehs [Jeposs wes wujisd
IJue9)8. J3J: se9d) 1Usuesd 1Js 9226 1dozdp eu led cumse godss luvod il
Uiablc luodlzol 9luweynl 9236 IJwzdp Vs gldo Wuvd 1Je) 386, Gp vouwesd 1Usgsd
IJs 9¢26 [doedpe 9luosl) Uip_) show sysinfo JJdwz 8l pu Ideulee 1Jelds 1U3s sepd s
9e36 lJogdpe.

03l L9352 pu le)lz IJle, show sysinfo. 9lJss 9 oz v 9236 IJopde wgpd w- 8.5.182.0:

(c3504-01) >show sysinfo

Manufacturer's Name.......... .t iiiiiinnnnnnnnnnn Cisco Systems Inc.
Product Name. ... .....ciiiiiiiiii ittt ianenen Cisco Controller
Product Version..........iiiiiiiiiiniiannnnnnn 8.5.182.0

RTOS Version. ... ...t e it eii et iiaannnns 8.5.182.0
BootToader Version.........ccuiiiiiiiniiinnnnnnnn. 8.5.103.0
Emergency Image Version............ouuiueneennnns 8.5.103.0

3. 1dpd 030 IJgbosle Jopsss pedple IJoujsd:
a. §p wluosly IJie, transfer download mode ftp Jozass 9008 wdd Idpddle.

b. 8p wluosl IUie, transfer download username/password Jogsss luwe Idpuwaés e
9IJpé 1de,r9) JJsuesd I ¢lse FTP.

C. 9p wluodlh IJipJ transfer download server verify FTP_server_ip_address Jwgas»
cu9ly IP Jghpe FTP.

d. 8 wluosl Ui,oJ transfer download path 'ftp_server_path' Joegsss puwl) IJ>dsd
IJloe,lgos J FTP 25 $92> woulez uble ouvésd 9226 Idozde.

e. 9p wluodl IJi,oJ transfer download filename Jwegsss luwe 1Juo9,)6.

Ispl sds pold:

(c3504-01) >transfer download datatype code

(c3504-01) >transfer download mode ftp

(c3504-01) >transfer download username admin
(c3504-01) >transfer download password #¥¥#
(c3504-01) >transfer download serverip 192.168.1.2
(c3504-01) >transfer download path /Shared/AIR-CT3504/

(c3504-01) >transfer download filename AIR-CT3504-K9-8-10-190-0.aes

4. $0 Jluosl, 1Jie, transport download start o iaJ we gpdso 1o, 9s6.



sl sds pold eds gpds6 1o, 86!

(c3504-01) >show boot
Primary BoOot IMage. ... eenennnnnnnnnnnnnnnnnns 8.5.182.0 (default) (active)
Backup Boot Image.......ovuiiinninnrrnnnnnnnenns 8.10.190.0

(c3504-01) >transfer download start

710 Yo 1= FTP

[T ot U Y < Code

FTP Server IP.. ... ... i e it n 192.168.1.2

FTP Server Port.........ciiiininnninrinnennnnnnnns 21

I S = T o o /Shared/Images/3504/

FTP Filename. .......ciiiiiiiii it seannnnnnn AIR-CT3504-K9-8-10-190-0.aes

FTP Username
FTP Password

This may take some time.
Are you sure you want to start? (y/N) y

FTP Code transfer starting.

FTP receive complete... extracting components.
Checking Version Built.

Image version check passed.

Executing Product Check TLV.

Executing init script.

Executing backup script.

Writing new RTOS to flash disk.

Executing install_rtos script.

Writing new Kernel-args to flash disk.

Writing new FP to flash disk.

Writing new AP Image Bundle to flash disk.
Writing AVC Files to flash disk.

Executing fini script.

Reading AP IMAGE version info.

File transfer is successful.

Reboot the controller for update to complete.
Optionally, pre-download the image to APs before rebooting to reduce network downtime.

(c3504-01) >show boot
Primary Boot IMage. .. ... iiiiininnnnnnnnnnnnnnnn 8.10.190.0 (default)
Backup Boot Image........cviiiiiiinnnrninnnnnnnns 8.5.182.0 (active)

es wposs 9296 IJezdp wes Idopld £pdss IJe)8ss eos suns e IJzass.

. 8p wluooly Il reset system. glsgJ y 19 g p ol eds IJuwdld: od )8 pbbol IJIGS.

(Cisco Controller) >reset system



The system has unsaved changes.
Would you 1like to save them now? (y/N) y

Read from Flash Completed ...

Updating HBL license statistics file
Done.

Configuration Saved!
System will now restart!
Updating license storage ... Done.

Exiting SL process !

There was change in the boot image, System will go for a reboot
Cannot Cancel the WDT. Not petting the WDT.

Collect the core using oct utility

Rebooting the system..

[74411.034881] reboot: Restarting system

Cisco bootloader .
Cisco BootlLoader Version : 8.5.103.0 (Cisco build) (Build time: Jul 25 2017 - 07:47:10)

Octeon unique ID: 03c000610221f31e0057

OCTEON CN7240-AAP pass 1.3, Core clock: 1500 MHz, I0 clock: 800 MHz, DDR clock: 1067 MHz (2134 Mhz
DRAM: 8 GiB

Clearing DRAM...... done

CPLD Revision : a5

Reset Reason : Soft reset due to RST_SOFT_RST write

SF: Detected S25FL064A with page size 256 Bytes, erase size 64 KiB, total 8 MiB

MMC: Octeon MMC/SDO: O (Type: MMC, Version: MMC v5.1, Manufacturer ID: 0x15, Vendor: Man 150100 Sr
Net: octmgmtO, octmgmtl, octethO, octethl, octeth2, octeth3, octeth4, octeth5, octeth6

SF: Detected S25FL064A with page size 256 Bytes, erase size 64 KiB, total 8 MiB

Press <ESC> now to access the Boot Menu...

Loading backup image (8.10.190.0)

94767283 bytes read in 2229 ms (40.5 MiB/s)
Launching...

Verifying images... OK

Launching images...

[...]

XML config selected

Validating XML configuration

octeon_device_init: found 1 DPs

Cisco is a trademark of Cisco Systems, Inc.

Software Copyright Cisco Systems, Inc. A1l rights reserved.

Cisco Aire0QS Version 8.10.190.0
Initializing OS Services: ok
Initializing Serial Services: ok
Initializing Network Services: ok

[...]
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IJIslo, (CLI). spdod luwegsle 11, show boot Jg,0 0 1Jue9,6 Il uss sldlzeslbss
1Je92956 £Js WLC. Bspl sds pold:

(c3504-01) >show boot
Primary Boot Image.........cuiiiriinnnnnnnnnnnnns 8.5.182.0 (default) (active)
Backup Boot Image.........ciiiiiiinnnnnrnnnnnnnns 8.10.190.0

JblJé Lo9,6 eJs WLC |_9 lwowsldol 8p wopos> WLC Lld o9, IJos wyss Idlzevlb ol
99, vlole ©y8ss. 9uodo IJb,s96 wed 1Juo9,6 [Jgrss6 ped Iduog)s IJlzoslbss.

spdud lsuol wgss) 96 IJoposs IJuuibs 1Ugluoé w- WLC 395l Lluveésle 1Jie, config
boot<primary/backup>.

(Cisco Controller) >config boot ?

primary Sets the primary image as active.
backup Sets the backup image as active.
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|||h|||. Saye Configuration  Ping  Logout Refresh

CISCO MONITOR.  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP Userzadmin({Readwrite) A Home
Monitor Summary
Summary 10 Access Points Supported
b Access Points
b Cisco CleanAir M lm
b Statistics (ellofe
b COP & a
F Rogues Bw
Clients Madel 3804
sleeping Clients Controller Summary Rogue Summary
Multicast Honagement 5> 168.1.14, ::/128 |
o 1P Address / Active Rogue APs 0 Datail
ENAredcation= FeriePort poo.o,1ze Active Rague Cliants o Detail
b Lync 3:&:%« £.10.1590.8 adhoc Rogues o Detail
Lacal Prafiling E:;:';nc\- Regues on Wired Network ]
¥ Cloud Services 1{':’1?:“ §.5.103.0
IJozdd pu luesh, WLC
w8 IJo, 986 pu CLI:
(c3504-01) >show sysinfo
Manufacturer's Name..........vviirrnnnnnnnnnnnnnns Cisco Systems Inc.
Product Name.........coiuiiiiniiii it iiii e Cisco Controller
Product Version.........coviiiiiirinnnnnennnnnnn 8.10.190.0
RTOS Version......vueeiietini it ennnennnnnnnnas 8.10.190.0
BootToader Version.........coviiiiinnnnnnnnnnnn. 8.5.103.0
Emergency Image Version...........cuiuiuunerrnnnn 8.5.103.0

tsbloe lJouoese
Spdud luuegsle 11, debug transport all enable Jg, o 1Jizsle lJos wpses Bs £pJS6 ©)ds6

wa0lez 9228 I dp. oul pold IUss $900z Iole e debug ldewedse Jendss woulee ulees:

(Cisco Controller) >debug transfer all enable
(Cisco Controller) >transfer download start

10 Yo 1= FTP

Data Type. . v oii ittt st e sty Code

FTP Server IP..... ...ttt it ii it tannnnnnns 192.168.1.2

FTP Server Port.........ciiiininnrenninnennnnnnnn 21

FTP Path.....i.iiii it it ittt ettt s anennnns /Shared/AIR-CT3504/

FTP Filename. .. ... .ttt it ieiananennn AIR-CT3504-K9-8-10-190-0.aes
FTP Username. ........ouriiiiinennneerennennennnns admin

FTP Password. .......cceiiiiinnnnennnnnnennnneenns e de s ek

This may take some time.

Are you sure you want to start? (y/N) y

*TransferTask: Mar 06 14:56:49.928: Memory overcommit policy changed from 0 to 1
*TransferTask: Mar 06 14:56:49.928: Delete ramdisk for ap bundle

*TransferTask: Mar 06 14:56:49.939: RESULT_STRING: FTP Code transfer starting.

*TransferTask: Mar 06 14:56:49.939: RESULT_CODE:1




FTP Code transfer starting.
*TransferTask: Mar 06

*TransferTask:

*TransferTask:

*TransferTask:

*TransferTask:

FTP receive complete...

Mar

Mar

Mar

Mar

06

06

06

06

*TransferTask: Mar 06

14:58:52.024:

14:58:52.034:

14:58:52.034:

14:58:52.034:

14:58:52.034:

extracting

14:59:07.442:

ftp operation returns error code:0 error:Transfer Successful

tftp = 6, file_

upd_get_code =
RESULT_STRING:

RESULT_CODE: 6

components.

RESULT_STRING:

name=/Shared/AIR-CT3504/AIR-CT3504-K9-8-10-190-0.aes

6 (target=268435457 msg=Transfer Successful)

FTP receive complete... extracting components.

Checking Version Built.

Checking Version Built.

*TransferTask: Mar 06 14:59:09.442: RESULT_STRING: Image version check passed.

Image version check passed.

*TransferTask: Mar 06 14:59:12.443: RESULT_STRING: Executing Product Check TLV.

*TransferTask: Mar 06 14:59:12.444: RESULT_STRING: Executing Version Built TLV.

*TransferTask: Mar 06 14:59:12.444: RESULT_STRING: Executing init script.

*TransferTask: Mar 06 14:59:12.457: RESULT_STRING: Executing backup script.

*TransferTask: Mar 06 14:59:13.508: RESULT_STRING: Writing new RTOS to flash disk.

Writing new RTOS to flash disk.

*TransferTask: Mar 06 14:59:20.810: RESULT_STRING: Executing install_rtos script.

Executing install_rtos script.

*TransferTask: Mar 06 14:59:24.878: RESULT_STRING: Writing new Kernel-args to flash disk.

*TransferTask: Mar 06 14:59:24.892: RESULT_STRING: Writing new FP to flash disk.

*TransferTask: Mar 06 14:59:25.451: RESULT_STRING: Writing new AP Image Bundle to flash disk.

Writing new AP Image Bundle to flash disk.

*TransferTask: Mar 06 14:59:44.044: RESULT_STRING: Writing AVC Files to flash disk.

Writing AVC Files to flash disk.

*TransferTask: Mar 06 14:59:44.703: RESULT_STRING: Executing fini script.

Executing fini script.

*TransferTask: Mar 06 14:59:52.860: RESULT_STRING: Reading AP IMAGE version info.

*TransferTask: Mar 06 14:59:52.865: RESULT_CODE:11

*TransferTask: Mar 06 14:59:52.865: RESULT_STRING: File transfer is successful.
Reboot the controller for update to complete.
Optionally, pre-download the image to APs before rebooting to reduce network downtime.



File transfer 1is successful.

Reboot the controller for update to complete.

Optionally, pre-download the image to APs before rebooting to reduce network downtime.
*TransferTask: Mar 06 14:59:58.871: Create ramdisk for ap bundle

*TransferTask: Mar 06 14:59:58.884: Memory overcommit policy restored from 1 to O

(Cisco Controller) >
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