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These commands enable the local radius server on the bridge !--- and ensure that local ---!
radius server 1is used for authentication: bridge#aaa new-model

bridge#aaa group server radius rad eap server 10.0.0.1 auth-port 1812 acct-port 1813
bridgef#aaa authentication login eap methods group rad_eap

bridge (config) #station role root
bridge(config) #distance 1

This commands enters the bridge into the local server config mode: bridge(config) #radius- ---!
server local

By default LEAP, EAPFAST, and MAC authentications are !--- supported. Using the no form for ---!



other 2 types ensures !--- that LEAP is used for authentication. bridge(config-radsrv) #no
authentication eapfast
bridge (config-radsrv)#no authentication mac

bridge (config) #interface dotllradio 0

bridge(config-if) #ssid bridge

This command enables EAP authentication for the SSID. bridge(config-if-ssid)#authentication ---!
network-eap rad_eap

This step is optional. !--- This value seeds the initial key for use with broadcast !--- --- !
[255.255.255.255] traffic. If more than one VLAN is !--- used, then keys must be set for each
VLAN. bridge(config-if) #encryption vlan 1 key 1 size 128bit 12345678901234567890123456 transmit-
key

This defines the policy for the use of Wired !--- Equivalent Privacy (WEP). If more than ---!
one VLAN is used, !--- the policy must be set to mandatory for each VLAN. bridge (config-

if) #encryption vlan 1 mode wep mandatory

bridge (config) #user cisco password ciscol23
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bridge (config) #configure interface dotllradio 0
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bridge (config-ssid) #end
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3 Non-Root Jexec/ping/10.0.0.1/CR - Microsoft Internet Explorer

Non-Root

Home Exec Configure

=101 x|

Type escape segquence to abortc.

SBending 5, 100-byce ICHP Echos to 10.0.0.1, timeout is 2 seconds:

Success rate is 100 parcepnt (5/5), round-trip min/avg/max = 2/202/1002 m=
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Cee=ping 10.0.0.10
Pinging 10.0.010 with 32 bvtes of data:

Feply from 10.0.0.10; bytes=32 time=10mz TTL=1258
Feply from 10.0.010; bvtes=32time=10ms TTL=123
RFeply from 10.0.010; bvtes=32time=10ms TTL=123
Feply from 10.0.0.10; bytes=32 time=10mz TTL=1258

Ping statistics for 10.0.010;

Packets: Zert = 4, Received = 4, Lost = 0 (0% lozz),
Approximate round trip times in milli-zeconds:

Minimum = 0mz, Maximum = 0ms, &verage = 0ms
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