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Certificate - Server can validate to verify that it is trusted.

client_key_exchange

certificate_verify - Verifies the server is trusted

change_ci pher _spec
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Microsoft Active Directory Corfificate Services — fixer-WIN-87Q5HOKPSIG-CA.

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with over
the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request.
For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA cedificate, certificate chain, or CRL
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Microsoft Active Directory Certificate Services — fixer-WIN-87Q5HOKPSIG-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit anjgdvanced certificate reques
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Microsoft Actrve Directory Certificate Services — fixer-WIN-G7Q5SHOKPSIG-CA -

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source (such as a Web
server) in the Saved Request box.

Saved uest:

Baga-B4-ancoded
certificate reguest
(EMC or
| PKCS #10 or
PKCS &7 V.

Cartificate Template:
I Wi Server q

Additional Attributes:

Attributes: |

| Submt >

I.J'aJo_96.8. ver» IJud) 999 buwld: ceued eds 1Jégsl) Jogass g Iduols. 2> Base-64
IJeud) 5168y 998 uvduwds cusisd Idubeldé Jel 09 p9 oz I IJuss,s.

Microsoft Active Directory Certificate Services - fixer-WIN-87Q5HOKPSIG-CA

Certificate Issued

The certificate you requested was issued to you.

" 'DER encoded or [@Base 64 encoded |

E Download certificate
=={Download certificate chain
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Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings
I

<]
~ Certificate Management Import a new Certificate into the Certificate Store
* Certificate File = Choose file  No file chosen
System Certificates
Friendly Name 5 i
Trusted Certificates | i [EARTLS !
OCSP Client Profile Trusted For: ;
EelRaleS Uy antes = Trust for authentication within 1SE
Certificate Periodic Check Setti...

[ Trust for client authentication and Sysleg

+ Certificate Authori
e o [ Trust for authentication of Cisco Services

[ validate Certificate Extensions

Diescription |

@ Cancel |

IJg9s 10. wpz)s IJud) W98 buwld: cop luals Idgvelss |Js dlspo lduwoble 1Je9e99 wol.
LsuoL Sdje Iduuolo IJswslbs JU ol pg CSR Jpl 09 p9 0z Vs [Juo9)s.

sthab idontity Services Engine Home » Context Visibdty  » Opemions

*System ¢ ldentity Management  » Metwork Resounces ¢ Device Portsl Management  pwGrd Services ¢ Feed Serdce i+ Threat Centric NAG
e -/ Click hare 10 90 wirslass setup and visiblity setup Do not show Ihis again
Deployment  Licering = Cenificales  » Logging  » Maimenance  Upgrade  » Backup & Restore  » Aomin Actass  » Semings

(]
= Cartificats Mansgemeat Certificate Signing Requests
Syateen Cortficatis. Genermte Certficate Signing Requests (TSR]
Trusted Cerificates A Certficane Signing Fequests (CERE) must be sent 10 and signed by an extamal suanity. Click “sxpon” 1o download one or more CSRS 8o that they may b signed by an extemal authority. Aler a neques! s been signed, cick "bind™ o bind the request 1o the
signed cartficats srued by Tt suthorty. Once & CSR is bound, it wil be nemoved fram this kL
OCSP Cliertt Profile
Centficaln Sigring Requests Jvew @Epon X Delere Show | Al | %a
Certificals Pariodic Check Setd... [ Friendly Hame Certificate Subject Key Length Portal group tag  Timestamp & Host
+ Cartificate Authority [ sa#EAP Authantication CH=ish..00m e Maon, § 2l 2018 L | 3int X
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“tuey Identity Services Engine Home  »ContextVisbilty  » Operations  » Policy (g rlaliiriry

~System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings

<]
~ Certificate Management Bind CA Sigrled Certificate
Sywen e iene * Cerlificate File = Choose file | No file chosen
Trusted Certificates
7 OCSP Client Profile Friendly Name | i

Certificate Signing Requests
i Validate Certificate Extensions  [] i

Certificate Periodic Check Setti...

» Certificate Authority .

EAP Authentication: Jse certificate for EAP protocols that use SSLUTLS tunneling

EDE
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ik Igentity Services Engine Home  » Confeat Vishliy  » Opersfions  » Policy RELEE

T Sysem | ¢ kentily Management  » Network Restarces  » Devics Ponal Maragennen!  peGrid Services:  » Fesd Service  » PasshvelD » Thveat Centric NAC

Depioyment  Licensing  =Cartficatss  » Lopging  » Mantwnance  Upgrado  BOckup & Resions  » AMn Accoss & Softngs
L]
= Cortificate Managemant System Certificabes A For diasster recovey it 18 FOcommandnd 10 0300 CoMifzal and peval in pairs of all Systim comfcates.
Owréto J/ Eat || Generate Seif Signed Certficate | [ Import | v Bport | (X F
Systom Condcatos Friongty Namo Usod By Portal group tag 55000 o Issued o won Ok
Endpont Centificatss
Trusted Certiicatos M SAMLbmccon  Wed TTMIOR b o @
DS Chent Profil Gres 50..00m fiont WIN-OTCSHORPHG-CS 2018 2amn @

Cartficate Signing Requests
Cortficate Periocic Gheck St

» Cortificato Authority

gosJ EAP-TLS
OUjsd ybobd IJpyuesde eds zolj IJgpsd (Ul pdow Windows)

IJgss 1. Jpuob 9o puweise Jluwdds po ¢JIJ EAP-TLS: szw edsd lugble yuobd gosd. 9p
wo9uesd Jeosye, Windows wldyvods zos wopdy po lUsuosd Ids 1Jghbe. looz
PN EHL2 9Sw 9bb¢d o3l IJgusly: https://sever ip addr/certsrv—

IJg96 2. Jleb 1uo szw 1o Yoo Idesze 1Jpuos8 09 b wo 1U3s wp wo wujsd Iduvelss J
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https://sever ip addr/certsrv---

Microsoft Active Directory Certificate Services — fixer-WIN-87Q5HOKPOIG-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC
server) in the Saved Request box.

Saved Request:

EzAIVKdOPEONKC=BT/3glJecM]l ZgxnL.7BVISPIry
aF4l12alpmDFplPEVEIVaPela/ mej3IXh0RFxBUII
welh0e+V+ehT7ljeTgiwzEEGr /fceYTIakocoSzLijgR

S3ase-b4-encoded
~ertificate request

IEMC or dD7LeuikxFl93SwvLTKLDIq+00VEAhrxlplPyDZ 3

KCS #10 or ieC/XQshm/0ryD1XuMF 4xhg52ZWo loDOJHE L g+dKX
PKCS #7): |eeeea END CERTIFICATE REQUEST----- A
Certificate Template:

Liser E
Additional Attributes:
Aftributes: Y
Submit =

IJglogs 3. wgs> 3JIdi lu®) W¥I8 wujsd uvduvds IJgvoble Jel wp ywlo @l JJEDbe.

wey? Ideuosd eds Iduvoblo: lovg 1Ugbsle 1Joldss Jlgwas,b Idguolss oo Jpoussw) peesd
Sepd wuble lJouvgsd Windows:

lJglb9es 4. Jluwo s Idgvolsé weolg [Js 1J9uesd [Jsol pu 9236 wede 116 (MMC) J
Microsoft.

- JBee 2598 MMC [Js Il > oubgsd > MMC.
JAoodd Ids pdd > |uolWs / |51Js lugsly

Aoy od)l ezl eds uoble.

. 2uvly SelectComputer.

L 022 Jpugo) peds>luole

. b§lo s ok in order to &,z 1JDsI6 1J] ol b6 oldss.
oy W98 [+] wealy Iduboble > Lvguos > IJuvoble.
o) v IJplogw IJL_g,oQ eds IJgvoble 925> JJ IJpole > |uwas)h.
9. 1u8,) W98 Next (IJolJs).

10. lu @, eds luwegluo.

11. 2> .cer |_9 .crt |_9 P 135 o8 luvas)bo.
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12. 169, V999 V.

13. lu 9y W99 Next (IJolds).

14. 25> U238 pju Iduvoblo odilssl vole gds vog [Jubolss.

15. b yb$6 luely 9 ok
el sop lgwos)b Iduvobs: sdjed wdssy gpsdd IUJluwdds (pwbe pdoo Windows O o3l
lJpeld) pu lgd EAP-TLS.

&9uos JigwJds J EAP-TLS

IJ¢b9o 1. 9p vogss) IJosuosd IUJluwdIds 1U3s wp logblge gulodl Jv.)ﬁos?stJ lJpol> 96
IJpcoowe [Jpees (PEAP) Jluweésle EAP-TLS Ll po 3J9. 168, £Js w9uosd EAP
1UJlGudIes.
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EAP Wireless Network Properties

Connection Security

Security type: WPA2-Enterprise v

Encryption type: AES v

OUSE g TIELVVUIT R dULTIE]] alion _meLtnod.

Microsoft: Smart Card or other certificate

/| Remember my credentials for this connection each
time I'm logged on

Settings

Advanced settings

OK Cancel

lJ¢glo9d 3 oy eds IJlgsblo geas Iduuolss 1z, [Juols,s pu ehe lJesze 1Upue9 Jel 09
p9uoT 9 IJuoss.




1 '
Smart Card or other Certificate Properties

When connecting:
(O Use my smart card

(@) Use a certificate on this computer
Use simple certificate selection (Recommended)

/| Verify the server's identity by validating the certificate

Advanced

|_] Connect to these servers (examples:srvi;srv2;."\.srv3\.com):

Trusted Root Certification Authorities:

Entrust.net Certification Authority (2048)
Equifax Secure Certificate Authority

h
| ] GeoTrust Global CA
GeoTrust Primary Certification Authority
GeoTrust Primary Certification Authority - G3
GlobalSign

GlobalSign
GlobalSign Root CA

< >

View Certificate

T i

1Jg1096 4. 108y B33 leable podrpd 923 puob s Ipuwagse 9 IJdpwsscs pu edled
lJowssy leshble 802.1x Jel 09 p9 oz WO IJuo9,s.



\dvanced settings

802.1X settings  802.11 settings

| Specify authentication mode:

ser or computer authentication v Save credentials

Delete credentials for all users

Enable single sign on for this network

Perform immediately before user logon
Perform immediately after user logon

Maximum delay (seconds): 10 =

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

IUg9s 5. Ul 2lod IJesoosd p)é [é)s lduveodo IJJluwdIdss e s 1Jugose IJoozse
(EAP ws o3l IJpeld) &p w9uosd. luw pssod wlduveds IJJlgnddss Jel 09 p9 oz WO
lJuo9,6.



EAP
Connected, secured

blizzard-legacy
Secured

blizzard

Secured

= intemet
Open

dot1x_test
Securnsd

JioPrivateMet
Securedl H-:,'J‘tEr:u:lt 210

mac_filter

1 Secured

1
Metwaork & |ntermet settings

Change setlings, swch as making & connecton melerec

i e Ll
Mobile
Airplane mode  hatspot

lJoedd po lJuoes
lguegse 03l IUBuwe Joldss gpd IUodssy wuvdd Lozse.
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fonitor

Summary
b Access Points
¢ Cisco CleanAir
b Statistics
r CDP
F Rogues
¢ Redundancy
Clients
Sleeping Clients
Multicast
b Applications
F Lync
Local Profiling

Clients > Detail

Max Number of Records

10+  Clear AVC Stats

General r AVC Statistics ]

Client Properties AP Properties

MAC Address 34:02:86:96:21:b7 AP Address 00:d7:8f:52:db:al
IPv4 Address 10.106.32.239 AP Name Alpha2802_3rdfioor
IPv6 Address feB0::2818:1524:659:842, AP Type 802.11bn

AP radio slot Id 0

WLAN Profile EAP

WLAN SSID EAP

Data Switching Central

Authentication Central

Status Associated

Association ID 1

4 802.11 Authentication Open System

Client Type Simple IP

Reason Code 1
User Name Administrator

Status Code 0o
Port Number 1

CF Pollable Mot Implemented
Interface management

CF Poll Request Not Implemented
VLAN ID 32

Short Preamble Mot Implemented
Quarantine VLANID 0

PBCC Not Implemented
CCX Version CCXvl

Channel Agility Not Implemented
E2E Version Not Supported

Re-authentication timeout 1682
Maobility Role Local o
Mobility Peer IP N Remaining Re-authentication timeout 0
Address WEP State WEP Enable
Mobility Move Count 0
Policy Manager State RUN Lync Properties
Management Frame o .
Protection Lyne State Disabled
UpTime (Sec) 146 Audio Qos Palicy Silver

U096 2. 0283 lsuol po Loes Iuwdyw EAP eds WLC B Lodzs ol osd Igpsd Jel o9
PILPT Ss 1Juess.



T Security Policy __ 1
Completed Yes
Policy Type RSN (WPA2)
Auth Key Mgmt 802.1x
Encryption Cipher CCMP (AES)
EAP Type EAP-TLS
SNMP NAC State Access
Radius NAC State RUN
CTS Security Group _
Not Applicabl
] Tag . ot Applicable |
AAA Override ACL one
Name
AAA Override ACL ‘
Applied Status Unavailable
AAA Override Flex
ACL none
AAA Override Flex _
ACL Applied Status Unavailable
Redirect URL ——
IPvd ACL Name none
FlexConnect ACL .
i I
Applied Status Unavailable
m I_Pv4 Sl byl Unavailable I

IJgb9o 3. Vsl sds wdluosd IJgpsd pu 9lzgos yub, IJi_glpJ (CLI) Jggss IJoedp (wp o
IJIglR):

(Cisco Controller-Standby) >show client detail 34:02:86:96: 2f: b7

Cient MAC AdAress. . ... i 34:02: 86: 96: 2f: b7
Cient Username ............iinnna.. Adm ni strator

AP MAC Address. .. ... e 00: d7: 8f : 52: db: a0
AP NamB. . . . Al pha2802_3r df | oor
AP radio slot Id........... ... . ... . . . . . 0

Adient State...... ... i Associ at ed
Wreless LAN Id............ ... .. . .. 5

Wreless LAN Network Nane (SSID)................. EAP

Wreless LAN Profile Nanme........................ EAP

Hot spot (802. 11U). ...ttt Not Supported

BSSI D. .. e 00: d7: 8f : 52: db: a4
Connected FOr ........ .. ... 48 secs

Channel . ... ... . . 1

I[P Address. . ... e e 10. 106. 32. 239
Gateway Address. . ... ... 10.106.32.1

Net MBSK. . ... e 255, 255.255.0

Policy Manager State............... ... ... .. ..... RUN



Policy Type. ... WPA2

Aut henti cation Key Management.................... 802. 1x
Encryption Cipher........ ... ... . . . . . . . CCVP- 128 ( AES)
Protected Managenent Frame ...................... No

Managenment Frane Protection...................... No

EAP Ty Pe. . oot EAP- TLS

IUg9s 4. eds ISEcluodd lUs lpdlusd 2966 IJuwsld > udlb 1Juelss > IJyuple Jel 09 p9 oz
s [Jues)-

sl Identity Services Engine Home BRE AL GOl Opestons  » Policy  » Adminis¥aBion  » Work Conters

Endpairts » 34:02-86:96:2F BT

34:02:86:96:2F:B7 Oz H

MAC Andness J4:02:86:96:1F .87

Usamame: AdministratoniEfizer.com
| Endpaint Profile: inted-Dovice
B Curment 1P Asdness

- Locanen:
Alribunes Autherucaton Thrsals Vulrmarabiites
—
Ganeral Anributes
Dascription
Sxatic Assignmant talsa
Endpoin| Policy In - Darvics

static Group Assignmant falen

Idently Group Assignmeni  Profied

Custom Afiribubes
¥ Fizgr = - B
Altribute Nama Attribute Valua
X ATFnUE ME Atiriibe

Mo data found. Add cusiom alRnbutes hans

Onhor Afribuies

B Soreer 12

Bl Bl 0a oS 98003 8a- 26 A8 106 T 58 K3 T 20l boool:Ad: 57 bd
Araspace-YWian-id &

AgthenticabioridentiySiorn Irinrnal Lisors

Agtrenticatiorddntnng uEE PRI



BY 0D Regiairathon
Callad-Station-1D
Calling-Siation-10

Diays to Explry
Destination|PAddrass
Destination Por
Dietailedinfo

Dewvice IP Address
Device Port

Devica Typa
DiwvickRegisirationSiaius
ElapsedDays

EnablaFlag
EndPointMACAddress
EndPointPolicy
EndPaimProfilerSarver
EndPointSource
Extanded Key Usage - Mama
Exiended Ky Usage - OID
FallureReasaon
IdentityGroup
InactiveDays

IsThirdPartyDeviceFlow

ILimikon oswm
00-dT-Bf-52-db-al:EAP
34-02-B6-98-21-07

363

10.106.32.31

1812

Invalid usemame or password specified
10.106.32.223

32775

Devica Type#All Davica Typas
MotRegistered

i

Enabled

34-02-B6-06-2F-B7
Intel-Device

. 5, COATY

RADIUS Probe

130, 132, 138

1.36.1.6.6.7.3.2, 1.361.5657.34, 1.3.6.1.4.1.311.7

CH=figar-WIMN-8FQSHOKPAG-Ca), DC=Twer, DC=¢

fixer-YWIN-9TQSHOKPOIG-CA

Issuar - Domain Componeant

fixer, com



" Locaton Location®All Locations i

MACAddress 34:02:86:96:2F.BT
MaichedPolicy Intel-Device
MessageCoda 5200
HAS-IP-Address 10,106,532 223
NAS-identifier HA_Pri
MAS-Fort 1
MAS-Por-Type: Wireless - [IEEE 802.11
Netwark Device Profile Cisco
NetwarkDeviceGroups Location®All Locations, Device Typefall Devios Types
NitwarkDaviceMama HA_Pri
NetwarkDiavicaProfilild 4A03eaBle-Ta2T-41c3-800b-2THE405 1a08d
NetworkDavicaProfilehame Cisco
1 oW intel Corporate
OpenSSLEmorMessage 55L alert: code={n230=560 \: sowrce=iocal | type=Tatal \; massage="Linknown CA - error unable bo gat

S0 GERilicab: ocally”

14016065381 2504 ermor 14080082 S5L routings: SELI_GET_CLIENT_CERTIFICATERD canificate

OpenSSLEmarStack returned-s3_smrc: 33T

Policy\ersion 0
PostuneApplicabli s
PoslunihssassmeniSiaiug HotApplicabis
RadiusFlowType Wirgless802_1x
RadiusPackelType AcoessRequest
S5ID 00-47-81-52-db-al-EAP
SelectedAccassSarvica Default Metwork Access
SalectedAuthorizationProfles PermitAccess

. Serial Number 10 2941 T8 00 00 00 00 00 11—,
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