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o>8.§ EAP-TLS

e Em-m———-——- B2 I s e e e e === e RADIUS: = = = == == -
. . Authentication
upplicant AP Ceco WLC Senrur

EAP Type=EAP-TLS
|__EAPRequest | Start bit set, no data
2.
EAP-type=EAP-TLS .
l (TLS client_hello) ‘ |_eAP Response |
EAP-Type=EAP-TLS
3 TLS server_hello
| EAPRequest | TLS certificate
TLS server_key_ exchange
EAP-Type=EAP-TLS TLS certificate _request
TLS certificate TLS server _hello_done
TLS client_key_exchange a4
TLS certificate_wverify | EAFP Response l -
TLS change_cipher_spec
TLS finished EAP-Type=sEAP-TLS
C TLS change_cipher
EAP Ri st ge_cipher_spec
| i | TLS finished
6 .
| EAP-Type=EAP-TLS r | EAP Response | -
7
PME | Pk |
8 ]

* { EAP success ] | EAF success |
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TLS server_hello
handshake message
certificate
server_key_exchange
certificate request
server_hello_done.

4. suvoesy IJgpsd wyuwlds EAP-Response IJos wzwss gJds:

Certificate - Server can validate to verify that it is trusted.
client_key_exchange

certificate_verify - Verifies the server is trusted
change_cipher_spec

TLS finished
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MONITOR ~ WLANS

CONTROLLER ~ WIRELESS  SECURITY

MANAGEMENT COMMANDS  HELP

User:admin{Readwrite) A Ho

security

" AAA
General
w RADR
_
Accounting
Auth Cached Uisers
Falback
DNS
Downloadied AVP
¥ TACACS+
LDAP
Local Net Uigers
MAC Filtering
» Disabled Clients
Usar Legin Policies
AP Policies
Pasgward Policies

b Local EAP
Advanced EAP

b Pririty Order

b Certificate

b Access Control Lists

Wireless Protection
Policies

b Web Auth

b TrustSec
Local Policies

b Umbrella

b Advanced

RADIUS Authentication Servers

uth Called Seation 1D Trpe AP Name:-5510 o

Use AES Key Wrap

[ (Designed for FIPS customens and requires a key wrap compliant BADILS server)

MAC Delimiter Colon v
Framed MTU 1300
Network Tunmel Server
User  Management Praxy Index Server Address(Ipvd [Ipv) Part PSec Admin Status
O 0O 0O — 1812 Disabled Disabled e
O 0O O 2 — 1812 Disabled Disabled +]
0 0 o 3 —— 1812 Disabled Disabled [~ ]
O 0O 0O « — 1812 Disablesd Disabled a
0 0O O s * S 1812 Disabled Enabled a
0O ] O & *10.100.120:41 1812 Disabled Enabled -]

¢9l5 RADIUS

¢bgs 2. ouli sZUOlZ oo iy Sxed IJewslo slduw) 1Jp e, <password> o SY9u lywogpdo in
order to 39w IJ WLC gds IJ ise. lu@g) W98 cbosd Jdpolugs Jpl 09 p9 oz Vs 1Uuo9)6.
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MONITOR

WiLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP

Save Configuration  Ping  Logout Refresh

cisco

User:admin(Readwrite) f Home

Security RADIUS Authentication Servers > Edit < Back m
i Server Index 7
Ganery
» RADIUS Server Address{Ipvd Tovs] 10.106.35.67
Authentication
i Shared Secret Format ASCE v
Auth Cached Users ‘Shared Secnet e
Falback
oS Confirm Shared Secret .
AP
¥ TACACS+ Key Wrap O] (Designed for FIFS customers and requires: 3 key wrap compliant RADIUS server)
LOWP -
Local Net Users Apply Cisco 15€ Default settings:

MAC Filtering

» Disabled Chants
User Login Policies
AP Palicies
Fassword Policies

¥ Local EAP
Advanced EAP

b Priority Order

b Certificate

b Access Control Lists

Wireless Protection
Policies

b Web Auth

b TrusiSec
Local Policles

b Umbrella

b Advanced

Apply Cisca ACA Default settings
Pert Number

Server Status

Suppart for Lol

Sarver Timanut

Wetwork Uiser

Hanagement

Management Retransmit Timesut
Turrel Prosy

Reabm List

PAL Provisioning

IPSee

Cisoo ACA
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Save Configuration  Ping  Logout  Refresh

MOMITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP User: admin{Readwrite) M Home
WLANs WLANs Entries 1 - 15 of 15
¥ WLANS Current Filtes:  None [Cnenge Filer] [Clear Fiter] [Creste Wew - Go |
WLANS
¢ Advanced

[ wian 1o Type Frofile Mame WLAN SS10 Admin Status Security Policles

IUg1096 5. $p wouwpess EAP-TLS Izsss Juvwds WLAN. 168, W98 wbusd Jpologs Jal
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Save Configuration  Ping  Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP User:admin(ReadWrite) M Home
WLANs WLANs > New _ <Back_| Al
v WLANs

1 WK v

WLANs e
[ AP

¥ e Profile Name EAP-TLS

s5ID EAPTLS

) 3 v

lJglo9s 6. 16,9, 998 €lo _9oid> e wpdsy lJelds. gusluvlo I._Joiro\gg lJIe,luoss ol
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cIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
WLANs WLANs > Edit "EAP-TLS' _I‘m MJ
v WLANs
e Senera! . |dcerity | KA olcy:appdegis| F el

b Advanced
Profile Name EAPTLS
Type WLAN
81D EAPTLS
Feus VT |
Security Policies [WPAZ][Auth(802.1X))

[Modifications done under security tab will appear after applying the changes.)

Radia Pelicy Al v
InterfaceTnterface
Groupl) management v

Multicast Vian Feature ] Enabled
Broagcast S5ID Enabled
HAG-ID none

113 Status Enabled

Lobby Adrmin Access [
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il Save Coofiguration.  Ping  Logout Refresh

cI5co MONITOR  WLAMS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP User-admin{ReacWrite) A Home
WLANs WLANs > Edit 'EAP-TLS' <sack | | apoly |
* WLANs
WLANs [ Genersl | Security | QoS | Poller-Mapping | Advanowd

b Advanced Layer 2 | Layer3  AAA Servers

Select AAA servers below to owerride use of default servers on this WLAN

RADIUS Servers

RADIUS Server Overwrite interface [ ]Enabied
Apply Cisco ISE Default Settings  [JEnabied

Authentication Servers Accounting Servers EAP Parameters
Erabled Enabled Eruble 0
Server 2 | None | Nome
Server 3 | None * | Nome
Serverd | None v | Nore
Server 5 | None | Nome
Server 6 | None || Nomt
Authorization ACA Server Accounting ACA Server
[ enabled [ Enabled
Server  None v hore v
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"Hses lgentity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning | ~ Policy Elements

Dictionaries » Conditions  ~Resulis

. Allowed Protocols Services
 HIEETIE For Policy Export go to Administration = System = Backup & Restore = Policy Export Page

Allowed Protocols

Edit obAdd [LfyDuplicate Delete
» Authorization
[ Service Name a | Description
» Profiling [ Default Network Access Default Allowed Protocol Service
+ Posture

» Client Provisioning
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stltl |dentity Services Engine Home  » ContextVisibiity  » Operations » Administration  » Work Centers

Authentication  Authorization  Profiing  Posture  Client Provisioning  ~ Policy Elements

Dictionarnes  » Conditions ~ Resulls

o
o Allpwed Protocols Services List > New Allowed Protocols Service
= Authentication
Allowed Protocols
Allowed Protacols @ Name [EapTiq
» Authorization Description
+ Profiling Fed
w Allowed Protocols
» Posture

Authentication Bypass

» Client Provisioning 0O N
Authentication Protocols
O aliow PAP/ASCHI
O aliow cHap

Allow MS-CHAPv1

Allow MS-CHAPvZ

oo g

Allow EAP-MDS

]
=

Allow EAP-TLS

O Allowe Authentication of expired cerlificates to allow cerlificate renewal in Autheorization Policy (7
O Enable Stateless Session Resume

Sessioen ticket time to 7 ]
live

Proactive session ticket update will occur after | 10 % of Time To Live has expired

O alow LEAP

» O anowreaP

PEAP Inner Methods
Y1 Allow EAP-MS-CHAPV2
Y Allow Password Change Retries 1 | (Valid Range 0to 3)
Allow EAP-GTC
Allow Password Change Retries 1 = (Valid Range 0 to 3)
¥ Allow EAP-TLS

Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy
i

Require cryptobinding TLV &

leslsle WLC gJs ISE
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‘detn Identity Services Engine Home b Context Visibilty — » Operations vhoicy R

» Systam ¥ Idenbty Managemant = Network Hesourcas * Dovice Portal Managemant pxlanid Seneoes b Ford Sanreoe *# Threat Ceniric NAC
Chick he

= Metwork Devioes  Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences WAC Managers  Extennal MO ¢ Location Services
—
[ ]
Natwork Davicas LISt = How Natwork Devics
Nebwork Devices

PRtwOrk Davicas

Default Davice
® Mama | Bharki-WLC
Drevica Security Satlings
Deseription |

- | 1P Address »| =w: | 10.106.35.67 | #[32

* Device Profie & Cisco | « &5

Software Verson -

" Metwork Device Groun

Locatien [l Locations ) Sat To Default |
IPSEC [15 1PseC Devie o || SetTo Default |

Device Type [all Device Types © | | Set To Default |

[ + rADIUS Authentication Setings

RADIUS UDP Settings
Protocsl  RADIUS

| * Snarcd S2cret [eessseees | [ Show | |

Uss Secaond Sharad Secret [
| show
Gk, Port | Set To Dafaulk

RADIUS DTLS Seitings
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«thih- - ldentity Services Engine

Home » Context Visibility + Operations
» System |~ ldentity Management | » Metwork Resources  » Device Portal Management
~|dentities  Groups  External Identity Sources  Identity Source Sequences  » Sellings
(<]
Metwork Access Users List = New Network Access User
Users

» Network Access User
Latest Manual Network Scan Results

+ Policy

prGrid Semvices

~ Administration

» Feed Service » Threat Centric NAC

*Name [ bharti

Status Enabled

- F
Email
w Passwords

Password Type: Internal Users

Password

Re-Enter Password

* Login Password | PR

| [eveseanee |

Generate Password | i

Enable Password |

| | J | Generate Passwcrd] i

w» User Information

FirstName | - ]

Last Name

[rT—— |

v Account Options

Description [

Change password on next login O

w Account Disable Policy

O Disable account if date exceeds | 2018-02-17

w User Groups

|Se!ect an item

€ (o)

wwolxs o 9é gds ISE

(yyyy-mm-dd)
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éﬁ',.';!; Igentlly Sendces Engine  Feme  » CorteiVislly  » Operaons  » Polky [ERENTUTSEOUM b Wiork Certers Lcerse Waring A

=System | b dentity Management b Network Resources ¥ Devica Portal Menagement  pwuGrid Sanvices b Feed Service  # Threat Cantric NAC

Oegloyment  Licensing  wCerifizales  » Loggng  » Maimenance  Upyade  » Backup SRestors b Admn Access  » Setings

(]
AT Certificate Signing Requests
Trusted Cerifates A\ Cerifeate Signg Reques's (CSRs) must b sert i and sgned by an estemal asterty, Chck "Bipor” 1o dwecad ane s CSRs 5o i ey ay b s by 2 exemal authory, e 2 request s been sqned, ek "o o ind s st e
s ceticae ssied by hal asorty Once a CSR s aeund, e remened rom i st
0CSP Clant ol
Ceic Siing Requests Pren Beme | Xoske | Bnd Cetfcte s 7
Certriane Pariodc Check Sati . [ Frendly Nama Cenificat Subject Keylengh  Poral grouptag  Timastamp & Hast
¥ Certificate Authorty No data avalable

lJglb9é 3. Jluunle CSR luw@d [Js IJluwegsle 9p0 Iubolsé (Idgvobsle) swpe luwegsleol
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“asca Mdentity Services Engine Home b CorteeViblity o Operstions  » Policy [RIERUCUTTIMN 1 \Work Conars Licenss Waming &

~Syshem  » Wdentity Managemant  » Network Resources  » Divios Porial Management  peGrd Services  » Fad Serdice - Thioal Conlc NAC

Deplymenl  Licanging  wCelifcatss  » Logging o Maintenance  Upgrsde  + Backup S Restone v Admin Acosss  + Sellings

-]
= Gerlificats Management Certificate Signing Request
Cerifcats types wil raguirs diferenl extended key usagss. The [l below oullines which exiended key usages are raquined for sach perfiicate type:
Sygtem Gertleaes ’
ISE Idenity Certificates:
Trusled Carifical
fustat Laicales + NuliUse (drin, EAR, Portal, puric) - Clisel and Serves Auerticaion
OCER Client Profile + fulmin = Server Authentization
P T——— » EAP Authenticalion - Szrver Authentication
+ OTLS At e Ao
Certficale Pariodc Chack Seti. . + Poral - Server Authenicanon
o el - Ciient and Server Authenlication
+ Gertificate Authority + SAML - SANL Skyving Carilicals
] ISE Certificate Authority Cestificates:

» |SE Rool CA - This is nct @ sigring requess, but an abiity to generate 8 brand new Rect CA perificass for e ISE CA fanctionality,

v ISE il CA - TS B an ial CA Sigring Reguest

« Rerew SE DCSP Resoorder Cerifcates - This B nol a signing recuest, bul an aoilty 1 renew thi: DCSP responder cerifcabe thal Is signed by T
15E Rl GALSE Inlermedizne GA

Usage
Cerificate(s) will ke ussd for | EAF Authetication M
ko Wikdcard Ceriificates [ 7
Nede(s)
Gereraiz CER's for these Nedes:
CSR Friendly Name
IaisetEAP Auanicanen
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ARMCErBiol TeAwOEk e (Do kEVrsCnikluM LS Sai TegGralfwis 1 DUDBZa0t
BV ELY TN R T KL 200K VB = =
=-—END CERTIFICATE REGUEST-~-

1Jg 96 5. wpzyd luuile CSR: ooz IJs ¢bp CA 9l W98 bdw yuolss Jel 09 p9 oz B
IJuos,é:

Microsoft Active Directory Certificate Services = fixer-WIN-87TQ5HOKPSIG-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with over
the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate autherity (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request.
For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

lJglo96 6. Lz bdo Juolys: wpuod eds esble Juvolss IJpuwegse 9bdo Juolss po9sp.
lud) 998 bbdo Uiolss po@re Jel 09 p9 oz S 1296

Microsoft Active Directory Cedificate Services - fixar-WIN-97Q5HOKPSIG-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit anjadvanced certificate reques

IUg 1096 7. 1Juol CSR IUss wp loilie B bdu 1Juuolss 1e,e56 J Base-64. oo 1Ugsh
IJpouwsd Slde Iduiolsé: g, ehe 1d9sw Slud)y W98 buwld Jel 09 p9 oz O 1Jua9,é.



| Microsoft Active Directory Certificats Services — fixer-WIN-87Q5HOKPSIG-CA

Submit a Certificate Request or Renewal Request

i

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source (such as a Web
server) in the Saved Request box.

Saved uast:

Base-84-encoded
corificate request
(CMC or
| PKCS #10or
PKCS #7): | y

Certificate Template:

Web Server q

Additional Attributes:

Aftributes: y

| Submit >

lJglo9s 8. ez IJud) W98 huwld: weuod eds IJgsh Jugsss wag Iduielss. zo> BASE-64
IJeses 918 wuisd uvduwds Idgvoble Jel o9 p9oz Vs 1duo9,6.

Microsoft Active Directory Certificate Services - fixer-WIN-87Q5HOKPSIG-CA

Certificate Issued

The certificate you requested was issued to you.

" DER encoded or [@Base 64 encoded |

E Download certificate
==dDownload certificate chain

lJgl9é 9. [Jupd wuisd Uui';?bé Jébp ISE. spdud |uweg)le [dyuolss. wzwss ldyvelss gds
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=Syt ldontsy Manageree? ¢ Network Resources  » Device Portal Mansgement  pxGeid Services  » Foad Seevice:  » Thaest Caniric NAC

Click hero 10 do wirsless setup and visiblity sefup Do not show this again

Degioyment  Licensing  =Cerificates  » Logging  » Malmlenance  Upgrade  » Backup & Rlesiors  » Admin Access  » Seftings
L
= Cartificate Managemant Trusted Certificates
System Corficates S ea oot | Wodae O sow [ <

[ Friendly Name - | Status Trusted For Serial Number lssued To lssued By Vild From Expiration Date



aleili. Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers
= System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing wCertificales  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings
I

o
~ Certificate Management Import a new Certificate into the Certificate Store
* Certificate File = Choose file | No file chosen
System Certificates
em————— | Friendly Name | EAP-TLS ! 1
OCSP Client Profile Trusted For: ;
Sonftl et Trust for authentication within 1SE

Certificate Periodic Check Setti... (] Trust for client authentication and Syslog

+ Certificate Authori
¢ ok [ Trust for authentication of Cisco Services

[ validate Certificate Extensions

Diescription |

B | cencel )

1J&1096 10. wpzrs oy 998 bhuwld: oo luplds Iduiels [Js Slspsd Idguobsle 1p9esd wol.
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~Sysem  » kienity Management  + Metwork Resources  » Device Potal Managemesn  pdnid Services  » Feed Servica  » Theat Cenric NAC
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Microsoft Active Directory Certificate Services — fixer-WIN-87Q5HOKPOIG-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC
server) in the Saved Request box.

Saved Request:

EzAIVKdOPEONKC=BT/3glJecM]l ZgxnL.7BVISPEIry
aF4l12alpmDFplPEVEIVaPe0a/ mej3IXhO0RFxBUII
welh0e+V+ehT7ljeTgiwzEEGr fceYTIakocoSzLijgR

S3ase-b4-encoded
~ertificate request

IEMC or dD7LeuikxFl93SwvLTKLDIq+00VEAhrxlplPyDZ 3

KCS #10 or ieC/XQshm/0ryD1XuMF4xhg52ZWo loDOJHE L g+dKX
PKCS #7): |eeeea END CERTIFICATE REQUEST----- A
Certificate Template:

User H

Additional Attributes:

Attributes: y

Submit =
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Noodd |Js pdod > |Jolbds 1 51Js lugsle.

Aol vl pydsel eds uvoble.

. cwvle SelectComputer.

e Jdpossu, IJpzds > l()o|f:

. b b s ok in order to g ze IJbls IJl ol s ldss.

Adody W98 [+] weoly Iduvoble > Lvguos > Iduioble.

108 win plsuw IJispo W98 IJuuoble 9233 zpse Idpolp>luues)ly.
dod)y W9 Next (IJelJs).

O© 00N O A~ WDN -~



10. vy, eds luwos)luo.

11. g5 .cer. .crt 9 .pfX IJss w8 luwas)lbo.

12. 109, V998 V.

13. 108,y W9 § Next (IJelds).

14. 25> 02>8> pju lduvoble odylissl vule gds wog [Juuolss.
15. b 9b 96 lugly 9 ok.

ol 1o swp luwos)b Idgvolss: sdjpd wdssu gpsddd IUJluwdIds (b pdoo Windows. s
o3l ldpeld) J EAP-TLS.

29,088 Jluwdds J EAP-TLS
lJgbgs 1. gs) IJwsosd IUJluwdIds 1U3s wp logblie wlodl Joyswsded IJeol> 96

IJpcsowe [pzpes (PEAP) Jlgveésle EAP-TLS wodl oo 3J9. 1od) 86 o905 EAP
IUJlowJIis.

|Jgo96 2. 23> Microsoft: 1ol 86 1J3IJ.s6 19 Is Livolss 1356 9lo ) o918 8 pe 9,0 B 1JLo9,)6.



EAP Wireless Network Properties X

Connection Security

Security type: WPA2-Enterprise v
Encryption type: AES v
hoose a network authentication method:

Microsoft: Smart Card or other certificate Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

OK Cancel

IJglb9o 3. 16, W99 Idlesble 9235 [duivelss 1Jz3) 1duols)6 pu glbp CA Jel 09 p9 0z IS
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1 '
Smart Card or other Certificate Properties

When connecting:
() Use my smart card

(@) Use a certificate on this computer
Use simple certificate selection (Recommended)

/| Verify the server's identity by validating the certificate

Advanced

|_] Connect to these servers (examples:srvi;srv2;."\.srv3\.com):

Trusted Root Certification Authorities:

Entrust.net Certification Authority (2048)
Equifax Secure Certificate Authority

|| fixer-WIN-97QSHOKPOIG-CA__|

| ] GeoTrust Global CA

GeoTrust Primary Certification Authority
GeoTrust Primary Certification Authority - G3
GlobalSign

GlobalSign

GlobalSign Root CA

4 >

View Certificate

T i

IJglog6 4. 108, 993 lesble podse8 9233 Ideuwetse 9 puobds IUdewssc, pu edles
lJowssy leshble 802.1x Jel 09 p9Loe WO IJuog,s.



\dvanced settings

802.1X settings  802.11 settings

/| Specify authentication mode:

ser or computer authentication v Save credentials

Delete credentials for all users

Enable single sign on for this network

Perform immediately before user logon

Perform immediately after user logon

Maximum delay (seconds): 10 =

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

lJ¢logé 5. lJl clod [Jwsosd f—’é ié)s lduveds IJJluwdIdss e 23 1desuosad Iduoese
(EAP W5 03l 1Jpeld) wp 9u0d. lue p9uod wlduveds IUJlgudIdss Jel 09 p9oe O 1Juo9,) 6.



‘?-"EAF

2 Connected, secured

= blizzard-legacy
Secured

= blizzard
Secured

= internet
: Open

dot1x_test
ﬁ Secured

lioPrivateMNet
ﬁ Securedl H-:_'JtSFu:lt 20

Secured

il
\ ﬁ mac_filter

lJozdd pu lduoes
lgvegse o3l IUGuwe Joldss god IJedsso wuvdd Lozse:

IJglogé 1. szw 1o wbo, 2lJs pas, woe IJepsd I RUN. o3l sgus o 1Jgpsd @5 19
IJeuobb 86 92uod eds ewslu 1P 909 zloj Jopssy erds 1Jpi9) IUessoes bs 1Jue9,s.



flonitor

Summary
b Access Points

b Cisco CleanAir
b Statistics

¢ CDP

» Rogues

» Redundancy

Clients

Sleeping Clients

Multicast
¢ Applications
b Lync

Local Prefiling

Clients > Detail

Max Number of Records

10+ Clear AVC Stats

General | AVC Statistics |

Client Properties

MAC Address

IPv4 Address
IPv6 Address

Client Type

User Name

Port Number
Interface

VLAN ID
Quarantine VLAN ID
CCX Version

E2E Version

Mobility Role

Mobility Peer IP
Address

Mobility Move Count

34:02:86:96:2f:b7

10.106.32.239

feB0::2818:15a4:65f9:842,

Simple IP
Administrator
1
managemcnt
32

0

CCxv1

Not Supported
Local

N/A

0

Policy Manager State RUN

Management Frame
Protection

UpTime (Sec)

No

146

AP Properties

AP Address

AP Name

AP Type

AP radio slot Id
WLAN Profile
WLAN SSID
Data Switching
Authentication
Status
Association 1D
802.11 Authentication
Reason Code
Status Code

CF Pollable

CF Poll Request
Short Preamble
PBCC

Channel Agility

Re-authentication timeout

Remaining Re-authentication timeout

WEP State

Lync Properties

Lync State
Audio Qos Policy

Central

Central

00:d7:8f:52:db:a0
Alpha2802_3rdfloor
802.11bn

[}

EAP

EAP

Associated

1

Open System

1

]

Not Implemented
Not Implemented
Not Implemented
Not Implemented
Mot Implemented
1682

1]

WEP Enable

Disabled

Silver

IUg1o96 2. 0288 lsuol pu luvdse EAP IJLozsz eds euuoy IJoede B 1o ds [Jppdss
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Security Policy

Completed ves
Policy Type RSN (WPA2)
Auth Key Mgmt 802.1x

Encryption Cipher CCMP (AES)

EAP Type EAP-TLS

SNMP NAC State Access

Radius NAC State RUN

CTS Security Group
1 Tag

AAA Override ACL

Name

AAA Override ACL

Applied Status

AAA Override Flex

ACL

AAA Override Flex

ACL Applied Status

Redirect URL none

Not Applicable
none
Unavailable
none

Unavailable

IPv4 ACL Name none

FlexConnect ACL
Applied Status

4 I_Pv4 ACL Applied Unavailable

Unavailable

IJeb9s 3. Buspl sds wBluosd IJgesd pu 9lzos uwb, 1sle, IUgluos w9228 Idwede (wp Suo
IUllR):

(Cisco Controller-Standby) >show client detail 34:02:86:96:2f:b7

Client MAC Address. .....coiiiiiiiini i iiieaannnn 34:02:86:96:2f:b7
Client Username .........ceouiiiionnnnnennnnennnnnn Administrator

AP MAC Address. ...viiiiii ittt it s iean e 00:d7:8f:52:db:al
AP NamMe. .ottt ittt ettt ettt e, Alpha2802_3rdfloor
AP radio sTot Id.......iiiiiiiiiiii it 0

Client State.....iiiii it it ettt e e aaannn Associated
Wireless LAN Id.......ciiiiiiiiiiiain i iiannnnnnn 5

Wireless LAN Network Name (SSID).........cvvuu... EAP

Wireless LAN Profile Name..........cuviiiinnnenn. EAP

Hotspot (802.10U) .. uciin i it e et eaanenen Not Supported
BSSID . t it e e e e 00:d7:8f:52:db:a4
Connected FOr ...ttt it ettt e e eaannn 48 secs

Channel . ... . i i it i it e ettt e e 1

IP AdAressS. ... iiii ittt it ettt et 10.106.32.239

Gateway Address.........viiiiiiiinnnnnnnnnnnnnnns 10.106.32.1



T o1 F= ] < 255.255.255.0

PoTicy Manager State......ouieiiinnnnnnnnnnnnnnnn RUN

POTiCY TYPE. e ittt ettt e, WPA2
Authentication Key Management...............c..... 802.1x
Encryption Cipher..... ... . i, CCMP-128 (AES)
Protected Management Frame ............ouuuuvunnn No

Management Frame Protection.................c.c.... No

YT Y73 EAP-TLS

lJ¢bgo 4. eJs ISE oo dd IJs )98 IUuwsly > ullb 1Juolss > Idwele Jel 09 p9 oz Bs
IJuo9,.

st Identity Sarvices Engine Home BRRT LLTE :Cpemiions  »Polly  » AdministmSon  + Work Centers

Endpoints | Matwork Devices

Endpoirts 34:02-B6:096-2F-BT

34:02:86:96:2F :BY Oz H

MAC Address: 34:02:86:96:2F BT
Usemamae: AdminisiratocnEftoercom
| Endpaint Profie Intel-Davice
-g Current IP Address

Locaten:

AeS ALTNTCETON Thirsais Wil risrabiktes

General Atiributes

Descrption
Siatic Assignmant falsa
Endpoint Policy Inted-Darvicn

Szatic Group Assignmaent fatsn

Idonity Group Assignment  Profiled

Custom Atiributes

T Fizer = -
Adtribute Name Altribute Value

kg

Mo data found, Add cusiom afributes hasg

Qshar AttriButes
A Sproar s
Al Bl 20a o908 038020 58 /-6 T S8 K T 1 af-boooli:bd 97 bd
Airpspaon-Wlan-1d ]
I AllpwndProtocoiMalched Rule Dot1X I
AgthenticatbonidenttySiom Imtemnal Lisors

Authanticatiordloinod S0 Pl



BYOORegisiration Unknown

Called-Station-ID 00-d7-8f-52-db-al:EAP
Calling-Statign-10 34-02-B6-96-21-b7

Days to Expiry 363

Dastination|PAddrass 10.106.32.31

DestinationPort 1812

Detailedinfo Invalid vsamame or password spacified
Dawice IP Address 10.106.32.223

Device Port 32775

Dewice Typa Device Type#All Davice Types
DeviceRegistrationStalus NaotRegisierad

ElapsedDays T

EnabiaFlag Enabled

EngPoinMACASdress 34-02-B6-96-2F-BT

EndPointPolicy Intel-Device

EndPaointProfilerSenner is0.c.00m

EndPoimSource RADIUS Probe

Extanded Key Usage - Namea 130, 132, 138

Exnended Key Usage - QID 1.3.6.1.6.5.7.3.2, 1.3.6.1.557.34, 1.3.6.1.4.1.311.7

FallureReasan -

IdentityGroup Profiled
InactivelDays ]
IsThirdPartyDevicaFlow false

CH=fixer-WIN-8TQSHOKPSG-Ca\, DC=foer, DC=c

fixer-WIN-97Q5HOKPIIG-CA

Issuar - Domain Component fixer, com



I Lacation Location#all Locations Lt

MACAddress 34:02:86:08:2F8T
MaichedPolicy Intel-Davice
Messageloda 5200
NAS-IP-ASdress 10.106.32 273
NAS-Idantifier HA_Pn
NAS-Por 1
NAS-FPor-Type Wireless - [EEE 802.11
Metwork Device Profile Cisco
HetworkDeviceGroups LocatiordtAll Locations, Device TypetAll Device Types
NetwarkDeviceMame HA_PH
NtworkDaviceProfield 403eabfc-Ta2T-41c3-80bb-27 96403 1a08d
NetworkDeviceProfilehame Ciseo
] o Intel Conparats

S5L alert: code=0n2M0=580 \; source=local \; type=fatal \; message="Linknown CA - amor unable ta gat
OpenSSLEmorMessage Essuer conificate locally™
14018065381 3504  error 140E90B2:S5L routines: S8L3_GET_CLIENT_CERTIFICATE:no certificate

OpenSSLEmarSiack relumed-s3_snr 33T

Policyersion 0

ProstureApplcabli s

PostureAssassminiSiaus NOLADIICHbE

RadiusFlowType Wireless802_1x
RadiusPacketType AcoessRegquest

55D 00-47-8f-52-db-a0-EAP
SelectedAccassSarvica Diefault Metwork Access
SelectedAuthenticationidantitySaores  EAPTLS l
SelectedAuthorizationProfles ParmitAccess

Sarial Number 1028 41 T8 00 00 00 00 00 11—,
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