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o ANd BERS AesDTFL aaaB @@ m % 8

Filter: | whan_mgt.ssid == “PMF* = | Epression.. Chear fogly Swe

Nare = | wirsiiss settegs. Dienyption Ky
OECP Protocel WVLAN Length lnfo

D stinatian

e, Tirne Souree

108 2.0718%800 Cisco_d1:c8:74 Broadcast 802,11 251 Beacon frame, SNe=3989, FM=0, Flags=....iieun

% Tag: HT Capabilities (802.11n 01.100
= Tag: RSW Information
Tag wumber: RSM Information (487
Tag length: 26
RSN version: 1
2 Group cipher Sulte: 00-0f-ac (IeseB02l) AES (CCM)
Pairwise Cipher Sufte Count: 1
a Pairwise Cipher suite List 00-0f-ac (Ieee®021) AES (COM)
Auth Koy Management CAKM) Suite Count: 1
% Auth Key Management (akM) List 00-0F-ac (TeeeB0Z1) wra (SHAZ5S)
= RSN CapabiTities: Ox00es
tiie weas weee 2a.0 = BEN Pre-auth capabilities: Transmitter does not support pre-authentication
REH NG Pafrwise capabilities: Transsitrer can fupport Wer defiult key O simultaneously with pairwise key
= RSN PTHSA Replay Counter capabilities: 4 replay counters per PTHSASGTHSASSTAKeySA (0x0002)
. = REM GTKSA Replay Counter capabilities: 4 replay counters per PTRSASGTKSASSTAKeySA (000023
...... = Management Frame Protection Required: True
= Management Frame Protection capable: True
- Peerkey Enabled: False

T | M
PMELD Counts: O
FHiLD LisT

L Group Management Cipher Suite type: BIP (6)
= Tag: Extended Supported Rates 24, 36, 48, 54, [Mbitssec)

oule s 28J peeoes L8 s Ibhé 1Upzeses 1Uss sbo, i 802.11W puucgse.

e lple wissle lsuol Bs ledlule RSN. sop 1o luvogsle 9e3le wo 69 7 JJluulé lJs
pedple ppedds JJbl; 802.11w.
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zplsé lbhlo 1Jb)é 1J99sé 1Ujless.
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Bl 3o wuoeb zelss lbly 1116 Jel 09 plodse Lo gsble IJodssu: Suwsepe wesso JJ
pu 9dle o 69 7. 03l Jpl 09 p9 o VS L9, 1ol IUz5e6 oul.

.‘IEseprcssivn._. Clear Apply Sawe

Filter: | wian_mgt.ssid == "PMF"

90221 Channel| | ~ [Channel Offset: FCS Filter: | &1 Frames Name E| Wireless Settings.. Decryption Keys..
Source Destination DSCP Protocol WLAN Length Info

Mo,

Tirne

291 Beacon frame, SN=3969, FN=0, Flagss , BI=l0Z, SSID=PMF[Malformed Packet]

GG I T
¥ Tag: HT Capabilities (802.11n 01.100
Tag: RSN Information
Tag wMumber: RSW Information (48)
Tag length: 26
REN version: 1
o Group Cipher Suite: 00-0f-a< (IeeeBD21) AES (CCM)
Group clipher suite oul: 00-0f-ac (IeeeS021)
Group Cipher suite type: AES (CcM) (4)
Palrwise cipher suite Count: 1
= Pairwise Cipher suite List 00-0f-ac (IeeeS021) AES (COM)
Patrwise Cipher suite: 00=0F-ac (IeeeBOZ1) AES (CCM)
Pairwise Cipher suite ouI: 00-0f-ac (IeeeS8021)
Pairwise Cipher suite type: aes (ccMm) (4)
Auth Key Management (akM) Suite Count: 1
# auth Key Management C(asM) List 00-0f-ac (IeeaS021) WPA (SHAZ2SG)
RSN Capabilities: Ox00&8
0 = RSH Pre-auth capabilities: Transmitter does not support pre-authentication
= RSH No Palrwlise capabilities: Transmitter can support wWEP default key 0 simultaneously with Pairwise key
= RSN PTKSA Replay Counter capabilities: 4 replay counters per PTKSA/GTKSA/STAKeySA (Ox0002)
. = RSN GTESA Replay Counter capabilities: 4 replay counters per PTHSA/GTESA/STakeysa (0x0002)
= Management Frame Frotection Regquired: True
. = Management Frame Protection Capable: True
. = Peerkey Enabled: FaTse
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Filter wilan_mgtasid == "PMF" T| Expression.. Clear Appfy  Save
ome -

N

ttings... Decryption Keyi.
BSCP Protoccl VLAN Length Info

36 2. 00630400 Cisco_21:c9:7b Broadcast 285 Beacon frame, SN=Z306, FHsO, Flagss. ., BI=l0Z, SSID=FMF[Malformed Facker]

E A CUMRILE ¥ AT M UL DU CRUE USSR Ui
# Tag: QBSS Load Element 802.11e CCh version
® Tag: HT capabdilities (802.11n ol.100
Tag: RSN Information
Tag Humber: RSN Information (481
Tag length: 20
REN version: 1
5 group cipher swite: 00-0f-ac (TeeeBiil) A5 {ooM)
Pairwise cipher Suite Count: 1
# Pairwize ciphar Suite List 00-0f-ac (IeesB021) AES (CCM)
Auth Key Mana me (akM) Sufte Court: 1
§ AuTh Ky MANAQEmEnt (AKM) LTSt 00=0F=3c (TeeeBOZL) WPA
RSN Capabi Ox00a8
....... aaal = RSN Pre-auth capabdlities: Transmitter does mot support pre-awthentication
.0, = RSN NO Palrwise capabilities: Transmitter can support wep default key 0 simultanmecusly with Pairwise key
10.. = RSN PTRSA Replay Counter capabilities: 4 replay counters per PTESA/GTRSA/STAKEySA (0x0002)
. = RSN GTKSA Replay Counter capabilities: 4 replay counters per PTHSA/GTHSA/STAKeySA {0x0002)

. = Management Frame Protection Required:

- 1 . = Management Frame Protectiom Capable: True
. = FeEErKey Enabled: False

(B0Z.11n 01,107

P+ Device Hame

# Tag: HT Info
¥ Tag: €isco O
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- sebdo IJbl; 802. 11w wosisé SSID Lluwegsle dotlx ig PSK.

* SUp g pesh 802. 11w gJs gpse ullb 1Usuosd IJos wigp yuods 802. 11n. o3l sgus
o v8bs IJgosd 1130 9 1240 Jl wogp pesl) 802. 11w.

+ 802.11wW g5, p389p £Js w9bs 19 o9d FlexConnect 9 7510 WLC W IJluesh, 7.4. wpo
ol IUsgp pud IJluosl, 7.5.

lJodosy

Slzod Idpuweise 1w pss

IJglbgs 1. weolz IJs wepdsu lbly 1UbL6 IJpzes uopew SSID IJedss wluwegsle 802.1x/PSK.
Jrsd edles gsble Jel 09 p9 oz WS 1Juo9,)6.

Saye Configuration | Bing | Logo

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANS WLANSs > Edit 'PMF' < Back Ap
™ WLAN: General | Security | QoS | Advanced
WLANS E |

b Advanced LayerZ | Layer3 | AAAServers

Layer T Securty 8 WPA+WRAZ
MAC Filtaring®
Fast Transition

Fast Transition
Protected Management Frame

PMF |Disabled ¥
Disabled
WPA+WPAZ Parameters cima. L
WPA Folicy ELENET B
WRAZ Folicy o
WPAZ Encryption LaF T3 THIP

Authentication Key Management

LLER Y ¥ Enable
COKM Enshle
FSK Ensble

S22 "eb ol £30 lJwele JJgpsd 1Uss Jl s p 802.11w Lldlouold. wess "leeshs" luo
Suwee ews JJepdle IUsso Jl s3gp9u pesh 802.11w Lldlouold.

lJglb9s 2. weolz € 3JY IJs wpdss podo p 9w I.Jg9)o 9luwoedle SA. sz p9dw Idlzle
Uﬁdu U>-.S Scv |u -.Suub_)o UE_de UP._SUJU JUJ |u gS,O'Ju r°2_|_9J° U'._SU_)'U r-314 |E)-.S V>
Irdp Jisd 26 pg s 1025 30. s pods luwcedle SA p sl 19 B 1Uss soekbe guwe)
IJoede Bs Iduveds IJpedss IJdluwddss (WLC) JJluwerles po ldeesd Jepdsd
IUlwogdle. B 2lJs £20 929> luvoelesd po IUgpsd: sop 238 IUIGsl IJElue wo pu 9236
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Saye Configuration | Ping  Logout  Fedrs

alraln
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

WLANs WLAMNs = Edit 'PMF" < Back Apply

LA | General | Security | QoS | Advenced |
WLAR
* Advanced Layer2 | Layer3 | AAA Servers
Layer 2 Security § | wPA+WPAZ v
MAC Filtaring®

Fast Transition
Farit Trangiticn
Frotected Management Frame

PMF Eequirad ¥

Comeback timen(1- h ]

TOmgae)

:gu'q;:tr:; Timeout{100-  5ps e
WPA+WPAZ Parameters

WP Falicy

WPAZ Policy o

WPAZ Encryphion Ll TriF

Authentication Koy Management

IJg 096 3. szw wpdso 'PMF 802.1x' 3l Juo ouwedsp 802.1x Jb,s86 Ishé pdole Ip ol586.
B 2lJs luwegsle PSK. szw edsd losh lus IUlgosh PMF PSK Jel 09 090 B 1Juo9)6.

Saye Configuration | Bing || Logout | Refry

i
€IsSco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

WLANS WLANs = Edit 'PMF' < Back Apply

R | General | Security | QoS | Advanced
WLANS f 1
* Advanced Layer 2 Layer 3 AR Servers |
B4 Uy TIE LT 0T 200 =
F00msec)

WRA+WPAZ Parameters

WP A Policy
WPAZ Policy o
WPAZ Encryplicn # aEs TEIP

Authentication Key Management

802.% 7 Enable

CCOKM Enable

P3K Enable

FT 8021 Enable

FT PSK Enabie

PMF 802.1% # Enable <)
PMF PSE Erable

WRA gt
ﬂ;: randomize Disable *

CLI
« inorder to pJuw I9 lgzio 1J 11w Gupé. ,Ioe 1l
config wlan security wpa akm pmf 802.1x enable/disable

config wlan security wpa akm pmf psk enable/disable

« Jopdsu s ogbsd lbble 1dbLé 1dpzess: Gp wousgsd 1Jle:

config wlan security pmf optional/required/disable

e lesble 9o 1Jggss JJluslu:

config wlan security pmf 11w-association-comeback



o Jesble pods [glss pelods luuegdle SA:

config wlan security pmf saquery-retry-time

lJozdd pu lduors
lpucgse 03l IUBuwe Joldss gpd IUodsse wuvdd Lozse.

Spedu 1ozl pu wdssy 802.11w. w9l pu wdosu yvwdé WLAN:

(wlc)>show wlan 1

Wi-Fi Protected Access (WPA/WPA2)............. Enabled
<snip>

802 . dX . it ittt i e e e e e Enabled

Y Disabled

COKM. L i e s st et e a s Disabled
FT-IX(802.11r) . i vttt i i e e s eennnnns DisabTed
FT-PSK(802.11r) .. s it ittt i ieennnnnns DisabTed
PMF-1X(802.1IW) . vttt ittt e s e ennenns Enabled
PMF-PSK(802.11w) .. i ittt ittt ennennnnnns DisabTed

FT Reassociation Timeout..........couuuun.. 20

FT Over-The-DS mode..........cciuiiiunn... Enabled
GTK Randomization............ccuuiieunnnnn. Disabled
<snip>

PME . et e e e Required
PMF Association Comeback Time................. 1

PMF SA Query RetryTimeout..........ovueuuuunnn. 200

loweduuls 1Jizble gl odlzol
S99 03l IJd e Idpgdsple IJos spdud |uwegslpol Jlgwedguled i'a]olc lJodssu sluadlzol.

o9, 19lo) wuopse IJigble 030 Jluwad uld igble 802.11w gl odlzol eds suuo IJoedp
B IJuvods 1Jpedss IUJluvJdss (WLC):

* debug 11w-pmf events enable/disable
* debug 11w-pmf keys enable/disable
* debug 11w-pmf all enable



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



