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IJglo96 1. §p wousésd 030 IJble, Joowse ¢bp httpd 9 MariaDB.

[root @ac-nxwi rel ess ~]# yum -y update



[root @ac-nxwirel ess ~]# yum -y groupinstall "Devel opnent Tool s"
[root@ac-nxwirel ess ~]# yum -y install httpd httpd-devel mariadb-server mariadb

lJgb9es 2. Loe wubvgsd ¢lbpe hitpd (Apache) 9 MariaDB 9w pdsuo.

[root @ac-nxwi rel ess ~]# systentt!| enable httpd
[root @ac-nxwirel ess ~]# systentt|l start httpd
[root @ac-nxwirel ess ~]# systentt| start mariadb
[root @ac-nxwirel ess ~]# systentt| enable mariadb

lJglb9é 3. 9p wodysy lesble MariaDB |Ji_9J56 Joip§oo|.

[root @ac-nxwi rel ess ~] #mysql_secure_installation

pdlebo: o uvesd Jlwes i@lg o3l ldo,ulee IJuuos. s9uos wo Jgpse ¢9lbpe MariaDB (95>
IJlgwegsle W Idloolz. @)l IJ gbys wlgoule.

In order to log into MariaDB to secure it, we'll need the current
password for the root user. If you've just installed MariaDB, and
you haven't set the root password yet, the password will be bl ank,

so you should just press enter here.

Enter current password for root (enter for none):
OK, successfully used password, mnoving on...

Setting the root password ensures that nobody can |log into the MariaDB
root user wi thout the proper authorisation.

Set root password? [Y/n] Y New password: Re-enter new password: Password updated successfully!
Rel oading privilege tables.. ... Success! By default, a MariaDB installation has an anonynous
user, allowi ng anyone to |log into MariaDB without having to have a user account created for
them This is intended only for testing, and to nake the installation go a bit snoother. You
shoul d renove them before noving into a production environnent. Renbve anonynous users? [Y/n] y
Success! Normally, root should only be allowed to connect from'local host'. This ensures
t hat someone cannot guess at the root password fromthe network. Disallow root login renotely?
[Y/n] y ... Success! By default, MariaDB cones with a database nanmed 'test' that anyone can
access. This is also intended only for testing, and should be removed before noving into a
production environment. Renove test database and access to it? [Y/n] y - Dropping test

dat abase... ... Success! - Renoving privileges on test database... ... Success! Rel oading the
privilege tables will ensure that all changes made so far will take effect imedi ately. Rel oad
privilege tables now? [Y/n] y ... Success! Ceaning up... Al done! If you' ve conpleted all of

t he above steps, your MariaDB installation should now be secure. Thanks for using MariaDB!
IJg 096 4. §p wodsse Bless lJuslule J FreeRADIUS (Ipwegsp obuw JJes 1Upas) IJos op
odgsuol Vs IJgbys 3).

[root @ac-nxwirel ess ~]# nysql -u root -p -e "CREATE DATABASE radi us"

[root @ac-nxwirel ess ~]# nysql -u root -p -e "show dat abases”

[root @ac-nxwirel ess ~]# nysql -u root -p

Mari aDB [ (none)] > GRANT ALL ON radius.* TO radi us@ocal host | DENTI FI ED BY "radi uspassword";
Mari aDB [ (none)]> FLUSH PRI VI LEGES; MariaDB [(none)]> \q

Bye

oouso PHP 7 gJs CentOS 7

IJglo96 1. $p wouuésd odo IJble, Joowse PHP 7 gJs CentOS7.

[root @ac-mwirel ess ~]# cd ~



[root@ac-nxwirel ess ~]# curl 'https://setup.ius.io/' -0 setup-ius.sh

[root @ac-nxwi rel ess ~]# sudo bash setup-ius.sh

[root @ac-nxwi rel ess ~]# sudo yum renove php-cli nod_php php-comon

[root @ac-nxwirel ess ~]# sudo yum -y install mod_php70u php70u-cli php70u-nysql nd php70u- devel
php70u- gd php70u-ncrypt php70u- nbstring php70u-xm php70u- pear

[root @ac-nxwi rel ess ~]# sudo apachect| restart

oowso FreeRADIUS

IJgb9s 1. 8 wouvgsd o3l 1Jle, Joouse FreeRADIUS.

[root@ac-nxwireless ~]# yum -y install freeradius freeradius-utils freeradius-mnmysql freeradius-
sqlite

IJglo96 2. IzeJ oW IJdb,0Jgs 6 wusl wg> Mariadb.service.

Jugd 03l ey

[root@ac-nxwirel ess ~]# vim/etc/systend/ systenm multi-user.target.wants/radi usd. service

luol8s ub) Bs Buwe 111

After=mari adb. service
Sew 1o sws9 Suwe [Unit] wosl IUgbdd:

[Unit] Description=FreeRADI US hi gh performance RADI US server. After=syslog.target network.target
After=mari adb. service

lJ¢logs 3. I.__,)i_9$p wupdsy Freeradius JJose 0o [Joposs.

[root @ac-nxwi rel ess ~]# systenctt!| start radiusd. service
[root @ac-nxwi rel ess ~]# systenctt| enabl e radiusd. service

IJglogé 4. pdsu 2ol IJeplss JJiplo.

[root @ac-nxwirel ess ~]# systenct| enable firewalld
[root @ac-nxwirel ess ~]# systenctt!l start firewalld
[root @ac-nxwirel ess ~]# systenct| status firewalld

1Jgb96 5. §p wluols 1J@gles IUslises s Idpubgs 1UIGe,)luosoe Jduwele wésple http 9 https
9 radius.

[root@ac-mkwirel ess ~]# firewall-cnd --get-services | egrep 'http|https|radius'
[root@ac-mkwirel ess ~]# firewal | -cnd --add-service={http, https, radi us} --permanent success

IJglb9o 6. lglxe wepsd 23l Idzelss Jovesd IJogss)lo.

[root@ac-nxwirel ess ~]# firewal |l -cnd --rel oad

FreeRADIUS
Jodysy FreeRADIUS Jlgwegslpe MariaDB: lowg [Jgbsle [Jeldss.

IJsbo96 1. G luwas)hs peblb Bless wslole RADIUS Jede $less wslole RADIUS.


https://setup.ius.io/

[root @ac-nxwirel ess ~]# nysql -u root -p radius < /etc/raddb/ nods-
config/sql/ main/nysql/schema. sql

Jgb9é 2. §p louble hoolb Jsu JJgé IUluveedle [Jpubeé (SQL) wzw letc/raddb/mods-
enabled.

[root@ac-nxwireless ~]# In -s /etc/raddb/ nods-avai |l abl e/ sql /etc/raddb/ nods- enabl ed/
lJglo9é 3. 9p wodysy 9¢26 SQL IJyplbsé raddb/mods-available/sql 99 wogss) pedele
louold Blesé Idoslule Jobysy vssod.

[root @ac-nxwi rel ess ~]# vim/etc/raddb/ nods-avail abl e/ sqgl

Sew o swa9 pdbe SQL ppleJl Josl.

sql {

driver = "rlmsql _nmysql"
di al ect = "nmysqgl"

# Connection info:

server = "local host"

port = 3306

login = "radius"

password = "radpass" # Database table configuration for everything except Oracle radius_db =

"radius" } # Set to ‘yes’ to read radius clients fromthe database (‘nas’ table) # Cients wll
ONLY be read on server startup. read_clients = yes # Table to keep radius client info
client_table = “nas”

lJgl9s 4. ogss) pzreoed Spsu letciraddb/mods-enabled/sql |Us ugles.

[root @ac-nxwirel ess ~]# chgrp -h radi usd /etc/raddb/ nods-enabl ed/ sql

WLC AS IJpuol>36 slJogasd 9lJpeluvws (AAA) Client gJ.s FreeRADIUS

IJgbgo 1. 9p wuzys) letelraddb/clients.conf Jogsso IJpole IJpuve,d Jeyd; Idogde Bs
lJuveds ldpedss IUJlgvdIdss (WLC).

[root@ac-nxwirel ess ~]# vim/etc/raddb/clients. conf

1Jg96 2. Bes IJIwdJ. [Low gusle IP J9zss IJoedp sldpbole IUpuue,d.

client{ secret = shortnane =}

¢bp FreeRADIUS RADIUS gJs WLC
GUI:

121096 1. 18wz 9lzod IJpwese Ihuwsess (GUI) IUglLos wozss Ideede S Idubeds
lJpedss [JJluwdIdsé (WLC) sooe IJs IJlely > RADIUS > 1Jeol> 86 > 238> Jel 09 p9 o2



1] l el l I figuration  Ping Logout R
CISCO MONITOR  WLANs COMNTROLLER — WIRELES: CURITY MANAGEMENT COMMANDS HELF FEEDBACK
Security RADIUS Authentication Servers Apply
| e Auth Called Station ID Type |AD MAC Address:SSID v|
General

w AL Use AES Key Wira

¥ rae [ (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
mecounting MAC Delirmiter [Hyphen ]
Fallback
DS Framed MTU 1300

IUekoss 2. §p wogwiss pedsele the RADIUS Jol 09 p9 oz Vs 1Juess.

RADIUS Authentication Servers > New

Server Index [(Priarit

Shared Secret Farmat

Shared Secret TTTII I |

Confirrn Shared Secret |--vu--u-. |

Key Wrap [ ] (Cesigned far FIPS custorners and requires a key wrap compliant RADIUS server)
Port Mumber
Server Status |Enab|ed Vl
Support for Cof
Server Timeout seconds
Metwark User Enable
Management Enable
_r:_ﬂi::fftment Fetranzrit seconds
IPSec [l Enable
CLI:

> config radius auth add <i ndex> <radi us-i p-address> 1812 ascii <shared-key>
> config radius auth disable <index>

> config radius auth retransmt-ti meout <index> <ti meout-seconds>

> config radius auth enabl e <index>

WLAN
GUI:
IJglbgo 1. 10wz 9lzos IJpuwwgsp lyuwsess (GUI) 1JglLos w9gso IJupde Vs Iy ds

lJpedssé [JJluwdIdssé (WLC) sluedd lJs guedle WLAN > Juuble 2as> > Goas (Goas)
IJpso2s S IJuog)s.



vl

MOMITOR  WLAMs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

WLANS WLANS

Current Filter: Mane [change Filter] [Clear Filter] Create Mew -

» Advanced

1Je 96 2. Ige luwe Jperd preses 1ge8 (SSID) slduguosd: ep lud) eds IJobussle
IJpg 9,06 WO 1Juoy)s.

WA N =

Type W LA “

Profile Mame profile-name |

S5ID S5ID-name |

CLI:

> config W an create <id> <profil e-name> <ssi d- nane>
IJg 096 3. §p wogssu éhbe RADIUS |Js Uivwds WLAN.
CLI:

> config w an radius_server auth add <wl an-i d> <radi us-i ndex>

GUI:

loodd 1Js IJolese > g9p AAA g3, glp RADIUS IJpbJsw: &p lud) 98 obwsd Jel 09
P9I O IJuoy)e.



WLANs > Edit ‘'ise-prof' < Back |

General | Qos | Policy-Mapping | Advanced |

i Apply
e

Layer 2 | Layer 3 [ IAAA Servers l

Select AAA servers below to override use of default servers on this WLAN

RADIUS Servers

RADIUS Server Owerwrite interface I:lEnabled

Authentication Servers Accounting Servers EAP Parameters

Ernabled Enabled Enable [ ]
Server1 [IP:i172.16.15.8, Parti18121 - | None - |

Server 2 | Mone Mone V|
Server 3 |Mone ~|[Hone |
Server 4 | Mone /: Mane |
Server 3 | Mane /: Mane |
Server & | Mane ,: Mone |
RADIUS Server Accounting
Interim Update Interirn InteruallC Seconds

IJEo96 4. 9p wishs 99w eduws IUgpd wubdd leoshs.

CLlI:

> config W an session-tinmeout <w an-id> <sessi on-ti neout - seconds>

GUI:

loodd [Js podse > opdsu pods IJeduws > 1u8) cbwusd Jpl 09 p90e IS 1Ju9)s.



WLANS > Edit 'ise-prof’ < Back
| General | Security | QoS | Policy-Mapping Advanced
"y
Allow Aot Sverride Enabled DHCP
Coverage Haole A bled DHCP Server |_ Cuerride
Cretection 4| Emeisle
Enable Session [z2200 | DHCP Addr
) i ' f
Tirmaout |: i i (sacs) Assignment l_ Requirad
Aironet IE = Enabled OEAP
Diagnostic Channel — -
i8 —Enabled Split Tunnel __ Enabled
Cuerride Interface 1 IPvE
IPvd |Mone - TP .
ACL Hone | Management Frame Protection (MFP)
Layerz? Acl Mone -
URL ACL Mone MFP Client Protection 2 :Optional -
P2P Blocking Action | Dizahbled | DTIM Period (in beacon intervals)
Client Excluszion £ Ei o I:I|E.|:|
nable ' -
Timeout Yalue [(secs) 802.11a/n (1 - 235) 1
Maximurn Allowed |:|:| EBELLENY it (G = #h) |2
Cliants & MAL
Static IP Tunneling - Mac State [ Mane | N
< »
1Jg 096 5. 3o wopdso uvods WLAN.
CLI:
> config W an enabl e <w an-id>
GUI:
loodd IJs gle > 2lds > cpdsu IJozds > lud) wbwsd Jel 09 p9 oe O 1Juo9,é.
WLANS > Edit “ssid-name’ < Back | I Apply I
Security QoS Paolicy-Mapping Advanced
Profile Mami fi=R L]
Tyl WILAN
E51D S5bd-rulime

sous

luols puucrpsu lJs dlgss wslule FreeRADIUS

SUMUEIP IJepdle wuvIdd lVe,)los wy9wsdedle PEAP. 9pg 3JJ |y FreeRadius wrgp by g
12 (Jl sglosol 03l 1UsJsd).

IJgbgo 1. wzys) IJpeduwd letc/raddb/users.

[root @ac-nxwi rel ess ~]# nano /etc/raddb/users

IJglo96 2. B IuwdJ 1Jpdd Bp wlJeld pedsple Idpuweispsy. Bs o3l pold. usert o9 1J
username g Cisco123 |JJJpé.



user1l Cl eartext-Password : = <Ci sco0l23>

lJglo9é 3. 9p wlels wuvesd FreeRADIUS.

[root @ac-nxwi rel ess ~]# systenct| restart radiusd. service

IJuvoble gJs FreeRADIUS

slos FreeRADIUS og iolss ool 86 1We,losé (CA) 9 ivolsé zolj swp wgjswel B IJpuwl
/etc/raddb/certs. 9l wp 030 IJuoble o9 ca.pem g server.pem.server.pem os lJwol>s IJws
Swddlol IJgpdle loule py9)00 wepdso Idpuolr 6. 3l lzoze Jogssy uoldo pgodud9s
Jpuob 96 EAP spdud wogwlbs 230l 9200b 1Jzrs30 Vs 9w IJpuwlh) woudw [Jlgw e
Qro|ro|.

loole cdysy IJzols

I wodasu zoli pzesd Vs Windows JJleuold ¢pg )y SSID wpuol> 96 802.1x 9 PEAP/MS-
CHAP (Iuosl) Microsoft oo wy9w9d9d 1Jpuolb 96 Joldss IUlouold o dspesd Idoess) IUluesl) 2

Jlouvle pd wg s WLAN gJds zol; Windows: ould gshlu:

1. 8p vovusw ldyuolsé 1Jpsdes slosl eds Idgoly JJozds pu glbp FreeRADIUS glJw, 96
Bso pu led 1Jpld 1Jpol> 86

2. ozl 1dezdd pu élbe RADIUS 9lJe 8o s Ls Cl-’P RADIUS s vwéspe Jiple IJpuol> 96
(&) puwezuwu: 28S $pdu b Suowz pUbdJs Clpsu). sop Uing IJodssy Joso
lJgsblo Ws wdysu Idzol) Iy - lugile pdd wg s WLAN.

luves,b Juol>é FreeRADIUS

Bl oo ouwodse Idgvoble IUIWe,)lsoss lJpewwo gds FreeRADIUS! lowg o030 1Jgbgle
Jluwosyb Jvol>s EAP oy ¢l FreeRADIUS |Js 1Jzol) IJb,08.s.

IJgboss 1. 1Jzu09J £Jis lJubolss e FreeRadius:

[root @ac-nxwirel ess ~]# cat /etc/raddb/certs/ca. pem

----- BEG N CERTI FI CATE- - - - -

M | EATCCA8SngAW BAgl JAKLmHn4eZLj BMAOGCSqGS! b3DQEBBQUAM GTMXEBWCQYD
VQOGEWI GUj EPMAOGAL UECBMGUNFkaXVz MRl WEAYDVQOHEW Th21I d2hl cmUx FTAT
BgNVBAO TDEVAYWLWh GUgSWBj Lj EgMBAGCSqGSI b3DQEJARYRYWRt aWbAZXhhbXBs
ZS5j b20xJj Ak BgNVBAMIHUVA YWLwb GUgQR2Vy dd maihhd GUg QXV0a &9y aXR5 VB4 X
DTE3VDVE MTEXMTT xNI 0 XDTE3MDUz MDEXMTT X NI owg ZIMk Cz AJ BgNVBAYTAK ZSMBwW
DQYDVQQ EwZSYWRpd XMk Ej AQBgNVBAC TCVNY bW/3aGVy ZTEVVBMGALUEChMVRXhh
bXBs ZSBJbmVuMSAWHg YJKoZI hvcNAQkBFhFhZGLpbkBl eGFt cGxl Lim\vb TENMOQG
ALUEAXMIRXhhbXBs ZSBDZXJ 0aWpY2F0ZSBBd XRob3J pdHkwggEi MAOGCSqGSI b3
DQEBAQUAA4| BDWAWggEKA0I BAQCOVJ53NN7J9vhpKhcecB3BOOXLpe QFW qol QOBIF
/ 8Lh2Hax2r zb9wx G 1 MOy XR+k N22H7 RNWUHET8Vdy GUs A4OCdZWiy zI| 8sKi 5HA2GU
Eu6GDwW1YJvhHn4r VC36OZU Nbaxj 0eR8ZE0JGse4df t QKL ckkvCOS5QGn4X1el RS
oFe27HRF+pTDHd+nzbaDvhYW Foe6i A27Qd7AY/ sDuo/ ti | IWadnBocPz3+01i FC
ay6dt G55 YQOHxKaswH7/ HIkLs KWhS4YnXLgJ XCeeJqooqr +TEwy CDEaFai X835Jp
gWNNZ7X5USOFcj uuQt pJJ3hf @BK6uXj EWPOk DEODANqp4/ n9AgMBAAG ggEOM | B



MDAd BgNVHQ4 EFgQUY s FNRZKpAI ¢ FCEgwd OPVGVOwaL EwgcgGAL1Ud| wSBwDCBv YAU
ysFNRZKpAl ¢ FCEgwd OPVGVOwaL GhgZnkgZYwgZMk Cz AJ BgNVBAYTAK ZSMBWDQYD
VQQ EWZSYWRpd XMk Ej AQBgNVBAC TCVNv bW/3aGvy ZTEVVBMGALUEChMVRXhhbXBs
ZSBJIbmVuMsAWHG YIKoZI hvec NAQkBFhFhZGlpbkBl eGFt ¢ Gxl Lmi\v b TEMMCQGALUE
AxMIRXhhbXBs ZSBDZXJ0aWZpY2F0ZSBBdXRob3JpdHMCCQCH 5h5+HmS4wTAMBgNV
HRVEBTADAQH MDYGAL Ud HWQv MCOWKBE Apo Ce GIWhOdHABLY 93d3cuZXhhbXBs ZS5j
b20vZXhhbXBsZV9j YS5j cmmwDQYJKoZl hvc NAQEFBQADggEBACs PR2j i OFXnTsK4
lwnrr Myl ZZb12gDugK+zKELox2nel DMVK83t BsL8yj kv70Kezn821I zf Tr Tf vhzV
nj X6HgaW YyM YYYSw i Eu2JsAt dpvC3di 10nGWPH zbozPdov8cZt Ch21ynfY
Z6¢cN x8+aYQ csRI ygAll XMOBWM X0141TOnmoODdgf X951 poLwgkt RLkvI 7Y7owsz
ChYDO++H71 ewsxx5pQF mb6dA2cNr | Tw My Vi Ky X7d pwl bBOxgkLi FI5+GFbf Lh
aOHBHZWhTKVT f br 62nkbf j CUf JUAT3xgY9zFwi wT+Bet CJgAGy8CT/ gqnmmO+NJERO
RUvDhf E=

----- END CERTI FI CATE- - - - -

IJglo96 2. uwe 9Juod piozle 1Jebgs IUuwlods Os pdd uuos soEss Idlewsls [Js .crt

lJglogs 3. 168, u @)l pjr9z] eds IUpdd 9233 Oewse Jbolds... Jel 09 p9 oz Vs 1Ju09,0.
4

Costificate =

Genetsl | Detals | Ceraficason Pash

AR Certfscate Informabon

This CA Beoal certificabe is mol trusted To enalde trusl,
install this certificate i the Trusted Root Certifacation
Agthontes siore.

Isswmed lor  Evamgle Certificate AuShority

Isswed by: Example Certificale Auarity

Vald from 3/ 31/ 2007 bo 5 3 247

Iratall Cortificale...

LEam g Shoul e B g beg

IUgbgs 4. $p votuse IUgiobs Bs ptiu plee IJouedsd 1Jed) 1Jpgesd wo Jel 09 p9 oz
s IJues)s.



Certificate Import Wizard

Cerlificate Slore
Certificate stores are system aneas where certificates are kept,

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automabically select the certificate store based on the type of certificate
(@ Place all certificates in the following store

Certificabe shore:

htu-rr-tﬂtt Certificaton Authorithes
| Trusted Publishers
U inbresched Parbfieabes

‘ T —
|| show physical stores

1

Lo ][ Cancd |

loble pJob g sd WLAN

IUg 56 1. 108, wi Wplauw Ilspu eds lsdws [Uwae 9235 U9z Idopde Jpl 09 9 or B
1Ju29,8.



Ewy

R

System

Search

Programs and Features

Power Oplions

! Virwer

D Manager
Network Connechions

Disk Manapement

Compauter hManadgpement

Command Promgt

Command Proamgd (Acmin)

Task Manager
Conbrad Padnel

File Expriorir

Skt doam or sign out

F LT . il = T L5

lJ¢lbgs 2. IQQ@J IJs IJuveds gldloeyue > p_JeJ)' IJobedle 9ldpuilydé> 1o @) eds lesh
oS 2380 19 Ubedd 23538 Jpl 09 902 Bs IUu0g)6.

.

Control Panel Home

& Metwork and Sharing Center

" ”T‘I-"J-“ * Control Panel * MNetwork and Internet * Metwork and Sharing {enterl

View your basic network information and set up connections

View your active networks

Change adapter settings

Change advanced sharing cisco.com Access type: Internet
seftings

Domain network Connections: « Ethernet

5. Set up a new connection or netwark

Set up a broadband, dial-up, or VPN gonnection; or set up a router or access point.

- Troubleshoot prablems

Diagnose and repair network problems, or get troubleshooting information.
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% oo Up a Connection or Neteork

Choose a connection option
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Enter information for the warabegs network Yo want to aaa

Natmork rame SSID-name
Sedurity type WRAZ Enterprive

Ercrypron hpe AES
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!-" Manually conrect Bo a winshess network

Successfully added ise-ssid

=+ Change connection settings
Open the connection properties 5o that | can change the settings
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Ise-ssid Wireless Metwork Properties bt

Connection  Security

Security type: WPAZ-Enterprise

Encryption type: AES

Choose a network authentication method:

Microsoft: Protected EAP (PEAF) ™

[-~| Remember my credentials for this connection each
time I'm logged on

Advanced settings

Ok Cancel
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Protected EAP Properties X

When connecting:
|| Verify the server's identity by validating the certificate

|| Connect to these servers (examples:srvl;srv2;. *\ srvd).com):

Trusted Root Certification Authorities:
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Notifications before connecting:

Tell user if the server name or root certificate isn't specified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) ’
[] Enable Fast Reconnect

[ ] Disconnect if server does not present cryptobinding TLV
[ ] Enable Identity Privacy

EAP PMSCHAPWZ Properties >

When connecting:

Automatically use my Windows logon name and
L]
password (and domain if any).

| Ok Cancal
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ise-ssid Wireless Mebtwork Properties 4

Connection  Security

Seciafity ype: WRAZ-Enterprise

Encryption type: AES

Chiodse a network authentication method:

Microsaft: Protected EAP (PEAR) v Settings
[+] Remember my credentials for this connection each
tiene I'm logged on




Advanced setlings 4

B02.1x settings 502,11 settings

[+] Specify authentication mode:

User authenthcation

Dedete crasdentials lor all users

[] Enable single sign on for this netwark
Perform immediately before user logan
Peronm immadiately atter wser Kdgon
id =
Aliove add@tional dialogs 10 be displaysd during $inghe
siqn on

Thies network uses separale virlwal LANS for maching
aml wser suthenlication

Windows Security

Save credentials

Saving your credentials allows your computer to connect to the network

when you're not logged on (for example, to download updates).

user

OK

Cancel
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Jdooe IUle, elds inorder to jlgoo 1Jp o186 £pdsé Jpuwegsp eluo:

> debug client <mac-add-client>

> debug dot 1x event enabl e

> debug dot 1x aaa enabl e
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Wireless Debug Analyzer (oz2JJ lJo, oz2s2 |JJl wJds)
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https://cway.cisco.com/tools/WirelessDebugAnalyzer/
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