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<#froot>
ap#

show run

Building configuration...

Current configuration : 1794 bytes

!

!

version 15.2

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

!

hostname ap

!

!

logging rate-1imit console 9

enable secret 5 $1$kxBT1$0hRR4QtTUVDUA9GakGDFs1
!

no aaa new-model

ip cef

!

!

!

dotll syslog

!

dotll ssid wep-config

authentication open

guest-mode

!

!

crypto pki token default removal timeout O
!

!

username Cisco password 7 0802455D0A16
!

!

bridge irb

!

!

!

interface DotllRadio0

no ip address

!

encryption key 1 size 40bit 7 447B6D514EB7 transmit-key
encryption mode wep mandatory

!

ssid wep-config

!

antenna gain 0

station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 spanning-disabled



bridge-group 1 block-unknown-source
no bridge-group 1 source-Tlearning
no bridge-group 1 unicast-flooding
|

interface DotllRadiol

no ip address

!

encryption key 1 size 40bit 7 447B6D514EB7 transmit-key
encryption mode wep mandatory

!

ssid wep-config

!

antenna gain 0

dfs band 3 block

channel dfs

station-role root

bridge-group 1

bridge-group 1 subscriber-Tloop-control
bridge-group 1 spanning-disabled
bridge-group 1 block-unknown-source
no bridge-group 1 source-Tlearning
no bridge-group 1 unicast-flooding
!

interface GigabitEthernet0

no ip address

dupTlex auto

speed auto

no keepalive

bridge-group 1

bridge-group 1 spanning-disabled

no bridge-group 1 source-Tlearning

!

interface BVI1

ip address dhcp

!

ip forward-protocol nd

ip http server

no ip http secure-server

ip http help-path http://www.cisco.com/warp/public/779/smbiz/prodconfig/help/eag
ip route 0.0.0.0 0.0.0.0 10.106.127.4
!

bridge 1 route ip

!

!

!

Tine con O

Tine vty 0 4

Togin Tlocal

transport input all

!

end
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<#froot>
ap#

show dot 11 associ ati ons

802.11 Client Stations on DotllRadioO:

SSID [wep-config]
MAC Address IP address Device Name Parent State
1cb0.94a2.f64c 10.106.127.251 unknown - self Assoc
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debug dot11 events - spJdy |J debug JJJ dot1x ghre. o
debug dot11 packet - spJy |J debug JJJ ;b dot1x. -

Ispl sds pold eds Iduwed 136 seuue guspl syoub Idgpsd vuele wuveds WLAN:

*Mar 1 02:24:46.246: %DOT11-6-ASSOC: Interface DotllRadioO, Station
1cb0.94a2.f64c Associated KEY_MGMT[NONE]

ewpl $3¢d 1Jgpsd IJpdolz 1Jgbl sg,00 03l 1gbl:

*Mar 1 02:26:00.741: %DOT11-4-ENCRYPT_MISMATCH: Possible encryption key
mismatch between interface DotllRadio0 and station 1lcb0.94a2.f64c

*Mar 1 02:26:21.312: %DOT11-6-DISASSOC: Interface DotllRadio0O, Deauthenticating
Station 1cb0.94a2.f64c Reason: Sending station has left the BSS

*Mar 1 02:26:21.312: *** Deleting client 1cb0.94a2.f64c
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