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pS2il 6329 le 802,110 ac> (uSoi (o i .1
W SM sl ot 3-2) >show 802. 11a)

802. 11a NetWork. ... ..o e Enabl ed
1IlnSUPPOrt . e cceeeeeeeeeeceeacccacccacccacccncnans Enabled
802.11a Low Band. ........... .. ... ... ... ... Enabl ed
802.11a Md Band.............. ... ... Enabl ed
802.11a High Band.......................... Enabl ed
802. 11a QOperational Rates

802.11a 6MRate. ... Mandat ory
802.11a 9MRate. ....... ... ... . ... Supported
802.11a 12MRate. . ... Di sabl ed
802.11a 18MRate.......... ... ... ... . ... ... Supported
802.11a 24MRate. . ....... ... .. Mandat ory
802.11a 36MRate.......... ... ... ... ... .. ... Supported
802.11a 48M Rate......... ... ... ... . ... ... Supported
802.11a 54MRate. .. ... ... ... ... ... .. Supported
:802.11n MCS Settings

MCS 0. . Supported
MCS L. . Supported
MCS 2. . Supported
MCS 3. Supported
MCS 4. Supported
MCS 5. Supported

pl3ias] 095 MCS) 7) sl jun s lalasko | s oISy 3855 S sl o¥asall s () 2
olgiall oy, oSas pib 15 Li>9 7 oo Llel (MCS) wladall >azio Jioxill oYaeal dwilly .6kl lay,

oSzl 5159 e 13 show LoVl plasiwl ball by cuSes o gzl cliSoy
W SM sl ot 3-2) >show advanced 802. 11a channel)

Aut omati ¢ Channel Assignment

Channel Assignment Mode........................ AUTO

[ Channel Update Interval ........................ 600 seconds [startup
Anchor time (Hour of the day).................. 0

. Channel Update Contribution.................... SNI

Channel Assignnent Leader...................... 00: 1d: 45: f0: d2: cO
Last RUN. .. ... 371 seconds ago
(DCA Sensitivity Level .......... ... ... ......... STARTUP (5 dB
DCA 802.11n Channel Width......ccceeeeeeccccans 40 MHz

Channel Energy Levels

MNimum . ... unknown

AVEr age. . o unknown

MBXT ITUM .o unknown

Channel Dwell Times

MNimum . ... unknown

AVEr age. . o unknown

MBXT ITUM .o unknown

802. 11a 5 CGHz Auto- RF Channel List

......................... Al'l omed Channel Li st

, 36, 40, 44, 48, 52, 56, 60, 64, 149



153, 157, 161
.......................... Unused Channel Li st
, 100, 104, 108, 112, 116, 132, 136

0l9Vl 038 plaziwl Jawg dois JSJ sLall (o, 0S5 Ll iSa, .
W SM sl ot 2-2) >config 802.11a di sabl e AP0022. 9090. 8e97)

W SMt sl ot 2-2) >config 802.11a chan_w dth AP0022. 9090. 8e97 40)
Set 802.11a channel width to 40 on AP AP0022. 9090. 8e97

eMac e lgid,y piy Ll cbldl oYass yazs (S llaall MCS Ym0y dwl,xl Lol Juolall acluy, .

:JaSis 138 39 ol ol 13 .802.11n
W SM sl ot 3-2) >show 802. 11a)

802.11a NetwWork. ....... ..., Enabl ed
1ANSUPPOrt . ot Enabl ed
802.11a LowBand................... .. ...... Enabl ed
802.11la Md Band. .......................... Enabl ed
802.11a High Band.......................... Enabl ed

802. 11a Operational Rates

802.11a 6MRate. ......... ... . Mandat ory
802.11a 9MRate. ... . Support ed
802.11a 12MRate. . ........ . i Di sabl ed
802.11a 18MRate....... ... ... ... Support ed
802.11a 24MRate. . ... ... ... .. Mandat ory
802.11a 36MRate. . ..... ... ... ... ... Support ed
802.11a 48MRate....... ... ... . ... Support ed
802.11a 54MRate. . ... ... ... ... Support ed
:802.11n MCS Settings

MCS Dcceeeeeeeceeececcecocooocccscsccscncnncces Supported
MCS d..ccececececocsscocsocccossssscnsososncconascss Supported
MCS 2..cccceccccccccccscscocscsscscscscscssccscsccscoces Supported
MCS B.cceeccceceoocsscccsoscccocssscsssosscssssasss Supported
MCS d..ccceecececocscccsoscccocssscnssosncsssascss Supported
MCS B.cececccececocscccsocccocssscscosncsosascss Supported
MCS 6cceeeeececccccccccoocoosocsccssssscncnncces Supported
MCS 7cceeecccocecosscsoososcccocssscssososncssssascss Supported
MCS 8.ciiieeeeeeeeeeccccooooocccssssscncnncces Supported
MCS 9.cceececececosscccsocccocssscssososnssssascss Supported
MCS 10..cceeeeeeeeeeccecccooocccscsccccconcces Supported
L 0= e e Supported
MCS 12...iceeeeeeececccccccoccccscssccscccnscces Supported
MCS 13...iceeeeeeeeeccccccooccccscssccscccnncces Supported
MCS 14....cieeeeeeeeeeeccccooscccscsscccncnncnns Supported
MCS 15...iieeeeeeeeeeeececcocccccsccscncnncnes Supported
:802. 11n Status

: A- MPDU Tx

Priority O...... ... .. i Enabl ed
Priority ... .. . . . . . . Di sabl ed
Priority 2... ... . . .. Di sabl ed
Priority 3.. ... . . Di sabl ed
Priority 4. ... . . . . . . . Di sabl ed
Priority 5.. ... . . . Di sabl ed
Priority 6..... .. .. . .. . Di sabl ed
Priority 7... ... . . . . . Di sabl ed
Beacon Interval ........ ... ... .. . .. .. . . . . 100

CF Pollable mandatory......... ... .. ... .. ... .. ... Di sabl ed
CF Poll Request mandatory........................ Di sabl ed
More-- or (Q)uit--

CFP Period. ....... ...t 4

CFP MaximumDuration.............. ..., 60
Default Channel ........ ... ... ... .. .. .. ... .. ... ... 36
Default Tx Power Level........................... 1

DTPC Status. .. ....... i e e Enabl ed
Fragnmentation Threshold.......................... 2346
Pico-Cell Status........... ... . . .. Di sabl ed

Pico-Cell-V2 Status........... .. ... Di sabl ed



Tl Threshold......... .. . .. . . . . . . .. -50

Traffic Stream Metrics Status.................... Di sabl ed
Expedited BWRequest Status...................... Di sabl ed
VWorld Mode. . ... Enabl ed
EDCA profile type.. ... ... . . defaul t - wam
Voi ce MAC optimization status.................... Di sabl ed
Call Admi ssion Control (CAC) configuration

Voi ce AC - Admission control (ACM............ Enabl ed
Voice max RF bandwidth........................ 75

Voi ce reserved roam ng bandwidth.............. 6

Voice | oad-based CACnode. .................... Enabl ed

Voi ce tspec inactivity tineout................ Di sabl ed
Video AC - Admission control (ACM............ Di sabl ed
Voice Stream Size. ... ... 84000

Voice Max-Streams. . ...t 2

Video max RF bandwidth........................ Infinite

Vi deo reserved roamng bandwidth.............. 0

03D JY3 o doal 639> Slgime uSai i 39l JiadV A-MPDU o=l guos olouo
config 802.11a 11nSupport a-mpdu tx priority 0 enableconfig 802.11b 11nSupport a-:,0l9VI
mpdu tx priority O enable

Shlall Guss (B olslegdl ol o 3T gLl e 636200l @Ml wlilog)l gro> plasiwl vy

9l AES plaziw] vy WS cadlb 9l WMM o zlowddl oy Jsasl JLasY LgioSs i (il WLAN aSuis e .
138 ;0¥ gL3 plasiwl eLaV 13D (o gaxull Soy 1asd pgisall jueill

W SM sl ot 2-2) >show w an 1)

WLAN Identifier.... ... ... 1

Profile Name. ... ... ... .. . .. . . w ab5W SM p22
Network Name (SSID)........ ... ... w ab5W SM p22
Stat US. . . Enabl ed

MAC Filtering....... ... ... Di sabl ed
Broadcast SSID......... ... ... Enabl ed

AAA Policy Override. ... ... ... ... Di sabl ed

Net wor k Admi ssi on Control

NAG- State. . ..o e Di sabl ed
Quarantine VLAN. .. ........ . ... . 0

Nurmber of Active Cients........... ... ... ........ 0
Exclusionlist Timeout................ . ... ....... 60 seconds
Session TimMBOUL. . ... ... s 1800 seconds
CHD per WLAN. . ... Enabl ed
Webaut h DHCP exclusion. ......... ... ... ... ....... Di sabl ed
Interface. ... ... managenent
WEAN ACL. . unconfi gured
DHCP Server. ... ... e Def aul t

DHCP Address Assignment Required................. Di sabl ed
(Quality of Service........ ... .. .. .. . .. .. Silver (best effort
L 1 ] P Allowed

CCX - Aironetle Support............. ... Enabl ed

CCX - Gratuitous ProbeResponse (GPR)............. Di sabl ed

CCX - Diagnostics Channel Capability............. Di sabl ed

Dot 11- Phone Mode (7920)....... ... . . ... Di sabl ed
Wred Protocol ...... ... . .. . None

[PV SUPPOrt. ... . Di sabl ed
Peer-to-Peer Blocking Action..................... Di sabl ed
Radio Policy...... ... .. All

DTI M period for 802.11la radio.................... 1

DTI M period for 802.11b radio.................... 1

Radi us Servers

Authentication......... ... .. ... .. .. . ... .. . .... G obal Servers
ACCOUNtiNg. . ... o Di sabl ed

Local EAP Authentication......................... Di sabl ed
Security

Authentication:.......... ... ... ... ..... Open System 802. 11

Static VEP Keys. . ... . Di sabl ed



802, IX . Di sabl ed

W-Fi Protected Access (WPA/WPA2)............. Enabl ed
WPA (SSN ITE). ... Di sabl ed

WPA2 (RSN IE). ... o Enabl ed

TKIP Cipher...... ... .. . . .. .. Di sabl ed

AES Cipher...ccceeeecececcesccccsocnncsns Enabled

Aut h Key Managenent

802. AX. . o Enabl ed

PSK. Di sabl ed

CCOKM . . Di sabl ed

FT(802. 11r) . ..ot e Di sabl ed
FT-PSK(802. 11r) .. .. it Di sabl ed

FT Reassociation Timeout......................... 20

FT Over-The-Air nmode............ .. ... Enabl ed
FT Over-The-Ds node. .. ... ... Enabl ed
CKI P Di sabl ed
IP Security. ... ... . Di sabl ed

I P Security Passthru.......................... Di sabl ed
Web Based Authentication...................... Di sabl ed
Web- Passthrough. . ... .. ... . . Di sabl ed
Conditional Wb Redirect...................... Di sabl ed
Spl ash-Page Wb Redirect...................... Di sabl ed
Auto Anchor...... ... ... . .. Di sabl ed
H REAP Local Switching........................ Enabl ed

H REAP Learn IP Address............ ... ........ Enabl ed
Infrastructure MFP protection................. Enabl ed (d obal

Infrastructure
(MFP Di sabl ed

Cient MFP. . ... .. Opt i onal
Tkip M C Count errmeasure Hol d-down Tiner....... 60

Call Snooping........ ... Di sabl ed
Band Select....... ... .. Enabl ed
Load Balancing. ..............iiiina... Enabl ed
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Ceruver 11*twn1nu on ICPF port S5BB1
TCP window size: 2°

Client connecting
TCP window size:

(17881
[18281]
(1868 1]

KByte

18.18.18.18,. TCP port 56861
KByte

port 1155
port 1153
port 1158

connected
connected
connected

with
with
with

5881
5881
S88a1

port
port
port

(18361
[1864]
(18521
L ID]

L1788 ]
L1BGR 1
L1848 1]
L18HW4 ]
L1852 ]
[1TRAR 1
L5UM ]

I |
L1834 ]
(1748 1
117321

port 1152
port 1154
port 1151
ITransfer
124 MButes
123 MEvutes
118 MButes
#4.6 MBytes
8Y.2 MBuytes
M. M-hH.2 =ec  Re.d MHytes
H.B-6H.2 sec 617 MBytes
local 1TH. 18,1828 port SUM]
local 18.18.18.280 port SHAI]
local 18.18.18.280 port SHA1
local 189.1H. .48 port SHUL
(188U ] local 18.18. .28 port SHHAL
[1812]1 local 18.18.18.280 port 5801
[ ID] Interval ITransfer
(180081 @. EI F =1 1i4 HBytes
[1812]1 @A : 117 MBytes
[19521 @A 8%.6 MBuytes=s
[17481 8 129 MBytes
a
5]

LA
HER
15150

with
with
with

connected
connected
connected
Ihuulunll ||

local
local
local 18.
Interval
B.80-68. £
B.0-68. P
B.0-68.2 se
H.\l-:H. SEE
P
i
i

port
port
port

B.8-68.

Hh H Mhits A zec
Ci :cted with
with
with
with
with
with

port
port
port
port
port
port .

COnnec l.l‘li
l."lllll:'l.ll:'li
connected
connected
Bandwidth
15.9 Hhits- se
16.3 Mhits=s
12.5 Hhits
18.1 H]Jltr
15.5

15.6

[17321 111 MButes
112 HButes
672 HBytes

|E| R RER R
i

[18321
[SUM] B8

| EIEIE'EII‘_:I
I—ll—ll—ll—l|E||E|

[=3]
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— ADDBA Request
_..,
ACK
—
ADDBA Response_
.‘_
ACK
——
Data MFPDU
_h
o~ ——— —
s
—
BlockAck
‘_
_DELBA Request
_'.
ACK
.‘_
Originator Recipient

Setup

Data & Block Ack

Tear Down

‘MAC JsS559,1 wlily 63>9 guoxxi Julxi) bladl Omnipeek le JUo 132
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A-MPDU »lacl

Pakpis I emane TETETT
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A-MPDU »lac]

ADDBA b -
oll pac  JI 6,LbW ;00 0 dlgo AP1250 paiwy -

'® OmniPeek - [AMPDUSetup.apc - Packet #1]

...‘r 802.11 MAC Header I
: ... @ Versionm: 0 i
@ Type: %00 Managament _:
L@ Subtype: (1101 Mansgement Action =
E|°f‘ Frame Comtrol Flags: 300000000 f
oL@ O.vs voe. Nopm-gtrict order o
@ wOee vaw. Non-Protected Frame &
@ «e0 ovs. No More Data z
@ wenl vun. Power Management — active mode &
@ wsws Ouo. This iz not @ Be-Tramsmission i
. wreee 0. Lasal or Unfragmeantad Frame ;
@ ween ool Not an Exit from the Distributiom Systes i
- | wsss sse@ Not to the Distribution System w
. Duration: 40 Microseconds _:
-9 Destination: 00:13:E8:1D: FO: 55
. H9 Source: 00:17:DF: A6: 4C: 90
. BSSID: Q0:17:DF:46:4C: 20
@ Seq Wunber: 964
.. @ Frag Wumber: 0
=7 802.11 Management - Action
@ category Code: 3 Block Ack
. Action Code: 0 ADDEA Redquest
@ Dialog Token: 1
El ’f‘ Blockfck Param Set:  %0001000000000010
-.®  mmme———— = ... Buffer Size!b6d
. dissssaa oo QOO0 . TID: O
B 1. Blockdck Policy: Ismadidate Block Ack
— @ e e 0 A-MSD: Not Permitted

" @ Blockfick Timeout Value:0 T7s
& [ BA Starting Sequence Control:%0000001001010000

—.® m——— eews Starting Seq Number: 37
i & e erss 0000 Fragmant Number:
.9 FCS - Frame Check Segquence
i@ FCS: Ox36E63FES
0oon: DO OO0 28 00 00 13 E8 1D FO 55 00 lTDF:E AC 590 00 L7 DF A6 4C | ..leeuw.w Weoooolhooooo L
0021: | 90 40 3C 03 00 01 02 L0 00 00 50 02 36 Es 3F B9 B E P.6.2.

A-MPDU »lae]

ule by -



2l WLl ai " STl Hla> adlsl” of Il §,LaYl I pliwall 2l -

- @ Version: o
— & Type: 300 Mandgement
& Subtype: 51101 Mamagement Action
= Frame Comtrol Flags: %00000000
: @ doee vun. Nom-strict order

P s0se se:s Non=Protected Frame

i) welle va.. No More Data

) weoll vu.. Powmr Minzgement - active mode
.. P cews Moo This is not & Bea-Tranamission

) erwe 0. Last or Unfregmented Frame

) seas sufle Wobt an Exit from the Distribution System
. i wens =ua0 Nok to bthe Distributlion Systes
.. @ Duratiom: 40 Microseconds

-l Destination: 00;17:DF:A6:4C: 50
- H§ Source: 00:13:E&:1D: FO: 55
. @§ BS5ID: 00:17:DF:i6:4C: 90
. @ Seq Humber: a7e

(L@ Frag Humber: 0

=5 802.11 Management - Action

. L@ Category Code: 3 Block Ack

& Action Code: 1l ADDEA Response
. Dialog Token: 1

L@ Status Code: 0 Suwccessriul

E? Blockfick Param Set: F0001000000000010

e —————— ... Buffer Size:6d
e .. 0000.. TID: 0
- 1, Blecklck Pelicy: Immadiate Block Ack
L@ e e 0 A-MSDU: Not Permitted

. Blockfck Timeout Value:5000 TT=
= 4 ECS - Frame Check Sequence

T AR EREEEY |

@ FCS: Ox3DDESLAF
—
0000: | DO 00 26 00 00 17 DF A6 4C 90 00 13 E6 1D FO 55 00 17 DF A6 4C |..(..... Levu-n. U....L
0021: 90 CO 36 03 01 01 00 00 02 10 88 13 3D D8 91 AF T

6lakall MPDUSs _JI 6L dbgsins dunis 6,90 e Block Ack (sgix; -

Il Js> clogles Ll Jgaxl ", ga)l HT Jla> Jla> olslael” 9.10.7 puuall IEEE 802.11n g1, -
"Block Ack"



- HI Capability Info
- BE1ement 1D 45 HT

Capabilies

@ Length: Z6
E}T HT Capability Info: %000L10000L1011L0
@ Bevinens seiranns L-SIG TX0OP Protection Support: Not Supported
oL@ O AP ¢llows use of 40MHr Transaissions In Neighboring B5Ss
.- | olthoooo ooooooac Device/B55 does Not Support use of PSMP
] EELEsEE EEEEEEEE BSS doss Allow use of DSSS/CCK Ratas @¢0MHZ
. eeslins sramaana Maximal A-MSDW sizer 7935 bytes
. I Doag Not Support Hr=Delaysd Elockdck Oparation
Loe 1 o Ex STBC Support
=) oo Oeennnna Trapsmitter does Not Support Ty STHC
® I PR Short GI for 40 MHz: Supported
O B S Fhort GI for 20 MHz: Supported
S ceatlla.. Dewice isg Mot Able to Recseive PIDN: with GF Ireamble
. ........ ceeodd.. Spatbizl Multiplexing Enabled
. .............. 1. Both 20MHz and 40MHz Oparation 18 Supporbad
= aisissas ssessas 0 LDPC coding capability: Not Supported
E|"ﬂ" A-MPIU Parameters: 500011011
. | EXKuwoas Pagarvad
. L3200, Mipixum MEDE Stark Spacing: § usec
@ 11 Maximm Bx A-MPEU Size: &4F

5 %" Swported MCS Set
| &7 One Spatial Stream: 511111111

L@ MCS Index & Supported = BPSK. Coding Rata: 1.2
,. MCS Index 1 Supported — QPSK. Coding Rate: 1.2
| - MUS Index 2 Supported — QPSE. Codimg Bate: 54
{ - MCS Index 3 Supportad — 16 QAWM. Coding Rate: 1/2
: . MC5 Tudex 4 Suppartaed — 16 QAM, Codikgy Ratsr 349
. MUS Index 5 Supported = 64 QAM. Codinmg Ratar 273
| @ MC5 Index & Supported — 64 QAM. Codimy Rate: 3,4
. L@ MCS Index 7 Supported - 64 QAM. Coding Rate: 5/6
=-F Two Spatial Streams: 01111111

MCS Index § Supported — BPSK. Coding Rate: 1.2
MUS Index 9 Supported — QPSE. Codimg Bate: 1.2
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M5 Index i1 Supported = 16 JAM. Coding Rete: 172
Index 12 Supported = 14 QAM., Coding Rate: 3.4
MCE Index 13 Supported — 64 QAWM. Coding Eate: 273
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sewe viaas asas ssss sweld Puss wass sese TEEF CET Fapdback: Not Supportad
erer rean mann smse weer o Bia aans seee COEpressed BF Foodback Matrix Capable: Not Supported
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