Wope EAP-FAST o udwd gpdsle lUoouwess
gJs AnyConnect NAM 9 ISE

lJpzooslo
lJp, 9500

el dole 1wl w.sé

wud.s> AnyConnect NAM
loals el | | sl 60

298 TLS pzo9
GO TLS I p 038

EAP-Chaing

EAP-FAST - s EAP L9, PAC

I g ple Jind |, Jog,58 (ISE

AnyConnect NAM

leolze

|J,OL§.>roé

SLoBd 03l IJpuwows IJeBdlLosd Idpoed 96 wobosd EAP-FAST gds pas) IUsuosd [Js



IJuvwJs (NAM) o Cisco AnyConnect 90z, ¢3ple 1Jo9sé (ISE).

IJecbdole IJlul gusé
lJeobdolo

900 Cisco Ly oy Jrsd pe,uds ldpsluose IJoldss:

© pgy86 luwluss ulbly EAP gb, § EAP-FAST

* Jper 88 Il wluss Jperd erele 1Jogess (ISE)

* pgy96 lwlwsé o AnyConnect NAM 902,55 pJd 1Jog)sd
© pe,W6 Il wss wedssy Cisco Catalyst Jgsple 802.1x

lJpdovlo Idpuwespd

ouwow Idpedspele 1Jglyo W o3l ldpuwens |Js luesble Ido)lez Ioldse:

* Windows 7 p¢g Cisco AnyConnect Secure Mobility Client. IJl_o>l, 3.1 9 4.0
* 1Jpz9d Cisco Catalyst 3750X switch pg IJo olez 15.2.1 sldlosble 1dizse
+ Cisco ISE: |Jlo>l) 1.4

wp logule IJﬁgdgrolo 1J9l)>6 Vs 03l IJpuwews pu IJiao_jé 1J 09296 WS w56 pgpdso gluoo.
wlo zese 1Ulgojo UPu”O'C?P‘é 9 ol .IJ,ouqu{vong@o peude (I8o)lups). Bl Jlue
dvwdod 36 IJogvgsd Volds pu Bopd Jdoles) Idpzoed Jis ).

wlbb,so

eolzd

EAP-FAST o9 Iudow EAP 0,0 suwpee wldpuob@s Ideculbds Jdebldu slJébe. suiwo EAP-
PEAP. JJuo gl Jl sebdo luvegsle gvoble IJgpsd 19 pos IUebp. wopad less psjle EAP-
FAST ws 18,6 eds uvduwdo puob @l pogsss (wluwwgsle b8 s1gJss pogrss) 9,0 bol
VQL)DJ§J r°E.| (L}UJ|wJ EAP) (NS Y- E_roJ..__Sk"; QQLS@B Cisco o3l |Jip_) Jrouolbéé UPu”O't)P
slJlJe.

swegde EAP-FAST puuséle 1dsuosd 1dpzes (PAC) Jlogile wdd TLS (IJzduws
IJpuwelows) ouwes ls Jogssd Idpuweisplldeols (webs IUlundse 1Usleds Jdpuels$6).

ould 3 p,led J EAP-FAST:

* 1Je,yeds 0 (Jesl> PAC)
* 1Jeseds 1 (logile 098 TLS)
* 1Jpseds 2 (Idpuol>§6)

S>8p EAP-FAST lJpzbed IJos Jl wzwss eds puwstle 1Jsuesd 1Jpeees (PAC) gldeelres
IJouwowé s puwséle 1Usuesd Idezes (PAC). sodsu puwews lds puwséle 1Jsuesd Iezes
pu lpal> puwsgle 1U9uesd Idpzes Sldpuolh§é IJpuucwss IUs pumstle IUsuesd Idezes. spdu



[0 Swowd 098y puwstle 19w Ipzes [Js eduws god TLS prosds 9 puosd edsol.

pun9tle 1U9u09d Ipees
PAC os puuséle 9,09 pzes we loubldol wsluwbos IUghe 50988 0l JJgpsd. 9seldd pu

* pI0lz PAC (8sp6 uisd guiglisss: wuwegse Jigwogdlue plose TLS Issunsd
sldedwd)

* peup PAC (pbulz PAC + 0956 lJpuwogsp - wp wuvds) JJ 3J9 wsluubs lJpdolz
lUissuws Jélop EAP-FAST)

*© ped9ple PAC (o9 1Ughp: p98wle TTL)

S8 1Jehe IUss suo2) puwséle 1Usuesd Idpges wouvds) plclz PAC 9ldesss wluveisle
IJpclz IUyssuws Jglbe EAP-FAST (909 pewp Bs puwsé 1d9uesd Idpzes (PAC)) 9sruwd
pum9 1J9u29d 1ezes IUdled [Us g psd. Jl spodb [ st ls pedsple 18 (plesl 1dedely
lyissuws [J3s 09 udwo Jgpse PACS) .

Swper> ©dds pewp punst Isuo9d Idpzes (PAC): swp O wivds)ol Llgwepsle ldpsolz
lissuws Jebp EAP-FAST ssop Idozdl pu wozwol. sop luvesle pocle puusele 1Usuosd
lJpzps (PAC) Jluwegdlue pldlose TLS I ssuvss 9pdlose eduvle Idepd Judd TLS
IJptous,.

Swp logile pdlosg e EAP-FAST 256856 0 luwole sodlzso IJpvelz I)ssuvs [duwlod.
VIS wee Ideldlo spdu lobld pvolz jssuws.

ould £38 lugle pu puustle 1dsuesd Idezes Ideuwsgses elds!:

* PAC 1o @: suwwgde Jlogile 09§ TLS (wa9w 1Jzlzs 1Us yivolss gpsd |3 ebp). wp
lJLuwlJ s TLS Client Hello

* puw9g 19,09 1dpzes (PAC) IIJs: suvegse Jlousle 0d3 TLS souosse Izols
IUd9,s. o p lJLuwld Wb TLS Client Hello

© puwd€ 1Jsuosd Idpzes (PAC) Jogsuo ldpuwedsel suwedse Jpuob s IJpuveise
IJB9,56 (o Iluwdaw 1318Jes) 11 lu puwpsel wo pu God 1ebe. op ldbuwld slgJ
099 TLS Clgwwgsle TLV.

* pun9€ 1Usuo9d Ipres (PAC) Jowssyo Idzols suvedse Jdpuolb§o 1JB8g s JJzols
(ctbs Iigudow 1UsIeds) I3l Jlo puwesel wo po Bud Ighe. e ldbuwld sl wsd TLS
oluwegsle TLV.

« PAC J TrustSec: sqwogspe JJogasd eus lole wpsse wsss b9 wog.

916 pl sop cundse zase 0o Iizile B 1Jpieds 0 wddlissl Jol spdo cuwdse w2
el 19 o9d Idpez es (Tunnel. Machine. TrustSec) s»>95l.

gw louvle §9lisp Idoedp S 1Usuesd 1Uglues wldpeuds (PAC)

* pun9€ 1Usosd IJpees (PAC) e, 1Jud8: £395 wed puolb 96 wlzes (bys$s sledss) bl
Je swpe luvopleo ulodl.

* puwd€ IUsuosd IUpeps (PAC) JJwéssd: pi9s v Idpuob@s IJulees (IUkb,s @6 1Uslgdss)
Bl de sope luweisleo pulodl.



© puwd€ Idsuosd Idpzes (PAC) Jdzoli: p19> wg> puob 9o Idzol 1dulzes (IUb,s 86
lU>12ds6) I3l Jp sop luwogsleo pwlodl 9eus £30 luwosle punde 9u29d pres (PAC)
JJogasd. soe wigsse gus luwole Lodlzss puwsé 1Usu09d Ipzes (PAC) IJuE: sJdu
Jsuw gws luwole Lodlzss et 1J9uosd Idpzes (PAC) JJod9s o. 950 e w9ds, 0 0>
pdsu EAP-Sequence Iy wglbbsJo.

roJ|an6:

wobdo JJ gpdsé 0998, B pumsé 1Usuosd Idpzes puob 6 wlees Ul B 2lJs IJlpvesle:
Shdo ldpuwese Ipgops punsé 1J9009d [Js pumsé 1Jsuosd Ipzes JJzols 1Uds Jsuw Joso

>uwlo AD.

SJguo 03l 1Jzr9d 9o 1Ulesh gldwprsse IJlpwe ol ds:

U9E P9 1o
lJpzes

lJowe$ viiv1a/CTS

lJé

lJlg o pl>

U9V, puwtle

B9b gJs 1o 98>

Vb eds IJles)>
lJeu238 9131 Jly ol

lJsuo9d Idpzes (PAC) luge ool bde Jetso lsuesd
g0 IUbdo g0 1J]esls P2 Wezes (PAC) JJod s
lsuol

OB>$p punstle i " o

s elds g2 luwegdleo
| | PAC . _ ..
;jﬁLJJJPES;S ( ) uépr UEP Vs odo ldpol> 9o
Idpuol 96 B9
wpdsY luwoul s UEP J JI

ews Izoe lds w9,
puvsgle 1Jsosd
lJpzes (PAC) we>
Wuvd lJpuol> 9o
lJouwowss |Us
oumsgle 1Usosd
lJezes (eds uvesd
lJpold: g0 luwole
wodless puw9g
lJso9d 1dezes
(PAC))

HOUD 9830 LIS,
lJg>s>

HOUD 9830 LIS,
lJg>s>

HOUD 9830 LIS,
lJg>s>

>ep ACS 4.x PACs

J Tunnel PAC v1/v1a

uge

Ji




EAP-FAST pelz ACS 4.X péleJ ACS 5x 9 ISE

ould itodlc_é cuvshb Vs peldzo lJpolz IU)issuvs gus pdbuo ACS 4.x 9 ISE

lJpsj0 ACS 4.1.2 ACS 5.x/ISE

Swp lugvle IJpolz
lssuws wdilss! pu

<9 ldedwl . .
seess leosole IUoolss B IJ Bos

lssuvs eds po6

lJpul : c Dpuss wp wdysuol. spde
‘-Jl“:"‘9 e |Jud|9 (TTL) |3 tSrOdL'J |L'J DPUSO Up 9Suol. Spdy
|l ssuvs T IJs o9 slispl [Js
SY9u vyl ly poglesl |77 "
I9 powos lJuodless Jesole lssoms
'D " i lJpzs> &p ‘Jl SULOS
wedlzswo ool
Sope buwld opase Sop buwld cpose
punsg IJsuesd Idpzes  |pumséle Idsuesd Iezes
_ w9luwlod 1Jgh e 0> (PAC) sl wbs IUghe wgs
c ;Sé| o owele Lodless puuse  |l9d ol 86 Llzrd Swp
G}u J lJ9uo9d IJpzes (PAC) |oudsiol WBOS W86 jpeuso
S0 LBl ocos wodless  |eess Glods JJedsss
IJezes i i

lJpolz IU)issuns Iod Jebé luwole Lodlzséd
IJpuwedse Jogvds)  |eumséle 1Usuosd IUpzes
pun9g 1909 Idpzes  |(PAC).

9upEus 1B spoWb ISE .?,dlgéé I._J,og'9=|o.§a lyissuwss 1J8rs06 _9..5_9.J3 pdulzl o8l wuvdd
lwo,luos 06 9lzao Vs IUluwwse. vl lu ldpvolz I)ssuvs Jl spdu o suwoes: Wl PAC
TTL V8b 09 1U3s wp lJoeldd pu uozwo.

Swpe wdysy V)6 lugile dpdolz IU)issuvs ISE pu IdbLs -> 1dlgshble -> 1Jwy9099d9d ->
EAP-FAST -> |eslble EAP-FAST.

lovosolw gduyws IJgpd

03l ey pop Suwpe wluwosle puust 1U9osd Idezes (PAC) JJuSE. 909 suwer wlels
ol9 o w99 TLS L9y luwedsle Idboble.

ould v9gly pu ioglg_ lovosolw Idgduwle J EAP-FAST: puuaowss |Js 2lds 1JEbe 985506
lJzldé (puwewss [Js PAC).

21Js 1zl e

Suweos IJluvdyo IJdsluws IJpuweos 1Js TLS IJs peyd eduws god TLS Idpgio pddel eds
1UzDe. $89p IJg psd 1Uss syuwd TLS Client Hello o]yl SessionID Jlwosoled 1Jzdows.



Sup luwogsle IUegduws B8b Jogls) puwsé 1Usuosd IUpees (PAC) eus luwagsle 09§ TLS
peo9J:

Source Destinaticon | PrntncullLengtflInfn User-Name
10.62.148.1089 10.48.17.14 RADIUS 378 Access-Request(l) (id=9, 1= anonymous
10.48.17.14 10.62.148.109 RADIUS BE Access-Reject(3) (id=9, 1=4
16.62.148.109 10.48.17.14 RADIUS 301 Access-Request(l) (id=30, 1 anonymous
10.48.17.14 10.62.148.109 RADIUS 193 Access-Challenge(1l) (id=30

148,169 17.14 RADIUS 510 Access-Request(l) (id=31, 1 anonymous

Length: 138
Type: Flexible Authentication wia Secure Tunneling EAP (EAP-FAST) (43)
[* EAP-TLS Flags: Gx01
= Secure Sockets Layer
= TLSv]l Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 [(0x0301)
Length: 127
~ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 123
Version: TLS 1.0 (GxG3061)
[* Random

Session ID Length: 32
Session ID: S9a3344ae351082echdbafb8509c F9Sbd fabeds74b6272TEVE. | .

Cipher Suites Length: 52
[+ Cipher Suites (26 suites)
Compression Methods Length: 1
[* Compression Methods (1 method)

e35p 1J2lds (puweus IJs puwsg 1Jsuesd 1pzes)

Swp luwesle puwsg 1Usue9d Idpzes (PAC) IUElLe wowssuo IJpuweeselldzols Jugisu
eldle 1deuob @6 9ldovysuo Iduwlo s JJobs,.

Suwow Iduws,s IUsloss Jelow 1Jg psd 1Js RFC 4507, JI spolz 1Jghbe IUs sy lsé
wslule padol 9osdl po 3JY s89p IUgpsd ol § PAC s pJdzd TLS Client Hello
SessionTicket. yoldolds: sop lJozdd po woed puwsé 1U9u09d Ipzes (PAC) woluwlos
IJgbe. pold suwows [Js PAC IJowy 1Uss wp oundseo [Js [Jghbe:



Source Destination | PrctcccllLengtflInfo User-Name

23 10.62.148.1089 10.48.17.14 RADIUS 301 Access-Reguest(l) (id=91, 1=259) anonymous
Z4 10.48.17.14 10.62.148.109 RADIUS 193 Access-Challenge(11l) (id=81, 1=151)

.148.1069 .48, RADIUS Access-Request(1l) (id=92, 1=624) anonymous
Z26 10.48.17.14 10.62.148.109 RADIUS 311 Access-Challenge(1l) (id=892, 1=269)
27 10.62.148.109 10.48.17.14 RADIUS 437 Access-Reguest(l) (id=93, 1=395) anonymous
Z8 10.48.17.14 10.62.148.109 RADIUS 226 Access-Challenge(11l) (id=893, 1=184)
29 10.62.148.109 10.48.17.14 RADIUS 468 Access-Reguest(l) (id=94, 1=426) anonymous
30 10.48.17.14 10.62.148.109 RADIUS 258 Access-Challenge(11l) (id=84, 1=216)
31 10.62.148.109 10.48.17.14 RADIUS 516 Access-Reguest(l) (id=95, 1=474) anonymous
32 10.48.17.14 10.62.148.109 RADIUS 258 Access-Challenge(11l) (id=85, 1=216)
33 10.62.148.109 10.48.17.14 RADIUS 452 Access-Reguest(l) (id=96, 1=410) anonymous

e A T T = (==

= TLSv]l Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (Ox0381)
Length: 281
" Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 277
Version: TLS 1.0 (0Gx0301)
[ Random

Session ID Length: @
Cipher Suites Length: 52
[* Cipher Suites (26 suites)
Compression Methods Length: 1
[* Compression Methods (1 method)
Extensions Length: 184
= Extension: SessionTicket TLS

o

Type: SessionTicket TLS (G
Length: 180
Data (180 bytes)
[* AVP: 1=18 t=Message-Authenticator(80): Gch2477c0762a96d3balb024526291a8

ou9s> AnyConnect NAM

Sup wpdsuoel gds gluw IJgpsd (AnyConnect NAM) g, lebé IUlouold Iduwsyse - sdJuol
Cuwopde Jdoede B luwaesle puwsgle 1Usuesd Ideepes (PAC) JJoissd B@b.



E". AnyConnect Profile Editor - Network Access Manager E@

File Help

| Metwork Access Manager : Networks

&g Clentpoley Profile: ...ility ClientiNetwork Access Manager\system\configuration.xml
28 Authentication Policy
Metworks EAP Methods Media Type =
L8 Network Groups ©) EAP-MDS ©) EAPTLS Security Level
(7] EAP-MSCHAPY 2 {7) EAP-TTLS R Ri
71 EAP-GTC = PEAP Machine Auth
- _ e Certificates
- PAC Files
Credentials
User Auth
EAP-FAST Settings Certificates
Validate 5 Identi PAC Files
e Credentials
Enable Fast Reconnect I

Inner Methods based on Credentials Source

m

@ Authenticate using a Password
EAP-MSCHAPY2 EAP-GTC
If using PACs, allow unauthenticated PAC provisioning
(") Authenticate using a Certificate
When requested send the dient certificate in the dear

Only send dient certificates inside the tunnel

(@ Send dient certificate using EAP-TLS in the tunnel

pg welbsd Jlgsh I ojld NAM o wegsp pw9é 19uo9d 1dpeps JJowwd Jlouvle o9 TLS
(JI weole s Gvoble). 9pe 3J9: Il suwese o3l 1Jley puuséle 1Jsuesd Ipzes (PAC)
Jdedssuo 1JB9,s Jdpuwese 9IJIUS. sucsesd J5JI: odsu IUpaeds 2 pe 1lgudsw 1sleds
roJD,J_9-__;6 )|i5p|.

ir°|r° ISE é@lj .JC;pGJ@Q !woiSQlu.‘) E_Juuo E.P'J E>3Sp |.J2_|J6.9 GJP| L.95 NAM LSO.@ ddb
JJogssd PAC. sope ldogde B luwesle puwsé 1Usuosd Idezes JJud wluwosle
IJesble "luweeosle pumstle 1dsuosd IUpzes”.



- ¥ Allow EAP-FAST

EAP-FAST Inner Methods
Allow EAP-MS-CHAPvZ

[V Allow Password Change Retries |3 (Valid Range 0 to 3)
Allow EAP-GTC
[l Allow Password Change Retries|3 | (Valid Range 0 to 3)

Allow EAP-TLS
[ Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy

() Use PACs () Don't Use PACs
Tunnel PAC Time To Live a0

Days

Proactive PAC update will occur after| 10 % of PAC Time To Live has expired

[  Allow Anonymous In-Band PAC Provisioning

E Allow Authenticated In-Band PAC Provisicning
Senver Returns Access Accept After Authenticated Provisioning
Accept Client Certificate For Provisioning

E Allow Machine Authentication

Machine PAC Time To Live 1 | Wealks v |
E Enable Stateless Session Resume
Authorization PAC Time To Live 1 |H0ur5 v | i

Enable EAP Chaining
/] Preferred EAP Protocol EAP-FAST *

elod NAM uwesle puwsgle 1Usuosd Idezes (PAC) Bl op cpdso 1dgsh. Bl op odsse "esp
luvodle puwstle 1Jsuesd IUepzes” B ISE slyvede ISE punsé 9009 pees PAC JJuds O
lpesls TLS. sop IJIGJIE g0 ¢lol Minsert here” 9.sgls B uJ EAP:

Iblz oul

B ISE. o0 1Juo,9,8 lsuol 1o spdo gduws luwasold Iuwaubl |Js TLS SessionID (e leshle
EAP-FAST IJg 09,.56). 09 pglod I8e, )l osl:



EAP FAST Settings

* Authority ldentity Info Descriptiﬁn| Identity Services Engine
* Master Key Generation Period | Weeks

Revoke all master keys and F’ACS| Bevoke

PAC-less Session Resume
EI Enable PAC-less Session Resume

* PAC-Hess Session Timeout 7.200

(oot

I zle lgls e sedu luvapsle wg sles Sk eo eduwle Iluwesols. sop luvopole
SessionID lJeyvews IJs PAC Wb Jepdsle Juuiu IJos Jl ozess gds PAC sswe
luwegsle RFC 4507 IJp s JJs RFC W@k Jegpdsle uuis, PAC.

leol> pumsgle 1dsuosd Idpzes (IJpzds 0)
Sedu 098, puwstle 1Usuosd Idezes (PAC) cdblissl B 1derpds0. oodsy Ideszds 0 pu:
o logile g9 9 TLS
¢« 1Jpuols 86 (186 1051 s6)
Sop ouwdse 9lise lJopde B 1Usuosd 1UEluos wldeuds (PAC) wes ool 6 wlees slIgd
0¥ TLS g, PAC TLV (slgc,lud PAC TLV)
099 TLS pzo9d

lJouwes Jgpdsle IJogi IJos Jl oowps woss PKIIgslgess: po IJppedo luvedsle
099 TLS pzogd. swpe luyile 099 TLS 1Jpzosd wluwwdsle pzpsgs wuvds, Diffie Hellman -
w90 1Jelzs [Js Uivolss b l9 gpsd. 9031 1UIB el Spsd [Us Ilogulo s 1dozele IJos wz)s
WO Idyuwb (Idlueeld).

Jlgwoslpe o3l 1Jgsh cobdo NAM o3l 1Jgsl) 1U3s wpe wdssuo:

PG luwele puwséle 1dsuesd Iezes (PAC) suwpz wosds) PAC Es) puosd gdse” (o3l
pubds S8k JJluudse Ilkds IJpuwows [Js Jdeé 1dpas) Jlue wasu Idwuss 1luulgwss
PKI Jl spdo luweisle IUigude 1051 1deuwews 1Us Giol>s).

ol spelz ISE [Js "duwple wo9ds, PAC slgd IUobld 1Upzes]" Loes IJus9esdsdic
IJeuwpse wol Jdpuobds.

SO lauogsle lesls PAC pzosd slgd IJobld B gpdsle uuivy NDAC J TrustSec (EAP-FAST
eduws sop IJoly o gdsol wsu leess IUuvods).



099 TLS IJp 259

03l 09 IJgshy 1J1Je, Telul 8lJessoss. we louile 0b@ TLS luvaoobl [Js volsé 1Ughe IJos wp
IJozdd puol woluwbs IUblde. sebdu o3l wusé PKI Ul uss eds zlow 1Jgbe B@b. 909
elbdoe JISE (Js NAM. oy Idppdo welbsd 1gsh "ldoedd pu 0986 1Jghe".

clJouwed |Js ISE. ould gshly luolbslu:

[v]  Allow Anonymous In-Band PAC Provisioning

[v] Allow Authenticated In-Band PAC Provisioning
Server Retumns Access Accept After Authenticated Provisioning
Accept Client Certificate For Provisioning

ghé: wg> 0998, pumst 1Usuesd Idpzps: sop buwld )Buo 19 uosd pel sOLu0 eds
IJedopuw lgls 1Jpuol$6 wluwagsle puvstle Isuesd Idezes (PAC). 9JJdu wbl Jive wpe
cuvdse puwstle 1Usuesd IUpzes Ss 0838 TLS pg IJpuob$é: pu IUppdu wduos) IJgpdsd
wldedol shzle Sw9d 1d9uosd W9l wed w9ds) puwsé [Jsuosd IUpzes.

Seops IJgsh Idelos @ TLS gds ol IJgpsd (sebde o3l uuiy PKI eds u@lb
lJuolss). 903l suwpe woule 088 TLS Lpuolb§o pocbds: gldos wogly IUbys$s IUslgdss
susow poluing IJs erzds wods) PAC. oo 1deop 1o sdsu 23l ool - Bs weue Uizslo e
IJpodds Uvolss £5) 9298 wol pu Sod ISE (peuou08 Jigiluo 18s) sodyd IUeduws.

EAP-Chaing

Iuwelz wpuolsds Ideuuetse sldzols sl zduwé € pd RADIUSIEAP sl236. spdo yob Igvldse
EAP IUpcgs6 gl e lowole IUpuob s 1Jlsds (buvdd glus 1Jzols) vuzle: syuwd 1Jglse TLV
posub IJooses (lgd s TLS) suvsy Ids Iduzle. Sew 1o sdsu TLV puozycl wlbdo TLV
pdip JJobds). sup luwedsle IJouvds) Jleole punhds dd eu 1Jghe sldubs) S
IJounduwd IJpess Jdpuob@s. oumedse gpdss ldovds) pob IJogoese pu ldeszdoso 19
2. 9olluolds 1 3Jde sop Lsld TLV T3, EAP-Payload - 89 03l wuse zduwb &pd 23656
(£16 JJpuwedsp). wpens o Suvodud e RADIUS (ISE) |uvezles TLV 1Jglu06 wyul
IJoub8s) 950288 pu wozwoli Vosl sgyuo I Iduwed 9sep wrws bisds EAP IJuldss
(s Jpob B IJpweisp):

<{froot>
12126

EAP- FAST cryptobi nding verification passed

151 Buind 1oz po wod sk Iouindes,: o eduws EAP lddled. Il BusJo feos
cpdsle IJpuob 8o ldos we lgloel eds 1Ugzro. Suwsbd Idle) gds ol Solp - 9uwszs J3JY.
Suwee ISE Jdpuwdsd vodsu volsg uvdluvd pogsss luwoobl |ds 2ldé 1degssd



NetworkAccess:EapChainingResult:

@ Mo chaining
@ lUser and machine both succeeded
W User failed and machine succeeded

W User succeeded and machine failed

Suwp wpdsy EAP-Chaing eJs NAM oJ@lissl gus wpdso puolb 96 puwwise 9zoly EAP-FAST.

Sew wdysy ywduvds EAP s ISE.

2SS Swp wEisu pdule PAC

vuwdJ lB8e)luos: sep wiisu W9lse Idozde Bs 1Uguo9d (PAC) JJud s sldzoly B
C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Network Access
Managen\system\internalConfiguration.xml s IJi§_wle <credential>. sop wgisw 030 Bbs LvIdJ

PSS



o\ © # w = 4\Network Access Manager\system\* * # -

+ Name Bt Size Date Attr + Name Bd Size Date Attr
[Tl [$Recydle_Bin] <DIR> 07/02/2015 15:14—hs el <DIR> 06/30/2015 17-31—
)] <DIR> 10/16/2014 16:40— || configuration xml 9,853 06/30/2015 17-25a—
[@ [Documents and Settings] <LNK> 07/14/2009 07:08hs |Z|intermnalConfiguration xml 4.108 07/03/2015 10:31a—

_g Lister - [c\ProgramDataCiscot\Cisco AnyConnect Secure Mebility Client\Network Access ManagerisystemiinternalCenfiguratio.., E"E‘@
File Edit Options Encoding Help 54 %
<?xml version=""1.8" encoding=""UTF-8"7> »
<internalConfigurationData>
<group>
<groupHame>Local networks</groupHame>
<network>
<networkHame>eap-fast-pac</networkHame>
{credentials>
<credential>B10808008088d08c?ddf9115d1118c7aBBc B4Fc297ebB1000000bd FB1F2976F 154bafdyB
479941b9d82040000000300000062006Cc BA6FHB620000001065600000001000020000080bB86e31525
Fb11b1a5cd?726dc3c35Fef803b1655a09e40bcB99cF6828033bakninnon000e30000000020000200
00008828e48323bf8a33Fd5892F40dF77D2b935040b3%ee63841545602192064a23033500100000e63
F22ae6b5a05071218b6b3371F7b5825chbdFBbY6B15da6bBe9978612F5eB8F57054CF9296e7d1a8a89
28b721871deab9%eed?ce993abec?2dr 4689 FbASFEB2F3dd93d270e32F494b24C63b93999 00 D65 403
ed7dB828706F8926e951ebf B1beco598d201417742003Cchb30F69005048656b6e73e77d52d69d8F 97D
26af48d27eb1831a79c39383aF66dbda?baldc66cdyd7282b038F185F43095F8803a8b69728F5a15a1
dd1acb86246d0515b59868eb10205d7438F58d7bb7 F3a2c6d2CFF972acd1d39986de3472a16b0e288
48710e85536583a6a37699e72aac27d%aedl327d038499390ddasf1557a4c9176eeababe8c603IB68BDA
bBcbhb2969fee9d5e? FdS5F7c22319bbF06F84a293caedecAF1726Ca743be97%eef10977e7ee1b8559493
3286a7b8O214cB7925831F5982bbecoef8F9575e8F643ccalPefca9fbb?2bd954dd?abA62e230b8BYCY
3FfodefdbBf2c5663caeunnoooonantalel 0c49F1e7247751cc2d8254bb12e1024db9392C1FfC4213D
0518617864dfcac2e518a2120eBeyd0id7892d2dec9F3beS0866eceB62a%a18542ec8cF75CcFB113d7
1aBu</credential’
<credential>B10000008d08c?ddf80115d1118c7a00c BUFc297ebB10000004bdFE1F2976F154bafdud
479941b9dB20400000003 00000062 006C BA6FOB62000000106600000001000020000000ed324918b3
354db14525Fd19908da305813920c82662Fd859ba76bf976Ccacaalaninoinnoonel 0000000020000200
gepBe2b8ate?5%9adad88cddadb77F23aa219ady71185626Fa5170e86eel4abB78a661ac 801000066CC
00055adFoed?47748Fa%2bdab740Fabc9bi2F681271a3a476dbF1085a2cae120884d4a3F6523e50e12
826084b3535fcBa7FF238e3a344?2edy144dd0a2530b024F23166383d8604d3503716891Fdb3dFu153
965d3h?5921EaCEFth2?ch?5BacdBEEEEQHH116d68613r1£££2ﬂ22ﬂ8332131dEEEﬂEEEFBadaﬂFhEF
6aZzfebf108297bddafe3d3n196d2d771ab2%a0ab3fb508fc11 b994083cbb21cHBadad

95ad6df14e7830ddbde555e526551 014F5che 1861 46F 0d 9dceaddcfe5h837351 -

Swp UEisu Y9lise uQCdP VO 1Jsuead 1Uglues wldewsys o Vs 1J3ld)e W ob gowp Lildeol
w8 lebé ldogvgsd 19 lelhsé wuvgsd ¢>06 NAM.

sSeo lehs cuvgsd 1Ugses JIslJs Tunnel Iy PAC JJzol;.

AnyConnect NAM 3.1 p9ld 4.0

et e pdVI o9 AnyConnect 3.x NAM JJewdsd wodsso pumséle 1Usuesd 1dezes
(PACs) s>93l. wpw [51Js 030 1Upsi6 pu pzy) pdd wgysed AnyConnect 4.x NAM.



Eﬁ AnyConnect Profile Editor - Metwork Sccess Manager EI {=]
File Help

. Metwork Access Manager : MNetworks
40 Clignt Poli : P
82 dlen b _ Prefile: C:\sersiciscelDocumentsicenfiguration.xml
Authentication Palicy
Lo Mekworks ! Media Type
PAC files ’
-ﬁ: Hebwork Groups Security Level
Connection Type
Machine Auth
Certificates
PaC Files
Credentials
User Auth
Certificat
Password protected Remove mllE
PALC Files
Credentials

Sewps> Bl 1ilJs 030 IJsb s gJs peyd wuoese lJigble oo Cisco CSCuf31422 908 58
ouoese lJigble Cisco CSCua13140 .

IJloeJs

lLuwe ldotbsbs Jduveodo

op ltoul zese 1Jleeds wluuegsle peblo IJuuwds 03l ssubud IJuise oduwo lsuol gus
lpvedsle IJlouold IUdlgwdds.

Active
Directory

G1/0/2 G1/0/6
3750X

Windows 7
AnyConnect 3.1

EAP-FAST w90 EAP Lldwgluad pg puwsé 1d9uo9d Idpzes Jpuwoiése slJlJs

.__,,:,bd.J Ido.Jlu'o.,_s. Sup websd EAI_D_Chaing eJs ISE. 9p¢ 3JI: sup wpdsu gese IJesblo
IG5 vl B 39 Glisp IJoede O 1Uguosd 1Jeluos wldzols sldeiasd. cress ldpbldos
wldoed eds pumsg 9029d pres PAC Lolde JJzols SIJudd. B odl 1Jes9 @ ool


https://tools.cisco.com/bugsearch/bug/CSCuf31422
https://tools.cisco.com/bugsearch/bug/CSCua13140

pLbBLIL puB LI - 9lzaé JJzols 951226 JJpuwese - pe uved pudued eds ISE.
lJgbbsle lyissuwssd Jel wp ouwzsdol woluwbé ISE. |Upe ol 96 [Jlgds (IJzols):

« 890 lJpdpd whuwld TLS Client Hello og PAC JJzol;.

* Soedd IJehbe pu Lozs puwst 1Jsuesd Idezes JJzols 9swus w9 TLS (JI woes
wwoble puweEded).

* s39p IJEbe Llderdd pu Lors puusE IJ9uesd Idezes (PAC) JJzols slale Idwze gu
lJzuwle W Active Directory gogbs IJlgwdoe 1UsIEJs.

<#root>
12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as negotiate

12800 Extracted first TLS record; TLS handshake started

12174 Recei ved Machi ne PAC

12805 Extracted TLS ClientHello message
12806 Prepared TLS ServerHello message
12801 Prepared TLS ChangeCipherSpec message

12816 TLS handshake succeeded

12132 EAP- FAST built PAC-based tunnel for purpose of authentication

24351 Account validation succeeded
24420 User's Attributes retrieval fromActive Directory succeeded - exanple . com
22037 Aut henticati on Passed

12124 EAP- FAST inner nethod ski pped

11503 Prepared EAP-Success
11002 Returned RADIUS Access-Accept

lJpeo15 86 [Joluss (puwwisp):

o souwd pdopus TLS juso Hello pg PAC 1000,
© Soedd IUEbe pu uozd pw9E 1U9uo9d IUpees 9swus ud§ TLS (Jl w9zs Uvoble
PUNLEIP0).



o opllo Ipdled Jlszess eds puwsg 9029 pees (PAC) JJwgasd: Blo Idlgudse
lUs1gJs (EAP-MSCHAP) suwwgse JJpuol> 96.

<#root>
12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as negotiate

12800 Extracted first TLS record; TLS handshake started

12175 Recei ved Tunnel PAC

12805 Extracted TLS ClientHello message
12806 Prepared TLS ServerHello message
12801 Prepared TLS ChangeCipherSpec message

12816 TLS handshake succeeded

12132 EAP- FAST built PAC based tunnel for purpose of authentication

12125 EAP-FAST inner nethod started

11806 Prepared EAP-Request for inner method proposing

EAP- MSCHAP

with challenge

24402 User authentication against Active Directory succeeded - exanple . com

22037 Aut hentication Passed

11503 Prepared EAP-Success
11002 Returned RADIUS Access-Accept

OS Yuwpe "wwelo ias" PU lJodys) Idpduod W ISE sdlzb 3JY JIJ pu puolb§6
lJpuwwgse 9ldeuolb 8o 1JIJse:

<tfroot>

EapChainingResult:

No chai ni ng

EAP-FAST pg w9uosd EAP Iduu,se wleld wososd PAC



B 0l o8 sdgu Jpblde wldsded puusele su9d pzes (PAC) 08 Loldes pe
P9l 1d9uosd Idpzes (PAC) IUElLoé wodgs o IJpumedse slJlJe:

« souwd pdepus TLS juss Hello pg PAC 1Jo .

© So2dd IJEbe e LoRs P9t 1JIosd IUpzes 9swus w9 TLS (JI woes voble
PUNLEP0).

* S99 ISE woubésd wsesd EAP. 95,0 b pdopum PACS Idogs o Jdpuwaise slJIJs
olowegsle TLV 5l o8 TLS.

* Swedd ISE pu wors puwstle 1degasd (JI wozs bbys 96 slgdss plbdsws) 9swedd pu
929> IJzuwlele W Active Directory (JI woz> puolb 8o luolvss) 9s9>s IJs bele IJuele.

<#root>
12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as negotia

12800 Extracted first TLS record; TLS handshake started

12175 Recei ved Tunnel PAC

12805 Extracted TLS ClientHello message
12806  Prepared TLS ServerHello message

12801 Prepared TLS ChangeC pher Spec nessage

12816 TLS handshake succeeded

12132 EAP- FAST built PAC- based tunnel for purpose of authentication

12209 Starting EAP chai ning

12210 Recei ved User Authorization PAC

12211 Recei ved Machi ne Aut hori zati on PAC

24420 User's Attributes retrieval fromActive Directory succeeded - exanple .com

22037 Aut henti cati on Passed

24439 Machi ne Attributes retrieval fromActive Directory succeeded - exanple .com

22037 Aut henti cati on Passed



11503 Prepared EAP-Success
11002 Returned RADIUS Access-Accept

98$ Suwp "wwele 1" po IJodss) IJeduod B ISE. sdlzh ol sdis:

<#root>
EapChainingResult:

EAP Chai ni ng

AJlUol6 |Us 3JYe swp wuppso JJ po pundtle Idpuwedse 91JIUs s o Iduved Jel 09
P3P oul:

Username: cisco,host/mgarcarz-PC

EAP-FAST pg w9uosd EAP Lo PAC

WOs 03l IJwr8 @ wp odgsu NAM Jgsp luwedslp puudg 9u29d pzes PAC: Jel wp wdysy ISE
Jese luwesle puuse 1d9uosd 1dpzes (JIU pe wouosd EAP)

+ 889 lJpdpd whuwld TLS Client Hello wx9o PAC JJodd .

* Suwoeswy b e pg zp9do Juolso TLS gbJw IJvolss.

© sew o sed Idblde wuols 1ghe: 9dl syuwd s Ubolss gpsd (2e9J6 1dubelss Lod)):.
Iswpe lugvle v9 9 TLS.

o Lwd ISE bdo TLV Juolss IJg psd slgd 0w TLS. sJdo JI s92> bldo (Jsuw pu
IJo2o90 1o sdoo Jo pu led Idpelogs).

o+ sl ©9,08d EAP Jdp s wluwepsle IJipuds 10513Js wpuols 86 MSCHAPY2.

© Suwop B puobds Izols Lluwegsle Iluudoe 1dslgds pe puol> §6 MSCHAPV2.

* Jlsop w9ds) Bslise Idopde B 1dyuesd IUglues oldeuds (PAC).

<#root>
12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as negot

12800

Extracted first TLS record; TLS handshake started

12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHel |l o nessage



12807 Prepared TLS Certificate nessage

12809 Prepared TLS CertificateRequest message

12811 Extracted TLS Certificate message containing client certificate

12812 Extracted TLS ClientKeyExchange message

12816 TLS handshake succeeded

12207 Client certificate was requested but not received during tunnel establishment. WII| renegoti at
12226 Started renegoti ated TLS handshake

12104 Extracted EAP-Response containing EAP-FAST challenge-response

12811 Extracted TLS Certificate message containing client certificate

12812 Extracted TLS ClientKeyExchange message

12804 Extracted TLS Finished message

12801 Prepared TLS ChangeCipherSpec message

12802 Prepared TLS Finished message

12226 Started renegotiated TLS handshake

12205 Client certificate was requested but not received inside the tunnel. WIIl continue with inner
12176 EAP- FAST PAC-1 ess full handshake finished successfully

12209 Starting EAP chai ning

12218 Sel ected identity type 'User

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge
24402 User authentication against Active Directory succeeded - exanple .com
22037 Aut henti cati on Passed

12219 Sel ected identity type ' Machine'

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge

24470 Machi ne aut henticati on against Active Directory is successful - exanple .com



22037

11503
11002

Aut henti cati on Passed

Prepared EAP-Success
Returned RADIUS Access-Accept

EAP-FAST p¢ lucole sodlpss PAC Jowss o IJouwduvd EAP

B 03l ldes B8 szess Ideesd eds puwsgle 9009d pzes (PAC) Loldes JJogasd sdJdu
lowow Lodlgswol:

Souwd pdwpuw TLS jugu Hello pg PAC IJuw93.

S2dS IJehe pu Lo2d punsE 19 Idpzes Sswis w8 TLS (Ul woes yuoble
PUNLEIP0).

$89¢ ISE wouvésd wvesd EAP. 95 ob pdopgw PACS IJodss o Jdpuwegse 9lJ1Js
luwogsle TLV slgd b § TLS.

pe locols Lodlzss puwstle 1Usuesd Idpzes: swal Idiuudsw 10slgds JIJ pu Idpuwetse
9lJIJs (EAP-MSCHAP).

e vele JJNdpuosdsur Sop w998y JJ pu Bslse IJozde S 1dsosd 1JEl s
oS [Jpuwese sldlde.

<#root>

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as negotia
12800 Extracted first TLS record; TLS handshake started

12175 Recei ved Tunnel PAC

12805 Extracted TLS ClientHello message

12806  Prepared TLS ServerHello message

12801 Prepared TLS ChangeCipherSpec message

12816 TLS handshake succeeded

12132 EAP- FAST bui lt PAC- based tunnel for purpose of authentication
12209 Starting EAP chai ning

12227 User Authorization PAC has expired - will run inner nethod
12228 Machi ne Aut hori zation PAC has expired - will run inner nethod



12218

11806

24402

22037

12219

24470

22037

12171

12179

11503
11002

Sel ected identity type 'User

Pr epared EAP- Request for inner nmethod proposi ng EAP- MSCHAP wi th chal | enge

User authentication against Active Directory succeeded - exanple .com

Aut henti cati on Passed

Sel ected identity type ' Machine'

Machi ne aut henticati on against Active Directory is successful - exanple .com

Aut henti cati on Passed

Successful ly finished EAP- FAST user authorization PAC provi sioni ng/ updat e

Successful ly finished EAP- FAST nachi ne aut hori zati on PAC provi si oni ng/ updat e

Prepared EAP-Success
Returned RADIUS Access-Accept

EAP-FAST og EAP 038 wuvdunds PAC luwow Lodleswo

B 03l ldesdS guspl Ul $92> pumdé 9u29d pees (PAC) b8y Lolde: seoe wBly s TLS
IUlod pg 1dprzds 15l ss.

s89p 1Updpd wluwld TLS Client Hello w390 PAC JJod.s.

Suwozsy IJghbe pg 2p9Jé Juolsé TLS gbdo IJ bolsé.

Sew o sed IUblde wuiolss 1Ugh e sl Syuwd Uolss IJgpsd (2p9ds Iuiolss o).
op logile o9 9 TLS.

Souwd 1ISE bdo TLV Jbolss IJg esd sl 0@ TLS. 80 Jl s@9p Ipbldo (Jsuw ou
lJu2090 1o sd9o Joso po led Idpclogs).

Sl @900 EAP Jpuueise: luwepsle Iluudsw 1051t wpuol 36 MSCHAPY2.
Suvopey BS puol 98 [Jzols Lluwegsle IUluudow IsIgJs o puol> 86 MSCHAPV2.

e 09O geSE puwdtle IUsuesd IUpzes (PAC) wuzle (vp wpdsuel BOs wdssy ISE).



<ffroot>

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as negotia
12800 Extracted first TLS record; TLS handshake started

12805 Extracted TLS ClientHello message

12806  Prepared TLS ServerHello message

12807

Prepared TLS Certificate nessage

12809

Prepared TLS CertificateRequest nessage

12105 Prepared EAP-Request with another EAP-FAST challenge
11006  Returned RADIUS Access-Challenge
11001 Received RADIUS Access-Request

12816 TLS handshake succeeded

12207

Client certificate was requested but not received during tunnel establishnent. WII renegotiate and reqt

12226  Started renegotiated TLS handshake

12104  Extracted EAP-Response containing EAP-FAST challenge-response

12811 Extracted TLS Certificate nmessage containing client certificate

12812 Extracted TLS ClientKeyExchange message
12804  Extracted TLS Finished message

12801 Prepared TLS ChangeCipherSpec message
12802 Prepared TLS Finished message

12226  Started renegotiated TLS handshake

12205 Client certificate was requested but not received inside the tunnel. WII continue with inner m

12149 EAP- FAST bui It authenticated tunnel for purpose of PAC provisioning

12105 Prepared EAP-Request with another EAP-FAST challenge

11006  Returned RADIUS Access-Challenge

11001 Received RADIUS Access-Request

11018 RADIUS is re-using an existing session

12104  Extracted EAP-Response containing EAP-FAST challenge-response

12209 Starting EAP chai ni ng

12218 Sel ected identity type 'User



11806

24402

22037

12126

12200
12202

12219

11806

24470

22037

12169

12171

12170

12179

11503
11002

Pr epared EAP- Request for inner nmethod proposi ng EAP- MSCHAP wi th chal | enge

User authentication against Active Directory succeeded - exanple .com

Aut henti cati on Passed

EAP- FAST cryptobi nding verification passed

Approved EAP-FAST client Tunnel PAC request
Approved EAP-FAST client Authorization PAC request

Sel ected identity type ' Machine'

Pr epared EAP- Request for inner nmethod proposi ng EAP- MSCHAP wi th chal | enge

Machi ne aut henticati on against Active Directory is successful - exanple .com

Aut henti cati on Passed

Successful ly finished EAP- FAST tunnel PAC provi si oni ng/ update

Successful ly finished EAP- FAST user authorization PAC provi sioni ng/ updat e

Successful ly finished EAP- FAST machi ne PAC provi si oni ng/ updat e

Successful ly finished EAP- FAST nachi ne aut hori zati on PAC provi si oni ng/ updat e

Prepared EAP-Success
Returned RADIUS Access-Accept

EAP-FAST ¢ o vduvd EAP 55905, PAC 6§ TLS pzosJ

VO o3l 1Jws @ wp wdysy w99 ISE 9 NAM Anonymous TLS Jwgds,) PAC (wp websd



099 ISE IJpo>8 TLS Jugwds,) PAC) sws9 bde jsss PAC:

SW9p IJpIpd wlhuwld TLS Client Hello wy9u 1Jg>8> pu Idpuivd)le.

SuwozsSy IUgbe wluwegsle Jus,6 TLS Hello 9 TLS Anonymous Diffie Hellman (gJs
wesd lJeeld TLS_DH_Anon_WITH_AES_128_CBC_SHA).

SYed Idblde 3JdY 9s0p wule 098 TLS 1Upzosd (Jl swp wubd Idgiobsle).

swil ©9,08d EAP JJpuwegspe wluwaesle IUluudaw IUsleds wpuol> 86 MSCHAPV2,
Suvwpy IS puob s IJzols wluwedsle IJlwdoo lUs1gJs pe puol> 96 MSCHAPVZ.
Jio 088 TLS 1Jpzosd s> IJlouile Jl suwpe wozsle PAC JJoéssd.

sop bele s 802 RADIUS Jleoh Ideded eds lehé Idpuols 86 (wluueisle puusé 9009J
PTAS £I92)-

<#root>

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as negot
12800 Extracted first TLS record; TLS handshake started

12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHell o nessage

12808 Prepared TLS Server KeyExchange nessage

12810 Prepared TLS Server Done message

12812 Extracted TLS ClientKeyExchange message

12804 Extracted TLS Finished message

12801 Prepared TLS ChangeCipherSpec message

12802 Prepared TLS Finished message

12816 TLS handshake succeeded

12131 EAP- FAST bui lt anonymous tunnel for purpose of PAC provisioning

12209 Starting EAP chai ni ng

12218 Sel ected identity type 'User

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge
24402 User authentication against Active Directory succeeded - exanple .com



22037

12162

12200
12219

24470

22037

12162

12169

12170

11504

11003

Aut henti cati on Passed

Cannot provision Authorization PAC on anonynous provi sioning. Authorization PAC can be provi si

Approved EAP-FAST client Tunnel PAC request
Selected identity type 'Machine'

Machi ne aut hentication against Active Directory is successful - exanple .com

Aut henti cati on Passed

Cannot provision Authorization PAC on anonynous provi sioning. Authorization PAC can be provi si

Successfully finished EAP-FAST tunnel PAC provi sioni ng/ updat e

Successfully finished EAP- FAST machi ne PAC provi sioni ng/ updat e

Prepared EAP-Failure

Ret urned RADI US Access- Rej ect

lJoylb z25p6 Wireshark Jedlgole o8 8 TLS pzogJe:



Source Destination | Prutucul|Lengtr|Infn User-Name

10.62.148.109 10.48.17.14 RADIUS 301 Access-Request(l) (id=190, anonymous

10.48.17.14 10.62.148.109 RADIUS 193 Access-Challenge(1l) (id=19

16.62.148.108 10.48.17.14 RADIUS 498 Access-Reguest(l) (id=181, " anonymous
.148.109 RADIUS Access-Challenge(l1l) (id=19

16.62.148.108 10.48.17.14 RADIUS 706 Access-Reguest(l) (id=1582, " anonymous

160.48.17.14 10.62.148.109 RADIUS 232 Access-Challenge(ll) (id=19

16.62.148.109 10.48.17.14 RADIUS 378 Access-Reguest(l) (id=193, " anonymous

160.48.17.14 10.62.148.109 RADIUS 226 Access-Challenge(ll) (id=19

10.62.148.109 10.48.17.14 RADIUS 468 Access-Reguest (1) (id=194, " anonymous

160.48.17.14 10.62.148.109 RADIUS 258 Access-Challenge(ll) (id=19

Code: Reguest (1)

Id: 161
Length: 622

Type: Flexible Authentication wvia Secure Tunneling EAP (EAP-FAST) (43)
[* EAP-TLS Flags: 0x01
= Secure Sockets Layer
= TLSv] Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.0 (@x0301)
Length: 74
" Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

Length: 70
Version: TLS 1.0 (0x0301)
[* Random

Session ID Length: 32
Session ID: 4laeebdblEEf48165c56144aa9%dccdc 9367167 fhaeB6303. ..
Cipher Suite: TLS_DH_anon WITH_AES 128 CBC_SHA (0x0034)

Compression Method: null (0Q)
=~ TLSv] Record Layer: Handshake Protocol: Server Key Exchange
Content Type: Handshake (22)

EAP-FAST og EAP s9_0J puol> 86 lJp wese Béb

B 03l 1JeoB @ wp doss AnyConnect NAM pg EAP-FAST lJp ucésp (EAP-TLS) 90 00536
IJzolj (EAP-TLS). ¢p wpos> Jpwsye,y Windows 9JIJo Jp swp ©9Bds) wslule lgwpls
lJeuwetre. sd9p IJpesd woosiss eduws £pd 802.1%. e I,Ep pu 3JY: Szv 1o cuworzsy
NAM: 9Jp sop ©998) wslule lgepb Iegues e (Ul $92> 9029 1Js peiu ldpumetse
9lduiolds wgd) J3JY. o ivd puolb 86 IJpuwwgs e wsuel Yoo Idzols wlzel - 2lJo ISE authz
Wuvd 9u09J IJuvwJo:EapChaingResult EQUALS User gozlz IJzols" puve9dls. WOspel wgs:
89 pumetre vouwesd 1U589d 9ousl gpdiss puolb$6 s suze IJ pu ldpumeise
9lJIJs.

* s89pe IJpdpd Lbwld TLS Client Hello og PAC JJzol;.
* Suworse IJehe wlgwesle poluole oUb IS, ©EsS) TLS - sop lugile 098 TLS eds



IJ®9, luweubl JJs PAC o3l

* SI99e ISE wuosiss wuvduwd EAP 9bJo 0956 1Jpuwcoe.

* 599, Idpblde 0956 1Jzols wadl pu 3J (IJpuweere £ 2los wed) ssucos pu Iluudsw
|Usl¢Js EAP-TLS.

« sbJo ISE 0956 lJpuwegse 06 18,8 9dl spdo Jdpblde w9bs,ol.

* SWJ ISETLY pg woses sunsbs = Buvd (Jpuob 36 IJpuwesp).

* 1U>IJ8 ISE wyze suwlds vele EAP IJuolisss: ISE iyl 1d9uosd |Js
lJubods:EapChaingResult = pueésp Oluvd 9ldJdposso) vlzz ulue.

<tfroot>

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as negotia
12800 Extracted first TLS record; TLS handshake started

12174 Recei ved Machi ne PAC

12805 Extracted TLS ClientHello message
12806 Prepared TLS ServerHello message

12801 Prepared TLS ChangeC pher Spec nessage

12802 Prepared TLS Finished message

12816 TLS handshake succeeded

12132 EAP- FAST bui lt PAC- based tunnel for purpose of authentication

12209 Starting EAP chai ning

12218 Sel ected identity type 'User

12213 Identity type provided by client is not equal to requested type

12215 Client suggested 'Machine' identity type instead

12104  Extracted EAP-Response containing EAP-FAST challenge-response
12523 Extracted EAP-Response/NAK for inner method

requesting to use EAP-TLS instead

12805 Extracted TLS ClientHello message
12806 Prepared TLS ServerHello message



12807
12809

12816

12509

22070
15013

24323

22037

12202

12218

12213

12216

12967

12179

12106
11503
11002

Prepared TLS Certificate message
Prepared TLS CertificateRequest message

TLS handshake succeeded

EAP-TLS full handshake finished successfully

Identity name is taken from certificate attribute
Selected Identity Source - Test-AD

Identity resolution detected single matchi ng account

Aut henti cati on Passed

Approved EAP-FAST client Authorization PAC request

Sel ected identity type 'User

Identity type provided by client is not equal to requested type

Identity type provided by client was already used for authentication

Sent EAP Internmediate Result TLV indicating failure

Successful ly finished EAP- FAST nachi ne aut hori zati on PAC provi si oni ng/ updat e

EAP-FAST authentication phase finished successfully
Prepared EAP-Success
Returned RADIUS Access-Accept

EAP-FAST g Uwdluwd EAP sleshle o TLS &) 1dpeslens

WO o3l 1Jws @ wp wdysu ISE Joguds,) PAC Wb gy u9 9 TLS pzosd: 9JJu NAM
Cuwwdpe U939 TLS puo38: 9o p wuwesd 3JY w9luubs ISE:

<{froot>

12102
12800

12805

12814

12817

Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as negotia
Extracted first TLS record; TLS handshake started

Extracted TLS dientHell o nessage

Prepared TLS Alert nessage

TLS handshake fail ed



12121 Client didn't provide suitable ciphers for anonynmous PAC- provi sioning

11504 Prepared EAP-Failure
11003 Returned RADIUS Access-Reject

903l $za& gwdpl welsd NAM o uile 09§ TLS puo39 wlgwegsle vd,6 TLS IUglLo6 wo - 9J!
o¥ed 030 Iduvd)le oo Yod ISE IJos wpe odssuel Jud§ TLS pzosd (Bwsd Uivd,6 DH

lpwod ol IJIzble 9] odlzol

e eplo Jvd 1Jogss (ISE)

dogwes Jdvedle IJoduosdss: sew wpdsu wuoese léble 9§ Idouvésd AAA gds
€956 PSN IJp8lods. Bspl sds veue IJlpeds gds Iduwedle pu prrt-server.log:

logble puwsgle IUsuo9d 1dezes (PAC) JJzol:

<#root>
DEBUG,0x7fd5332fe700,cntx=0001162745,sesn=mgarcarz-isel4,/223983918/29245,CPMSessionID=0A3E946D00000FE51

Using |1 D from PAC request for machine

,EapFastTlv.cpp:1234
DEBUG,0x7fd5332fe700,cntx=0001162745,sesn=mgarcarz-isel4,/223983918/29245,CPMSessionID=0A3E946D00000FE51
Addi ng PAC of type=Machi ne Authori zation

,EapFastProtocol.cpp:3610

DEBUG,0x7fd5332fe700,cntx=0001162745,sesn=mgarcarz-isel4,/223983918/29245,CPMSessionID=0A3E946D00000FE51

Generating Pac, |ssued PAC type=Machi ne Authorization with expiration tinme: Fri Jul 3 10:38:30 2015

IJesl 586 eds bdw puwséle IUguosd IUpzes:

<#root>
INFO ,0x7fd5330fc700,cntx=0001162745,sesn=mgarcarz-isel4/223983918/29245,CPMSessionID=0A3E946D00000FES51

PAC request approved for PAC type - Requested PAC type=Machi ne
,EapFastProtocol.cpp:955

INFO ,0x7fd5330fc700,cntx=0001162745,sesn=mgarcarz-isel4/223983918/29245,CPMSessionID=0A3E946D00000FES51

PAC request approved for PAC type - Requested PAC type=Machi ne Authori zation



,EapFastProtocol.cpp:955

IJo2d8 pu uozs puwst IUsuesd Idpes:

<{froot>
DEBUG, 0x7fd5330fc700, cntx=0001162499, sesn=mgarcarz-isel4,/223983918/29243,CPMSessionID=0A3E946D00000FE51

Aut hori zation PACis valid
,EapFastProtocol.cpp:3403
Eap,2015-07-03 09:34:39,208,DEBUG,0x7fd5330fc700,cntx=0001162499, sesn=mgarcarz-isel4/223983918,/29243,CP
Aut hori zati on PAC accepted

,EapFastProtocol.cpp:3430

pold eds IJpdeue Idulee Jluuile puusgle 1Usuesd 1dezes (PAC):

<#root>
DEBUG,0x7fd5331fd700,cntx=0001162749,sesn=mgarcarz-isel4/223983918/29245,CPMSessionID=0A3E946D00000FE51
Gener ated PAC of type Tunnel V1A. Cenerated PAC of type User Authorization. CGenerated PAC of type Machir

Success

pold eds pdeue vlee JJozdd pu wozd puwst 1U9uosd Idpzes:

<#root>
DEBUG, 0x7fd5330fc700,cntx=0001162503, sesn=mgarcarz-isel4/223983918/29243,CPMSessionID=0A3E946D00000FE51

PAC type Tunnel V1A. PAC is valid. Skip inner method. Skip inner nethod. Success

AnyConnect NAM

pold Jeduws gpd 30 ol EAP. o086 IJzols wogu lehs wovosd uwise:

<ffroot>

EAP: Identity requested
Auth[eap-fast-pac:

machi ne- aut h



]:

Performing full authentication

Auth[eap-fast-pac:
nmachi ne-auth
]:

Di sabling fast reauthentication

pild £ds wpe PAC JJogssd (puolds IUzols Jeduws gpd €5y EAP-Network):

<tfroot>

Looki ng for matching pac with iid: host/ADM N PC2

Request ed nachi ne pac was sen

Spedu ldozvld pu gese eldlo |._Jiuu.J_9;_, lUs1gds (U MSCHAP) oy 030 I wedlw:

<{froot>
EAP (0) EAP-MSCHAP-V2:
State: O

(eap_auth_mschapv2_c.c 731
EAP (0) EAP-MSCHAP-V2:

State: 2

(eap_auth_mschapv2_c.c 731
EAP (0) EAP-MSCHAP-V2:

State: 1

(eap_auth_mschapv2_c.c 731
EAP (0) EAP-MSCHAP-V2:

State: 4

(eap_auth_mschapv2_c.c 73

cuwpe NAM Codasy psi6 Idouvesd Iesuwe 1dos ododb zese 2ie EAP sozdbol B
pJ PCAP. 903l p9s> 090! J9bsw9s Start Before Login (swe lJo@lb 2jp EAP zos
Jdpuob s ldos were 9od ogvesd 289 1dpuwegse). Jougvsb 1des)lo luwld pousuw
TAC.



IJeslze

* >Jsd e, w99J Cisco AnyConnect Secure Mobility Client. o Jg.se, Ll _osl, 4.0 EAP-FAST
WK dJ 2a0le 1J09.56 'C|SCOnu sle 1Jloosl) 1.4 EAP-FAST

Uiy 09, .msJ EAP ¢ AnvConnect NAM g Cisco ISE
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