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:Current configuration
!

version 12.2

service timestanps debug dateti ne nsec
no service password-encryption

no service udp-small-servers

no service tcp-small-servers

1
host nane routerl

1
<enabl e secret <del eted

!
user nane jason password foo
usernane | aura password |l etnein
usernane russ password opensesane

user nane syed password bar
usernane tito password knockknock

Usernames and passwords for clients making ---!
incoming calls. nodentap entry default !/--- Modemcap
named "default" is applied to the line 2 and line 3 !---
of Serial interfaces. Refer to the Modem-Router
Connection Guide !--- and modemcap entry for more
information. ! interface EthernetO ip address
192.168.39.1 255.255.255.0 ! interface Serial0 no ip
address ! interface Seriall no ip address ! interface
G oup-Asyncl !--- Async configuration for the external
modems. i p unnunbered ethernet0 encapsul ati on ppp async
nmode interactive peer default ip address pool dialup /--
- Assigns ip address for incoming calls !--- from the
"dialup" pool. no cdp enabl e ppp authentication chap
group-range 1 16 !--- Includes lines 1 through 16 in the
group-asyncl interface. ! ip |local pool dialup
192. 168. 39. 239 192.168. 39. 254 !--- Defines the range of
ip addresses available !--- to the "dialup" pool. ! line
con O loginline 1 16 !--- Line configuration for the
external modems. login local !--- Authenticate incoming

calls locally with username and password !--- configured
on the router. autosel ect during-Ilogin autoselect ppp !-
-- Launch PPP when PPP packets are received from the
client. modem I nQut !--- Allow incoming and outgoing
calls. transport input all nodem autoconfigure type
default !--- Apply the modemcap "default" (configured
previously) to initalize !--- the modem. Refer to the
link Modem-Router Connection Guide !--- for more
information. stopbits 1 flowontrol hardware |ine aux O
line vty 0 4 exec-timeout 20 O password letnein login !
end
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o il Hleb] -
show interface -

Jouw Hlgb] -

show ip route -

rout er 1#show users

Li ne User Host ('s) Idle Locati on
con O idle 00:00:00 0 *

tty 1 jason Async interface 00:00:34 PPP: 192.168.39.240 1
tty 3 Modem Aut oconfigure 00:00:00 3

tty 4 Modem Aut oconfi gure 00:00:00 4

tty 5 Modem Aut oconfigure 00:00:00 5

tty 6 Modem Aut oconfigure 00:00:01 6

tty 7 Modem Aut oconfigure 00:00:01 7

tty 8 Modem Aut oconfigure 00:00:01 8

tty 9 Modem Aut oconfigure 00:00:01 9

tty 10 Modem Aut oconfigure 00:00:01 10

tty 11 Modem Aut oconfigure 00:00:01 11

tty 12 Modem Aut oconfigure 00:00:00 12

tty 13 Modem Aut oconfigure 00:00:00 13

tty 14 Modem Aut oconfigure 00:00:01 14

tty 15 Modem Aut oconfigure 00:00:01 15

tty 16 Modem Aut oconfigure 00:00:00 16

Interface User Mde I|dle Peer Address

rout er 1#show interface asynchronous 1
Asyncl is up, line protocol is up
Hardware is Async Seri al
(Interface is unnunbered. Using address of EthernetO (192.168.39.1
, MTU 1500 bytes, BW 115 Kbit, DLY 100000 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on PPP, | oopback not set Keepalive not set
DTR i s pul sed for 5 seconds on reset
LCP Open
Qpen: | PCP
Last input 00:00: 28, output 00:00:43, output hang never
Last clearing of "show interface" counters 00:29: 49
I nput queue: 1/75/0/0 (sizel/ max/drops/flushes); Total output drops: O
Queuei ng strategy: weighted fair
(CQut put queue: 0/1000/64/0 (size/max total/threshol d/ drops
( Conversations 0/1/16 (active/ max active/ max total
(Reserved Conversations 0/0 (allocated/ max all ocated
Avai | abl e Bandwi dth 86 kil obits/sec


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a008009428b.shtml
//www.cisco.com/en/US/docs/ios/12_1t/12_1t5/feature/guide/dtlealin.html#xtocid42713
//www.cisco.com/en/US/docs/ios/12_1t/12_1t5/feature/guide/dtlealin.html#xtocid42713
//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

mnute input rate 0 bits/sec, 0 packets/sec 5
m nute output rate O bits/sec, 0 packets/sec 5
packets input, 3147 bytes, 0 no buffer 34
Recei ved 0 broadcasts, 0 runts, O giants, O throttles
input errors, 2 CRC, 0 frame, O overrun, O ignored, 0 abort 2
packets output, 383 bytes, O underruns 16
output errors, 0 collisions, 1 interface resets O
out put buffer failures, 0 output buffers swapped out 0
carrier transitions O

rout er 1#show line

Tty Typ Tx/ Rx A Modem Roty AccO Accl Uses Noi se Overruns I nt
CTY - - - - - 0 0 0/0 0 *
A 1 TTY 115200/ 115200- i nout - - - 1 1 0/ 0
TTY 38400/38400 - inout - - - 0 0 0/0 2 *
TTY 300/300 - inout - - - 0 0 0/0 3 *
TTY 300/300 - inout - - - 0 0 0/0 4 *
TTY  1200/1200 - inout - - - 0 0 0/0 5 *
TTY 300/300 - inout - - - 0 0 0/0 6 *
TTY 300/300 - inout - - - 0 0 0/0 7 *
TTY 300/300 - inout - - - 0 0 0/0 8 *
TTY  1200/1200 - inout - - - 0 0 0/0 9 *
TTY 300/300 - inout - - - 0 0 0/0 10 *
TTY 300/300 - inout - - - 0 0 o/0 11 *
TTY 115200/ 115200- i nout - - - 0 0 0/0 12 *
TTY 115200/ 115200- i nout - - - 0 0 0/0 13 *
TTY 300/300 - inout - - - 0 0 0/0 14 *
TTY 300/300 - inout - - - 0 0 0/0 15 *
TTY 300/300 - inout - - - 0 0 0/0 16 *
AUX 9600/ 9600 - - - - - 0 0 0/0 17
VTY - - - - - 0 0 0/0 18
VTY - - - - - 0 0 0/0 19
VTY - - - - - 0 0 0/0 20
VTY - - - - - 0 0 0/0 21

rout er 1#show line 1

Tty Typ Tx/ Rx A Modem Roty AccO Accl Uses Noi se Overruns I nt

A 1 TTY 115200/ 115200- i nout - - - 1 1 0/ 0

"n :Line 1, Location: "PPP: 192.168.39.240", Type

Length: 24 lines, Wdth: 80 col ums

Baud rate (TX/RX) is 115200/115200, no parity, 1 stopbits, 8 databits

Status: Ready, Active, No Exit Banner, Async Interface Active
Modem Det ect ed, CTS Rai sed

Capabilities: Hardware Fl owcontrol In, Hardware Fl owmcontrol CQut
Modem Cal | out, Modem Rl is CD, Line usable as async interface
Modem Aut oconfi gure

Modem st ate: Ready

Group codes: O

.Line is running PPP for address 192.168.39.240

.out put packets queued, 1 input packets O

Async Escape map is 00000000000000000000000000000000

Modem hardware state: CTS DSR DTR RTS, Mbdem Confi gured

Speci al Chars: Escape Hold Stop Start Di sconnect Activation
X none - - nonef”

Ti meouts: ldle EXEC Idl e Session Mbdem Answer Session Di spatch

never none not set 00:10:00

I dl e Session Di sconnect Wrning

never

rout er 1#show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2



El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - 1SI1S L1 - 1S I1Slevel-1, L2 - IS IS level-2, ia- IS ISinter area
candi date default, U - per-user static route, o - ODR - *

P - periodic downl oaded static route

Gateway of last resort is not set

C 192.168.39.0/24 is directly connected, EthernetO

Windows 2000 Server waao o

ailgll 08,9 ,9,a)l dalS paimall pwl (95 a8 Windows 2000 cawas 8 _aslell Lllall Jlasl slac]
JlasVl Ly

Codwseect Dial-ug Connection - =l

LiSay azgall (9 aingSs v sl ailgll Aol gacxs o IP wlsic apass pi «aslgll )l JLasl elis] 1=,
waall (9 PPP  ,leo & _lc 0,2, 989 .cawanll L3 ipconfig LoVl [luol SV o s oo gaxill

C:\ Docunents and Settings\ Adm ni strator>ipconfig
W ndows 2000 | P Configuration
: Et hernet adapter Local Area Connection
Media State . . . . . . . . . . . : Cable Disconnected
:PPP adapter Dial-up Connection
Connection-specific DNS Suffix
IP AddresS. . . « + « « o o o « o 3 192.168.39.240
Subnet Mask . . . . . . . . . . . : 255,255.255.255
Default Gateway . . . . . . . . . : 192.168.39.240

oo JlasVl L3 | diSa, (Cisco 2511 azgo _JI Windows 2000 o5l casiae oo JLasVl elis] oo  gésill
iVl 3dind IP Olgic o 192.168.39.1 Lo .JlasVl clis] o axilly azgall il ddio | Caiall
.a>g0ll, Lol

C:\ Docunents and Settings\ Adm ni strator>ping 192.168.39.1
:Pinging 192.168.39.1 with 32 bytes of data
Reply from 192. 168. 39. 1: bytes=32 tine=170ns TTL=255



Reply from 192.168.39.1: bytes=32 tine=111nms TTL=255

Reply from 192.168.39.1: bytes=32 tine=110ms TTL=255

Reply from 192.168.39.1: bytes=32 tine=100ms TTL=255
:Ping statistics for 192.168.39.1

, (Packets: Sent = 4, Received = 4, Lost = 0 (0% oss

:Approximate round trip times in mlli-seconds

M ni mum = 100ms, Maxi num = 170nms, Average = 122ns

Le>MNolg elasVI OLiSiwl

Le>Noolg Sl ellas] BlisSiwy lgolaiuwl diSay wlogles puusll 13D 99,

Le>Moolg el BliSiwl olgl

Jlx o0 Al i il (ladd goluuall eMawll) 213Vl a2 s 31l dlawles o2l solsl Loz, acs ai
ol ol 2131

a3Vl juai olol 9 dogall wlogleall e eMbYI >, elasVl aenai yolol lauo] 6 dla>No

oo Saxill pgdi boaic 13® .PPP Loglas jue jou Jasdl oS 13 b 49 ,20) - debug ppp negotiation -
.Q|9is.]|nub9l.é.'i

.a93Lanll Loy Jwodl QIS 13] Lo 49,20) - PPP d93Las slaz| auxuas -

Jlasl Jo> Looladlly asjisall Uasdl olsla>ly JoSeig ! clasl o ,e) - PPP ellasi apnas 6 las -
.29 PPP

390l o dxuxall o)Lyl sl azgall SIS 15] b a9 ,20) - debug modem -

.p390)l jlg> > e el - [show line [# tty line -

PSTN bls,l Juai; Windows 2000 psl5 el lgil .Cisco 2511 agall ¢o alll wlo,sall Lle Joaxll pi
PPP Jlasl ¢ g Cisco 2511 o oI

rout er 1#debug ppp negotiation
PPP protocol negotiation debugging is on
rout er 1#debug vtemplate
Virtual Template debugging is on
rout er 1#show debug
:PPP
PPP protocol negotiation debugging is on
Dec 10 18:43:59.079: Asl LCP: | CONFREQ [Closed] id 1 len 50
(Dec 10 18:43:59.083: Asl LCP: ACCM 0x00000000 (0x020600000000
(Dec 10 18:43:59.087: Asl LCP: Magi cNunber 0x59F402A1 (0x050659F402A1
(Dec 10 18:43:59.087: Asl LCP: PFC (0x0702
(Dec 10 18:43:59.091: Asl LCP: ACFC (0x0802
(Dec 10 18:43:59.091: Asl LCP: Cal | back 6 (0x0D0306
(Dec 10 18:43:59.095: Asl LCP: MRRU 1614 (0x1104064E
Dec 10 18:43:59.099: Asl LCP: Endpoi nt Di sc 1 Local
(Dec 10 18:43:59.099: Asl LCP: (0x131701714CA4FOEC8F45BABDC596D14B
(Dec 10 18:43:59.103: Asl LCP: (0x79DB5300000000
Dec 10 18:43:59.107: Asl LCP: Lower |ayer not up, Fast Starting
Dec 10 18:43:59.107: Asl PPP: Treating connection as a dedicated |ine
,Dec 10 18:43:59.111: Asl PPP: Phase is ESTABLISHING
[Active Open [0 sess, 0 load
Dec 10 18:43:59.115: Asl LCP. O CONFREQ [Closed] id 3 len 25
(Dec 10 18:43:59.119: Asl LCP: ACCM 0x000A0000 (0x0206000A0000
(Dec 10 18:43:59.123: Asl LCP: Aut hProt o CHAP (0x0305C22305
(Dec 10 18:43:59.127: Asl LCP: Magi cNunber 0x002AF05C ( 0x0506002AF05C
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(Dec 10 18:43:59.127: Asl LCP: PFC (0x0702

(Dec 10 18:43:59.131: Asl LCP: ACFC (0x0802

Dec 10 18:43:59.135: Asl LCP: O CONFREJ [REQsent] id 1 len 11

(Dec 10 18:43:59.139: Asl LCP: Cal I back 6 (0x0D0306

(Dec 10 18:43:59.139: Asl LCP: MRRU 1614 (0x1104064E

,Dec 10 18:43:59. 155: %LINK-3-UPDOWN: Interface Asyncl

changed state to up

Dec 10 18:43:59.263: Asl LCP: | CONFACK [REQsent] id 3 len 25

(Dec 10 18:43:59.267: Asl LCP: ACCM 0x000A0000 (0x0206000A0000

(Dec 10 18:43:59.267: Asl LCP: Aut hProt o CHAP (0x0305C22305

(Dec 10 18:43:59.271: Asl LCP: Magi cNunber 0x002AF05C ( 0x0506002AF05C
(Dec 10 18:43:59.275: Asl LCP: PFC (0x0702

(Dec 10 18:43:59.275: Asl LCP: ACFC (0x0802

Dec 10 18:43:59.279: Asl LCP: | CONFREQ [ACKrcvd] id 2 len 43

(Dec 10 18:43:59.283: Asl LCP: ACCM 0x00000000 (0x020600000000

(Dec 10 18:43:59.287: Asl LCP: Magi cNunber 0x59F402A1 (0x050659F402A1
(Dec 10 18:43:59.287: Asl LCP: PFC (0x0702

(Dec 10 18:43:59.291: Asl LCP: ACFC (0x0802

Dec 10 18:43:59.291: Asl LCP: Endpoi nt Di sc 1 Local

(Dec 10 18:43:59.295: Asl LCP: (0x131701714CA4FOEC8F45BABDC596D14B
(Dec 10 18:43:59.299: Asl LCP: (0x79DB5300000000

Dec 10 18:43:59.303: Asl LCP: O CONFACK [ACKrcvd] id 2 len 43

(Dec 10 18:43:59.307: Asl LCP: ACCM 0x00000000 (0x020600000000

(Dec 10 18:43:59.311: Asl LCP: Magi cNunber 0x59F402A1 (0x050659F402A1
(Dec 10 18:43:59.311: Asl LCP: PFC (0x0702

(Dec 10 18:43:59.315: Asl LCP: ACFC (0x0802

Dec 10 18:43:59.315: Asl LCP: Endpoi nt Di sc 1 Local

(Dec 10 18:43:59.319: Asl LCP: (0x131701714CA4FOEC8F45BABDC596D14B
(Dec 10 18:43:59.323: Asl LCP: (0x79DB5300000000

Dec 10 18:43:59.327: Asl LCP: State is Open

,Dec 10 18:43:59.327: Asl PPP: Phase is AUTHENTICATING

[by this end [0 sess, 1 load

"Dec 10 18:43:59.331: Asl CHAP: O CHALLENGE id 2 len 25 from "routerl

Dec 10 18:43:59.459: Asl LCP: | IDENTIFY [Open] id 3 len 18 magic
0x59F402A1 MSRASV5. 00

Dec 10 18:43:59.463: Asl LCP: | IDENTIFY [Open] id 4 len 28 magic
0x59F402A1

MBRAS- 1- LAB- W N2K- PC

"Dec 10 18:43:59.467: Asl CHAP: | RESPONSE id 2 len 26 from "jason
Dec 10 18:43:59.479: Asl CHAP: O SUCCESS id 2 len 4

[Dec 10 18:43:59.483: Asl PPP: Phase is UP [0 sess, 1 |oad

Dec 10 18:43:59.487: Asl IPCP: O CONFREQ [Closed] id 1 len 10

Dec 10 18:43:59.491: Asl IPCP: Address 192.168.39.1
(0x0306C0A82701)

Dec 10 18:43:59.567: Asl CCP: | CONFREQ [Not negotiated] id 5 len 10
Dec 10 18:43:59.571: Asl CCP: M5- PPC supported bits 0x00000001
(0x120600000001)

Dec 10 18:43:59.575: Asl LCP: O PROTREJ [Open] id 4 len 16 protocol CCP
(0x80FD0105000A120600000001)

Dec 10 18:43:59.599: Asl IPCP: | CONFREQ [ REQsent] id 6 len 40

Dec 10 18:43:59.603: Asl | PCP: ConpressType VJ 15 slots ConpressSlotlD
(0x0206002D0OF01)

(Dec 10 18:43:59.607: Asl | PCP: Address 0.0.0.0 (0x030600000000

(Dec 10 18:43:59.611: Asl | PCP: PrimaryDNS 0.0.0.0 (0x810600000000
(Dec 10 18:43:59.615: Asl | PCP: PrimaryWNS 0.0.0.0 (0x820600000000
(Dec 10 18:43:59.615: Asl | PCP: Secondar yDNS 0. 0. 0.0 (0x830600000000
(Dec 10 18:43:59.619: Asl | PCP: SecondaryW NS 0. 0. 0.0 (0x840600000000
Dec 10 18:43:59.623: Asl |PCP: O CONFREJ [REQsent] id 6 len 34

Dec 10 18:43:59.627: Asl | PCP: ConpressType VJ 15 slots ConpressSlotlD
(0x0206002D0OF01)

(Dec 10 18:43:59.631: Asl | PCP: PrimaryDNS 0.0.0.0 (0x810600000000
(Dec 10 18:43:59.635: Asl | PCP: PrimaryWNS 0.0.0.0 (0x820600000000
(Dec 10 18:43:59.639: Asl | PCP: Secondar yDNS 0. 0. 0.0 (0x830600000000

(Dec 10 18:43:59.643: Asl | PCP: SecondaryW NS 0. 0. 0.0 (0x840600000000



Dec 10 18:

43

(Dec 10 18:43:59.651:

Dec 10 18:
(Dec 10 18:43:
Dec 10 18:

Dec

Dec 10 18:
(Dec 10 18:43:59.839:
:43:59.843: Asl | PCP: O CONFACK [ACKrcvd] id 8 len 10
(Dec 10 18:43:59.847:

Dec 10 18

Dec 10 18

43:
59.
43:

10

43:

:59.647: Asl | PCP: | CONFACK [REQsent] id 1 len 10
As1 | PCP: Address 192.168.39.1 (0x0306C0A82701
59.735: Asl I PCP: | CONFREQ [ACKrcvd] id 7 len 10
739: Asl | PCP: Address 0.0.0.0 (0x030600000000
59.743: Asl | PCP: O CONFNAK [ACKrcvd] id 7 len 10
18: 43: 59. 747: Asl IPCP: Address 192.168.39.240

(0x0306C0A827F0)

59.835: Asl IPCP: | CONFREQ [ACKrcvd] id 8 len 10

Asl | PCP: Address 192.168. 39. 240 (0x0306C0A827F0

Asl | PCP: Address 192.168. 39. 240 (0x0306C0A827F0

Dec 10 18:43:59.851: Asl IPCP: State is Open

:43:59.863: Asl IPCP: Install route to 192.168.39.240

:Dec 10 18:44:00. 483: 9%.| NEPROTO- 5- UPDOMN

Line protocol on Interface Asyncl, changed state to up

dlo ol oo

Jaooll _silgll Llloll dss aC> dniuo -

modemcap Jb»| -
p390ll a>g0 Jlasl JiJ> -
Cisco Systems - _quall acill -
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