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SEERTRTY brttp o1 4, 48, A4 B0:2 443 cmplatform/certificateEdit.doTeert=fusnlacaliem 77 = | @ | ([ = enc.sgn oA B & -

alvaln, Cisco Unified Operating System Administration [(IRERMIEN Cisco Unifisd OS Administration «
cisco For Cisco Unified Communications Solutions Administrator Saarch Documentation Aubsoeut

Show » Saflings » Securily » Software Upgrades =  Senvicas »  Halp =

Certificate Configuration Related Links: m
&1, Regenerse [} cowrioes [2), Generate csA

r Status

@ Status: Ready

rCertificate Settings

File Mame CallManager.pem

Certificate Mame CallManager

Certificate Type ceris

Certficate Group product-cm

Descripkion Certificate Signed by JASBURNS-AD

= Certificate File Data

[ -

Version: W3

Senal Mumber: 155841 3430003544631 841 81

Signaturaslgorithm: SHALwithASA (1.2.840,113549,1,1.5)

Issiuar Name: CHN=JASBURNS-AD, DC=bbbburns, DC=lab

Waldity From: Wed Jul 27 120:00:30 EDT 2011

To: Fridul 27 10:10:30 EDT 2012

Subpect Narme: CHN=CUCME-Publisher bbbburns lab, QU=TAC, G=Ciscn, L=RTP, 5T=North Caralina,
C=lSs

Key: REA (1.2.840,113549.1.1.1)

Eey value:

A0a1890281a100d265Facafdo0easfecfde ca26fLE9e1 74307 7Td8009dcc7bedzbSad62968b4aa649a2 1ab42 7434
f0377Hcadeizacidlazaza9ead 24 7004439652 2aba0a3200555a280 2dEb071 2216 7ebfSe 9191 bacS0eDect 90
A4S 0AcH0]1 545525 d5ddabS99 7708 TIa50142b902bAbAL 2321 bAaaTAS1fEF0 T DS AS0984d0FA1 T0ob SadbocSF1d0
203010001

Extensions: 7 prasent

m

Extension: ExtieyUsageSyntax (O1D.2.5.29.37)
| Critical: false
Usage oids: 1,3.6.1.5.5.7.3.1, 1.3.6,1.5.5.7.3.2, 1.3.6.1.5.5.7.3.5

| Extension: KeyUsage (OI0.2.5,.29,15)
Critical: false
| Usages: digitalSignature, keyEnciphermeant, dstaEncipherment,

I—[ Regenerate |  Download | | Generate CSR ]

olJluolws |Js Idpvelz 1Jglue wuielse CallManager.pem: s89p ¢l>p CUCM i@u'ol COZISU
pJV ITL 1Uss swp w@dsp0 [Js [Joglows.

S&uo IJiey show itl IJpzeosle 1Udleds Jeds ITL o3l g0y 9,09J Secure Shell (SSH) 1 slzoé
wbo, 1Jisle, (CLI) IJglu06 woble wuigsd ¢l3e CUCM.

Suduwp 03l 1Jduwpe pdd ITL Bbgs. Jiu wo £33 pu Idpdsule 1Joled IJos suuagspol IJole .
IJzie 1JI9d 09 pedsple IJesdse: zos pJd L o9 pJd p9de. 902t o3l 1JIg)lz Tue e e
w9lwlos IJpdolz 1UElue TFTP IJpde,o wuiol>s CallManager.pem IJwlw86.

<#root>
admin:

show itl

Length of ITL file: 5438



The ITL File was last modified on Wed Jul 27 10:16:24 EDT 2011

Parse ITL File

Version: 1.2
HeaderLength: 296 (BYTES)

BYTEPOS TAG LENGTH VALUE

3 SIGNERID 2 110

4 SIGNERNAME 76 CN=CUCM8-Publ1isher.bbbburns.Tab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

5 SERTALNUMBER 10 21:00:2D:17:00:00:00:00:00:05

6 CANAME 15 CN=JASBURNS-AD

*Signature omitted for brevity*

C2U9S JJ po 118wl e |4-;>U.___36 eds IJeHuo 1Uglue wol sIgd pedesd 51Js gluos. 1gbswos
IJl9Js o 1)) 1dppess Jlplo puwgsd IJoble. 03l 09 w9 dse ldpdelz Idele TFTP.

ITL Record #:1

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1972

2 DNSNAME 2

3 SUBJECTNAME 76 CN=CUCM8-PubTisher.bbbburns.1ab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 15 CN=JASBURNS-AD

6 SERTALNUMBER 10 21:00:2D:17:00:00:00:00:00:05

7 PUBLICKEY 140

8 SIGNATURE 256

9 CERTIFICATE 1442 OE 1E 28 OE 5B 5D CC 7A 20 29 61 F5

8A DE 30 40 51 5B C4 89 (SHA1l Hash HEX)
This etoken was used to sign the ITL file.

lJ9bsw9s IJoldss os CCM+TFTP. 03l o6 ias 09 Idpdulz IJgle TFTP IUss sepd eds
e 96 pdVle wdysy TFTP IJos we wujsdol 9099 o ids ol.

ITL Record #:2

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1972

2 DNSNAME 2

3 SUBJECTNAME 76 CN=CUCM8-Publ1isher.bbbburns.Tlab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

4 FUNCTION 2 CCM+TFTP

5 ISSUERNAME 15 CN=JASBURNS-AD

6 SERTIALNUMBER 10 21:00:2D:17:00:00:00:00:00:05

7 PUBLICKEY 140

8 SIGNATURE 256



CERTIFICATE

1442

OE 1E 28 OE 5B 5D CC 7A 20 29 61 F5
8A DE 30 40 51 5B C4 89 (SHA1l Hash HEX)

IJob 598 IJoldsé os Tz0j6 IJodwssow. $9zs pred JJpdule Idgle JIJ Ebpe odsdisoule
Souod wo ldolows.

9031 suwpr JJoledd lousle 2duws £pd Jbuds ples IUesoosd IJlews (SSL) Jglbe TVS.

ITL Record #:3

BYTEPOS TAG

(%]

= 0N O

RECORDLENGTH
DNSNAME
SUBJECTNAME

FUNCTION
ISSUERNAME

SERTALNUMBER
PUBLICKEY
SIGNATURE
CERTHASH

HASH ALGORITHM

LENGTH

VALUE

CN=CUCM8-PubTisher.bbbburns.lab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US
TVS

CN=CUCM8-PubTisher.bbbburns.lab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US
2E:3E:1A:7B:DA:A6:4D:84

C7 E1 D9 7A CC BO 2B C2 A8 B2 90 FB
AA FE 66 5B EC 41 42 5D
SHA-1

lJ9lbsw96 IJuolisss IJpuoeus B pdd ITL o5 9b 596 9Jsd Idpze 1Jpuo>8 (CAPF).

ouwee 030 ldvolye JJoglawd Lluyile louold Log w306 CAPF gJs ¢lbp CUCM s spdu
JJolowd cowse 9 wease Uiolss sle lopss pedss (LSC).

ITL Record #:4

BYTEPOS TAG

vl

= oo N O

1

12

RECORDLENGTH
DNSNAME
SUBJECTNAME

FUNCTION
ISSUERNAME

SERTALNUMBER
PUBLICKEY
SIGNATURE
CERTHASH

HASH ALGORITHM

LENGTH VALUE

CN=CAPF-9c4cba7d;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US
CAPF

CN=CAPF-9c4cba7d;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US
OA:DC:6E:77:42:91:4A:53

C7 3D EA 77 94 5E 06 14 D2 90 Bl
Al 43 7B 69 84 1D 2D 85 2E
SHA-1

The ITL file was verified successfully.
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w8 wpos lJolow 9ldzo9d eds gudlu IP 9gusly glbpe TFTP. sbde pdJule CTL 9 ITL i_9.J|.

sbo, 1Jodlb IUzes o3l by olod Jedd ITL. I3l Gpe Lldouodss gds titp.opcode == 1.

woos JJd bdo @)les TFTP oy IJoles:

Bl 520 Peonesoot cos - Vineshark

== =

“ie Fdb Wirar e Capture Enakes

Adaes CEERQS

Shatinkirn TFIFHI'I'.H:._I Tonl

e e F I |_III:=_

Help

AAf dERx I

Siten Hipopcode == 1 = [Dgorerman.. Clem Apoy
Fru. Tirme Sharie Jeslinsbian Probocol [nla
2892 15:20:ZBE.B48.14_48.44_ 202 14.4E. 44_ 21 TFTP noad Request, File: CTLSCPOOILZFL A1 &CS £ w000, -
as 15:20::% 033.14.48.44. 202 14.4B.44.20 TFTF P=ad ReqQuest, File: ITLSEPOOILZL=A1&ED . £ 000, -
S Ahi20ieS JLS 144844, 208 14 4B 44,80 TFTR Pz=ad REQue=t, File: SEFDE]JJI!PI#E-CH‘F.:‘H-.SQH'\.I
a0 A5 2040, Brald 48,449, 208 1d.dE.d4.80 TFTP Fedad Regquesi, File: frupusaber, jar.=ormodi, Transd

4 il

= krane EES: ¥7 bytas cn wire (ELE o9rs
EThe-mac II, sr=: <dsco_Sa:la:es (03:11:
BoZ. 1o vHrtueal _an, FRI- 3, CFI: O, IG:

. T byTtes capturad cala bits)
Zl:5azlaze3l), DT
Ld4

WTearg_a3:05:67 (0d:c0:96:bS 83267

Imte-net Frotocal, Src: 14,28 44, 207 (14 4B8.443. 2027, Dst: 14.4E.44.80 (14.49.4<2, o)
Lser Datapram Protoccl, Src Port: §04%2 (304537, D=t Po-z: tftp (&3]
= Triwial File Trar=far Fratocol
[Fowese File; CTLZERPUCLL Aol oS, L7
OpLnde; Real Sequast [
SOArcE Filed CTLSERGI1TI 2 5n1nET. T 1w
Tyd@! OCTET
i Frar-wm ifiarna], 77 Lyt Fackwu 1T37 Displigc: 4 Sarkod: 0 Load tres: 00060 B

ub)l Jio 1Jolew odds pdSle CTLY ITL po TFTP wogle: sbde 1Jolowd pJud odysy p9de.

o9y pwedle 9220 wede lJolowd IJos wlbo) 03l IUudsd pu 9lzes 1J9se Jdolwws:



L | bt A AR AL DA G s s Eema cesbility Tedepter=deac e, abskckicneoniclelm - | (™ F"I T CIIE0 SELL O MAnage ,.-:.:'

i fran]n Console Logs

CI5C0 Zisco Unified [P Phone CP-7270C [ SEFODLLI2ISATAES )

Dewice Inkarmstion JFS/cache Teek ilDa log
Hetveark Comfgurabion i eachedeck.flla. log
- [F5/cacheloos
Mepgork Nfatistdce .'FE-'r.arhn.-"Ing?
~ . . TFS/'rachedngs

Elherne! Iolmroahn T ieachedn

 CLREE JFS{rucheduys

Device Logs

Conanle Lags

sbdo 1Joled lsdl pJud CTL. 9ldss suze:

837: NOT 09:13:17.561856 SECD: tl1RequestFile: Request CTLSEP0011215A1AE3.tlv
846: NOT 09:13:17.670439 TFTP: [27]:Requesting CTLSEP0011215A1AE3.tlv from
14 . 48 . 44 . 80

847: NOT 09:13:17.685264 TFTP: [27]:Finished --> rcvd 4762 bytes

w83 3JY IJolowd ls ol sbdu pJud ITL:

868: NOT 09:13:17.860613 TFTP: [28]:Requesting ITLSEP0011215A1AE3.t1v from
14 . 48 . 44 . 80
869: NOT 09:13:17.875059 TFTP: [28]:Finished --> rcvd 5438 bytes

Swedd IJolew oy ITL 9pdw IJodssy

w8 wuisd pdu ITL: szw lJozdd pu uozwoe. ould £33 pu ldzldle IJos spdu io SYIu Vsol
lJolwwd Vs o030 IJpyedo J3JY 03l Idpuwows sgbs zeseol.

e Jls9z> Vs lJoletd pJd CTLIg ITL Iy Io ITL BLE wuwow lesh uble IJpzeses Jozoe
|Js IJpeJps Pre 8.0. B 030 1Jzlds: s 1Jolowd &§6 gpsle B pdd CTL g ITL
IJolds IJ5s op cuisde 9suvegse o3l lJesdse pu lJlu.

« szoss ol eds CTL 9JJo Jl szess eds ITL. B oo IJzlJé: sed [Jolewd B ITL
OYb Bl Uy spdu IJezdd puo woluwlbs 9lbs96 CCM+TFTP Ws pJwd CTL.

* Sewds lJolowd wldued eds pJwd CTL 90JWd ITL. WO 030 IJzlJo swzdd IJolewd oy i
IJpdVle IJos wp wujsdol p9g)l oblud 1Jesdse b ¢be CTLI9 ITL Ig TVS.
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File sign verify SUCCESS; header length <296>

wel 1o 1Jolewd Ble woussd pdule CTL 9 ITL Bluo ey 030 IJudbs gdso sbdu pdule
IJodssu IJpsdes S Sb.

903l s90,02 v pulbd IJoled 09 weass 1w gbpe TFTP Tow: luvaubl [Js 9295 CTL S ITL: &p Jbdu
INEPIRTE

917: NOT 09:13:18.433411 tftpClient: tftp request rcv'd from /usr/tmp/tftp,
srcFile = SEPO011215A1AE3.cnf.xml1, dstFile = /usr/ram/SEP0011215A1AE3.cnf.xml
max size = 550001

918: NOT 09:13:18.457949 tftpClient: auth server - tftpList[0] = ::ffff:

14 . 48 . 44 . 80

919: NOT 09:13:18.458937 tftpClient: Took up server - 0

920: NOT 09:13:18.462479 SECD: lookupCTL: TFTP SRVR secure

921: NOT 09:13:18.466658 tftpClient: secVal = 0x9 922: NOT 09:13:18.467762
tftpClient: ::ffff:14 . 48 . 44 . 80 is a secure server

923: NOT 09:13:18.468614 tftpClient: retval = SRVR_SECURE

924: NOT 09:13:18.469485 tftpClient: Secure file requested

925: NOT 09:13:18.471217 tftpClient: authenticated file approved - add .sgn
-- SEP0011215A1AE3.cnf.xml.sgn

926: NOT 09:13:18.540562 TFTP: [10]:Requesting SEP0011215A1AE3.cnf.xml.sgn
from 14 . 48 . 44 . 80 with size Timit of 550001

927: NOT 09:13:18.559326 TFTP: [10]:Finished --> rcvd 7652 bytes

wp wuisd pdB IJodsss Ipde: Stw o suohd 1oled gdse pdlod 10518 1J¢l06 o
CCM+TFTP slgJ ITL:

937: NOT 09:13:18.656906 SECD: verifyFile: verify SUCCESS
</usr/ram/SEP0011215A1AE3.cnf.xml>

zole IJlouold 1Jolewwss TVS Jdzuesd eds iolso £, pg 9296

S99 pJV ITL 9bb 596 TVS IJos wewss eds uvolss 306 TVS IJos wgpd £ds puds TCP
Jé¢lbp CUCM 2445,

Sop oubgsd lzo6 IJodd;s90 eds JI8s 1Ug9lbp eee Sup wubsb 306 CallManager.
cwodsp £306 CUCM TFTP oze9gé CallManager lJo.s op odssool Jlouble §lses wgglbe TVS
lJos sew £ds Idolow IJloold wol gds pdd wdysy Idolews.

Cuwodsp v Idpgowle glse CUCM gles B @b, Bs pzpses CUCM pogsss IJgds spdu lo
SY9u ould pl suod IUs edlws bldle Ws iao_jé lJodwssss Jdelews: glz> JJJ CUCM ws
PTPRIEO CUCM JJolwws.

S9uoz 03l Idpeld pl seaw g0 Logb 5 IUsdlisd gJs ol IP. wp wIdysu guslu URL JJibJs J



HTTPS. J3JJ swpe &)u2 IJolewd pg iol>s 95 Tomceat oy ¢l Directories.

Je sop wppsd uuols 95w Tomeat 030 (tomcat.pem Wb 31,6 0S) Bs IJolod. J3Jd szw I
Souad lJolew Lldaedasl; Jeuolb§o 1dgvolse.

l2de IJuwlod TVS 0, glps suwe wslos J9uosd pu lJedled. Bsel sds pubs) pued 926
wedp lJoles:

loJl w2> euslo URL 1JglLo wldsdsd:

1184: NOT 15:20:55.219275 JVM: Startup Module Loader|cip.dir.TandunDirectories:
? - Directory url https://14 . 48 . 44 . 80:8443/ccmcip/xmldirectory.jsp

030 gdwo HTTP Loué J SSL/Transport Layer Security (TLS) colbdoe IJoz9é.

1205: NOT 15:20:59.404971 SECD: clpSetupSs1: Trying to connect to IPV4, IP:
14 . 48 . 44 . 80, Port : 8443

1206: NOT 15:20:59.406896 SECD: clpSetupSsT1: TCP connect() waiting,

<14 . 48 . 44 . 80> c:8 s:9 port: 8443

1207: NOT 15:20:59.408136 SECD: clpSetupSsT1: TCP connected,

<14 . 48 . 44 . 80> c:8 s:9

1208: NOT 15:20:59.409393 SECD: clpSetupSsl: start SSL/TLS handshake,

<14 . 48 . 44 . 80> c:8 s:9

1209: NOT 15:20:59.423386 SECD: srvr_cert_vfy: Server Certificate
Validation needs to be done

Swzdd IJoled ladl pu 1 1Juiolss 1Jp 8506 oo ¢le SSLITLS 092956 Wbs CTL. &p S0
IJolewd IUslJle 1Je92956 WO pdud ITL Jpg 96 ol 51 92> wblw .

UXIN _,ufUés IJE_Joi 030 "Jl 592> HTTPS W CTL" ppl seus "Jl spdu Idgey) eds Idyiolso
s CTL g ITL."

1213: NOT 15:20:59.429176 SECD: findByCertAndRoleInTL: Searching TL from CTL file
1214: NOT 15:20:59.430315 SECD: findByCertAndRoleInTL: Searching TL from ITL file
1215: ERR 15:20:59.431314 SECD: EROR:https_cert_vfy: HTTPS cert not in CTL,

<14 . 48 . 44 . 80>

w83 1Jozdd pu ldpewssle 1dpolyins Jedd CTL 9 ITL Jdubolsé. Blo Idubse IJelds 1d3s
Sezdd pwo IJolewd o9 31,6 IJegiso IUpdde JJoddsssu.

9sup IUBsle widd Joddsd erdé 9 Iduslole gds IUuvods 1 Jlg IJelewd @ bdo 098!
U ebp TVS IUzuosd eds udw IJgielse.

Blde swpe ldeey) eds Jvole HTTPS W 3156 IJwgisu Idpsde Jdolows: spdud Ig)le



louold TCP Lglsp TVS ol wo.

1220: NOT 15:20:59.444517 SECD: processTvsCIntReq: TVS Certificate
Authentication request

1221: NOT 15:20:59.445507 SECD: TlookupAuthCertTvsCacheEntry: No matching
entry found at cache

1222: NOT 15:20:59.446518 SECD: processTvsCIntReq: No server sock exists,
must be created

1223: NOT 15:20:59.451378 SECD: secReq_initClient: cInt sock fd 11 bound
to </tmp/secClnt_secd>

1224: NOT 15:20:59.457643 SECD: getTvsServerInfo: Phone in IPv4 only mode
1225: NOT 15:20:59.458706 SECD: getTvsServerInfo: Retreiving IPv4 address
1230: NOT 15:20:59.472628 SECD: connectToTvsServer: Successfully started
a TLS connection establishment to the TVS server: IP:14 . 48 . 44 . 80, port:2445
(default); Waiting for it to get connected.

o3, o ldleuold wlzoss lJodwsss uduwol o9 SSLITLS (HTTP IJlow: Ig HTTPS). suldelds
Bo9 ls ol Juolss sdjp puolrdwoel pélud CTL IJs ITL.

I3l gl IJ gvse wuvdd pozse: Blo oo ghp TVS swp lUgey) edsol Ws 9bswds TVS
lJgluoo wpdd ITL. Hlze ywed ITL#3 WS pJ ITL Jdeeld Iduwled.

1244: NOT 15:20:59.529938 SECD: srvr_cert_vfy: Server Certificate Validation
needs to be done

1245: NOT 15:20:59.533412 SECD: findByIssuerAndSerialAndRoleInTL:

Searching TL from CTL file

1246: NOT 15:20:59.534936 SECD: findByIssuerAndSerialAndRoleInTL:

Searching TL from ITL file

1247: NOT 15:20:59.537359 SECD: verifyCertWithHashFromTL: cert hash and

hash in TL MATCH

1248: NOT 15:20:59.538726 SECD: tvs_cert_vfy: TVS cert verified with hash
from TL, <14 . 48 . 44 . 80>

oele! IJoled IUls Jsso louald Tew wghbe TVS. 1Uglbes IJoldss os 1o ouuld gbe TVS "o)zul
oJ le@ wuwolss ¢le Guides 030S "

s9u2e 03l 1Jpeld IJlelwé eds o3l Iduwsld - lzlwé 0 ceos IJuzle (JI ¢bl).

1264: NOT 15:20:59.789738 SECD: sendTvsClientReqToSrvr: Authenticate
Certificate : request sent to TVS server - waiting for response

1273: NOT 15:20:59.825648 SECD: processTvsSrvrResponse: Authentication Response
received, status : O

sulbyl Joz9es luwozlesd ulgzs pu i@_o_)'é lJodus90: swp gdb wolisg o030 IUyuolrs Vs 31956
IJogisu IJpdsde.



o3l sgws lwo I3l Gpo wlduoglb s i Isdlisd 06 1y eI 1 86400 cluss Idoldss: BJo
weole s Ilogald oegbe TVS Jdozdd pu ldwstswe: spdud vounlbs 1dsvesd IUs 31956
lIJogisu IJpsde Idpedss.

1279: NOT 15:20:59.837086 SECD: saveCertToTvsCache: Saving certificate
in TVS cache with default time-to-live value: 86400 seconds
1287: ERR 15:20:59.859993 SECD: Authenticated the HTTPS conn via TVS

2ol w288 pu wele louwalJd welbe 1dsJlisd.

1302: ERR 15:21:01.959700 JVM: Startup Module Loader|cip.http.ae:?
- Tistener.httpSucceed: https://14 . 48 . 44 . 80:8443/ccmcip/
xmldirectoryinput.jsp?name=SEP0011215A1AE3

oul puld Jpl sz gds ='al>,o CUCM zs& wepd lz0j6 IJoddss90. spdud wgpse uvedle lzojé
lJodwisou wluwegsle blé p)ldws Isde IJveds [Jpsess (RTMT) oy Cisco.
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Alarm w  Trace w Toole w  Snnp w  CalHome w  Hepy w
Trace Configuration

wd&?

—Status
@E.I:a':ug  Ready

~Select Server, Service Group and Service

-
Zarvar 14 48,44 80 » | GO |
=ervice Group® Secunty Services ¥ [ Ga ]
service® Cisco Trusk Venficaton Service (Achive) b il

apply to All Modes

Y] Trace on

- Trace Filter Settings

Debug Trace Level Detsiled -

Y] Eison Trust Verfication Service Trace Fields
¥ Enable &l Trace

Device Name Based Traocs Manitoring

Selack Devices

Include Mon-device Traces

~Trace Dutput Settings
Maxirmum Mo, of Fileg® |

Maxirum File Size (MB)I®

| Save | SetDefsult |

m*' - indicatas required itam.



"Collect Files
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[T1 Selacial Senices on all Serers
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Cisieo TAPE Sapice
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|
I 0 Y Y [

< H&k Mext = Hrtsh Lanel

oboy uwedle CUCM TVS Iy puoldzs SSL e 1Jolowd. IJolewd suuld Tzoj6 IJoJdss90 g
Jvol>é Tomeat: &p suwozswy lzojo IJodisss Jogvs) IJs 1o lduvel>s pblw 96 WO péiu

wwoble TVS.

15:21:01.954 | debug 14 . 48 . 44 . 202: tvsSSLHandShake Session ciphers - AES256-SHA
15:21:01.954 | debug TLS HS Done for ph_conn .

15:21:02.010 | debug MsgType : TVS_MSG_CERT_VERIFICATION_REQ
15:21:02.011 | debug tvsGetIssuerNameFromX509 - issuerName : CN=CUCM8-
Pub1isher.bbbburns.Tab;0U=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US and Length: 75
15:21:02.011 | debug CertificateDBCache::getCertificateInformation -
Certificate compare return =0

15:21:02.011 | debug CertificateDBCache::getCertificateInformation -
Certificate found and equal

15:21:02.011 | debug MsgType : TVS_MSG_CERT_VERIFICATION_RES

peiu uboble TVS os Ylisps wdlas Idboble 1Je9z956 WS LoWzs IJysw b wble
lJoubvgsd > bhé Idguoble.



lJozdd 298! pu wblo@ ITL JJolwwd og CUCM ITL

ould p909p ¢lbis uulg& sbho, &ole iuuodublgé lJeuvdJle gluodlzol swedd wldpsd lJs
239 pJV ITL gJds lpd 16 sed puvddo 1oz 8@ pu ldpdws.

Bs wee Iizslo sJ9u 2308 pJWd ITL pbdsul JUu pJd ITL spolz Wb |Js o sop z3do
g pl ©Id9u gpse o030 lJyigb puu9dls.

« Jsoblo® vadse pd ITL gds 1Jolowd pg w9 8se pJd ITL gds Elbp CM TETP.
« Jlsoblo® waldse TVS 1Ue9z9> WOs pdd ITL pg Iduiolss [Jp @506 oo God TVS.
« sbo, ldolow "Vuvd Idee8d" ewsel selad wujsd pdwd ITL ig pJVle lJodssu.

o Jloges ouwes leoslbsos pu ldpolz 1Jglue J TFTP IJ@sse.

9ldsdp Jsd wodzLo9u I9d lousy pw oo Izl

lodle spdod p8lus IJpzese IJIEowhs Jpdd ITL IUpszes ds CUCM wpdcd 1Jpzese
IJigowls ITL Jdolows.

JI o9z eldsl bysée JJub, |Js pzese MD5IJEl Lo wpdw ITL gJs CUCM py, CUCM oo wo

2o wd9p woubsd luosl) uluvegsle Idluadle IUEluo wee d wuozse Lizble o3l
CSCt060209 », Cisco.

B 1088 IWIoodldss: Gp woubgsd o3l uluwopsle wiler slzes IJeuwotse Ispusess (GUI)
I9 91206 Lwlo, 1isle, (CLI) IUpdoJé Jssd:

jasburns@jasburns-gentoo /data/trace/jasburns/certs/SBD $ tftp 14 . 48 . 44 . 80
tftp> get ITLSEPOO11215A1AE3.tl1v

Received 5438 bytes in 0.0 seconds

tftp> quit

jasburns@jasburns-gentoo /data/trace/jasburns/certs/SBD $ md5sum
ITLSEPO011215A1AE3.t1v

b61910bb01d8d3alclb36526cc9f2ddc ITLSEPO011215A1AE3.t1v

03l s9,0¢ I IJ MD5sum oo IJ ITL ooy bs CUCM o9 b61910bb01d8d3a1c1b36526ccof2ddc.

IJlo spdod IJub, !45 lJolowd udwo Juzass wgiiss pd ITLIU3S wp wepsdo ould:
lJlgsble > odosu IUlply > Slised 1Jo96.


http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCto60209
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCto60209
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCto60209
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCto60209
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCto60209

=l 16:57 08/08/11 8011001
1 Trust List

2 CTL File
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A32D B32EOF B3 76

.EJ_.|’.' select Security Setting

903l s9,02 10 pze9ele MDESUMS poblu§é. 903l sgws 1o pdd ITL 1Je9z9s edis 1Joled
sblod 1dpdd 1Jpszss eds CUCM. soldelds Jl sdie z3do.

Bl de coblod pg Idgbels szo IJlveldld IJs 1Jgpdso [doldss - weass el Bl Jloe uolso
TVS B ITL pblw§sé JJuivolss 1Jpd306 pu lzos8 IJoddisou I JI. 030 IJg pdss 1Ue, lug)lbl.

loJl Jlze IJedlb 2506 Iolawd 1Uss souod wibe TVS gds puds TCP 2445,

108w IJelauw IJlspw B9G Is 2506 B 03l 1U>8§ bs Wireshark: &p 108, 89,8 b
lJoubds) wluwe 923> SSL. luze g0 Jiolo 1Ughe IJos wwsy Jel sds:
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<#root>
admin:

show itl

ITL Record #:3

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 743

2 DNSNAME 2

3 SUBJECTNAME 76 CN=CUCM8-Publisher.bbbburns.lab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

4 FUNCTION 2 TVS

5 ISSUERNAME 76 CN=CUCM8-Publisher.bbbburns.lab;

OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US
6 SERIALNUMBER 8 2E:3E:1A:7B:DA:A6:4D:84



oeles sblo@ TVS.pem 1Jp9z9s s1gd pdwd ITL Luolso TVS IJp@s00 sds Iduveds. Jl weolz lJs
239 wed Idpglpdle 1398 90830 12056 IJodWjsyu Iduvolss IJuozses.

Bl ooy puebds IJpdd Vs IJoyivd: Wezdd pu wdso pebb [Josed Idywled.
lJ9s9> 9ldevdledle
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