odysy VG224 SCCP Secure Encrypted

lJpzossle

| Jp, 9506

IJpobJole Il wsé
IJeobJule

lJodoule | OEdp0

lJodosy
lJo2 9.9 ou 6

lJe 95,00

S o3l Idpwews IJedssy Idpund; IUley 2ie IJopde Os louald buwld IJluslyle (SCCP)
eJds wolwo VG224 [Joulb,so.

lJecbdolo IUlgulgusé
IJeobJule
9,08 Cisco Ll odyy Jrsd p&)906 Lldpslose IJoldss:

- SCCP
- VG224
- wyulpgz Cisco Unified Communications Manager (CUCM)

lJedyule IJpuucsped
ouwow Idpedyele 1Uglyo WO o3l ldpuwews 1Js luesble Ido)lez Ioldse:

- VG224
op louile |J€E_J9p|o 1J3|,>5 u_'9k§. o3l ldpwews pu Uig_o_jé |Jp92956 u_9§ LSS0 pEpJSo ¢luoo.
wilo zese Ilzed IJpwogrpd Os o3l IJpwous vodssu ppuwst (IVe)luas). bl Jive
Jvodod §6 IJogvgsd Volds pu Bopd Jdoles) Idpzoed Jis ).
IJodssy

lJglb9es 1. [uuwg Uwolsé callManager.pem |Js VG224 (IJeusl) |Jsol Jo8los & 96 Trooé R
lJodssu Idelds)

1Jeb95 2. $p louble Liolss p98g8 Slos! eds VG224 Llgwesle eoslo MAC 1JglLe o
FastEthernet0/0 (slz06 1,ob) pg 125 10 héle Bl £ Iuol Igue lJe9 09¢ .

IJg96 3. lowg ols VG [Js CUCM Je 6 pas) IJpdldple gles ouvgsd CUCM.

Swp w9BS) ldpedsple Jodssu Idyvoble IUelbdyuo J VG224,



Rout er (confi g) #crypt o key generate rsa general -keys | abel vg nodul us 1024
Rout er (confi g) #crypt o pki trustpoint vg

Rout er (ca-trust poi nt) #enrol | nent sel f si gned

seri al - nunber none

fgdn none

i p- address none

subj ect - nane cn=1A: E2:85: 7B E2 <----- Last 10 DIGITS ONLY of the SCCP bind interface.
Formatting EXACTLY as shown with colons.

rsakeypair vg

crypto pki enroll vg

Rout er (confi g) #crypt o pki export vg_cert pemtermi nal

odpse: 2Jisd ooze 1ol

odlebé: Ju o) lsgous B gus IUlouold oo olowd wullb,s VG224 Toy |Js olodd IP

IJozdd pu lJuoes

030 IJpedsple JJouossew pu led IJouvesd IUdled IJulze J VG224

Rout er #show sccp

SCCP Admin State: UP

Gateway Local Interface: FastEthernet0/0
| Pv4 Address: 14.1.97.95
Port Nunber: 2000

| P Precedence: 5

User Masked Codec |ist: None

Cal| Manager: 172.18.172.204, Port Number: 2000
Priority: NVA Version: 7.0, ldentifier: 1
Trustpoint: NA

Cal| Manager: 172.18.172.205, Port Number: 2000
Priority: NVA Version: 7.0, ldentifier: 2
Trustpoint: NA

Cal| Manager: 172.18.172.206, Port Number: 2000
Priority: NVA Version: 7.0, ldentifier: 3
Trustpoint: NA

Aut oCf g_Virtual _Endpoi nt Oper State: ACTIVE - Cause Code: NONE
Active Call Manager: 172.18.172.204, Port Nunber: 2000

TCP Link Status: CONNECTED, Device Nane: ANLAE2857BE2FFF
Reported Max Streans: 0, Reported Max OOS Streans: 0

Supported Codec: g71lul aw, Maxi mum Packeti zation Period: 20

Al g_Phone Oper State: ACTIVE - Cause Code: NONE
Active Call Manager: 172.18.172.204, Port Nunber: 2443
TCP Link Status: CONNECTED, Device Nane: AN1LAE2857BE2400
Security

Si gnaling Security: ENCRYPTED TLS
Medi a Security: SRTP
Supported crypto suites : AES CM 128 HVAC SHA1 32

Reported Max Streans: 1, Reported Max OOS Streans: 0
Supported Codec: rfc2833 dtnf, Maxi num Packetization Period: 30
Supported Codec: g71lul aw, Maxi mum Packeti zation Period: 20
Supported Codec: g71lal aw, Maxi mum Packeti zation Period: 20
Supported Codec: g729r8, Maxi mum Packeti zati on Period: 220
Supported Codec: g729ar8, Maxi mum Packetization Period: 220
Supported Codec: g729br8, Maxi mum Packetizati on Period: 220


/content/en/us/td/docs/voice_ip_comm/cucm/security/8_6_1/secugd/sec-861-cm/secuphne.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCti08882

Supported Codec: g729r8, Maxi mum Packeti zati on Period: 220
Supported Codec: ilbc, Mxinum Packetization Period: 120
TLS : ENABLED

03l 9,0z o Slpw VG224 s wegpd SCCP ios o udsd.

Bui | di ng configuration...

Current configuration : 5258 bytes
!
version 15.1
no service pad
service tinestanps debug datetine nsec
service tinmestanps |og datetine nmsec
no service password-encryption
!
host nane Rout er
!
boot - st art - mar ker
boot system sl ot0:vg224-i 6k9s-ne. 151-4. M3
boot - end- mar ker
!
!
enabl e secret 5 $1$f 99B$PWPCl Pr UNzgsUZECBaBYG.
!
no aaa new node
crypto pki token default renoval tinmeout O
!
crypto pki trustpoint SECURE
enrol | ment term nal
revocati on-check crl
!
crypto pki trustpoint vg
enrol | ment sel fsigned
seri al - nunber none
fqdn none
i p-address none
subj ect - name cn=1A: E2: 85: 7B: E24 ( instead of this command, we can use hiddle command
"mac-address Fast Ethernet0/0 as well )
revocati on-check crl
rsakeypai r AN1AE2857BE2400
!
!
crypto pki certificate chain SECURE
certificate ca 588C9B7C2D4B37F03930E8C926D02A18
<truncat ed>

crypto pki certificate chain vg certificate self-signed 03 <truncated> ip source-route ! ip cef
ip nane-server 172.18.108.43 ip nane-server 172.18.108.34 ! ! no ipv6 cef ! stcapp ccmgroup 1
stcapp security trustpoint vg stcapp security node encrypted stcapp ! stcapp feature access-code
! stcapp feature speed-dial ! ! ! stcapp suppl enmentary-services port 2/0 fallback-dn 862224 ! !
P yoice-card 0!t b1t 1T interface FastEthernet0/0 ip address dhcp dupl ex
auto speed auto ! interface FastEthernetO0/1 no ip address duplex auto speed auto ! ip forward-
protocol nd ! ip http server no ip http secure-server ip route 0.0.0.0 0.0.0.0 14.1.97.1 254 ip
route 0.0.0.0 0.0.0.0 14.1.97.1 254 ! ! | control-plane ! ! voice-port 2/0 tineouts initial 60

timeouts interdigit 60 timeouts ringing infinity ! voice-port 2/1 ! <truncated>

I voice-port 2/23 ! ccmnmanager config server 172.18.172.204 ccm manager config ccm nmanager sccp
| ocal FastEthernet0/0 ccmmanager sccp ! ! ngcp profile default ! sccp | ocal FastEthernet0/0
sccp ccm 172.18.172.204 identifier 1 version 7.0 sccp ccm 172.18.172.205 identifier 2 version
7.0 sccp ccm 172.18.172.206 identifier 3 version 7.0 sccp ! sccp ccmgroup 1 associate ccm 1l
priority 1 associate ccm2 priority 2 associate ccm3 priority 3 ! dial-peer voice 999200 pots
service stcapp securiy node encrypted =====> Required command

port 2/0



di al - peer voice 99920 pots
! service stcapp

securiy node encrypted =====> Required command
port 2/1
!
! (configure all ports in same secure mode)
1
line con O
line aux O
line vty 0 4
password ww
| ogin
transport input al
1
ntp server 172.18.108. 15
end
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