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Path Replacement Support
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Phone System
Phice S-Tﬂtﬂ'l Nase™ Mﬁtm

¥ Default TRAP Phone System

3. |ol96 pze9gd pulds SCCP gas36

Bs Lobes "luwluvsle IJuble Iolowds™. B 1dpywe Idpuuwsd "IdLoulble" sl 1duodé: gss
luoldé pze9esd pulds 9235 luodld. s¢do Vs IJoyvdsd uldsé: 03l pgd9pes:



- ublpe IJoloLs:

- U9E peeso lJpules: SCCP

- wlisé lywp IJgoly*: CiscoUM1-VI
 pJes MWI gJss:

sl MWI I pgds:

pdlebbé: szu lo soblog odl IJodsse pe IJodsso eds CUCM.

- Status

;.f'j The phone systemn cannot take calls if it has no ports. Use the Related Links to add ports.
m Created Fort Groupls)

Port Group
DCigplay Nama™ T
Integrabon Method | coco (Sliang]

Device Nase Pref™ CigealiMi-v]
Reset Status Reset Not Required [ Reset

Message Waiting Indicalor Seltings

¥ Enable Message Waiting Indicators

MW On Extension LT

M1 Off Extension LTty

Defay between Requests a millisecands
Maximum Concurrent Requests a

Retries After Successful Attempt [

Retry [nterval After Successful Atbempt ¢ millizecands

[ Save | [ elete | | grevious | [ et |

Frelgs marked with g astendgk (7] are réquenad,

4. o Jeshe

loedd lJs oprsy > 89bp 9o ¢lop TFTP oy pzeseé CUCM.



SIP Servers

| Delete Selected | [ Add |
B o
| Delete Selected | | Add |

TFTP Servers

| Delete Selected | | Add |

[10.48.47.110 o]

Fl o 10.48.47.110]

pdlebd: oo 1Jpop w985, euslu TFTP Lozse. sd9p ebpe CUC woussd pdo CTL oy
2909399 TFTP 031 Yol 09 p9,0¢.

5. |uolWdé puld> SCCP IJleué

B LS Iuwluwsle pzeses IJeolds S I1desve IJpouwsd Jdboulble sle 1duads: 22>
luolds pulds 925 luodld. sedo Vs IJoyvdsd old3é. 03l pgJ9ped:

. up-J..sU pa»
. &» wluoed:
. UJDI Do|ud

: }"‘PEO |J|ou|l..9.>

. u.uJ_9J I,quk.Q)
- 9uoe Jlplu: pund,)



Status
|74.E Because it has no port groups, PhonaSystem is not listed in the Phone system Ffield.

| Save |

Mew Phone System Port

¥| Enabled
Mumber of Ports g
Fhone System Sacure-SCCP -

Port Group Secure-SCCP-1 =

Server cucld =

Port Behavior

[¥] answer Calls

[¥| perform Message Motification

[¥] send MW Reguests (may also be disabled by the port group)

'_“‘*' Sllow TRAF Connections
Security Mode Encrypled -

Irimﬁe!

oJd9 sy CUCM

1. |uolds pulds
loewdd IJs bl CUCM > IJpssle [Jpedsps > odosy puds IJuw)sd IJuosos > |olds zoeso.

Ip wodssy puldd SCCP.JJ'-_J)§> lJoosws Jldpgols. ?f_SGJIoQ IJIzeodlos [J9zes> g9..s 9UPE irolo
lJzoly wopw wdasy IUpudd ese sdjp weadss sk puds Ido,ss IJueses IJpuuss,).



) 5 P oo [ comr Pyrmet 2 scoyconty gl Addew
- Status

'@ Status: Ready

~Device Information

Ragistratesn: Rpgritered with T Unifd Communicationg Mansgar 10.48.46.182
1Pvd Address: 1048, 48,184

il Device it trusted

Port Hame* CigcaML-VIL

Dascription WH- e bedune-portd

Davics Pogl® Defsult =
Commen Device Conhguralion < Mora > -
Calhng Search Space o Mome > -
AaR Calling Sesrch Spaos < Mons = -
Location® Hub_Nana "
Drvins Security Mode " Encrypted Vaics Mail Pan -
Use Tnasted Relay Point® Default =
Gealocation < Mone > =

= Directory Humber Information

Carectary Mumber” 955001

Partition o Moisg = b
Caling Search Space < Momne > -
SRR Group < Mo = =
Inkernal Caller 1D Display WoieMail

Internal Caller 1D Display (ASCII formet) ypicesail
Externad Humbeer Hack

_save | [ osiete | [ copy | [ Reset | [ anply Contip | [ Add ew |

2. ozpsd yuols g3) CUC Je$s widpers)

loodd Ids bLé uble IJogbgsd > I.Ji,alc, > s Idguoble > wepsd IUguolbé/yud yudd
IJuvoble sogpsd Uiolss g3, CUC J CallManager-trust e Js zpse 1Jeds IJos wp wdysyol
JJlouold wglbe CUC.



Certificate List

Lﬁ"h Generste Sed-aigned Eg’ Upisad CertfeateCetdoate chan Lﬂ‘mm

CaliManagar
CalManager-Erust

| CoManager-trust

| CalManmger-Ena

| CallManager-trust
Calidfanager-trust

| CollManpger-Ena
CalManager-trust

| CallManager-trust

| CAPF-trust

| CaPF-trust
CAPF-trust
CAFF-Drust

| CAPF-trust

| CAPF-trust

| CARFprust

| Status

@ Warning: Uploading & cluster-vade cariificate will digtrdbute it to ol servers in thie clugter

- Upload Certificate/Certificate chain

Certilficate Purpose™ CaliManager-trust
Dascription({friendly name) CUC roet cert

Upload File | Browss.. | 57ed0ess.0

|Unhﬂd%[¢lm:

@ *. indieates requared mam,

pdlelbé: sJjp lebsé wuvgsd éxp0 Cisco CallManager wg> wepsd lJuvolé Jds wuoue
lJuivol>s w1936 1Jedg9d.

3. ooy pdedle cupgslsdlV pedsple loobl 1Uyuwlsd (MWI)

lbodd [Js bLé CUCM > pssle pondrpd > odoso pud3 IJuss IJuosos sodssy leosble
ouvgsdlsdled MWL sz lo woblod [8le MWI pe wdgsy CUC.

Partition
Description

-Message Waiting Information

Message Waiting Number* gggggq

< None > |ﬂ
MWI on

Message Waiting Indicator® @ on Toff
Calling Search Space < Mone = ¥

- | save |




- Message Waiting Information
Message Waiting Number® gaggaq
Partition < Mone > =
Description MW off
Message Waiting Indicator® ) 5, @ pff
Calling Search Space < Mone > -

- | Save |

4. logile wiolpz Corsws JJwoss IJuosos

Ie vlouble wyulez corsws Jdooss Iduosos IUelue oldodled (psile po@306 > 1Uwse>
lJuoses > wuolee corsws Jdwoss [duoscs). Se obeld 1ddse Idoldss:

bde Jopses Jduoss Iduoses:
logwogle puuled Idozet ldos wouopu lGuwle wzoss eds velb Idpusl) Idpuuaise
GJJO.,SI_)>

- Voice Mail Pilot Information

Volce Mail Pilot Number goog
Calling Search Space < Mone > -

Description

Make this the default Voice Mail Pilot for the system

5. logble pJ og)sY 1w IJuosos

Sp wlugble pJI wg)sSd Jdusss IJuoses Jyvb JIds Idleshble eel (pssle podapes > Iws>
IJuoses > pdV og)sV IJw)sd IJuo9eg). bed o3o ldpedspelw:

. I;__J!gfmb lJozrses Jdesss Iduoses:

- Yulg prwe Idossd Idusses:
- Woice Mail Profile Information

Voice Mail Profile Name* |\/picemail- profile-8000| O

Description Secure Voicemail
Volice Mail Pilot** 8000/< None > -
Voice Mail Box Mask

Make this the default Voice Mail Profile for the System

6. oesSU pJV sV 1w IJuo9os |Js DNs

Bp woESSU pJV og)s IUuuss [Juoges IJs DNs IJos oy B luwogsle odled Teo.
lod, eds iy obwsd IJodsso wes wess, leshble DN:



loedd IJs wagse IJpdldple > 58p 1U3Jsd 9o ss) lJs:

- pdV 08y IJuyss IJuoses Voice Mail Profile: -8000

- rectory Number Settings
Voice Mail Profile Vaicemail- profie-BoO00 = [(Chioose <Hone> [0 use sysiem default)
Caling Search Space < None > i
BLF Presence Group” Standard Presénce Group -
User Hold MOH Auds) Souroe o Mo ¥
Neiwork Hold BOH Ao S0Ure  « None > -
Reject anonymous Cals

7. louble preses wozso pdldele gus IUwusd IJuogos

1) [0l 86 pre9esd logls 22528 (worwso IJpdldple > IUpuwbilduos> > pzeses lJglosb)

-Line Group Information

Line Group Name® |'m||:ernail-lg (2]
RNA Reversion Timeout™ 1

Distribution Algorithm®  Longest Idle Time -

o) luolvs Blisps 23536 Llobsh 1Uw)ss IJuoses (wegse IJpdldple > 1Jeuslilduoss >
Slispé pboly>é)

~ Hunt List Information
E Device is trusied

Name * woicemail- hi
Description
Cison Unified Communications Manager Group®  Pefadt *

| Enable this Hunt List (change effective an Save! nag reset required)
¥ For Volce Maid Usage

2) luol9s bsh wrse pdldple 225> (worse dpdldple > Idpuwbilduoss > bsh IUuos>)

- Pattern Definition

Hunt Pilot® (8000 [
Route Fartition £ None > -
DesLription
Numbering Pan < Mlore -
Route Filter < None v
MLPP Precedence®  Default -
Hunt List® voicemail- hi = (EdIC)
Call Pickup Group < None > -
Alerting Mame
ASCIT Alerting Name
Rouse Option @ Route this pattern

Block this patbtern MO Error -




lJozdd pu lduogs
IJoz2dd pu poh.é') SCCP

loedd [Js bLé CUCM > pssle po 6 > IUwned IJuosos > polds Idw)es IJuosos 9o2dd
P uwesd ldpuess.
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luog o eds by IJwns> Iduesos eds 1dolew Jdlouald ldusss Iduesos. see wvele Huwlds
lJosesy Iveoless Bl e sop odssu pded [Jpuwese eds wble Unity Connection.

IJozdd pu b louald SIP IUlpy

luogb eJis 5o Iwns> Iduesas edis 1dolod Jlouold wldusss Iduoses. sew 1o cuwpt
ouvlde ldojese Jlvooless bl de sop odsso pded [Jpuwegse eds uble Unity Connection.

wJl po 3JI spdud wpdsu gsl SIP keepalive eyl 9w6 gldé glo louold SIP. spdy wpdsy
o3l IJgsh B pdd og) s SIP IUss wp wessue eds b louald SIP. ez opdsy ol
lJzsh spdud pil8us elds gb louold SIP go) Idgoly > b IJloold Jpel 09 p9oe WS 030
lJues,s.

Trunks [1 - 1of 1}

findd Trunks where  Cwsvide hams = pepre wiif - Fred o Filiey g =l
SSErT Rom o SRlef Seareh Lext ¥
Sy } Deovipiien Calling Casrch Spheed Dawws Posl IeafePaSarm Paditen Roobs Griup Priceity Toork Tega 200 Truak D2sbum L9 Trark Dorsiion

d DU SO UC Cheln SIF Trumk Mo Sendie T o3t i Ul Seevices O diw O hoor O syl

IJozdd pu louold RTP IUTew

w288 el Bl Il e 18O 92931 B pdldple Unity Connection. 903l sgus Io o> RTP
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§ Connected

Lo s N

lwedunldd IJigble gl oJdlzol
1. odpsele glpé 2od luveduld IpuidJle 9luodlizol

lowg 030 IUgbsle Jlwedules i'a]olc IJedled 1oy sluadlzol:
dezdd pu IJodssu.

- old> g oubesd zese 1Jgsele slo 1duads. (CUCM - CallManager. TETP. CUC - o3,

lJepl>eé ~

ST oo 1o 1 polds I pbodsws Jdlouoldle 1Te0s s lJeslse s0deses W 1w
(25085 TCP 2443 ol  SCCP 5 TEP 5061 Jodeg BIPN.C ¢ £ 7980 78 o

- Pl Ily JJ 03l pogsel Wolug zee IJlol).

2 - IJlel, Idplodse ozeseol
8o wozpst 050 IJpuble Jluved uld igble Iedled 1JTeo sluodlzol.

- 1Jeélb 1Jz58 e CUCM 5 CUC
. Il CallManager
- punble pos) Idpzbele pu Cisco

bee Ids 030 IJpslys JJeuesd eds pedsple luoldss zod:
JsI9so lJodlb gjes eJs CUCM:

http://www.cisco.com/c/en/us/support/docs/voice-unified-communications/unified-communications-
manager-version-50/112040-packet-capture-cucm-00.htmi

Jsso wpdsu ldJooog eds ¢l CUC:


https://community.cisco.com/t5/collaboration-voice-and-video/packet-capture-on-cucm-appliance-model/ta-p/3118507
https://community.cisco.com/t5/collaboration-voice-and-video/packet-capture-on-cucm-appliance-model/ta-p/3118507

http://www.cisco.com/c/en/us/td/docs/voice ip comm/connection/10x/troubleshooting/quide/10xcu
ctsgx/10xcuctsg010.html

puidJle IJuilsgs

IJ2lds 1: og3) logble louold Teo (uwso CA Es) pg1999)

&> ogese IJodlb 1de;es puls pu l1dehe: swp logble gJdyws TLS.

1 0. 000000 2 13I0.239.200.241  130.239.203.249 TCR inet]_bagte > https [SyM] Séqe=0 Win=16384 Lén=0 MSS=1460

2 0. 000452 130.235.203.249  13I0.235.700.741 TCR https > Insti_boots [SyM, ACK] Seqed Ackel wWine5540 Lone( MSS5a
30, OO0 0 130.235.201. 241  130.235.203.249 TEP instl boots > hitps [Ack] Seqel Acke=l win=17520 Lens=0

4 0. 001074 130.235.2001.241 130.235.205.249 L client Hella

5 0. 001341 130.235_203_24% Y30, F35.200.741 TR https > inst1_boots [ACK] Seqel Acke=l4]l wWineA43Z Lan=0

G 0. Q05269  130.235.203.24% L30.235.201.241 TLSL Server Hello,

7 0.005838  130.235.205.249 130.2535.200.241 TLSW1 certificare, server Hello Dane
B . O B 130.23%.200.241 130.235.203.24% TR inst]_boots = hititps [ACk] Seg=141 Ack=18%% Win=17520 Len=0
;&_Q.ﬂi‘gﬂi, 330,735,200 241 139,231,?ﬂ3 0 TLEV] ElerT_ gl PalaT DEicr1pIﬁnﬂ tﬂknnwn cn}l

(i {}. 0 e . 245, 208, 7 > E MK F ] BUS

11 ':I.l:l.f.:.’.é'u’ 130,235,200, 241 130,235, 205, 24% TR 1n.t'| bqa 2 http:. [ETM] ch-l:l 'n'ln-lﬁ?ﬂ-'-l Len=0 ﬁss-u-.':

12 0.072706  L3I0.235.203.24% 130.235.301.741 TCP mtps > Inst]_bootc [SvM, &CK] Seqe0 Ackel wWin=5840 Len=0 M5S=
1z 0.072751 130.235.201.241  130.235.205.249 TCR inst_boorc > hitps [Ack] Seqel ackel wWin=17520 Len=0 w

>

o3y IJepsd wuwso wibl Bbe oo CA £s) pe19W8 JJgbe Béb Jiu IUgpsd Jp sopdy pu
IJozdd pu Iduielss Ieyuwds pu 1Ughe.

ould lzwpldly:
1) souwd CUCM lJouwse pore puodd &) pE199

. oa._éé pu wgpsd uuolxs g3 CUC IJgldsé eds [Ughe 1Uds souod wglbe CUC.
s olds oy lehs wuvgsd 200 CallManager gJs 1Jghpe Idpblod.
2) syuwd CUC IJouwso pize puosd Esy pEISS

. uadd %) l)al.J &C9|U IPJTFTP Luvdd Lozse B pep9esd Iqulv.Sb > oS > odisu
IJZ9be £Js ge

K pu lpIdloss 1J909d l.Js al CUCM TFTP oy |.J|u

- olds pu Iy pJ O CTL jo F.J UCM TFTP I.J..sg Lo low zCShOW ctl" Llduioble Jel

j JQJ_,OC -J.,s -IE T [>|Jo uJo lJouvesd). Op ul&_bo ouwesd CTLClient 31 Jp wdy
. éUu'Olo5)1fP>p cucC |_9 12309 pzpe9ed IJpulds _9|(<=_) logulsol Jlghs wujsd pdwd CTL oy

1JzlJ6 2: sees) euisd pJd CTL o CUCM TFTP

sbo) 03l 1Jgbl Vs gpdsle wedw bhs Idpzbole:

M uGener al , 25, FAI LED Port group 'PhoneSystem 1' attenpt set InService(true), error retrieving
server certificates.

M uGeneral , 25, Error executing tftp conmmand 'tftp://10.48.47.189:69/CTLFile.tlv' res=68 (file not
found on server)

M uGeneral , 25, FAI LED Port group ' PhoneSystem 1' attenpt set InService(true), error retrieving
server certificates.

Arbiter,-1,Created port PhoneSystem 1-001 objectl d="7c2e86b8- 2d86- 4403- 840e- 16397b3c626b' as

I D=1

M uGeneral , 25, Port group object 'blc966e5-27f b-4eba-a362- 56a5f e9c2be7' exists

M uGener al , 25, FAI LED Set | nServi ce=true parent port group is out of service:


/content/en/us/td/docs/voice_ip_comm/connection/10x/troubleshooting/guide/10xcuctsgx/10xcuctsg010.html
/content/en/us/td/docs/voice_ip_comm/connection/10x/troubleshooting/guide/10xcuctsgx/10xcuctsg010.html

IJzJ:
1. 0288 @8 18ss pu Lo2s thbe TFTP Bus presesd IJpolds > czns) > cdsso IJggbe.
2. ol pu Iy pzp9eé CUCM B 906 Tow.

3. 028 pu 929 pJd CTL gJs CUCM TFTP.

IJ2lJs 3: I polds Jl ouwed

sbo, 03l IJgbl B gpdsle wedw bhs Ipebole:

M uSki nny, 23, Failed to retrieve Certificate for CCM Server <CUCM | P Address>

M uSki nny, 23, Fail ed to extract any CCM Certificates - Registration cannot proceed. Starting
retry timer -> 5000 nsec

M uGeneral , 24, Found |l ocal CTL file [/tnp/aaaaaaaa- XXXX- XXXX- XXXX- XXXXXXXXXXXX. t | V]

M uGeneral , 25, CCMCer ti fi cat eCache: : Retri eveServerCertificates() failed to find CCM Server '<CUCM
I P Address>'" in CTL File

IJeJ:

1. p0 Ipzopd 16 $I90 03l uwon £30 IJeblod B IUpzese IJ1Eowls MD5 Jedus CTL
eJs CUCM g CUC yusgs Jlghs lugule

lJgebsle. $p wlehs wubgsd ébe CUC Jopase eJud CTL.

lJpged9ple [USIEJs6 oo Cisco
)l pu 3dYe spdud 1o pdwd CTL pu Idzs) JIJolds:

123 pJ CTL pyu /tmp/ 1Jpzd> _9ig_> SESSU pze9es IJpulds. spdud wuldss
Jpzese Iz culis MD5 s IJpdod

9p8bu Swd IUg>:
CUCM: [root@vfrscucm1 trust-certs]# md5sum /usr/local/cm/tftp/CTLFile.tlv
e5bf2ab934a42f4d8e654 7dfd8cc82e8 /usr/local/cm/tftp/CTLFile.tlv
CUC: [root@vstscuct tmp]# cd /tmp
[root@vstscuc1 tmpl# Is -al *tlv

-rw-rw-r— 1 cucsmgr ol 9J 6120 B,ls, 5:29 a31cefe5-9359-4cbc-
a0f3-52eb870d976c¢.tlv

[root@vstscuc1 tmp]# md5sum a31cefe5-9359-4cbc-a0f3-
52eb870d976¢.tlv

e5bf2ab934a42f4d8e6547dfd8cc82e8 a31cefe5-9359-4cbc-a0f3-
52eb870d976¢c.tlv



lJluolds |Js 3JY: spdod 1298 1Us sdsd Tuweduild 1Jigble 9l odlzol o3l:

pESwol

CSCum48958 - CUCM 10.0 (bbod guslu IP s, uozse)

CSCtn87264 - s uJ lousld TLS Jeulds SIP IJlews
CSCur10758 - sez) 1u $isd uvoble pJéls waLosd 926
CSCur10534 - Unity Connection 10.5 TLS/PKI Inter-op redundant CUCM

CSCve47775 - bdo psjdé Jbys8s Jugsse 9e,lzeé CTLFile J CUCM gJs CUC


https://tools.cisco.com/bugsearch/bug/CSCum48958/
https://tools.cisco.com/bugsearch/bug/CSCtn87264/
https://tools.cisco.com/bugsearch/bug/CSCur10758/
https://tools.cisco.com/bugsearch/bug/CSCur10534/
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve47775/
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