lweduuld Ideuddle 1Juulisgs IUpogd8s
Loedss Iduvoels s CUCM s) oJlzol

lJp 9500

SueWd o3l Idpgwows IJpunldd Iduilisgo wgs lgbo logile Idibelsle s Cisco Unified
Communications Manager (CUCM) 9J 80 gJol.

IJeclbdoule IUlgulusé

pelbdole
9008 Cisco Llu oy Jssd pe,uds Lldpsluose IJoldss:

epdso wedss ywolxs CUCM

9lzos CUCM GUI -

¢9l>p Expressway -

ouwzsd IJeols wluwegsle gpdsé CUCM e

: 9bsW6 9dsd zood IJe,gse *

>Jsd lJlely J Cisco Unified Communications Manager e

lJedule [Jpuuespd
ouwowd Idpedypele 1Uglyo WO o3l ldpuwens IJs luosble Idolez 9ldedsule 1Jpbss Ideldss:
CUCM IJlosl, 15 -
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S&ue ol 1dgr9d oi&..gJ JJ weas> Jduvols gds IdyiyJds Vs gpdsed. Hlzesl Idpsdsple

vleoule. weass Idgvoble IUplbdsws wes ywlgle

. Low Impact Medium Impact. . High Impact.

IJepd 19 Bs Bole IJosge lpuaubl |Us

pwess Idplb, JIJ uolss.

" . Phone Service
Type Risk Trust List Impact Restart Restart
Web services, SSO, EM/EMCC
Tomcat . Login None Tomcat
DRF
IPSec . - DRS, Ipsec Tunnels None Master/Local
CAPF CTL + ITL LSC must l:;e updated, secure All CAPF
eatures
Callmanager CTL + ITL Rageraten, T(!_;-Tllssues' THuRS: All CM,CTITFTP
VS ITL Verification of TLs, L?FG files, https TVS
connection
Signer or SAST backup for
ITLRecovery . CTL + ITL ITL/CTL All

IJuvsobsy 10 Jl swpe oguegsd 1Joglowd wgs weass Jvolys Call
Manager 9 TVS 9 ITL

S

pdlebd: 9subwd o3l 1duwsubss eds gpdsle IJuub, Bs lbl) pzesgle CUCM
Ipgedbs 96, ITeus: LlUluolids 1Us 3JY. subod eds Iduuolsle 1Ue9.886 3o

guwoble CA.

e luwole Lodless Juoble Call Manager 9 TVS 9 ITL 9o p weassol WS uv.éuu lJ9 9w Wluol
uuuﬂuu O _9uog_ alo..sg_ ogludul R aI.Jo &SJ puuaJo rc»,ol suuuuu WOs ulu..sJ Jos) ng

s CUCM.

NI

1. olds pu o Igueble pucess Iduodless Lldded wew bLs uble lJogiésd 1Jpses pu
Cisco > IJiale, > 1316 IJiolsle



alialis  Cisco Unified Operating System Administration

CISCO cor cisco Unified Communications Solutions

Cerificate Monitor
Contificats Ravocation configured. This is required to re
IPSEC Configuration
- = Bulk Cerifscate Managameanlt
Cisco Unijgu :

System version: Ciphar Management

‘em Administration

2. 1oz wluywbs CallManager Iy TVS 19 ITL wew glod IJouodss B leds IJuoWes sluwegsp

alecls Ciges Unified Operating System Administration
CEpa Pt Cnem it Comvemamin stigres Sobytipes

Show = Semrge = Secwty = Soews Upgrades = Serviom = bep

3], commuss sat-sgras :__jwc-u_n-_m |2} vowsoad €T [ 5], Geeram oo |3, DownoadCBA |5, ems Cariticats

e =

Pl Cartfa e Lall whern Cohifals e | o || Coar Fomne || e || =
Tl T O R kT LT

e b s e

et ottt || Lt vt Ot o, || Exmmriguied €T, || Geirntn 38 || Sk £38 || Rt Conifan

3. Sgv i odu Iduveble 2ose6 9p0dlpds o £p95 luwole IUuodlzse (Gduw Jusoble TVS

R LT IR )
B i 14 ahg et [ T
S e e e - w2 . —— e m
[ —— ey O M e
e
e - i, O e R T b [ B - W i
-

4. Lpz 1Joedd po o JJ Use 28> wEd wpass Idubobé: swp &502 IJogledd gds Twol 2lJs

Lt L L)
————— = e =
T
o W] | e | ™ - L L B L} L A Ny e Lo
- cnms — =
" Sirisadibarialil Pt s d | p =170 r CEap el IR s am D L G T e P b |

lJzd
ould gsblu Jluadlz 1dpubvdJe:

Ip wlole lebo Lol Vs IUpuoue Jdolowd IUss suwpee weuve leshle Uiplo lJzldsel.
9lduwpelz Jdolows Cluojle Igvoble 1Ug>ss6

wedse gwobsle ITL 9 CTL o CLI gds £826 IJuluiy 9luwesle Uip_) SUpe IJTo lel>62.
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w9 030 1Ugb9o eJs gpse 1Joglewd wpl WS 3JY 1Joglewd I._JlouuaJé.goiéJ) PU LUIS)
3JY wes uvlele 1Ug pd.

. High Impact.

IJuvsobss 20 Jl sged oumesd 1U5g9d Iizbs ves ceass
uwol>é Tomcat

S

pdlebo: spdy wbosd ol Idyvsulsy §.J.5 cpdsle oy IJos oguedse !od)lgé.;é
eds puwens [Jpeesed 19 JIJ £9>6 Jodasu wuwesd 1dsged Idlzlbs

“ouzsd 103¢sd Uopu CUCM Ulgwepslp wuvzsd 269d lebs (SS0) seaus suwlds gbl bl
loole peldzs luvoglos saml" Ig bl loule pgldzo luwegles saml O vJo Vs VY L v,
IJeole [duw,ys”

lJozdd

olds oo lo IJ 1Jeds wpess eds uvolsé Tomeat LolJzs 131 e p9.9e8 slos! s weeost.
eds ywol>é Multi-san Tomceat 1Jg>s36 1Jp9e,06.

Iuwegs e set samltrace level debug s zpse £8> CUCM g, CLI Jou sl guzdle SSO2.
gJs puwess wuose IJigble

loguve IdpuvdJé wouwesd 1Usged 06 18,8 1Us CUCM gl uaésle b,s@é SSO.3.

I wees uvedle Tomeat SSO wes Idgbh o 90299 pu 2ueddd gds oo IU)uwlds:4.

2026-01-10 06:06:31,274 ERROR [http-nio-8l-exec-157] «cpi.sso.saml.sp.security.authentication.SAMLAuthe
com.sun.identity.saml2.common.SAML2Exception: Failed to decrypt the secret key.
at com.sun.identity.saml2.xmlenc.FMEncProvider.getEncryptionKey(FMEncProvider.java:724) ~
at com.sun.identity.saml2.xmlenc.FMEncProvider.decrypt(FMEncProvider.java:607) ~[?7:7]
at com.sun.identity.saml2.assertion.impl.EncryptedAssertionImpl.decrypt(EncryptedAssertio

lJzJ



ouodS) wslule wg)sd CUCM wes wzass yuolxo TOMCAT gl uwas)lel [Js Ebe 099,
IJogrsd JJolds oo w98 Lvolsé TOMCAT IJzasss Josl IleuolJ.

lole weass> TOMCAT pg wpdsy uuuy SSO:

oS $9uoS s Ideuwlers IJoduss (TAC) Lldgbsle IJeldss Jeug ls puvdJs
W& weds> ywolxs Tomeat 9suuoz wlple o3l Idlg)le wes pwlgle.

. Low Impact

1. ogbsd SSO Vs zpse £9> CUCM

o= o

Expart 3P

matsdats Enabie S50

D

|:> Prastant
Services

IJs o9d 1 131é CM > IUble > ouwzsd 1Usgsd 1Jizlss SAML -



alinlie  Cisco Unified CM Administration
CISCO

For Cisco Unified Communications Solutions

System » | Call Routing  Media Resources » Advanced Features -

Server

Cizco Unified CM
onfigured a direct ¢

Cizco Unified CM Group

Presence Redundancy Groups
p device is configure
Phone NTP Reference
Date/Time Group ons Paging is not co
BLF Presence Group

Region Information b

- - -

Device Pool Administratio

Device Maobility L4
DHCP 3

ull, disk 1: 110Gbytes, 8

LODAF r
SAML Single Sign-0On

oS welbsd SAML SSO -

Emmmrb Eucpout All Metadata @mwmm |

Stalus

@ HTHT i not currently enabled for S50, You can change 550 for ATHT here,

@5&1\11 S50 enabled

SUjp wudS) 030 IUgpdss B 2pSE w8 1B 0wy 9l0d IUpwegse lywspessd (GUI)
Bl op lgwegsle lowl§ss JJJ £856.

2. ogas> volxe Tomeat W pzpsss CUCM

Disable 550
Ranew Export 5P
inancucm | > > 3 | Enable S50

IJlle IJlzelds Jozass Jiolsé Tomeat pogssd vwdle pulb§o IJogiso (SAN) WS pze9ed
CUCM:

ol &= |

loewdd 1Js bhs uble IJouvgsd > IJolesy > bLs I uoble.
2 louwle CSR -



z»>> Tomcat ws Certificate Porpuse. e
23> U do pub 96 sy (SAN) pogsss Vs ldogise.
olds oo lz zese Ided> Os uble Ipzeses cre ldpeldle Ios wp wgpspol odllssl.

||! Warmirg: Generating 2 reew CSR for 8 specific cartficate type will gverwrite the sxinting CSR for that type

Iretiusde CH) s CSR
ubjerl Allernale Rames (SAFs)
pan-papalated em15-put B co com
Decriaind
am15-st [0 csm

Pt Desmad

W0 o
ther Domaing Fepomar gt |G grohives selecignades
Meade imgcet . TXT file oaly.

A
ey Type™® (7]
iy Longks® TO&E w
Hash Aiguries SHATSE -

Gemarate | | Cloae

weass lugile. olds puo lugile CSR B zpse IJe 8 B ublp |Jpzeses. *

S wouisd CSRIUss we lugblde pu wovlez vy, CUCM 9o9dseo wluvesle e
: IJesze 1dpuess (CA).

loodd Ids bLsé uble lJogvesd > IJolpso > bLs [dguebsle. 23> pwduwds ¢
Jvoblo/uvoble 1oz psd.

wepsd gvoble CA Jo 96 Tomeat. -

Iy 1Ugb9s 6 98, IUlL wogpsd uvolss Tomceat IJpe9 8e6 & Tomeat. *

wer? IJopld Jls 1Ug$s 9ldeedd puol wp wlbusd Uivol>é Tomeat IUzsss6: 9p Llgls *
ouvgsd ¢xp0 Tomcat oo ¢JIJ CLI s zese 1Jed> Os ublp 1Upzeses wluwegsle 5006
lJI9lp, 030 9p wlelé wugsd Cisco Tomceat.

JJzuosd eds p3ss pu ldpedsple: e 1Us odo IUyelis§:

lelsé loule Juoldé w9958 Slos J Tomeat
lelss lowle 1) wolsd | 986 oy | g | >9 Tomcat. -

3. ouors) wslule wg)sW ey, 1Jg>006 (SP)


https://www.cisco.com/c/ar_ae/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html#toc-hId--24706933
https://www.cisco.com/c/ar_ae/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html#toc-hId--24706933
https://www.cisco.com/c/ar_ae/support/docs/unified-communications/unified-communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-certifica.html#toc-hId--1462769849
https://www.cisco.com/c/ar_ae/support/docs/unified-communications/unified-communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-certifica.html#toc-hId--1462769849

Disable S50
in all CUCKM
nodes

w Renew
Tomcat cert

o Y | s | 2 |

loedd lJs bLs CM > IJuble > ouwzsd 1dsgsd Idizhbs

Ie wodssu sble SSO (Vs 0o 1Jzlds sdsu grup wble IUpzeses eJs 9oe SSO -
9swp wIdgsu luwwesle Juolss TOMCAT gds IJubolss Jpold) Sp g3 ©uo38) gpSE
wslule Idog)sw

SAML Single Slgn-0n

0 Mogde
% Ciuster wide {CGne metadata file per cluster)

() Por node (One metadata file per Rode)
Certificate

) Use system generated sel-signed cartificate (ITLRecovery)

Use Tomcat certificate
*Nobe: For the tomcat certificate to be used for cluster wide ssu.r must be 8 multi-server CA-signed or

g/ Enablo SAML S50 E: Export Al Metaatal | Update 16 Motacata Fie Fiox Al Disabled Servers

lovos)hb wslule og)s SP [Js ¢be 099 1Jogss (IdP). Jeiss pu ldpedyplo: lze *
wJ9sy, SAML SSO 9, 1Jo9.50

4. opJdsu SSO Vs pgpseo CUCM

o[ =2 o o=

: loodd IJs 1,6 CM > [Juble > ouvesd IUsged IUlzhbs
pE WIS udw ¢shle SSO leule wuoss) wslule CUCM Idlgdse: 23> wpdsy SAML «

SSO ggss luweel.

Disabile S50
In all CARGM
nodes

Fanew
Tomcat cort

o

SAML Single Sign-0On

S50 Mode
® Cluster wide (One metadata file per cluster)

() Per node (Dne metsdata file per rode)
Certificat

) Use system generated seif-signed certificate (ITLRecovery)

% e Tormcat cerificate
*Mate: Far the tomeat certificate to be used for cluster wide S50, it must be b multi-server Che-signed oe

Qﬁmmml@ Export All Matadatn | Update idP Metadata Fig Fix Al Disablod Servers
L


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/15/cucm_b_saml-sso-deployment-guide-release-15/cucm_m_saml-sso-configuration-1251.html#task_6BFEE8DE6F8758477DF7DAD3E43A07D6
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/15/cucm_b_saml-sso-deployment-guide-release-15/cucm_m_saml-sso-configuration-1251.html#task_6BFEE8DE6F8758477DF7DAD3E43A07D6
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/15/cucm_b_saml-sso-deployment-guide-release-15/cucm_m_saml-sso-configuration-1251.html#task_6BFEE8DE6F8758477DF7DAD3E43A07D6

i 5 Web server connections will be restasted

Emabling S50 and Enporting the metadata will cause wel sendoes (o resiart upon completion of the
wizard, Al affected web spplications will diop thelr connection momentanily dnd need to be kbgged infe
again.

@ ek "Exgot All MELadata” bisttan

I the server metadata has not already been uploaded to the 1dF, it can be done before nanning the
wizard, Youl can obiain the server metadata by cicking the "Export Al Hetadata®™ button on the main
pvper. Theten g T thvir Bl amd updod Chay File

I 0% 18 provisioned with duster-wide SP meatdats, you need 16 enable duster-wide SAML S50, If IDF &
providionsd with per-node SP metsdsts, you need D5 enable per-node SAML S50,

| Continue || Cancel

I3l Jly wbl® 1Jpzesed pouopul odyy 030 1UEb9s o996 JJozdd pu ivobo yuvodle
lJogisu IJpoesrss Vs zese [Jeds g ool Juvolss TOMCAT pwgssé 1JEgbe. 9o ez
[Jpldol 235> [Jolds.

SAML Single Sign-0n Configuration
) e
- Status

@s:am: Ready

- Test for Multi-Server tomcat certificate
The criteria for enabling clusterwide S50 is that you must have a multiserver tomcat certificate already deployed. If you have not done this already please follow the below steps:

1) Login to Cisco Unified 05 Administration Fage and Bavigate to Certificate Management under Secusity Menu

2) Click on Generate CSE

3) Select Cartificate Purpose as Tomak

4} Salect Distritiathon as “Mili-Senag

5) Click Generate

6) Download the CSR and gt it signed from the CA of your chosor

7) Once the certificate ks issued by the CA, upload it via the "Upload Certificate/ Certificate chain® opticen an the Cenificate Management page
B) Restan Tomsat service on all the nodes in the chister

) Restat TFTP seérvice o all the TFTP fdded in the cluster

For self-gigned Mulli-senser tomcal certificate:

1} Loghn to Ciico Unified OF Administration Page and Navigste te Cenificite Management under Security Menu
2} Click on Generste self signed Muli-sarver tomeat certificate

3} Select Certificate Purpose a5 Tomcat

4) Select Distributhon as “Multi-Server™

£) Click Generate

&) Restart Tomcat service on all the nodes In the duster

7) Restart TFTP service on all the TFTP nades in the cluster

If the abowe steps have been completed, click Test below which will confiem il the maulti-server tomcat certificate is deployed bedone pro0neding to the next stage
Test for Multi-Server tomcat certificate

Hoxt | Caneal

I vogesd vslulo wgysd IDp: 2o [uwes)b vslule og)sd IDp 9o ez 1Yo pldol 2> o
Jelds



SAML Single Sign-0On Configuration
W Next

rStatus

@ Status: Ready

\.f Import succeeded for all servers

rImport the IdP Metadata Trust File

This step uploads the file acquired from the IdP in the previous manual step to the Collaboration servers,
1)Select the IdP Metadata Trust Flle

No file chosen

2} Import this file te the Collaboration servers
This action must be successful for at least the Publisher before mowving on to the next task in this wizard.

I Import IdP Metadata I Q’f’ Import succeeded for all servaers

Mext || Cancel |

WO ol lesls SSO: 2> puwedspe wp CESSU pzesed CCM Super Users IJ$slywss Joo
92> wubgsd kool SSO zos wedd Juzle:

SAML Single Sign-On Configuration
4 s

rStatus

15 The server metadata file must be installed on the 1P before this test is run.

r Test S50 Setup

This test verifies that the metadata files are comectly I:Mﬁgul"&d and will allew S50 to start up on the servers. This fest can be run on any
11Pick a valid username Lo use for this test

Yiou must already know the password for the Selected username.
Thig user must have sdministrator rights and also exist in the LdP.

';5 Please use one of the Usermnames shown bélow. Using any other Username (o lag into the [P may result in administrator lbckoout.

£ JLaunch 550 test page




m Test SAML - Google Chrome

2 Not secure https//15pub Ba443/ss0s5p/pages,/Test550.sp

SSO Test Succeeded!

Congratulations on a successful SAML SSO configuration test. Please
close this window and click "Finish" on the SAML configuration wizard
to complete the setup.

Close |

4. lebsé ouvesd g plo Idpbdyvs wes wpdsy SSO.

‘.?.’i.'ﬁ“éféﬁ Q‘ geoew | [ eponse }[}[Emnla&ﬁo c;,
wpdsu lebsé ouvgsd SSO Jgopeé tomeat.

SAML Single Sign-On Configuration
‘ Back ’ Finish

- Status
\/ S50 Metadata Test Successful

-Ready to Enable SSO
Clicking "Finish™ will complete enabling S50 on all the servers in this cluster. There will be a short delay while the applications are being updated.

!'5 The "Cisco SSOSP Temcat™ and "Cisco UDS Tomeat”™ services will be restarted on all nedes in the cluster if the S50 mode is "Cluster wide™, Otherwise, those services will be restarted on a particular node

To verify the SSO status of each server, check the main SSO Configuration page.
Additional testing and manual uploads may be performed from the main page if neccessary.

Back | Finish  Cancel

9p& 3JIJi s9u0s TAC Llgls wyugsd Tomeat (lglhé wuvgsd ¢06 utils Cisco Tomcat) 9 UDS

Tomcat (lgl>o wvgsd g>p06 utils CiscoUDSTomcat) s395! WO zpse 1Ue@s wgd gpdso wpdsy
SSO.

lJuvsubsy 3: puvddle cvogdl vouvesd IJoovwd 9ldsuesd
EU WED LEd LES WSy Iduvol>s



SwEd) eds wbos® Webex IJouwzsd pg CUCM g, Mobility 9 Remote Access (MRA) wg>
oS> uvoble Call Manager 9 Tomcat 9 Expressway C gJs gpdsle IJoyi)y Ws 1d9sog
Uro'ao.JJo.

lJozdd

38y pIdldple CUCM g uolsé Tomeat opl uoboly pgdeelo pou CA.

Swpe ogvesd ugiuy CUCM g Expressway sJs lJgog [Jpgodb (TLS).2.

Wz o uwedle Expressway-C wlbo, "SSL routines:sslI3_read_bytes:tlsvl cuwso £5)3.
PEIIS".
<#root>

2026- 01-29T14: 01: 16. 974-05: 00 exp-c traffic_server[2030]: UTCTi ne="2026-01-29 19:01: 16, 974" Modul e="net\

HTTPMSG
| GET / CSFmar coal h. cnf.xm HTTP/ 1.1
Host: expc.ci sco.com 6972
Accept: */*
Cooki e: <CONCEALED>
User- Agent: WebEx/0.0.0.0
Tracki ngl D:  f xxxxxxx- 86f 6- 4030- 8259- 0b768c07723e
Cient-ip: XXX.XXX.XXX. XXX

X- Forwar ded- For: xxX.XXX. XXX.Xxx, 127.0.0.1
Via: https/ 1.1 vcs[ Of xxxxxx-c853- xxxx-aal6- 0a290bf 56fc8] (ATS), http/1l.1 vcs[5xxxxxxx-7f eb- 4xxx-91e0- 7¢

2026- 01-29T14: 01: 16. 974-05: 00 exp-c traffic_server[2030]:[ ET_NET 1] ERROR SSL connection failed for 'expc

SSL routines:ssl3_read_bytes:tlsvl alert unknown ca

lJzJ

oueds) 9luwos)b Idgveble wsu CUCM g Expressway-C Jopelo gJ196 1Je96.

o238t $9u2S TAC wouddss o3l Idlple wes wwlgle 1dgpd Jiu o3l IUlp)le selbde lgls
oubésd I ele. olos) Idgpd 09

Medium Impact.

l2le [Jeld £J186 1UE86 w50 CUCM g Expressway olJ volsle [Je9$e6 oo CAT.



certificates & certificates & in CUCM

Export CUCM E> Export EXP-C E> Restart services
Import to CUCM cluster.

import in EXP-C

loodd [Js bhé oble lJogugsd > IJoleso > s Iduvoble 98 wouisd uvolé IJeze
lJpeuo>9 1Jed) 98dled 9uwslod (lu 9z3w) walde eds prs) IJpdldple 9 uol>é Tomeat.

@ém-uw Géumnmam“mm {iit doad CTL Lg__!_.r cER Lg} Downlosd CSR @%nmmm

Certificate List (1 - 18 of 18) Rows per Page !

Find Certificate List where | Certificate ¥ | begine with T [calimanager Find || Clear Filter || o || ==
Select item or enber search text ¥

Cartificats Coemeren NameComman Narns_Serisiiurmbsr Uisge Tipa ,&T‘ Cratribution laduas By
CallManager Identity CA- RSA  Multi-server{SAN) |
signed
CallManager-
ECDSA
[ conmianager- RN 272 Tust  sef  Asa T e
trust 1 64223858 5deb]cibigadoadtdiabadlg signed

Sp luwgd |Js Expressway-C > Loslué > I._Joi,a..;.;, > guwol> CAlJp9e9d wol 98 wugpesd
volé CA 1JglLos Lo Idpdldpele 9 uol>é Tomeat.

Upgrade
| Logging e ——

Smart licensing J
Email Notifications I
Tools »

[Tusted CAcatalo |
Backup and restore Server certificate
Diagnostics » CRL management
Maintenance mode Client certificate testing
Language Certificate-based authentication

configuration
Restart options .

- Secure fraversal test
| Choose File | No file ct

Ciphers

SSH configuration



{ Upload '

| Select the file containing trusted CA cedificates Choose File | No file chos&nl L

Trusted CA certificate

e, Fils uplosded. T conifeats e wpiobded Fils conteaty - Coriicates 1, CRLS 0

Viou are heve: Manisnance |

Ceriicate ] Uatcres tssuer Mar 292028 vasd i igdeiestend)
Cartican | o Matches Issuer o 09 2028 Yt Vierw (egosdent)
Shov il isscoced)|  Show sl PEM e L.'\'i\.'l seiect | Lnsee |

S

pdlebo: Vs Iduwsubsgole IJos coopy uolss "pxs) IJpdldele” 9"Gibol>6 Tomeat"
Jo9dse dlos Bp vouisd "ers) Idpdldele" IJveds 9 volye Tomeat 9oz psdol IUs
Expressway.

cerificates & certificates & in CUCM
import in EXP-C cluster.

Import to CUCM

Export CUCM : Export EXP-C : [Restart services

loedd |Js Expressway-C > oslus > I._Joi,o.;g > guobé IJpeyee lUpuo>8 1o @s > [bol, IUIJ
(sJs PEM)

Trusted CA certificate

——
i SaUe

(] Centificate B 0scrvER-CA

Show all (decoded)| ShuwaII[FEMﬂe}“ Delete| Selectall| Unselectail

louwg 8spo PEM 1UElLo6 wbolss CAlJos w9 e Expressway-C gz dlbol W pJud txt.



|| expcert.pem - Notepad =

File Edit Format View Help

----- BEGIN CERTIFICATE-----
MIIDdzCCAl+gAwIBAgIQFBGTWjxDrplB5NgcCLcOfTANBgkqhkiGOw@BAQsFADBO
MRUWEWYKCZ ImiZPyLGOBGRYFbGYjYWwxFzAVBgolkialk/IsZAEZFgdicm9gZWRh

jsFtVBS1DBRelW61KUSgbIHS19Qwb(xZHxd4a
————— END CERTIFICATE-----

loodd IJs bLs oble lJogbgsd > IJiole > Isls IJguolsle 935 weesd ldyvol>s/gud yudé
lduuwoble sogesd uvolxé CA oy Idbysd Iduwyse C Je9é Tomeat 9 Call Manager-Trust

Show = Settings + Security » Software Upgrades » Services + Help «

I 4 6 Generate Self-signed ) I:J Upload Certificate/Certificate chain I Download

3 |
=¥ |

— e s s =




luedd lJs Cisco Unified ServiceAbility > Tools > Control Center - g3ple 1Jpssle glgs

J':é Upload [ﬂ Close

—Status

®Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

~Upload Certificate /Certificate chain

Certificate Purpose* [ CallManager-trust v ||
Description{friendly name) | |
Upload File | Choose File | expcert.pem

Upload || Close |
] —

certificates & certificates &

Export CUCM : Export EXP-C
import in EXP-C Import to CUCM

lelxs wuuesd g ple IUplbdsws L.95 pepe9ed CUCM:

oubgsd gxpe0 Cisco CallManager s zese 1Ugds IJos ©@9pe vogvgsdol.

lowdd IJs 106 1p9236 oo Cisco > bsle > 0,95 1doedpe - erple IJpssle sles ouvgsd *

e>p06 Cisco TFTP W5 zpse e IUos ©@9p wouvgsdol.

Sp wlehs cuvésd 2206 Tomeat O zose IJgS> B uble IUpzeses e CLI Cluwole

IJie, utils lglsé w g sd Cisco Tomeat.

Ip wlegbo wvgsd ¢xp06 Cisco HaProxy Ws zpse 1Jed> Os ublp 1Jpzeses o) CLI ¢

Nuwoesle 306 1J9le)" Bp wlels wuvgsd Cisco SHAroxy.

lJuvsubiss 4: wpdss uwow Juolss 9bsw9s 9dsd IJpsze
lJe259

lJuvsuobesy 4.1: Wuvdo puobb§6 802.1x

Jlowpe puolb§o IJolewd pg ASA Les lebs lugile Gbolss 9bbswds 9dsd IUesze IJpuo>8 (CAPF)

eds uluyu, CUCM.



4592
4593

4596

4598
4599

4605
4606
4607
4608
4609
4610
4611

4614

VRN
DEB
DEB
DEB
DEB

NT XK

oboj Huwlisd 2lds IJolows pol>§6 802.1x: Wyl 1.

12:12:36p 802.1X Authentication: Failed
12:12:57p 802.1X Authentication: Failed
12:13:33p 802.1X Authentication: Failed
12:14:11p S02.1X Authentication: Failed
12:14:48p 802.1X Authentication: Failed
12:15:32 802.1X Authentication: Failed

12:16:08 802.1X Authentication: Failed

Beoo wwedle 1doladd Jdgle Idecle, slde s, eds "SSL_ERROR_WANT_READ"2.

Feb 17 11:01:25.041733 (349-349) PAE: -Secure Connection Handshake in progress - status SSL_ERF
Feb 17 11:01:25.041826 (349-349) PAE: -EV_REQUEST_REC, ST_AUTHENTI CATI NG >ST_AUTHENTI CATI NG

++ EAP-Failure
4594 NOT Feb 17 11:01:25. 041898 (349-349) PAE: -send EAP-Resp/TLS - id 9
4595 NOT Feb 17 11:01:25.042032 (349-349) PAE: -authWile tiner set: 30 sec

Feb 17 11:01:27.061822 (349-349) PAE: -[0001-0] 08-cc-a7-1lc-bb-ae vid=0xfff=4095 static=0 pri =(

4597 NOT Feb 17 11:01:27.061950 (349-349) PAE: -port=0

Feb 17 11:01:27.062009 (349-349) PAE: -cprCdpGetPort address: 8:CC: A7:1C. BB: AE Phyport=0 appk
Feb 17 11:01:27.062068 (349-349) PAE: - >>>>>>>>>>>>> port obtained = 0 for mac macAddress 08: ¢

4600 NOT Feb 17 11:01:27.062134 (349-349) PAE: -rcvd EAP-Failure

4601 NOT Feb 17 11:01:27.062189 (349-349) PAE: -EV_FAI LURE, ST_AUTHENTI CATI NG >ST_HELD
4602 WRN Feb 17 11:01:27. 062462 (349-349) PAE: -802.1X auth FAILED

4603 NOT Feb 17 11:01:27. 062550 (349-349) PAE: -paelnfoTolnetd: PAE info sent to NETSD
4604 NOT Feb 17 11:01:27.062717 (1786-1880) JAVA-Calling handl eNet SDEvent

Feb 17 11:01:27.062953 (1786-1880) JAVA-Thread-11|cip.sec. Security:? - Security: Received a pre

Feb 17 11:01:27.063039 (1786-1880) JAVA-openQue(): que->/tnp/pae_nsg_que, key->0x101019ab
Feb 17 11:01:27.063069 (1786-1880) JAVA-openQue(): que->/tnp/pae_rsp_que, key->0x10101lc4c

Feb 17 11:01:27.063091 (1786-1880) JAVA-get paeinfo: send pae info nessage paeCnd. nt ype=1880, pe
Feb 17 11:01:27.063121 (1786-1880) JAVA-getpaeinfo: recv pae info resp ret=-1, errno=No nessage
Feb 17 11:01:27.063306 (349-349) PAE: -paelnfoTolnetd: Netsd event NETSD EV_PAE sent to NETSD
Feb 17 11:01:27.063370 (349-349) PAE: - PAE RE- AUTH, not sendi ng SEC DOM Netsd event for CDP

4612 NOT Feb 17 11:01:27.063423 (349-349) PAE: -paeSetlLastSupStatus: LastSupStatus O
4613 NOT Feb 17 11:01:27.063475 (349-349) PAE: -heldWile tiner set: 60 sec

Feb 17 11:01:27.064074 (349-349) PAE: -paeNetsdRcvMsg(349): PAE event: status: FAIL : Resource

IJzJ

Ip wouisd ywolxé CAPF oy uluuy) CUCM gugpsdol Ids gbe IJpuol> 96 9wgly; 802.1x

JJuwele uldouwesd sosuse uols LSC s 1doslewd Iecles.



IJuvsobsy 4.2 Jl sop ogwzsd ldoglawd Cluuegsle CUCM I:_J.'>§ SoEde pJd
ot 58 Jiolo s 9o TLS.

eboy 1Joglewd "sop cuvesd Iolod" s el Jole Suolss CAPF gJs oluiy, CUCM.

Nr XK

w2 w9s lJoglowd Ipole, 6 sds pdd wg s loly pg wedso 9 os TLS.1.

~Phone Security Profile Information

Product Type: Clseo BB45
Device Protocol: sIp
MName®

|Cisco BEAS - Secure profile
Description Cisco 8845 - Secure profile
MNonce Validity Time® [go0

Device Security Mode | Encrypted

Transport Type™ LTLS ; w
|| Enable Digest Authentication

TFTP Encrypted Config

| Enable OAuth Authentication

990 Up LELLSY |Jo_9|o=a_'9 IJpole 6 wonésue LSC.2.
olds po wedse ywol>s CAPF.3.
Certificate List {1 - 15 of 15}

Find Certificate List whins | Conificate v: Beging with ~ | CAPF Fired || Chiear Filter | <p || ==
Select e of enter sepnh et

Cartificate * CHTeTIn METHECOMUTICN NI _SanaNmisr Usige Tes

ey
Trpe
CAFF CAPE-DRCI 7205 Identity  Seif- ASA  eml5 iS00 C0m

Cistrigution Tspues By Expiration

CAFF-Dbc 17206 L0/01/2028
sigred

Gp wouwesd 1Usgsd 1Js uluiy CUCM gl waése 1Jle, show ctl 1Uss sgsue 1U)804.
IJouvduwds Juvelle CAPF 1J95500.
Ep 9p wuESS) pdV 0SS lely 1Joledd |Js €s, lpw.5.
lIJzJ
i&) logvle pJwd CTL gJs CUCM 3ig_> ouvesd IUgsele 1Uplbdyws Juoplu zuosd [Joglowd eds

pJB CTL IJzsss wluwegsle pJud CAPF.

oSy 89S TAC wouwass odl idlg)le wes pwlgle 1Ugpd Jio 03l Jlple selbde gl
ouvesd IJgsplo. olos) 1dgpd 09

Medium Impact.



lole Jupelo wrass 396 Ideeldd 1Jeddes vuele.

Install rw Change
LsCin | [} | Phone profile
NON-S8Cung

phone 10 SECUnS

Change
resgisned ] E}[ phana 1o ] E:)

admin:utils ctl update CTLFile
This operation will update the CTLFile. Do you want to continue? (y/m): vy

Updating CTL file
CTL file Updated
Please reset all Encrypted and Authenticated phones for the CTL file updates to take effect.

Ip wupdse pdud CTL wes [gho lugule CAPF. §p wouwzsd IJ>gsd IJs CLIUElILo o Publisher
9l>¢J IJie, CTL Update CTLFile.

r

| : Change Install new Change
umi’i’z CT |:> + |::> phong to LS in E:') Phong profile
| Mo =secure phone 0 securg

luedd 1Js Cisco Unified ServiceAbility > I>9le > Control Center - eple ldpsjlo Wsl.
wo0lez oluin CUCM sle> wubgsd 208 CAPF.

luwwd IJs Cisco Unified ServiceAbility > Tools > Control Center - Network Services glg>2.
oubgsd g0 Cisco Trust Verification Service Vs zese 1Je@s IJos ©@9p vovgsdol.

lowdd 1Js 1306 1Je9256 e Cisco > bgle > pyd; 1doedp - 23ple Idpssle les ouvgsd3.
&>p6 Cisco TFTP W zpse 1Je@s Idos wogvgdol

Restart Install riw Chang
Ul-'*diﬂli CTL E:} required ) ) LSE in | Phone profile
= | SErVicEs phone tO SaCure

loedd lJs bLe CM > IJuble > IJoip§o > pJO Og SV oip§o [Jolews. o



Systemn w | Cal Rowting »  Modia R - o F. »  Davice
Sarver
Cisen Unifisd CM
Gisce Unified GM Growp onfigured a direct dial 911
Presance Redundancy Groups
o p device is configured. This
DaseTime Group ons Paging Is not configure
BLF Presence Geoup
[Region Information *
Devicn Posd Administration
Dirwicn Mabiity v 9
DHCP »
= ull, disk 1: 110Gbytes, 819 2Mbyty
SAML Singla Sign-On
Cross-Origin Resource Sharing
{CORS)
Location info » [on miérooles 4 de marzo de 2026 1541
e k § Inc.
Phyysical Location
BRET ures and is subject to United States and
with U5, and local lyws, reburn this pre
Ertengras Parsreleng
[Enbarpriss Phang Configuration crypiographic products may; be e
Eardon Pamamoters munications Mmper please visit our L
Secunty 4 Cortifcate
Applcaton Senver Phone Security Profle
[ ¥ S0P Trunk Sacurty Profie
Geolacaton Configurason CUMA Sorver Secufity Profila
Gaolecaton Fiker
ES11 Messages

logwg pdd og)rs el 1dolewd 1Jelds 1dpsse JJosledd IJpb s, *

e [ e [ e g e

[

[CFens pmriy roesle 33020 e e g
P P Sacurty Frofie whare | Rame Fowines [y st | Omer e | | -

d

i
|
il

i B Sy et o 843 - Sacare g

Bp wwbsSy 9L2E lolo Iluwe 9lJzols 1Js ) Tew 9230 b IJedasy sobusdo
Jobosd ol lJogss) eds zese lJosled Idplbdys.



Phone Sacurity Profile Configuration

Phone Security Profile Information

Sk GRS
Device Protocal: 51

Harne * Ciico BE45 - non Secure profile

Description | Cisco BE4S - Sequre prafile

Henos Walidity Time* [aag

Deevice Security Mode [ Non Secure -

sport Type*

Enalile Digest Authentication

I TFTP Brcrypted Config
Enable QAuth Authentication

rPhona Security Profila CAPF Informati

Authentication Moge™ By Null Strirg |
Key Order* [RSA Only >
RSA Key Size (Bits)* ‘2048 ~]
EC Key Size (Bitz) = W 5 ¥

Noke: These fields are related to the CAPF Information settings on the Phone Configurat

517 Phone Port* (5080 |

Save | | Detete | | Copy | [ Reset | [ agply Config | | Add New |

Op wubousd pdud wg)sud ip'Q IJzoly 1Uss wpe logulye gds wdssu lJeglowd IUplbdyus: o
2 b IJodssy sobose.

~Protocol Specific Information
Packet Capiure Mode* [Nene hd
Packet Capiure Duration [o
BLF Prosence Group® [Stardard Presence grous ]
SIP Dial Rules [< Mone > ~]
MTP Preferrad Originating Codee® 711,00 s
Device Security Profile® [[Coco 8845 - non secure proie 1]
Rercuting Calling Search Space l-e BMone = |
SUBSCRIBE Ealling Search Space | < Nong = -
SIP Profibe® [Standard SEP Profile | iew Details
Digest User [= Mone = ¥
[ Media Termination Peint Reguired
[Curattenses Port
[ Require DTHF Recsption

Rastart Change Install rms Change
Update CTL [;\, [: L
il required phaone o LSC in ¥ | Phone profile
l I l SRVICES ‘ MO -SECung phone L]

Iwegspe Guwpe ped9ple CAPF Bs odsse IJzols JJoglewd IJpole, s Joouse ol LSC Bs
lJoglowd 1Jplbdywo.



Vs pedople CAPF. 225 wouse/o)8ss Bs gpdss [Juuols. e

rCertification Authority Proxy Function (CAPF) Information
Certificate Operatien® [ Install/Upgrade v |
Authentication Mode * [By Mull String v]
Authentication String

Key Order® [mSA Only |
RSA Key Size (Bits)* (2048 |
EC Key Size (Bits) -

Operation Completes By (2026 |(03 |[14 |[12 | (rovv:MM:DD:HH)

Certificate Operation Status: None
Mote: Security Profile Contains Additional CAPF Settings.

2 b lJodssy soubousBo.
lool) zus whbo, glds gpdsé Idyuolss IUgpdsé Jpdopds. o

Restart Change Imstall new Change
Update CTL Py phone to LSC i Phone profile
fhe ] c> [ mm ‘ I:> nbn?muoum E:} ﬂﬂDl'r: $ to sacuve

B Buwe IJpedsple 1gluos wldw,esdsd Bs odssu Idolodd: 235 pdd wgrsdd Il pg
opdsu TLS 1Uss wp lugvlgo.

~Protocol Specific Informatio

Packet Capture Mode® [ Mone ]
Packst Capture Duration [0

BLF Presence Group® [Standard Presence group w|
SIF Dial Rules [ Mone = |

MTP Preferred Originating Codec™ 710000
Device Security Profile™ I Cisoo 8845 - Secure El'ﬂ'ﬂbc 26 I
Rerouting Calling Search Space | = None > =

SUBSCRIBE Calling Search Space < None = |

SIP Prafile ® |$.t.undani SIP Profile Vlw
Digest User |~: Hone = ""l




Phone Security Profile Configuration

Qsau xnm [Dc:up_.- %mm & Aeply Config clj}lmmw

—Phone Security Profile Information

Product Type: Cisco BB45
Device Protocol:  SIP
Mame*

| Cisco 8845 - Secure profile |

Description | Cisco 8845 - Secure profile |
MNence Validity Time® |_5|;u;| J
Device Security Mode | Encrypted |
Transport Type® [T ¥

[ Enable Bigest Authentication
& tere Encrypted Config
[CJEnable OAuth Authentication

l.oE.J_9ro|CJ Slo uoJoé

https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-
communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html

https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-
communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-
certifica.html

https://www.cisco.com/c/en/us/support/docs/content-networking/certificates/213295-how-to- -«
install-an-Isc-on-a-cisco-ip-phon.html

https://www.cisco.com/c/en/us/td/docs/voice ip comm/expressway/config guide/X15- -
2/mra/exwy b mra-deployment-guide-x152.html



https://www.cisco.com/c/ar_ae/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html
https://www.cisco.com/c/ar_ae/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html
https://www.cisco.com/c/ar_ae/support/docs/unified-communications/unified-communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-certifica.html
https://www.cisco.com/c/ar_ae/support/docs/unified-communications/unified-communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-certifica.html
https://www.cisco.com/c/ar_ae/support/docs/unified-communications/unified-communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-certifica.html
https://www.cisco.com/c/ar_ae/support/docs/content-networking/certificates/213295-how-to-install-an-lsc-on-a-cisco-ip-phon.html
https://www.cisco.com/c/ar_ae/support/docs/content-networking/certificates/213295-how-to-install-an-lsc-on-a-cisco-ip-phon.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X15-2/mra/exwy_b_mra-deployment-guide-x152.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X15-2/mra/exwy_b_mra-deployment-guide-x152.html
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