odosu leld |gwegsle Juolsé TOMCAT J
CallManager «s.s CUCM 14

lJpzogsle

|Jp 95006

S92z 03l ldpuwews Jsso lels |uuwgsle Jivol>e SAN Multi-SAN Tomcat J CallManager sJs
¢l Cisco Unified Communications Manager (CUCM).

Iecbdole IJlul jusé
lJpobdolo

w9 os Cisco vig oJ9y s pgy9s6 wldesluose 1Joldss:
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e blé pylus IJsde IJbeds (RTMT)
s Olisps o 9é wldogss (ITL)

lJedoule [Jpuuesed
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9ldg>poly Idyissuvsely J CUCM opl Tomceat 9 CallManager. W 1Jluosble Iduwlo@e: e
ould glzd IJs uvoble pgodwds JJJ 3006 JJpzesed [JIleds. s CUCM Il osl) 14 wpo
|Uol86 ps536 23836 Jlglss [yuwgsle Luolss Multi-SAN Tomcat Jgs 6 CallManager lsol. Wgliss
luwegslpe 030 1Jpsjo os:

« 2o wdJWs Idzuoad eds Uvobosy psdecsy pu ldosiss IJgles JJuiolss (CA)
Jpzp9ed 9lgsé pu lduwoble 1Jes 986 pu lJosiss.
* oddd 030 ldpsit pu e pJS ITL: pel sEJJ pu IJpuolsd IUluoloss.

.. Low Impact Medium Impact. . High Impact.

s s Phone Service
Type Risk Trust List Impact Restast Restast
| —_— . _ Web services, SSO, EM/EMCC Y. Tomeat
Login
DRF
IPSec . - DRS, Ipsec Tunnels None Master/Local
CAPF OTL + ITL LSC must l:;e updated, secure All CAPF
eatures
Callmanager CTL + ITL Registration, TCI:__I_IISSUE!S, T All CM,CTITFTP
VS ITL Verification of TLs, (_3FG files, https VS
connection
Signer or SAST backup for
ITLRecovery C CTL + ITL TL/CTL Al
“ S .

A

O3Sy Buwd wepsd uvols Tomeat: wlds oo websd wuvesd IUsgsd Izl (SSO).
WIS zlds wpdsuoli szw welbsd SSO glglhs wpdsuo wpg)s luwoele gpdss gl louble
uwol>é Tomcat.

. Low Impact
1. vessu yvolxsé Tomeat J v ds wgisy (SAN) pogssé

s CUCM 14, spdy Io doy uolss Tomeat Multi-SAN w9666 3les! iy 09886 oo Sod CA. I3l
oo uolss Tomeat IUgluos v pogssé Suudle SAN Lldbed: Bée wopbs o3l IUBuwpe.

£99¢ Slosl

lJglogs 1. ywed [U>¢9d |JsPublisher > Operating System (0S) Administrationgl 1o w9l |JsSecurity > Certificate
Management > Generate Self-Signed.

lJ¢lbgs 2. i'ao)CertificatePurpose: tomcat > Distribution: Multi-Server SAN. 909 S 890 wpdse pzldle Lo
pubb s IJogisu (SAN) gldpeeld IUluods oJd@lissl.



Generate New Self-signed Certificate

- Status
Generating a new certificate will overwrite any existing certificate information. When generating Call Manager, CAPF, or TVS, all devices
will be resat automatically.
- Generate Self-signed
Certificate Purpose™®™ | tomcat .
Distribution* [Multi-server(SAN) v
Commaon Name™ 14pub,
Subject Alternate Names (SANs)
Auto-populated Domains 14pub.
14sub.
Key Type** RSA
Key Length® | z0ag |
Hash Algorithm * [SHAZS6 v
Validity Period (in years)* |5 v

[Generate ] | Close ]
@ *- indicates required item.

@ **when the Certificate Purpose ending with *-ECDSA" Is selected, the certificatefkey type s Elliptic Curve (EC). Otherwise, it is RSA.

louible Ublué bol>s Multi-SAN Tomeat #9896 3les!

IJglb9o 3. 169, W9 9Generate: 90288 pu o)l zese [JgW9> wgCertificate upload operation
successfull Jy_wlJ6. 10 9).Close

Generate New Self-signed Certiflcate

Status
@[::enimtc upload operation successful for the nodes 14sub.  Lapub, -1
Restart Cisco Tomcat Service for the nodes 14sub. Jdpub. o wsing the CLI “utils service restart Cisco Tomcat™. Restart

the Cisco DRF Master and Cisco DRF Local services on the publisher node. Restart ONLY the Cisoo DRF Local service on the subscriber node(s).
@ If SAML S50 is enabled, please disable and re-enable it. Also re-provision the SP metadata on the 1DR

louile Hwlds ulgzé J Multi-SAN Tomcat 09,986 3lwsl

IJgb9o 4. §p lels ouvgsd 300 Torgncatgléoa 2Jduwo CLI Jzpese £9> uble 1Jpezpe9go: &p
Ip v g SJutils service restart Cisco Tomeatl Jl 0.

lJglo9é 5. b 8d |JsPublisher > Cisco Unified Serviceability > Tools > Control Center - Network Servicesglg 156 b g SJ
9Cisco DRF Master ServiceCisco DRF Local Service.

lJglo9é 6. luw9d |Js JJsubscriber > Cisco Unified Serviceability > Tools > Control Center - Network Servicesds o i&.)
|Jo Ui & sJCisco DRF Local Service.



w9dse CA

lJgloes 1. ywed 1U>E9d |JsPublisher > Operating System (0S) Administrationgl 1w 9l |JsSecurity > Certificate
Management > Generate CSR.

lJglogsé 2. ito_)CertificatePurpose: tomcat > Distribution: Multi-Server SAN. 909 S 890 wpede peldle JvoJs
pulb 96 IJogisu (SAN) gldpezld IUlods odllssl.

Generate Certificate Signing Request

(81 cenerate [T Ciose

—Status
& Warning: Generating a new CSR for a specific certificate type will overwrite the existing CSR for that type
~Generate Certificate Signing Request
Certificate Purpose**  [tomcat ~]
Distribution * | Multi-server(SAN) ~]
Common Name® | 14pub-ms. ]
Include OU in cSR [
Subject Alternate Names (SANs)
Auto-populated Domains | 440,
14sub.
Parent Domain " ]
Other Domains | Choose File | No file chosen
Please import .TXT file only.
| || & Add
Key Type** RSA
Key Length* (2048 |
Hash Algarithm * | sHAZS6 v

[ Generate ] [ Close ]

@ *. indicates required item.

**When the Certificate Purpose ending with "-ECDSA' is selected, the certificate/key type Is Elliptic Curve (EC). Otherwise, it
is RSA.

louule CSR pogss yuodle SAN Juul s Juoelss Tomeat

lJglb9o 3. 16§, b9 9Generate: &p w99 pu LoTo Io)lz zpse 1JEB> w & CSR export operation
successfull Jy_wlJ6. 10 9).Close



Generate Certificate Signing Request

Lg'_l_. Generate [T} Close

Status

@ Suecess: Certificate Signing Request Generated

@ CSR export operation successful on the nudesl[l%ub. . 14pub. ],]

louule Huwlds ulggsé Juvodé SAN CSR po g6

|Jglo96 4. |9 Download CSR > Certificate Purpose: tomcat > Download.

Download Certificate Signing Request
QL Download CSR [ Ciose

—Status

:5 Certificate names not listed below do not have a corresponding CSR

- Download Certificate Signing Request

Certificate Purpose* | tomcat i

| Download CSR | | Close |

@ *. indicates required item.

oujsd yulgué Tomeat CSR

IJgogé 5. huwld CSR IJs IJpsze 1Jpuosd JJosdse.

lJglo9é 6. Jogpsd uvduwdd & 96 CA. (9 pCertificate Management > Upload certificate > Certificate Purpose: tomcat-
st ldoodd. e vogssu 9, IJbols 9oz pdudle ywdywds 1Je@sé.

lJglbgs 7. wzpsd IJuvolss [Je9 886 pu Swd CACluw 9 |JsCertificate Management > Upload certificate >
Certificate Purpose: tomeat. | oo lo 9,009 IJuol>s 9l uueg)uo pdwd Idyiolss 1Jesde o Gwd CA.

lJg 9o 8. 9p wlegbs wyvgsd '@,oagTomcat‘_gILéoa eJduwo CLl Jzese 9> IJublec &p Gp
UL & SJutils service restart Cisco Tomeatl Jl o).

lJglo9é 9. [uw9J |JsPublisher > Cisco Unified Serviceability > Tools > Control Center - Network Servicesglg 156 wbgSJ
9Cisco DRF Master ServiceCisco DRF Local Service.

lJ¢lo9s 10. luw9d |Js &JJsubscriber > Cisco Unified Servicesbility > Tools > Control Center - Network Servicesg|g 156
O Ui & SJCisco DRF Local Service.



Medium Impact.
2. g6 |uwwgslp Jwol>é Tomeat J CallManager

VAN

oedsy wlduuweod |Js CUCM 14, sep [5¢1d g d eoPhone Interaction on Certificate Updatep 9w w6
23836 luuwegspe 03l 1Jedd Jlghs Loub 1Joglod $39sl s wdidliss! gus wease s
Juolsle TVS Ig CAPF g TFTP (CallManager/ITLRecovery). oe eSSy 030 lJegded
wubdd 1)l o6 |Js reset the phones automatically. g5 g6 |oble IJvolsle 9z3Wol
gupsssol olds pu lehs wuvgsd IUgsele 1Jpuluwws.

Sdjp lebé oubvesd IUgsplo pu iaJ lelss louble uolsé CallManager v vdd ghs. wgd®
ou lebs loile IJboble s Unified Communications Manager.

lJgb9s 1. luedd IJs uluvy) CUCM. & e |JsCisco Unified OS Administration > Security > Certificate Management.
|Jglo9é 2. 149 Reuse Certificate.
lJglo9é 3. pu IJ8lispd choose Tomeat type |J oo wdJé: ié_-;;utomcat.

|Jglo9é 4. puReplace Certificate for the following purposel Jg je« g5 glué 1JIg wsl)calManager.

Use Tomcat Certificate For Other Services
. Finish [g Close

rStatus

:3 Tomcat-ECDSA Certificate is Not Multi-Server Certificate

@ Tomcat Certificate is Multi-Server Certificate

rSource

Choose Tomcat Type™* | tomeat hd

—Replace Certificate for the following purpose

CallManager
CallManager-ECDSA

| Finish || Close |

le1>6 |uweesle iolsé Tomeat J il i grple 186

S

pdlelbs: 131 lge,o Tomeat Juge I iolsé: swp wedsu CallManager Jossd. 13l g, e
toCat-ECDSA Jusg IJuiolsé. pdue CallManager-ECDSA Jossd.


https://www.cisco.com/c/ar_ae/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html#toc-hId-300889291
https://www.cisco.com/c/ar_ae/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html#toc-hId-300889291

lJglo9é 5. 6§ Finisndlgwowsld uol>é CallManager wwolsé Tomeat oo g356-SAN.

Use Tomcat Certificate For Other Services
’ Finsh [T} Close

Status

@ Certificate Successful Provisioned for the nodes 14sub. Adpub. -
@ Restart Cisco HAProxy Service for the generated certificates to become active.

@ If the cluster is in Mixed-Mode, please regenerate the CTL file and ensure end points download the updated CTL File.

lelsé |uwesle suwldé guolsé Tomeat [Julzes

lJglb9o 6. 9p lels wuvgsd 00 Cisco ActiveRoxy: 98wz gduwo CLIJs gese £9> uble
lJpgp9gd: &p Yp wouusdutlsservice restart Cisco HAProxleipJ.

pdlebo: Jogsss pl Bl Ul uble 1Jezeses Vs IJsog 1dpgodb: loodd |JsCisco Unified
CM Administration > System > Enterprise Parameters > Cluster Security Mode(0 == ¢.s, ot 1 == Mixed Mode).

lJglbgs 7. I3l Iy wble l|Jpzpeses IUgluo oI ds |.J_9ub§=_ lJpodb. looe zduwo CLIHJs g850
Publisher. 9§ wouvgsd utilsctl update CTLFile 1Jle) &p lgs cesso I oglawd uble Idpze9ed
JJs vuowe wpdsele pdw CTL ulwss IJpdg9d.

IJozdd pu lduogs
lJglbgs 1. luwyd lJs uluuy, CUCM & e |JsCisco Unified OS Administration > Security > Certificate Management.
tlb9é 2. py e guwFind Certificate List where: Usage > begins with: identity9 bo, 9 bo, 9 6Find.

lJglo9é 3. sew o wouwes Uuoble CallManager 9 Tomcat w8 _wCommon Name_Serial Numberl J 8.5 06.

alli,  Cisco Unified Operating System Administration [N . Unified 05 Administration v | Go:
CISEO  por ciaco Unified Communications Solutions admin  About  Logout

Show = Sefings v Securty v Sofware Upgrades =  Sendces v Help =

| @ & reconds found

| Certificate List (1 -8af8) Rows per Page 50 | |

Find Certificate List where [Usage | begins with | igentity [ Find || Clear Fitter || < || =
[ Select Mem or enter search tet v |
Cartificats * Name/Commen Name Usage Type Key Troe Distrisution Lisued By Expiration Description

M Ldpub, 45cdB4i4274939 3 eacobr3vc0atitd | Idemity  Seifsigned  RSA L4pub.cucm.collab,mx Reusing tomeat certifs for Ca
CallManager-ECDSA  14pub-EC, S6a32ble 32996 SCoE5 1ashPes T ILT Identity Seif-signed EC 14pub.oucm.collab.mx  14pub-EC.cucm.collab,mx 05/02/2026  Self-signed certificate gencrated by system
cAPE CAPF-020106686 1gertty  Seif-signed  RSA 14pub.cucm.collabmx  CAPF-02a 10666 12/20/2027  Seif-signed certificate gencrated by system
ipsec TR Sf44al5caodi?S 3dSMIS IR T 044 Identity Self-signed RSA l4pub.cucm.collab.mx  14pub.cucm.collab.mx 05/02/2026  Seif-signed certificate generated by system
I ery ITLRECOVERY ldpub. JET0ZGeea3dIad PiendSra0chss  Idemtity  Seif-signed RSA l4pub.cucm.collab.mx  ITLRECOVERY_14pub.cucm.collal.mx - 5ig) g by system
tomcat Ldpubs, AScdf8414274839 3 eacobrIoc0aty g ldertity Seif-signed  RSA 14pub.cucm.collab.mx 09/25/2028  Mult-server seif-signed certificate for tomcat
tomcat-ECOSA Adpib-EC, SealfRfedlSi6] §2cdie2 Sadanfoeanf Identity Seif-signed EC l4pub.cucm.collab.mx  14pub-EC.cucm.collab.me 5, f-s5ig = by system
VS Adpaib, L0 2IdGRRERSCII00RITIRA 1 26045 Identity  Self-signed RSA l4pub.cucm.collab.mx  14pub.cucm.collab.mx 05/02/2026  Seif-signed certificate generated by system

| Generate Self-signed | [ Upload CertificatesCertificate chain || Generate CSR || Reuse Certificate

lJoedd pu lelhs luweesle Juolsé Tomeat J CallManager
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