@aJ fU"USUt @8U, @353a@-USU,

U @8V, @30-@ USH @8U, @2U, U, d§D'US
U,U, 2 Uta8a @sz2 U...Ut @d®U, @8U, CAPF
Online CA

@8U, U...@@a)" US@sa?

28U.U..U.gU...00

28U . U... 20U, O @82P @8U, BEDAEU SPO

28U, U...°0-U, @ @SR
@8U.U...UfUUt@s2Rr @SU. U... PRI P U...00

U...0'U. UU... 08P BEFPBEARU SO

@8U. @3V, U, U...Ut g@@go UU. 2 @8V, RSP U... U ZPP§a+USGRUTL
PP USSP« @8*U... UfU...d USU @Pa+ @8V, dRPSD U...
@8U. @V fU"USUt

U.28U.0 @RI U...087* @8V, o¥H'U. B8UT@s@R U @sU. U. .. Z3Ra@@ U... U'gsU. & UtDSd @O
U..0@87 U.@0 1ISU@U fUUSUT @+@'@- SSL

@UfU"USUt CUCM

@8U. ¥V, U, U...Ut @8V, o@FO

@8U. U U, U...Ut @' UtP8T @8R 11S

@8U. @V, U, U...Ut @2UfUUSUT CUCM

P+U"O80 @ 3° PSP Bl BO

@8U,U...U,0 U...g0

USop€ Uio s @su,U..2°0°0te~ @80, 2°0°*@-USU, Ud8U,3°0-0 USa™
@8U,2°U,U,280!US U,U,0 U080 @822 U...Ut @®U,28U, U...US@*00 "U"0,USU€ D0
U~UfuSU, @8U,U...0+2-@" @8U,U...8u@ U, (CAPF)" @'@" @+ @8U,0¥Ut@*@+Ut@? U, Cisco
Unified Communications Manager (CUCM).

@@8UtU... UL U...ag8USUfU, U...Ut@d U @?@8@E U...UTtUTd @B U...@+Uf?
@80, U... 308073 @O @8V, U€UTUS@®© U...Ut Cisco.

@80, U...0%3-U, & @802 @8U,, DEDDEDU SPO
280, U...2°0.U, &'080°

@ @S Cisco I'BEUT U fUUT U, T USUf U...0:3+U €00 @ @80, U...U" 0829 USD"
@sU,2°@8U,USQ©:

« U..0 US@+ @8V, 280%0@8U, @822 @8U, U...U@@ @© U...Ut Cisco

@ U280 @8@° X .509

@®@8@ U... Windows

Windows Active Directory (AD)

@@ U...0822U...0U, U U...08@° @8U, @¥U 1@+ Ut@? U, Windows (11S)

U...0@80 U,20 U...g US@+ LAN (NTLM) NT (28U, @?U, UtUSZO @8U, 3~ UST BO)



@8U, U...UfU Ut@8z2 @80, U...332%3®7 U...00

@0t @8V, U...0W0, U"U...0802 @8V, U"0s8a+@ @© U€@US Ui@p°ds @sU,U...0°32Ut0~
@¥U,U%0 0¥0u0 080+080* @8U,0 @+@8U...0- U"@8U,U...UfU"Ut@80?
@8U,U..080 US@© @8U,2°0sU,USQO©:

« CUCM @8U, B¥0@ B8@+ 12.5.1.1000-22
+ U@ @8U... @8U, 235 @°USU, Windows Server 2012 R2

. Utos?U€ IP O-0+@8@% CP-8865 / @8U, 0 @+Ut@sU...0-~ B8U, D«DED " @
@ @+U"@2U"Ufu"U, SIP 12-1-1SR1-4 U"12-5-1SR2.

... XUt @8@; @8V, V..., U V... 050 @8V, U 080+@ @ U€US Ut@°08
?8U,U..2°@°Ut0"~ U...Ut 08U, 0£0-Ut0?00 98U,U..U"0-U"0 00 U€US @ USA ! 00
U..2"0...U0,USQ0 3®082u00. 3" @ 0£0* @-U..USe' @8U,0£0-Ui3*00
28U,U..U&0°0°0®0 U...00 U US Ut@°0s 98U, U..0°0°U10~ @ @°UfU"USUt
U..U..2°U0" 0 (08U€2°0+0829US). 0¥@°08§ UF@sUTD? @' @ Uf@2Uf U,USD™

28U, 2°0 @°USU,0CE U 2°0£Uf@~ U...Ut U@ULU...Uf U, U, 2°0£B«US@+ @8U,U...00°U...U,
U,@£US @£U...0+.

U...0W, U U...080° BEB3B8BRUSTO

US@°a-US Ut@°@s @8U, U...a@Utd @UfU USUT @8U, U...USZr@o U @sU, U... U 08a+d
@82 @8V, AW, 20 U, U, a3V, &0, U%. BED B8« D¥DTD8U @ USDO.

@8U, @%U,U, U...Ut @@@© U"U, 22 38U, I8 U... U 03380+ USIRUT

@PEUfD U...Ut @EUT @@@8@ U... Windows US@@?U"US @U, U%. @8U, 23380+UST®

U @8y, U U, 22 U @sU, U...Uta-U, 30 @80, @2U...UtUSEo JsU, o@USado gsu, UsS @U. ..
@?U fU"USUTU1@§ U, @EU U108 @adi«@+ @U, U%o PEU U, @822 @8V, D, @8BU SO

U, U080 0o @8V, U...0+@-2 38U, U...a@ U, (CA) T8V, 3-@° 3+ B8V, BRIST@O

7?8V, RDST V... &' D8V, o¥DTIsU@ DO D¥U, U%e @8U, D UtD80 0802 @8U,22US @2U...
Q¥QuD B80+Ut@s U...UtUL.

%20 USP« @82°U... UfU...@"USU @222+ @8U, 3R®DSD U...

F'FUfU, d5U©D°0+D8DNUSOE @§@U... UfU...0 "USU 020+ @8V, 0®@Q@8@ U... U, Ut
282%U... 2'0°U @83 US U...8«U, WIN-730K65R6BSK. @£U"U, @°'US@; USO-@ "

@80, U,US@8U... @ Ut U,@" U, @2U...UfUSUt o®@ U...080° U...0-@8U, AD UtU"

28U, 2°0£Uf@~ U...UT 2°00 USQ« @8@3U... UfU...0 "USU" @20+ @8U,B®1D8D U... @¥U, U%o
U...08 @°0+US@~ @£Ut USUFU Ut @8@%U... 28U,U...29USU€ U @8@%U... U..0ud @+ CA
?8U,0-0°0+ U,U,0®@080 U... @ UtUi@8USQ© B8V, D°0«@ " USQ*@CE U @Q¥U, D8
Ueo¥UTtUt US@20-U,0" @8U, Ufd«US@+ U...Ut 98U, 8@0-U" 0502 @8V, 0¥09058U€USBO©
U, @°@°USUS@+ Ui@°08 @ 0'0~ @°0«@ " USP* @@ U...08@2 AD.

.« F8UTEAU,U, O¥U, U% 28U, 2028 V... @8U, U...0U, USHE o0 & @82°U. .
@50, UfU...g'USU 27zt U, U9 0°0 Seo@sa'a@sy, Utd asu. ..

. OO 0+ P8V, 2PUSUSHE UgsUfRg @szRU... @8V, UFU...a USU 2Ap:
280, 3-g VST



Tk S Tl T il Bt T g O ol
repde (arges s sl s b rrduert e
Syt Prepeted x
ok e e | bovacss | Fasas "':'::':I""_r"‘
\ P - e
; :_.-1-;:.- sy 1 o’ 1 el s | e na —
AR TP e e
e
¥ okt Sy
e M
b g AR [
e et
g
e o o i o
s - Trarga <
o L

+ U,U... o'o¥0'080 0o 070 2?00, 280, 00080 V... U,2%0-3"USU,
@80, 22°0SU S0+ @527

@8U,, @ fU USUT

U,280,2" 06g U...050° 28U, 0¥2'U, 28Ut0s2° UgsU, U... 530°0ea U. .
U"@8U, @' U105 B©

@20.. . UfUSUT @@ U...@8@2 Active Directory U@2U fU"USUTULD§

- U@US "0¥0 080+00© 08U,0®@080 U..." 20 @ @®USDSD+ S¥BT13SU@ OO
0£0 U"050+ U"U...USO*080°0E 00 & 08U, 2°0«@ US2? 38U, U...0%020ta
@¥U, U%. @8U, @ U@+ @EU” @80, U...2°020ta @YU, U%. @8U, U...USZa80°
U osoezra+ 28U, 20@8a U... U...Ut @80, 292-U...@ (USZ-@ @EUT USUFU Ut
UtUt@sUf U osod UeU,8- UeUS 28U, U...0-U...U0"0'00) @«U... 2®@ U...080°
U...0-@8U, Active Directory:

e — =
[ | S———
ST i Wusd Redes 3 Fewtures Wiz =1
|
=
| (W
4

. 00800 700 USD 08U, %0+ 08U, 2°08U, US 2. 2« USp?
- OO T @8V, 2D+ o¥p°U, 98U, 30 PEUT USERU... 98U, 20« @ USee



.« @0 Uto+ @0, 28U...00 @8V, 270U USD "@Aa@° USD+" @AB@R Server Manager > AD DS
U...2'"@0fU USUt @8U, 2Ut0U 28Ut 280, U...2.0,0'd" U, "ged U...08¢° U...2-a8U,
Active Directory"@E€ @3 & @8U, U...32US@ U...Ut @8U, 380+D @8D- B8P DU ...
USgU U €0+ B8V, 0¥0-0+080; U0 @ @; U...0"' 08U, 0~ 08U, 0¥0'0 080 :

i Pl dephpmeed Cirfeprpine Pl e o st el s o e g B Pty o s by e |

. B80°0 @ @8V, U...0-38U, & 352 U@US U..0' 08U, 0- 0¥D'0 080~
?8U,U...0-28U,0C UU,U... 0" 0¥ 28U €20 B°080 @© @-0 USO @0 @ @8@3U...
@8U,U...0-08U, @8U,0-0°0+ @8U,U..0+0°0"0" (USzF@r@®@ U... michamen.com
U, U1@°@8 38U, U...0030 @+) U"U,U... @ @YU, 2’080 2?3 UST U...0+@ @t DNS
2Utg U U90+Ut0E U,U... 9~ 0°0'0+0U5U€ UfU,U..00 U..0+U @+ DSRM
(PP@PPRF V... C1sc0123! U, Uta°ds @8V, U... ORTAD O+):

Active Directory Domain Services Configuration Wizard [= ==

TARGET SERVER
LAE. DC-REP sy

= Active Directory Domain Services Configuration Wizard [=Talm=T

TARGET SERVER
LAE-DC-RTR

Winclowr Sarpr 2003 B2

Windowrt Savetd 2002 R

.........

« P8U, DD8D-D0 D¥U, U% DD USH @8ZRU... U...0-@8U, NetBIOS (USZ*ZaRD U...
MICHAMEN1 U€@US U$@°08 @8U,U..0®0°0 0+). S

- 28¢°0°' > 28U, U...0'080, - @¥U, U% @80, @8Uf2?U...@80,. @«U... USU,U0...
28U, 20080 U... @' O¥D'080 @0 @8U, 2?0 @°USU, U,2¥UfU...@8U, @80, 2°0«@ USD

o BU... USD-0" Pad VST @8a2U... @8U,U...0-@8U, B8V, 3-@ VST @WUtd
FBF-USU, P8V, 7 BeU U, UeUS @8U,U...0+0© @§U,U,080 U...00. @'U,, U%o
@@ USU, @8U,U...0«@8U,@CE MICHAMEN1\Administrator.



Server Manager * AD DS

L Rl
SLRVIRS
B Dwricard Ii-l AN nerve ta

i Lezezad Saiviried
BE A servens

ii Fibiy and S1orsge Seraces B

LAB-CC-RTP BLALILIEE Ol - Performase (ossters md ed 22000019 42040 PM

@?U...UfuSUt o®@ U...080°2 @8U, @ U080 @82 U"@aU fUUSUTUID§

« U©USU..07USO+ 28U, 0®@080 U... 00 @~ Q¥DY08U& Q0 Of0 U 080+
U"U...US0*050° ) ) o )

s OO0 D "OR®J U.. D8P & UID8D B8R Active Directory" U G800 &' @38U, U...D-B8U, & B8
U, 2¥2T128U€00© @80, U...US@*080° @8U,U...0-U, U0 00 (ZU... 3338 VST~
7-U...0Szt @8V, U...USzrp8@R @38V, U...20 V€ 0+00 U..Ut 0®Q U...080°
280,20 U 0+ @8U,0°US 0°U... °U...UfUSUtU$@8 U,Ut0°08 08U,U...000°0 " Ot)

 FABPB-USU, UUSD" U, Role Services Check Certificate Authority

i Acid Roles and Features Wizard L= 1= .

i A Rales and Faatures Wizkid [ = & =

+ Brid Bt » Tenoel

- USo-@ @EUt 233, U@+ @0, @8U...00 @3 U UST” @8V, p@° USD+ @raae
YD D8D+DO P8V, @D U... >AD DS U...0 @UtUSP\@0 @sU, 2*UtU @8UT
@8U,U...2-.U,Ug'20 U, 000 U...080R & UtDSD B8ZR Active Directory@E O &
@8V, D8D+D D8D- @8U, DEU fD«D+ B<U... @8V, D¥D~D+D8D; D8U, U ... DXDED:



U€US AD-CS@E USU,U"U... U...8'@8U,2- @2UfU"USUT U..08 @ 0'0
@8U,0°0«@"USO* @ @8U,0°UtU,U, @®U,08U, Uto°Ut 08U,0®0-U" 080

00 USg 0t U0§a+ @80, 2°0°@-USU, 21U, U% @8U, UUSa" U, UtUSe\@0
@8V, o U080 @§@r U"UUS@@0 @8U, @ Ut0s0 B§a? o

PEPeo+ U..0+3-@ U..o@ U, U,U,U...o02°2°a0 U...0 0RUSOSD+@E0R

@8V, U...0+@-2 38U, U...0@ U, @8V, 3-2° B+

Ut 383 U...U©D*D80 O®DSDu @-@ USD™

PR @ B8U... 38U, U.. .U 0080 B8U,0®D8DH - SHAT

@~ 08U,0¥0'0 080 050° @8U,05U&0°0+050US00 o ‘ \
U,U... 3'@USUSUt @8z*U... V... @*a+Uf U, CA (USP-@" BEUT USE-@8a U, @82*U...
28U, U...aMUSU€ U, U, 00080 U...):

z AD C5 Configuration [=T= =

CESTRMATION SERVER

LAB- D - BTRmichamee.com

» 208080t o, P800S0 U,U...0 00 5 2RUHU @808 (DEU" LU fodt @¥o°@s UfsUt
e°u,UfU..00,U 028 o ‘
. P00 28U, 220+ @80, 23980, US U...Ut 2eU, 80, @'e8U, US @8, U... 2280, o

YUt B8 U,08U, 0" @8U, @ U180 @O U, CiscoRA

- U900 MMC. 00 0~ 9'0'080+ @@ @; @°@'@°USU, Windows U"@8Uf@*@" MMC
U...Ut @ @030,

. Z58U@ 00 UtosU€2°0© MMC U0£09U¢ @8U,0£0 U 08Q°
28U, 0¥090s8U€USPO B8V, 02080, USQO (28U, U...2°0°0®0 U...00 U US
UtU,28@- U...000°U, V€00 U...Ut @8U,2°UfU"USUT) B«U... 20 @ U...U gs8U€U,:

]

ﬂ File | Action View Favortes Window Help

L Hew (s} B Y
Qpen.. 0 |
Save Ciles |
Save As... ]
Add/Remercs Snapin_ cutem [
Options_ E



mmmﬁﬁp-n ||

Fins 28N Siect Snag-rd for this coraoke from Bwse svalable on your compuber and configune B seleoied set of snag-ns. For
extensbie map-ns, you can confgure which exiznsons ane enabled

Al S Selerned St s

Snap-n Ve - | Consale Riaat B Eeriird... |
= st Drectony 00, R sl o i Actve Drectory Domains and Tnz

_?.;;?'A.:I:\.l,-ﬁlﬂlu'f".,!o.. Mo Cor. ., - __.-Jd!'.vl)ruh"furtuﬂlw

= Actios Dwectory Use... MorosshCar.. | Ll Corifenman Authanity (Loel)

= Actreet Cantenl M eenal O L ] Certificate Templaies (LAB-DC.mic

& ADS] Edit Mcrosaft Cor.. [ intemet Information Services (115

EMW'\I’-&W’-"’W Moot Cor, ., -

| Cortficate Templates  Moromaf Cor.., | Add >

of Cortdieanes M Cor. .

Ll Cerbhoaten Autharity  Merosol Cor .
&, Component Services  Miorosof Cor .
& Coamguster Maragem.,. Mool Cov...

= Devae Manager Mool Cor,.,
* e P ‘ m »| | Advenced...
Descripiion:

| ¥ous can use the Active Dwectory Domaing and Trusts snag-n b manage Acfve Cirectony domains: and st

- 237 U...U,U¢ > 0Ue0, J-U, g0 @'U...U, U'ad B0 @sU, Z*BUfU... U@ Ut
U"gU€ 2 Uias @'U,U% 0°0-@ @8U,U..Uf0°0 " U,0¥0'?80 @© @8U,U"@uuU"U,
Q" D*D+D'PO©

« U...Ut @80, 2£0 U @82 @8V, o¥a 105U € USQOBE 00 @ U,U 38U, & @ UtDsd B§d?

. U,U... oo¥Ute 35@; U, 28U, 3 @£V Ut@sgeUt (U"USU€ YU, @£UT USUSFU Ut
U,28U,0" U.. 2+ @~ @' @8V, & UtDsd B8@P @8V, @~ @°@+" @¥UtT UfasUt
U...220"U€0+28) @«U... U,U... @ @°@%U...US@2Ut CiscoRA

= Consolel - [Consale RootyCentificate Templates (LAB-DC
W File Adion  View Faontes  Wiedow  Help
o xm B B

Coracle Root Ternplste Drplay Manfe Scherna Verson
2 E fictiwe Dectony Domaing and Trusts 3 Adminsteator !
p ] Adtive Deectony Lisers and Comnputers B aushenticated Saszion |
b L) Coatrliestion Autharty (Lacal] B Batic BF5

|
2| Cortificate Template: JLAB-DC-RTP.michamen.cami ] C Exc
N Tnkernet Tefrmaftion Services (15} Manager 3 CEP Enenz Duphcate Template

2 Code Signi Fieerall All Certdicate Holder

« UU... o@rag USU, @8V, U,a80, 3. gsUTU, @+ & @@+ @8U, U... 38U @°
@8V, ZEUSU...UT U€@U U,Ut U000~ JeI@s3'du

. 20T &V, B80...00 @8V, G UUSH Z@su... U"U,U... 3 FFUSUSUT U€020+0©
?8U,2uU,280US@0 @'U,U%0 20 @U@0 (@£U" U,USU...00 £0®0+U%0 D¥D°D8§
2+2°0 " @?). UUS 0'U,?8U..00 @8U,0°0 U USQ " Ut@°UidE @°@£Uf@ U...Ut
U...0-982 U,0© U,USU...22US "08@°U... 98U,0'9+29" U™"Q8U,B§@3%U..."
u,U,U,080,0"



CiscoRA Properties L2 .

| Subwect Hame [ Esguance Fagunements |
Supersaded Templabes | Edensions : Seourty | Server |

Wity peaicnd Riarrwal paeicd
hese—v]  [C0ffeme ]
] Publish catficate in Active Dirsctory
[ on [ cmcw || & [ Heo |

- 200 20,250...00 280,270 U UST @80, V..U, 20, 082°0E U,U... &'z
UtU1@- 38U, 333-@"USU,BE O«U... 0 @ B¥DD+USD+

@ Consohe] - [Contole Roof\Certificabe Templates (LAB-DC-RTRmicham
B Fe Action View Favorbe  Wndow  baip Il-
=y P = W E m ope ties
Conssle Reot Terglite Dap = .m Homa
[} i: ooy Diwectony Desmainn and Trusts = GCEP Rripd p—) ﬂﬂ::m | Pegutst Hardlng | Comiograpy | Py Aiesiaton
T Acteve Dinectory User and Compsatan B comss Conall |—uranmette] Faplaes Eamas
bt Ceifhcation Authanty (Lacal H Ca Enchan Temodiy an etormon seiec? £, and Ben ciok B3
o Conhicaie Templates (LAB-DC-ATPmechirm | 3 ke e oen
b W Intosrect bnfimnation Servions (5] Mansger || Dc'ml",_-j o Fokaded e lampis
3 perectony B L e
T it atie] Tl Coratrarts
T RAS and 149 _.'l:i‘:l-:dﬂr'rn.ﬂ' riormaton
[ e Pebosd
H ciesoha e
2 Linar
B Lhier Sagran
3 smartcand |
X Augthenbcag
.r.:‘ir-nlurdl.. Demterptocon of Mgt Foboss
s F5 Hised
3 Adrreneiag
2 EFS Recovn

...USUSZ?

- @EZPU, @* BEUS UTU30- GEUT USUFUUT U...0'@3+U 0 U€US 08U, Ut08U€0°0©

@£Ut USQ Utd+

- Q@ ?U,28U...00 @8U, 2 UTUST” @823U... @8V, U...U TV 0 U'0D & @°0+

@80, 220" 3+USz U€¢US 9-U, 0" 75U, 050032 SOsd+

- OO0 @'V, D8U...00 B8V, 33 U USH” @8V, BEU...@8UT UTU...UTQ @-U...USa

@80, 2E2°UUt@82R U, @-U... U5t @80, U...@-U... U 0059 aeaeU ... 082
28U, U...23z%p0@ U...USUT @80, 2°US USERU... 2o+ U108



CiscoRA Properties |l-

| General | Compatibity | Request Handing | Cryplography | Key Atestation

Subject Name | Issuance Raquirsmernts
Suparsaded Templates | Extensions Securily Server |
Group OF LSar names
St futherticated Uses |
&, Adminsatrator

2, Doman Adeing (MICHAMEN 1'Diomasn Adming)
H2, Enterprise Adming (MICHAMEN 1\ Erteprise Admina)

Pemissions for Authericated Lisers
Full Contrad
Read
Wie
Ervod
Putoerral

=

£
0oooolg g

REERRE|F

For spacial permissions or advancad ssitings, ook [ el |
Adhvanced, l L l

D¥DP8PDO U,P8U, @ @8U, @ UtD80 @O U, U, D¥O@ D80+

. UUS O£ U 0832 MMC @8U,0¥09258U€USOOBE B0 @ U...0+3-3' U...0@ U,
U U & @ 3-@+@0 @8V, U...0-U,d U, USE U...UU, 2t @8U,U...0-U, &
U,U"asU, @ B8V, &' U080 B8D2

. P8UTU, 3+ @ @8V, @23+ @38V, BEUSU...UT U, U, U& D280 @8U,2£0  USOY U€US
@8V, D¥0-080+ @8U, @°US US@@2U"US @'U, U%o0 B8U,28@3U... U"@8U,3°0+09|
o8U0,U...U,0uU 0"

. FPF VST U,080, 3" @ UiDSa 0802 3-@ USH U, o¥a@ @§a+U1

s O @ U,08U,0 CiscoRA @8U, 2°US ... o¥Ut® @8@nUt U @20@+USo+Ut @3 USO«D8

- File Actiom View Favorites Window Hep

e zm XET 8@
| Console Root Mame Intended Purpase
b @g Active Directary Demsans and Trusks E
b Axtive Directory Users and Computess 3 Directory Email Replication  Dinectory Senvice Emil Repl
4 i C_"ﬂ"i"'ﬂ“:'“ Autharity (Local) 5 Domnain Contraller uthent.. Client Authentication, Senve
4 g LAB-DC-RTP H Kerberos Authentication Client Suthentication, Senee
Recaked Certificates Hers Recovery Agent Fide Recovery
hisued Cortificates 3 Basix EFS Encrypting File System
Pending Requests ; Digrnain Controller Client Authentication, Seroe
e Rt 1 Web Server Server Authertitabon

Centificate Ternplates A ERk Akl i
& Certificate Templates [LAB-DC-RTE.michami| 2 Computer S M RevEICAROn, Sennt

[N - Y R S—r—— FUNERY Y —— = User Encrypting File System, Sear

YUY @80 DDDED” CiscoRA U, @®D U...d© Active Directory

- 28012°0,U, @¥U, U% 280, 0£0 U 0527 25U, 2¥2T05U € US@0 MMC U900 @~
U...33333®@ U...US Active Directory U"@£8-Utd200© @8U, UfU...0"USU @3+

e 3T U..7-U, 7 @80, U..33033eg U...USUt U€US 98U, 0 0-0+0© UeUS
28U, 0-0°®; @8V, 0£USD*0+

. P8UtU, o+ ' @2@+ @8V, U...a80° 28 @8V, ZEUSU...UT U U U, @8U,U..0°058U€ B0
@8U,0 " USo9080; U€US 08U, 0¥0- 083+ @8U,@°US US@@2U"US @'U,, U%o



@8U,082°U... U"@8U,UtU @' U"@8U,U"ouUeé

- PP USSP F-@ USg U U...033%30a U...

« U,U... 0¥V 10 080 @2°08D" CiscoRA @'@8@RU... @8V, U...a¥Aa®@ U.../UfU,U...00
@8U,U...0+U T+ (ZU... PP @8U... Cisco/Ciscol123 U, UtD°dig
@8U,U... 2R ?+) U'0d @ @®D8UTEO @8U, 380®@@USP8a+ UfU, U...J0
@80, U...2+U3+ U, @8 gUt@aU1US B£0 '@ @8 Ut U...08 USgAU... @'B+UD8

1S@aUfU"USUt @8U, U...0@80 U, U @+@ ' @- SSL
@20...0fUSUT UtgeU, U... @80, U...0@50 U, 00

« @8U1t@0, U, YU, U%o @8V, BET U @802 B8V, o¥D38U€ US@© MMC @«U... 80 @~
282U... 28U,00082 U... 28U,0®080u @ Uf @9U...Ut @8U,0£0 @8@©
28U, 0¥09258U€USP0 U,0¥0 080+00 @®Q® U..080° U...0"'U,U"U...0802
@8U,2¥Ut@2@+Ut@? (IIS)

. &3 Uid+ U,880'0...00 @8V, U...USzrasar U US 08U, 0¥0-08@+ @8U, 308U, US.
@8UtU,0+ UtU,0+08 U...0°0" U 0-2§ @'U,U%> 0+U..2° U...US0*00
@80, U...0@sa U, 30

,.-F.'e Action  View Favorber ‘Window Haelp

=k #im B
Consale Roat | %3 LsocRTe &
gg dective Divectory Domain snd Tru = L=
Fl _' Ariree Dwectory Lhars and Compl | i smmertinns -~
Saved Quenes @ - ) 'u-i‘ LAB-DC-RTP Homs
4 [ micharmsen.com W g0 Paae
f.:'::m“__ |+ 93 La8-DC-RTP (MICHAMENT Adminiizsad] e
2| Domain Controllers w3 Rppecybon Poais
FoigniecurityPrincipal b Fes & "".'I e
Planaged Gervice Aocount: v | Hpa =
s asp Auitmenticats | € grgre
b L Certification Authority (Lecal =
| Cetificate Tervplines (LAB.OC-RT E | | e g
|u"- | vt Al a s A S-nu:-.—.uIEjI - L
Extar Pages Fadled Hasell

« UU... oo¥o 20802 U...0@80 U,00 Windows UU...Ut o¥p.080
@8V, D¥D-D+B8@i250° @8V, U, U"op©e @80, USU...UtU%) 00 & 2eUSTss:
@80, 2°0...UfUSUt

i S ¢ LAB-DC-ATP &
Lo o u-! A s _.es Aatiom
sthentication
- @ L (]
Ny et Pag Grup it His Gromirn = @ e
28] LAB-BCRTH ABCHAMENRA | b 1o P
s - g - St Rripere Type
St Ancrymgest Authenbicss [ rusided
ASFNET rgrerinal Dials
Wnaows Authenborton Dnabled HITF 211 Challange

* US2'\@+@Y O-~0%3; B8V, DHI~D+DED; DEDP DO USHED+ B8V, D¥D'D BED D§D°
280, 0...0%0,0'U...000E USpa @ Ut U"USU, 2°US 2°0@ USE @°U...UfUSUT
U...0@80 U,20 U @1@* kernel



—
) 83 & LABDC-ETP w T ]

s liem. ety

MR ' U‘JI Autheniication s
 Aathorn
3]

Fatiredtad Poarainans,
o

Lk bpes ot rrory inforrgteos pnlirg

| R —

[ Ty T WAl e S L W ——
R B AT ST B PRt RO peRSe Aakh

« 0@ @8U,U.. .U U€e0+USUT O«U... 310 @33+@USTH NTML G«U... 73U ©BsU" 0.

Lingreyrruinrt. Attt Eeabled
AIPFET et Lot Deasbled

[ %« vaocar T = 15

Comectins | @m ; Herts
Authentication =

B~ ) w  Duthenticatio ko

) Sam age = = :

by e Gees Froteat

2 83 LAE-DC-FTP (WAL T s —

Y Ak e Pt Harma = Sstan Fnpores Type T

Sehert b providtr froen e bl of el pecridest. and Chch A
1k 0 Tt bbb priniies

Aoy il Boryaliany

P¥Ut0 980 @ U080 @© UTU"USZO U, @3ep8a U... UUSE"

Z¥Ut U, U... 20Ut @80, 2080, 20 U...U"d-U"g o @'@sU, Ueo'U,@E USU,22U...Uf
Q¥Ut0 280; @ U080 @© UtU"US2O U,0®0 U..0© @8U,U"USE " @8U,0®@D8DuDO
@"Uf @8U,0..U0"U,0"'9© U...Ut U,@ U, CA U,@£Ut CiscoRA @°US@+ U,080 @+@© @'U, U%o
?8U,080°0u28U, @ Ui0§ 0¥0°?§ Uf@sUt@* @ U080 @© B®psd U... @8U,U"USa”
U..U"U,2'90© 0°0802USaS:

- 007 2®P8T U... @8V, U UST" @8V, 2R@8A Uf U...Ut @8V, BET BSDO

28U, o¥2 1050 USQO IIS U"gsUTU, @+ UtU,2+@8 U...2?0 U ?-@8§ @'U, U%.
@EUSU, U Utee U...USzeo @ Utose 0§e° @sU, 20@8a U...



® 63 » LAB-DC-RTP »

ST iq! LAB-DC-RTP Home

5 Chark Damg —
[€5 LAB-DC-RTP (MI'CHAMEN]U! Fitan TR TN
L. Apphcaton Pools ! s
4@ Sites - g,_ H; Q
4 &0 Default Web Site » L =
I 5| CertEnrall asp Authentic... Compression
b - ® CetSrv t
i 4 &
HTTP HTTP ISAPI and

Redirect Respon...  CGl Restri...
=
R L
Server Worker
Certificates | Processes

Management

« FFUfU, 28U D+D8@IUSACE USU...UfUTUS @EUT @°@+U%0 @' UiB80 0©
U 0800 20 U..0 9+0-00 UiUt@sUFf@E U U+US 98U, U...0+3-0' @8U,U..0u2" U,
?8U,0-0°0+ 28U,U..U"U,0" 0°08@°US@S@E U"U..Ut U,080U..00 i
@8V, DYD-D+DED DD PT B B8V, dRUSDED+ B¥UtD @80 @ UD§@ @O U...0-@8U, .
PEF B®U, @8V, U,USU... U€US U...0'?8U,0- 98U, @22UfUUSUT U, 2¥UT0 B80);
28U,0 U080 @© @8U,0-0 USO @©. @*0£Usf@ U..Ut @£UT @8U,080°U...
?8U,0 289! @' U+U" FQDN U,282"°U, U,U,2U, (282°U... U...0-28U,, U...2aU+U,
@ @8U,Uf@8U...U,) 0«U... 00 @~ @380, 28U, US:

= W v LD A—
s e
E W Sererr Comificates L
s [ [}
iy e P . i . TR -
e P b e e 11 ——
e . -
k- u e arts b s
[T Sh—— .
all
= —— b i
s i
= —
,,,,,
R
ity
s
—

- 000 @ U080 0o @80, U...0+@-~@' @8U,U...0@ U, @8V, 3~2° @+ B8U, JeDE0@O @ Uf
U,2?0fU"Ut 28U, U...0@ @+ U'0@ & @¥UtU1080;:



Create Centificate Kl |

gl Online Certification Autharity
A

Spucdly the cartdication thenty withe your domasn that wall fign the certihcste. A fmendly name i fbgquannd
and should Be cagy b0 menember,

Speciy Omling Certifscation Autharity:

LAE-DC-RTPLAE- D -RTF.mechasmencom Select .
Example: Cetificatefiythorntytame’ Sercertlpme

Friendly name

Ve Cert mowed by LAE-DC-RTH

Frevious Finish Cancel

« USU...UfUTUf @EUT @a2+U%0 UfU, @8 U...Ut @ U083 @O CA U@ UtD8T @O
@ B+USU€ OR®BED U... #8U,U"UST " U...0 B+0-0©:

& s ot Artlan
B o g Seve Contificales
H.--r Insbarn o srpard aval rearage | e du sl Dol Ba vk v (@ e adb sl e el el b B
VeI ——
I Wil et mintell ey LALB-DC TS LAR-OC -Ff mechiwsan i LAE-OC-RTR LR el

@+@"'@- SSL U, @280 U... @8U, U"UST

« T U...UU,2198 UeUS B3-0+USU,00 0'0+09 @8V, @-@+@© (USU...UfUTUSF
P¥P*P2P®® @8U... U..U"U,0" U"USE "~ @8U,08U€©0°0+080qUS @£U" @-@'U, Ut
P£UfO«@+ @ U,00 U9US U..U"08U,0' U..00 @ 00) U"00 @ @+U'0§a'@-U...Ut
O-2°0; B8V, D¥D-D+P8D D8P, USZe@ US @°U, Uf @¥U, U%e @¥D, U080+ U... 00+ B+
I8V, DD+ D B8B-B8@R B8V, @°US USZRU...3 U, U f O YU 1t0 380; B+U 38D -
U,U...U"U, 2t U UST" U gadd+USg+Uas U"gae U@ Utds. 00 0~ o¥a13sU€ 00
U, 2¥YPMP8U@ D0 @+~ @- SSL @8U,0-0 US@~ @¥U,U%o 98U, U...U"U,0".

i @+ LABDCETP o Sam o Dol Web e o i
Corarrikm Actiom
e @ 9 Daefault Web Site Home
Wy et P - b
-8 L DR (M HAREHTUS — e v
4 e @
A 9 e '
Pp g o W B :
& 28 ot Doz (]

« US@U... 2t USUSUT B8V, O¥0\D 08T B8P @8V, 28U € 0°0+0809qUSo© U,U,2+0 " @
?8U,0-@ US@~ @'U,U%0 HTTP @'U,U%0 @8U,U...UtU€@° 80. 2@ @ https U US
?80,U,280!U..00 98U0,U0..Ut2*0"U,00 @8V, UtV @t @0 & @80, U080 0O
@80, U...U"U, 2100 3°@s3r0S0s @80, 3US U D BEU DS U€US 98U, U,0°U...
?80,2°080"U, U...Ut @80,0,080U...00© @8U,U...Ut0°0 ™ U,00 @ U280 @O SSL
O«U... 00 @ OK.



Site Bindings 1] x|
Type  Hett Mame Pet P Addess Binling Inferma.

hittp B

Add Site Binding
1P add Port:
||h.l'|p: | [[#1 Unassigned DI

Huost rame:

[ Rewgume Server Mame Indication

S50 certificate

Web Cert issued by LAB-DC-RTP || selecr. | [ view.. | [folese

Mot selected
Wieh Cert insined by LAB-DC-RTP =
LAB-DC-RTP [ o || coma |

.« @8U,@¢Ut U, g USUf 220D SSL G-gUSE @0, U% U...U"U,@:Uf UUfU, U...08
@72V, U% UtU"~ @80, 2720, U, U...Ut @EUTUT USaHU...U, @Ut @-@+USU, 230 UST™
PRUSDED+ QDB B+BEDY *:443 (https) U...Ut @8V, U, 380'0...00 U"@?@eU f@ U...Ut
FEUT o€ 020 U USO " 08U,08U6e0°0+0809US@© U, IIS 0°0°3*0®@ U... HTTPS:

P:: Host Hame ::-t 1P Address Binding Infarmna..
T R | g
| Bemore |
[ g |

G Explore
Edit Permissions...

Edit Site
Bindings...
Basic Settings...
View Applications
View Virtual Directories

Manage Website ()

L1

Restart

Start

B v

Stop

Browse Website
EBrowse *:80 (http)
Browse *:443 (https)

| =lf e

Advanced Settings...

Configure

- U o DYDP88 00 0% 2°US0, BT U...00 IST' 0P rrUSUSoasze
@80, 20 fUUSUt. OEZPoroed U... 2RUSHSD: o¥o'@8a @© @80, 07’ @°0SU, U...Ut



DD D8V, DD~ D+ DED; DETP.
@2UfU"USUt CUCM

. @8UtZ?0, U, @¥U, U%. Bll€@DO AD CS @'U,U%0 @8U,U"USD™
(https://Y OUR_SERVER_FQDN/certsrv/) U"U,U... @'@rUt@?0SU, @ U080 @O CA

Microaofl Acive Dereciory Censicate Sensces — LAB-DCRTP

Download a CA Certificate, Certificate Chain, or CRL

To trust ceriicales issued Trom thes ceribcabon authority, install this CA ceribicate
To downioad & GA cortilicata, certificala chaan, of CRL, Select the certiicata and encoding mehod

Ch cerificale:

Encoding methosd:

®DER

' Base 64
Install CA certificate
Download CA cedifical
Dowmload CA oamihcalte'cham
Download latest base CRL

- @8UTEU, U, @¥U, U% @8V, BEU...38UT > O¥D 08@+@© @8V, @ U1dsa @s@2U...Ut
L& DD0 P¥D B80+@© Ute @8U... @8U,8°0 @°USU, U000 @ @20+ @33U...USU,
@8U, @ U280 woI/zeU, @30, 30 @8V, @ U380 @s@2 U, 2?aU...USU, @ U@8@ @O CA
U...0 @ZUSUSUT @8V, @°@+ BT @'U, U%o CAPF-Trust.

Upload Certificate/Certificate chain
Eé Upload E} Close

- Status

@ Warning: Uploading a cluster-wide certificate will distnibute it to a

~Upload Certificate/Certificate chain

Certificate Purpose™® ' CAPF-trust |

Description{friendly name)

Upload File [Browse. ]|LAB-DC-RTP_CA.cer
Llplna Close

.. U'gnUtg UigeUt @su, U0, 3-@0@E 3?0 fUUT ZEUSDTDS U@ Uf0+0© @-USO @O
22@U...USU, UtU €23 @'U@80 @© CA U...8«U,, CallManager-trust U, BEUTULDS
U...a.0,0°g'go UeUS 208U,00 @°U...UfUSUT @°0° U€USD+ 08U, Y0 B80+D8D°
@8U,@¢U...Ut (@£U" @2U...UfUSUTUE) U, UtU,08@- @8U,UTU+@8USOO@E U"UU"~ U...08
US@@2U...U, @£UT USUFU Ut @¥@°@8§ Uf@sUt Ute @8U... @8U,U..0-U..U"0'00 U€US
@8U,U 292" @80,U..0@03°U,0-.

@8Ut@0, U, @¥U, U%. @8U, Utd @8U... > U...0W, U...0580° 38U, 3R U...00. 08 &
@e@EF U... Unified CM Publisher U€US @U,U, 28U,2@28@ U... U"U"Q,USU€0©


https://YOUR_SERVER_FQDN/certsrv/

U~USUSU,, U..0+0-0" 0"U050 @50° Cisco U€US @U,U, @8U,8®0 U...00

« U,U... 3@3US0SUt U,US0...00 U...0@ @+ 38U, & Utasd @o @YU, U%. UtU, 3-3O
@8U, UtU1a8USz0 @¥U, U%. @8V, U...@+@-@t @38U, U...0@ U, @'F O+
@sU, 2¥UtRz+U TR U @Ed @eU, @su, U,USU... U,80,0°0, U...gW0, U...o5R
@8U,U...a+@-at @8V, U...0@ U, '@ @+ @sU, o¥Utarg+Uter @geUfa U...UT
NPT B8U... FQDN @8V, 28D d®Dsa U... @80, U"USE GE U asasU. ..
U, 28U, 3" @8V, @ U180 @0 @8V, 2°US &U... o¥UtD @§@aUt U...2*d U, &8
(CiscoRA)PE U"UTU @t CA U...a0«U, Microsoft CA U @833zra®@ U... @' USasUtasa?
2802 ... 0580 OP°DED U...2*0p®@ U. .. CiscoRA @8U,2°US 2U... o¥U 1D @8@nU+
U...23a°U, a8

Service Parameter Configuration
G Save Set to Defaut

—Select Server and Service

Server® cucml25pub--CUCM Voice/Video (Active) v
Service® Cisco Certificate Authority Proxy Function {Active) -

All parameters apply only to the current server except parameters that are in the cluster-wide group(s).

r Cisco Certificate Authority Proxy Function (Active) Parameters on server cucml25pub--CUCM Voice/Video (Activ

Parameter Name Parameter Value
Certificate Issuer to Endpoint * |[]|-||i|-|E ca
Duration Of Certificate Validity (in davs) * |1525

Key Size * 1024

Maximum Allowable Time For Kev Generation * |3|:|

Maximum Allowable Attempte for Kev Generation ¥ |3

—Online CA Parameters

Cnline CA Hostname |Iab-d|:-ii5.mi|:hamen.n:|:|rn
Online CA Port |443

Online CA Templats |Ci5u:u:|R_A

Online CA Type * | Microsoft CA

Cnline CA Username |uuu-

Cnline CA Password |uu"u

. PR @+Uf UtasU€0°0© POP @ 290+U"0+00 O¥D'980 0O @°@ @°USU,,
?®@ U...0© CAPF. U"U,UfUt @£U"U, @83 U,U... @ @22UtQ USO- 2®Q U...00
?°@*0-USU, @8V, U080 @8@° U...Ut Cisco U...Ut @®U, @8U, Cisco Unified
ServiceAbility > Tools > @U@ USD- @8V, 3@ U...303E U@ & Publisher U€US @U,U,,
?8U,0®@080 U... U000 @ @®@@sUTQ0O B8U,80®@B2USPED+ Cisco Certificate
Enrollment Service@E @«U... 00 @~ 00+ U, :

Seourity Sarvioey
hrrv e e Arlremlsm Watay
=l o Carticats Authorty Fra it et e
[ T Do) in ol | rwoleard [T Lo |
ca CTE Prosvshn doth s

@80, 23U, U, U...Ut 38U, 3@D0©



@8U, @39U, U, U...Ut @' Uta80 @822 11S
« U...UtU...2°2190 U USZ" U€US 0082°0 " @ @®@uUS U,Ut 080*0udsu,,
@ 28U,00080 U... (USU€ 29U, U€US UTU€ 2 00 Uf© Utd§® @+ CUCM)
@sUt@2U,U,, @¥U, U%o URL:
https.//Y OUR_SERVER_FQDN/certsrv/
. USpU... 2'@+@] @2Uta USUT @°USa+ U...U'a«U™U, @'Ut U, U, @ U080 @0. BEDTU€

28U, 080°0*0«Ut@80; U"@°@U,U, U...Ut 98U,0 Ut080 @©. @*@£Uf@ U..Ut
U..0-080 " U,0°Ut@8 U, 0 @ Uf@© FQDN @§U,U...0°U"U,0'0©:

z W, t 2 3 PP e ———————— [y
|~ QuUr Connection I noL secun .
S wstn gy T bl P bl o e pi s
E— =T
That crwer £ Lt -si¢- i michienon com hark configured thil
a Py pprdd iy w rad Brgiind B a4 bane | bewn verdnd ay sasand] b 5 bmndedl

Eaureg dleien, Finelon bad ot confntied 10 this websile -
BRIy s B Lt

Fargar s o 1 0 el WIS bttty B Bioe (e ety

Vil rp wividy thee CPriTaR id The i & e,

=
s
Ll - PSR LOAT WSEE B vl BTy (==
Coveomca Hismst [ LAE-D
Thee CErTACaE & Rt trasoed becmite the Bass certil E——
Tt vty ITegi Nod e BEvacend) e SEQeoprine inbl .
don gm0l ro0q Dertrtcate may meed 50 D imporn Faried of Viler
Fagm T Tomday. Fabsat 3 2009
Ene oosde Lt

- @07 U,0°0°U, 780, 080°°0«Ut080i@E USU,2?U...Uf @8V, U...o@sa U, GOBE
U a0t UtgeUt @su, U0, 3-@0 USU, 2?U... U f o¥aearaed @sU... & USosUtasa?
a8V, 382 ... 38T @80, 2US @U... @UfU USUTUTDS U, 3B3D8D " CiscoRA U€US
U"U,0° 2*°080 U,

Authentication Required

l@ hittps:lab-de-iizmichamen.com is requesting your usemame and password. .

User Hamee= | ciscara

Password: | —— |

Cancel

lab-dc-iis.michamencom uses an invalid securnity certificate.

« OO\ @8U,U...0@80 U, 30 USE-F" @EUT @0 U Ut U, 38@ @+@38 BU, U%e B+BalUSBO
D20 B8U,0°0+@USP” @ AD CS (0®Q U...080° @' U080 @82 Active
Directory):



Microsol At Doty Conboste Sarates - LABDCRTP

Webzomne

Ui this: Wie sibe 1o requost a certificalo for your Wb browsor, o-mail chenl, or olher program. By using a corbficalo, you can v
with ovist This 'Web, 3ig7 and encrypl messages, and, depending wpon th ypo of oorificate you regquis], peronm olhaer security ta
Wi can sk use thes Wb 90 to download a certiicale sulonty (CA) comficate, corfoste chaen, of cerficals svocaton kel (T
[ Hrtd

Fior e ivhoemistetnn abecist Actiar Denctony Comboate Soneoes, soa Aot Depciony Coldomty Seneces Doumanistan

@8V, @V, U, U...Ut U fU"USUt CUCM

U,U... 7'a8U, 2e@-U a8ar @8V, @S RaPT @WU 103§ @108 @0 U, 330«@ USSR @& Ut@sa o
LSC @'U, U%o PEGDT @8U, UtU @8ZRU €.

@8V, 3e3-U"go 1. U§ 20 U0 B¥D ?80+@© @8U,U...UfasU,U...080°
U"28U,0£0-Ui0’00 @«U... 98U, U080 U&

@80, 2RD-U D0 2. @0 & @8U, %0+ @ @D« U, '@+ @8V, UTU 82U @

@80, 23U 00 3. 00 @ @8U, U080 €¢ B8U,0°US 3°0+0°0 " U@ US 323«@ US@? LSC
@'U,USU+

@80, 23U 3© 4. @8V, 3U...0+US+ U, eV U, @¥U,U%o U...0'U,U"U...08@°
U @ USU€¢®o© U USfUSU, @8U,U..0+0-@" @8U,U...0u@ U, (CAPF)

28U, 000-U'0© 5. 08 @ @80, 2%0«@ USZHZsU, 2°a U, USge U...Ut 2:U...U, U520
@8, 7" U050 2O.

@8V, 200-U"G0 6. 00 @ U"D2' @8U,U...0@80 U, 30. (@%@ Null String 3-USZ™
U, DED°D+D8DY D8U,, D8BRDND DED+)

@8V, 2@@-U"@© 7. U,U... @'@8U, ZU...@+USG+ @¥U, U%e BEDU, U%e D8V, D@ DD O
U000 gU€0, o«U... 2°3-3"0USU, @8V, @UfUUSUT @U, U%. B8V, Uta§U €.

@80, 3eB-U"J0 8. &' B'\D DNP'DED B3O B @PUSU, @8V, U1sU€ U 0¥D'380 00O
28U,2°0°?-USU,0CE 2£0°0*0®@ U... 2'?8U...U, 2°0uUeUSao 008U,30© LSC
U,2°0£UfUSO~ @°0«@ " US@? LSC @ Uto-08a.

« U...Ut 3-@8Ut0" @e@§F U... AD Z§U€0*0 MMC U"U"@°0" @8U,0£0” B80©
28U,0¥0058U€USoo U,UiUSY ' 9© @8U,280'@°U...080 U,0°00 US@™
U..0-U,0" 98U,0 U080 @80* @8U,0u080 @+DO

« USZAU... '@+ 0¥ B3RPV, @8U, UtpsaU€ @ @80®U, @-0+USU,00 @8U,0'0+09
@80,U...U"0-2*°000CE U"Ui@°Ut UtUS @~ 0'29 08U,2°U€ed8@uuUsSU,
280,U...0'0+U"0900:

- U..0'2+U€ 08U,0-U,0": 0+U,U... 2°2°U,2°U,US UD+USD™ )

- @82°U... @8U,0-080,0": USp-0" 2'@+@1 @82°U... @80, U...2°ged U...
U,@2°080" CiscoRA @80, 2°US@U... UfU"USUTU:

- U,080,0 280, 0 U080 00: USo-0" 2'@+@ @82°U... U, 28U, " CiscoRA
@280, 2°US@?U... oYUt @8@alUt o

- @80, 0802°U... 38U, & 38@\a @8V, @°US &V ... M@ 080+ Ut: USO~3" BB+ D]
UtU...U @3- @80, V10§l € @8U,U..0+UeU, @ 08@U... 28U, 0-Ut@80>



- pEsEUSEe GorUSEsUT B8V, T Usa vo U grasaUSo® asUterU080;
o, 2820520 B8V, o' U080 2O

1| Console Root
b 2 Active Directory Domains and Tru

Request ID  Requester Mame

b ] Active Directory Users and Comp|| (=]

4 Ig Centification Authority (Local)
4 & LAB-DC-RTP
| Reveked Certificates
| Issued Certificates
| Pending Requests
| Failed Requests
| Certificate Templates

Binary Certificate

Certificate Template

Issued Common Mame

)2 MICHAMEM P\ Administrator  -----BEGIMN CERTI... Woeb Server (WebSer... LAB-DC-lIS.michamen....
=13 MICHAMENT\LAB-DC-RTPS  -----BEGIM CERTI... Demain Controller (...  LAB-DC-RTP.michame...
I_Lﬁ. 4 MICHAMENT \ciscora -----BEGIN CERTI.. CiscoRa (1.3.6.1.41.3.. CP-2865-SEPTIA02FCO...

2+ 080 3 @3°@87° G|, PO

. PEPPUID P5U€ OEORB-B5§@; CAPF Online CA U"0¥0ouU, 050U10§

 P8U. @ @W... #8U. @, UTUS U @8sU. U...@3Utd @82 - Cisco Systems



https://www.cisco.com/c/ar_ae/support/docs/security-vpn/certificate-authority-ca/214396-troubleshooting-capf-online-ca.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/certificate-authority-ca/214396-troubleshooting-capf-online-ca.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



