oolJ cdosu wllb IJuolss IJpwowsé |Js TC
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lJpzossle

| Jp, 9506
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U 9o yolso TC

e o806 Goliss TC

> )l 0,96 yolise TC
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ewhle CUCM

u9bbé Golsse TC
Expressway-C/VCS-C |JweJs

sdlz
I 0 Jo B: W9 i

psJ9ple So o

lJe 95,00

S IJpuwows el 09 pbdse Jodssu wuvesd vdlb lJuolss IJpwows IUs woulez
TelePresence (TC) sl ued il Igble 030 1Jg pdsé 9luadlzol oo gJlJ 2d 19 09d g0 wes
sldezslJ.

lJecbdolo IUlgulgusé
lJpeobdolo
9,08 Cisco Ll odyy Jrsd p&)906 Lldpslose IJoldss:

- ed Idsuesd gu wed sldeudd

- gwoble ghe louoldle IJwsssy (VCS)

. Expressway X8.1.1 19 |osl, Izoe

. Cisco Unified Communications Manager (CUCM). IJl_o>l, 9.1.2 19 |ool) Tese
- udlb IJuolsé IJBlises edJs TC

- subJdo CE8.x pudvle s IJouvlds) Jopdsy "Edge" Jisl) walds,

lJedyule IJpuucsped
ouwow Idpedypele 1Uglyo WO o3l ldpuwews 1Js luesble Ido)lez ldedsule 1Jpebss IJeldss:

. VCS X8.1.1 g |_ool) Izae

. CUCM IJluosl, 9.1(2)SU1 Iy |osl, Izse 9 IM & Presence 9.1(1) g |uosl, lzae

Ndesulez IJeloe TC 7.1 s [uosl zae (S90S wo Il TC7.2)

- 9236 IJopde B bole IJopde B 1Jizosé IUIG e, losé (VCS) 9 Expressway/Expressway

Core & Edge

. CUCM

- u9bs yolss TC
op logule Upg_dgplu Ugl_).)o Bs o3l IJp o pu Ulao_)o lJe9z936 OS LSSo pEpdso gl os.
wle ZPSE Ulao_)o Upu.uu@po WO o3l lJeuwows oodssu ppumde (lwesluos). bl dlue
uuudud Pu|uv.)°‘ k_9u|lJ.) PU x_90p-J JJU|U.,5_) l‘JPCUPJ J|.,5 ||p_)

IJoJdosu

OOy o E_JoglonerJgtEsg oo ly IJro,_}uégg WwSW9p vodysu uldbs lduolss Idpuwewsé |Us
TC Jogwesd Ilzess 1dlpu. Idouvesd Idleo Jsuw polbde: 9pe 3J9 sebs sdsd d 1Usue9d
EU UES 9|.J|ao_)o |Jpee9Jd I.Jlubul& uluO 929> uwb)l Jog9s Juble JJdusluvs pu Idodssy
lJ3s sboj pJle wg)sd Ulao_)o Ulrouo eJs CUCM.



IJglogs 1. Jugble pJd og s olodd Ty gds CUCM wougusd FADN ([Eoshs).

1. B CUCM. g5 uble > IJclpso > pJd cpuosue clesu Iolo.

2. b §b 96 SUOSW 2>S>.

3. 22> UIE uldbo IJuolse IJpwewsd [Js TC 98, wodosy o3 Idpedple:
4. 1Jlw e - Secure-EX90.tbtp.local (sJjpe wuuvsd FQDN)

5. 5,2¢ lelo 1Jzols - pubnd)
6. u9e lJuwd - TLS

7. py 93 oles SIP - 5061
Phone Security Profile Configuration
B Save x Delete D Copy % Reset 2 Apply Config EB] Add Mew

—Status

@Add successful

-Phone Security Profile Information

Product Type: Cisco TelePresence EXGO0
Device Protocol: SIP

Name* Secure-Ex80.thtp.local
Description

Monce Yalidity Time* gon

Device Security Mode Encrypted -
Transport Type* TLS -
__|Enable Digest Authentication

_ITFTP Encrypted Config

Exclude Digest Credentials in Configuration File

-Phone Security Profile CAPF Information
Authentication Mode® By Mull String -
Key Size (Bits)* 2048 25

Mote: These fields are related to the CAPF Information settings on the Phone Configuration page.

-Parameters used in Phone

SIP Phone Port* cpe1

- | save 1| [ Delete : [ Copy l | Reset l [ Apply Canfig | [ Add New |

IJglo9s 2. ol pu Io 9uog Iplo ble IJpzeses (1) - peodb (I2osbes).

1. B8s CUCM: 235 ublp > pedple 1Jpduwwd.
2. 8p Mopss) Jluwsd s pedplo Ilplo > 94o¢ lplo wble IJpzeses > 1.
|'Eecurit'r Parameters

Cluster Security Mode * 1




Bl de cdu IJ8spes 10 e sop olpseu CUCM. I3l Jly o3l 09 IJelJ: szole IJpuwdsd IUs polzes
12> 0dsu IJpuwowssy Julpsy CUCM.

>JsJ lely, CUCM 9.1(2)

s

>Jsd el CUCM 10

lJgb9s 3. Juble pdd og s Bs CUCM Judbé IJuolss IJpuweuss |Js TC.

1. s CUCM: 22> zolj > oleud.
2. by 96 SUOSWY >8>

3. 223 u9g uldbs IJuolss IJpuwewss [Js TC 99 wodssy odo Idpedpele: gugly MAC -

eu9lu MAC oy 1dzols Idpuwews |Js TCe@ed 1w byds Idelodywo (*)Ideldd -
l\JPL}”Qt)PPE)& lJr"L}”Qt—)P |JP|J¢J - |Jro|J¢J |J,o,_§o_)o V|Jao|_jroJL.9 u&)._St_9 i'o|() |Jao|_j -
pJV ©g)sV wp wdysuo puvedl (Secure-EX90.tbtp.local)pJd wg )59 SIP - pJud
oersd SIP IUSslums 19 ks pdd ciuosue wp lugblio

(1%, I
Helated Links: EET S F=8 oy =t B4

E Sy xl.'luu '-I_j Copy Q] Fesel oF Apoy Conhg ::"3 Skl Fems

Ltatus
i_; Ipdate sponnss fi
-Associalion Informalion rPhione Type
Moey Ao fhems | Product Type: Cisca TelePresence LEYD
3 & . Drewice Prolocol: SIP
I wmeline [l aFll i Basolas Telefresencos BT
---m----- Urassigned fesooated ltemns ---------- | CRewvice Informalion
2 '::;.l.I.LIs_LE'_'n'lJ.'.LLLﬂ“_hH. hegsTaticn Lakrawn
P nedrzss Lakrown
[ cavice is active
[ cavice is trusmes
MAS fddress® OCF0EINESATE
Cresaniplon o EMRC
Dhpwica: foet® Base’ ne_TalePrasapss-02 * ey Debals
Commen Dewor Ceafigaration < Mo 3 * icw Details
Faore Rutor Template® Standere Cisco Tele@resenos LRl -
Cemmon Phane Frofis* staadase Comnean Phioae Peafile -
Owner @ User ") Anonymous (Public/Shared Space)
Cwner User ID¥ pstojano -

Phone Load Mame


/content/en/us/td/docs/voice_ip_comm/cucm/security/9_1_1/secugd/CUCM_BK_C0395F44_00_cucm-security-guide-91.html
/content/en/us/td/docs/voice_ip_comm/cucm/security/10_0_1/secugd/CUCM_BK_C68276B4_00_cucm-security-guide-100.html

~Protocol Specific Information

Packet Capture Mode* None *
Packet Capture Duration 0
BLF Presence Group® Standard Presence group -

MTP Preferred Originating Codec® | 711ulaw

Device Security Profile® Secure-EX00. thtp.local -
Ferouting Calling Search Space = Mone = -
SUBSCRIBE Calling Search Space  « MNone = -
SIP Profile® Standard SIP Profile For Cisco YCS -
Digest User = Mone = -

Media Termination Point Required
"lUnattended Port
Require DTMF Reception

IJglo96 4. $p wluolds lgup pJ o )s IUlpl [Js Uvwds polbds IJogiso
(SAN) IJgl_oé . wol>s Expressway-C/VCS-C (J¢oshis).

1.
2.
3.

s Expressway-C/VCS-C. lyedd 1Js Iduoslus > Juoble |Joip§g > Jboldé 1Ughe.
lu®) W98 lugble CSR.

leJl 289 bJo wodse [Juvolssé (CSR) 9ulds Iy luwp pdd s lply oled CM 1J 092>
S29S £JS pdd og s loly [Jolewd 1deess Bs wuuwsd luwe IJeeld lJpgod wIJIlpd
(FQDN). eJs uvewsd IJpeld. Secure-EX90.tbtp.local. pJlzgbé: o w)> lywple pdle
w88 ey olewd Unified CM Bs 1z e 1Jedbs pu 2l8d IUluwe IJussd JJes ose
(SAN).

L 8p wlsdld cubgsd CSR ol IJs eoze uvoble slgdis 19 zos ¢hzss (CA) Jsop wodseo.
.23 woslud > yvoblo olpsy > ybolss ghe Jugesd IUuvolyé |Js Expressway-C/VCS-C.



Generate CSR oot aee hare: Maintenanca * Sacuety oot

COIMITsaE e

COMMan Name FROM ol Expresseay -

Coemmon nene as E il apesar RTP-TETE-EXPEVY-C totp docal

Alternative mame

Sugject abernalive names FODM of Expresswisay chuster plus FQDMNz of sl peers inthe cheler - @

Aodiional sitsmative remes (Comme ssparaied) i

Ikt 20 Presence chat node afazes (federated groug conference-2-SandaioneChesterSad3a thp local Foarmed  MMPP&ddress w» 0
chat)

Urified O phone securily profie names Secure-EX901kp local

Altetriative reatme &2 it vl appasr D= RTR-TETR-EXFRVY-C thlp. local

L= RTP-TBTR-EXPRVYYC totp o

Lo RTP-TRTR-EX PRV Y-C2 totp ocal

FMPP conference-2-SlandaoneCiustersacdSa thip local
[ibdE: Secure-EH90 b oo

_Additional nformation

Ky iength (in bdz) 4056 -

Cenary ® LIS i

Stale ar provinee k MC

Localty thosvn neme] * RTP i
Cranization (company name) % Cigco i
Crganizalionsl unl * TelePresence i

Generale CSR |

IJglb9é 5. |uols ppld IJlouoldle 1Je9e»6 |Js Uivel>o Expressway-E/VCS-E.

1. b Expressway-E/VCS-E. 233 uoslus > guoble IJolese > Suolss 1ghe.

2. 1u8) Y98 luyble CSR.

3. Bp wogwiséd 289J CSR 9ulds pu Iy "peldle wuwesd CM 1Je9z36" wewss eJs IJpeld
lJ3s uwve@9pe udbdé IJuolss IJpuwensé s TC wowsspe bdole Collaboration Edge
(collab-edge) |Jso: ol vougwsdle gbe luve [Jezld (DNS) i_9 luwp 1JE>06 (SRV).

4. e Vsl cubgsd CSR el I pize puod8 dleds 19 Jzos hzwss Jswe Idosdse
gJso.

5. 23> woslué > Jvoble oi,o..__sc, > Jboldé gbp Jogpesd IUuuoelsé |Js Expressway-E/VCS-E.



Generate CSR Yol are here: Bsintenance @ Securiby

! COMMan rame |
1
COEnTAon Feskme FQODN of Exgressesy custer - | L,

Cormmen feme 33 ilwil appear RTP-TETF-EXPRYW-E

_! Alternatios name

Sisinct slternative names FOON of Expresswsy cluster plas FODNs of all pesrs inthe custer |

Additions sftermative rames (comma separated) blp ocal i

Lirified O registrations domaing 1kl docal Formal  SEWVHame - 1
Attarnatiee mame az it wil appese DHSETP-TETR-EXFRWY-E

DS RTP-THTP-EXERY-E2 thip local
DIMERTP-TETP-EXFRAMY-E1 Lhip local
ChS:kip Jocal

SRY: _colisk-sdge._tis fbipdocal

= Addifional information

L

ey dangthy {in bis) 4098 - 1

ity * S 1

Stale or province & MNC i
Locality (Rowyn nams) = RTP i
CrganiTation [Compgany names) * tﬁs.ctl i
Crgganizationsl unit * TelePresence |

Genarate CSR J

IJgb9é 6. §p vodwse Juolys CA 1Jpse9 96 IUpulwed |Js udbé IJyolss
lJpeuwewsé |Js TC.

1. Bs wdbsé IJuolss IJpuuewss |Us TC. 235 odasy > IJislw.
2. 23 gdlpd lJowsse CAglwes o yuolxs CAldus 988w eds uvolsé Expressway-E/VCS-

E.
3. ludy eds luols pyee Uvoblo. pdlzbé: wpz)s luols I oo wugle: uweslol pw,956
B Slispd
lJuwoble.
Security

Successfully imported the candivate Plaase reboni for changes 10 1ake afzct.

Cerlicales [ Promslilled s Stroe mecurdy kode Morepersisteal Mo CLIGH
Cestiicate Iss0ar
harps-W e =0yl 0A Fuzras- W IS - G Lalale .

Add Cerificats Authonby
GA file Mo file selectec Brwze. ..

Thig system supports PEM farmatiad files { pem) with oae of more CA cedificates withn tha file

Add cedificsie autharity. ..



pdlebé: sew9s ldpeesd TC 7.2 eds Ylisps pdedle J9uesd (CAS) Idpowwsd puwodl. b
Jlo IJpze [Jpuesd 1J3s 988 Uvolss Expressway-E 092951 Jopu 030 [J3lisps: Bly

IJglosle 1dp,zs O o3l IdSuwe €s)
plodye.

# Horrz L Call Corral 4 Canfiguration 13 Dlagnostics £ naintenzncs
Security
Cetihcalgs G Fremstalled Cas strang Secunty fdode horrgersistent Mode CLICHK

Thig A Dst iz uged for Cigca LEK vis Exareseway (Edge] pravigioning only.

Cardigurs provigioning noe,

These certilicalas ara used 1a validalz the servers cortacted ouer the irdered whan tha endpaict uses UCH via Exaressway provsioning. The certdic:
erbled and digabled cdmcaally, coall of Therm @2 once using e "Daable AlYErable A7 boulton Mole Thal Ths ulton aly allects Thie celibeal es

page. Certiicates ane cerdcale aulhonties upleaded globally on 1he systeroars nal aflected.

Cadificste lsguer

A lrusl Ges, © Eichecheibesysteme im ezkir

AeTruet-nluald3 ]
i Datarierkehr GmbH

AAS Cerficala Berices Comodo C©& Lmifed Delails. .

Sociedad Cameral de Cerificaciéa Digits! - Caricdmars

AL Re'z Canlcéamsms 5.4, Tt Jatails...
=N B

ACEONCCM Raot EDIG Details...

AddTrest Extamnal Ca Root addTruz AR Jaails...

O ails...

W

L4

& acmin

Ales can he

ilied o this

Dizakis A

Dizatle

Disahle

Dizable

Digable

Dizalale

pdlebs: cross LoBz6 IJpsze IJpuodd Idplwe puvedl eds i "wdsso Ilesh 11"
lJeuluwe 1Uss sulddy puluins |Us 1o dssu IUpbdse Idpuily [Jse B 1Jébys 2 B

IJSuwe IJelds.

IJgo9s 7. |esl> u s yolss ouwows [Js TC Jlesl> Edge

- Vs uldbs IJuolss IJpuawss [Js TC. 23> odasy > Jbedo _9oi-:b o0 pde 030 1Uz89J

wuvdd Lozt wew uwe DNS:
luwe Ipeld
gwslu IUehe

- Vs ubo IJuolss IJpuwewss IUs TC: 23> odesy > el 3oi¢J.> PU UEWSS o030 Uz 99J

wubdd Lozse:

LoginName - Jpl 09 pg,9 s CUCM

Jdpo 1Jp,9) - Jpl 05 pey96 B CUCM

e, Idehes

IJewslo - luwe IUpuosed 1JElo  Expressway-E/VCS-E
IJezld - 1dpzld zse s9z> uved Collab-Edge 1Jgl o o



PrgviSigni ng = Hafrazh A Caollapse all s Expand all

s
Connactivity External E| Save
Httphethod GET E| Save
Logintame pstojano Save ([0 to 80 characlers)
kode Edge E| Save
FPassword Save | ([0 to B4 characters)
Externalkianager b
Addrass HIF-TETF-EXFEYWY-E.ibtp. local SAYE 12 to b4 characters)
Allermalesddress Save 0 to B4 characters)
Dormain thipe local save U to b4 characters)
Fath Save | ([0 to 255 characters)
FProtacal HTTF= v Sare

lJozdd pu lduogs
lguegse 03l 1d@uwe Joldss gpd IJodsse wuvdd Lozse.
udbs IJuolss IJpuwewdd |Js TC
1. Vs sleod IJpuwegse lhuwsess (GUI) e IUsswr lowdd IUs "lduodes 1 issuvss”.

loge g0 ldOuwpe "9dsd SIP 1" JJsog "puwed". suslo lUgdsd o9 Expressway-E/VCS-E
IJglue .

SIP Proxy 1

Statu:

Registered
Froxy 105.108
URI 9211@tbtp.local

2. pu 9lzos yuloy IJlgle, (CLI). I>gd xstatus //prov. |51 oo puwedl Oszw 1o o)s 2lds walds,
"PJS_)"_
xstatus //prov
*s Network 1 |Pv4 DHCP Provi si oni ngbDormain: ""
*s Network 1 |Pv4 DHCP ProvisioningServer: ""
*s Provisioning CUCM CAPF LSC: Installed
*s Provi sioni ng CUCM CAPF Mbde: |gnoreAuth



*s Provisioning CUCM CAPF QOperationResult: Not Set

*s Provi sioning CUCM CAPF OperationState: NonPendi ng

*s Provi sioni ng CUCM CAPF Server Nane:

*s Provi sioning CUCM CAPF ServerPort: O

*s Provisioning CUCM CTL State: Installed

*s Provi sioning CUCM Ext ensi onMbbi l ity Enabl ed: Fal se
*s Provi sioni ng CUCM Ext ensi onMbbi l ity LastLoggedl nUser | d:
*s Provi sioni ng CUCM Ext ensi onMbbi l ity Loggedl n: Fal se
*s Provisioning CUCM I TL State: Installed

*s Provi sioning CUCM Provi sionSecurity: Signed

*s Provisioning CUCM TVS Proxy 1 | Pv6Address:

*s Provisioning CUCM TVS Proxy 1 Port: 2445

*s Provisioning CUCM TVS Proxy 1 Priority: O

*s Provisioning CUCM TVS Proxy 1 Server: "xx.xx.97.131"
*s Provisioning CUCM UserId: "pstojano"

*s Provisioning NextRetry:

*s Provi sioning Reason:

*s Provisioning Server: "xx.xx.97.131"

*s Provisioning Software Current Conpl et edAt:

*s Provisioning Software Current URL:

*s Provisioning Software Current Versionld:

*s Provisioning Software UpgradeStatus Last Change: "2014-06-30T19: 08: 40Z"
*s Provisioning Software UpgradeStatus Message:

*s Provisioning Software UpgradeStatus Phase: None

*s Provisioning Software UpgradeStatus SecondsUntil Upgrade: O
*s Provisioning Software UpgradeStatus Sessionld:

*s Provisioning Software UpgradeStatus Status: None

*s Provisioning Software UpgradeStatus URL: ""

*s Provi sioning Software UpgradeStatus Versionld:

*s Provisioning Status: Provisioned

** end

CUCM

WOs CUCM. 235 zoly > olod. §p Lldoprs) v 1USlsps 19 Bp woLOWBSH IJSlspd luweobl 1Js
uldbé IJuolsé 1Ugluedé . see lu wys ouwldé "euwed o ZCUCM_IPZ". szo lu sJou guslo IP
lJe9z9> £Js Spsu 03l lJpe9zo o9 Expressway-C/VCS-C 1Uss sped [Joyvesd.

: SEPROCAIEROCE AFE Stz] EX90Q Basslina Telsfrageqes-LPF  SIP Ragigterad wih o7 14E 0 ¥
dam
87,133

Expressway-C

. B.s Expressway-CIVCS-C. 255 Il > Ileuoldle 1Jp9236 > €502 zduwle IJ]pols.
clJouodss puwe guslu IP Jo@bs 1duolss 1deuwowsd |Js TC. swp g0 peld eds
2duws gpd 03936 B 1Juoy,s:

Rogords: Fage 161

-
et E et oL Fo L

DE0 | @No Fariread CecalT ‘TR 24092502084

luwed bl Iisble ol oJlzol
$98, 03l IJBuwpe pedsple spdud luuegslel Jluvaduld igble IJodssy sluadlzol.

9> wedd puvddle lJoywesd vosegd Jegled £3536 wouoey DNS 9o uddle IJguoble
9ldodasy 9pl IJs 3JY. swopu o3l IUduwe Blisps yulpds Jel yuoslo glxe Vs 2ld 9lzow
puvdJs pesu6 99Us9S6 peldewol. I3l 9lzow puibldd bz ol wp wyns¥o wldved: VIl )
VIS wuopswol.



Ibole

Bubis 38 wae Ju gds 3lss wldbsle 1Jpolzs wpe ouodd.
udbs yolss TC

Web Gui

- all.log
- e ldJogvesd Idpguwe (cuppsu ldodlb 1dzes olJJle])
CLI

o9y 030 IJisle, e, Blissé Jlwad il 1Jigble gl odlzol B IJsde IJbeJs:

- wwgd CTX HttpClient debug 9

. wved ctx PROV wozse IJigble 9

s ouwesd Idsgsd ds <— seHue ldouwvesd gw 5226 1oz dpe
b)sdo Welds Jlgho lugvle IJpuvdds os wwssd 9uo¢ 1Ulesl po "Edge” |Us "Off" &p 1Jg9s06
IJss "Edge" slgJ slzos IJpuucgre Idyuwsess (GUI) JJsse. lue suwebse lsual sgde I
xConfiguration ;9> luvJyw: le) W IJ CLL

b9 yvised

- wwedlo lJogugs o
- TCPDump

CUCM
- puwble SDI/SDL

IJluos)y 1: uvzd Collab-Edge ¢ pyiss 919 luvpe IJposd Es) Blod JJzJ
Jpl oys sWuvd get_edge_config ouwow wedsd IUluwe.

wedle udbé yolss TC

15716. 23 Htpd i ent HTTPO i ent Curl error
(https://RTP- TBTP- EXPRWY- E. t bt p. | ocal : 8443/ d&0cC5j b20/ get _edge_config/):
' Couldn't resolve host name'

15716. 23 PROV Provi si onRequest failed: 4 (Couldn't resolve host name)
15716.23 PROV |: notify_http_done: Received O (Couldn't resolve host nane) on request
https:// RTP- TBTP- EXPRW- E. t bt p. | ocal : 8443/ dG0cC5j b20/ get _edge_confi g/

edle

1. w2l ppl Bl Yy uzd collab-edge 092951 9lyzle luwpe Idpuos IUuozSe.
2. 0280 ppl Bl Iluw pedyple gbe DNS IJos we wdssuel gds IUgpsd wozses.


https://supportforums.cisco.com/document/12291871/obtaining-system-configurations-xconfig

IJluosl) 2: CA £5) 929> uopu Blisped CAlJpsesds eds udbo IJuolss
IJeuwows |Js TC

wedlo u¥bé volss TC

15975. 85 Htpdi ent Trying xx.xx.105.108. ..

15975. 85 Httpdient Adding handle: conn: 0x48390808

15975. 85 Httpdient Adding handle: send: O

15975. 86 Httpdient Adding handle: recv: O

15975.86 Httpdient Curl_addHandl eToPi peline: length: 1

15975.86 Httpdient - Conn 64 (0x48396560) send_pipe: 0, recv_pipe: O
15975.87 Httpdient - Conn 65 (0x4835a948) send_pipe: 0, recv_pipe: O
15975.87 Httpdient - Conn 67 (0x48390808) send_pipe: 1, recv_pipe: O
15975.87 Httpdient Connected to RTP- TBTP- EXPRWY-E. tbtp. |l ocal (xx.xx.105.108)
port 8443 (#67)

15975.87 Httpdient successfully set certificate verify |ocations:

15975. 87 Httpdient CAfile: none

CApat h: /config/certs/edge_ca_list

15975.88 Httpdient Configuring ssl context with special Edge certificate verifier
15975.88 Httpdient SSLv3, TLS handshake, Cient hello (1):

15975.88 Httpdient SSLv3, TLS handshake, Server hello (2):

15975.89 Httpdient SSLv3, TLS handshake, CERT (11):

15975.89 Httpdient SSLv3, TLS alert, Server hello (2):

15975.89 HttpCient SSL certificate problem self signed certificate in
certificate chain

15975.89 Httpdient O osing connection 67

15975.90 Httpdient HTTPClientCurl error
(https://RTP-TBTP-EXPRWY-E.tbtp.local:8443/dGJ0cC5jb20/get_edge_config/):
'Peer certificate cannot be authenticated with given CA certificates'

15975. 90 PROV ProvisionRequest failed: 4 (Peer certificate cannot be
authenticated with given CA certificates)

15975.90 PROV |: notify_http_done: Received O (Peer certificate cannot be
authenticated with given CA certificates) on request
https://RTP-TBTP-EXPRWY-E.tbtp.local:8443/dGJ0cC5jb20/get_edge_config/
15975. 90 PROV EDGEProvisionUser: start retry timer for 15 seconds

edle

1. 02838 pel B JIu pze pu2d8 p0 208 Eliziss pol Lopw edlps Idowssy lelu > pize
pu2dY £Js v b IJyolss.
2. Bl YlG Idpze dpuos8 ezl Bzl pu Loz wo.

IJebdJs 3: Jl spe9s Expressway-E gds peld IJloyoldle 1Je9236 1Jp>)2 WO
wwoedd pub s IJogisu (SAN)

wedle udbé volss TC

82850.02 CertificateVerification ERROR [verify_edge_domain_in_san]: Edge TLS
verification failed: Edge domain 'tbtp.local' and corresponding SRVName

' _collab-edge._tls.tbtp.local' not found in certificate SAN list

82850.02 Httpdient SSLv3, TLS alert, Server hello (2):

82850.02 HttpCient SSL certificate problem application verification failure
82850.02 Httpdient C osing connection 113



82850.02 Httpdient HTTPCientCurl error
(https://RTP- TBTP- EXPRWY- E. t bt p. | ocal : 8443/ d&0cC5j b20/ get _edge_config/):
'Peer certificate cannot be authenticated with given CA certificates’

wwedd pub$s IJogisu (SAN) byl Expressway-E

X509v3 Subj ect Alternative Nane:
DNS: RTP- TBTP- EXPRWY- E. t bt p. | ocal , SRV:_collab-edge._tls.tbtppppp.local

edle

1. 9p wlehs lugule Expressway-E CSR Joopesu pzld (peldle) IUlouoldle 1Je9e6.
2. po ldpzopd Io Jp sop wessy lJpedes ExternalManager Domain g Js o 8bé wolss TC
IJs el 09 peld IUlouoldle 1dpgess. 131 Jly o3l o9 1Uzld sew I oobloug peo.

IJpbdJs 4: [up IJpumwetdp 9lis IJpé 1Jpy9) 1pseds Bs pJud og) s Jesl TC
&S LOTSTo

wedle udbé yolss TC

83716. 67 Htpdient Server auth using Basic with user 'pstojano’
83716. 67 Htpdient GET /d&0cC5) b20/ get _edge_config/ HITP/ 1.1
Aut hori zation: XXXXXX

Host: RTP-TBTP-EXPRWY-E.tbtp.local:8443

Cooki e: JSESSI ONl DSSO=34AFA4 A6 DEE1DDCES8B1D2694082A6D0A

Cont ent - Type: application/ x-ww-formurl encoded

Accept: text/xm

User-Agent: Cisco/ TC

Accept - Charset: |1SO 8859-1,utf-8

83716.89 Httpdient HTTP/1.1 401 Unauthorized

83716.89 H tpd ient Authentication problem Ignoring this.
83716.90 H tpd ient WNWMAuthenticate: Basic real n="Ci sco- Edge"
83716.90 Httpdient Server CE C ECS is not blacklisted
83716.90 Httpdient Server: CE_C ECS

83716.90 Httpdient Date: Thu, 25 Sep 2014 17:42:51 GMVI
83716.90 H tpd ient Age: O

83716.90 H tpd ient Transfer-Encoding: chunked

83716.91 H tpd ient Connection: keep-alive

83716.91 Httpdient

83716.91 Httpdient O

83716.91 Htpd ient Connection #116 to host RTP- TBTP- EXPRW-E. t bt p. | ocal
left intact

83716.91 Httpdient HTTPCientCurl received HTTP error 401

83716. 91 PROV ProvisionRequest failed: 5 (HTTP code=401)
83716.91 PROV |: notify_http_done: Received 401 (HTTP code=401l) on request
https://RTP-TBTP-EXPRWY-E.tbtp.local:8443/dGJ0cC5jb20/get_edge_config/

Expressway-C/VCS-C

2014- 09- 25T13: 46: 20- 04: 00 RTP- TBTP- EXPRWY- C edgeconfi gprovi si oni ng

UTCTi me="2014-09-25 17: 46: 20, 92" Modul e="net wor k. htt p. edgeconfi gpr ovi si oni ng"
Level ="DEBUG' Action="Received"
Request-url="https://xx.xx.97.131:8443/cucm-uds/user/pstojano/devices"
HTTPMEG

|HTTP/1.1 401 Unauthorized



Expires: Wed, 31 Dec 1969 19: 00: 00 EST

Server:

Cache-Control : private

Date: Thu, 25 Sep 2014 17:46: 20 GMI

Cont ent - Type: text/htm ;charset=utf-8

WAW Aut henti cate: Basic real m="C sco Wb Servi ces Real nf

2014- 09- 25T13: 46: 20- 04: 00 RTP- TBTP- EXPRWY- C UTCTi ne="2014-09- 25 17: 46: 20, 92"

Modul e="devel oper. edgeconfi gprovi si oni ng. server" Level =" DEBUG'

CodeLocat i on="edgeprot ocol (1018)" Detail="Failed to authenticate user against server"
Username="pstojano" Server="('https', 'xx.xx.97.131', 8443)"

Reason="<twi sted. python. failure. Failure <type 'exceptions. Exception' >>

"2014-09- 25T13: 46: 20- 04: 00 RTP- TBTP- EXPRWY- C edgeconf i gprovi si oni ng:

Level ="I NFO' Detail="Failed to authenticate user against server" Username="pstojano"
Server="('https', 'xx.xx.97.131', 8443)" Reason="<twi sted.python.failure.Failure
<type 'exceptions. Exception'>>" UTCTi me="2014-09-25 17: 46: 20, 92"

edle

1. 0288 p0 Lo2s luwp IeuweseldJps 1pes Idos op Igldel Lopy Lodes IUlesls eds
u9lbé yolss TC.
2. 1doz 8l pu wslule IJlge el gds Blgss wslule CUCM.
3. IJluosly 10 - [uwegsle pogd IUselsd 1Usloss
4. 1Jluosly 9 - lgwedsle gsble puvegse CM
o> p99E lJpedyple (URL) JIJI IJpud3s0 09 o wo: https://%CUCM%/ucmuser/

B zlJs bog, glol 28909 £, IS olds oo wessw 030 IUbsl, Jdpuuegse:

- wpdsy CTlHJWsluvs
e edse IJuoliss IUSsluvs J CCM

lJe b dJs 5: )0 wuwesd udbé IJuelss IUpuwewsé [Js TC

¥ SEPDOSOSD0EEAFE Stoj EX90 Baseline TelePrasence-DF SIP Rejected 37,108
ey ]

‘ouu|_)|o CUCM

08080021. 043 | 16: 31:15.937 | Applnfo | SIPStati onD(18400) - validTLSConnection:TLS
InvalidX509NameInCertificate, Rcvd=RTP-TBTP-EXPRWY-C.tbtp.local,

Expect ed=SEPO0O506006EAFE. W/ | check SAN the next

08080021. 044 | 16: 31: 15.937 | Appl nfo | SI PStationD(18400) - validTLSConnection: TLS
I nval i dX509Nanmel nCertificate Error , did not find matching SAN either,
Rcvd=RTP-TBTP-EXPRWY-C.tbtp.local, Expected=Secure-EX90.tbtp.local

08080021. 045 | 16: 31: 15. 937 | Appl nfo | ConnectionFailure - Unified CM failed to open
a TLS connection for the indicated device Device Name:SEP00506006EAFE

I P Addr ess: xx. xx. 97. 108 | PV6Address: Devi ce type: 584 Reason code: 2 App ID: G sco
Cal | Manager C uster |D: StandAl oneC uster Node |D: RTP- TBTP- CUCMB 08080021. 046

| 16: 31: 15.938 | AlarnErr | Al arnCl ass: Cal | Manager, Al arnNane: Connecti onFail ure,

Al arnSeverity: Error, Al armvessage: , Al armDescription: Unified CMfailed to open
a TLS connection for the indicated device, Al arnParaneters:

Devi ceNane: SEPOO506006EAFE, | PAddr ess: xx. xx. 97. 108, | PV6Address:,

Devi ceType: 584, Reason: 2, ApplD: G sco Cal |l Manager, C usterlD: StandAl oned uster,
Nodel D: RTP- TBTP- CUCMVD,

udbo yolsse TC



SIFP Prosy 1

~tatus: Failed: 403 Forbidden

Expressway-C/VCS-C IJdgJs

X509v3 Subject Alternative Nane:

DNS: RTP- TBTP- EXPRWY- C. t bt p. | ocal , XMPP: conf er ence- 2- St andAl oneCl ust er 5ad9a. t bt p. | ocal

d5 peold |duwed Up@) o3l pu IU9l oz io Expressway-C/VCS-C Jl szwss EJs pJL9 u&)._SLS
Il IJoled FQDN s Juods pub s IJogisu (Secure-EX90.tbtp.local). VIS puelozs lely
bo@s 1Jodd (TLS). szue CUCM iolss ¢glse Expressway-C/VCS-C. 9ol Jgspe 1Je w9,
edsolgd yvods Idegisu (SAN) 88> weyuo Idebl Jsshs soldbes) ev wadee 929> pJd
o8)SY lply IJolowd wouuwsd FQDN.

edle

1. 0288 pu lewsle Expressway-C/VCS-C gJs pJud wg)s loly 1dolowd wouuvsd FQDN
sIgd e ds pulbb§é IJugisu (SAN) Juvolsé 1UED e 1UElLo6 wol.

2. 0288 pu luwepsle 1Jzols Jpdbd we)rsd Idisly IJuozse Ws CUCM 3l oo ouweise
oJo og’)‘gu_ég low wouuwsd FQDN. :

3. 8> spaw o3l syl vuwow peyd wuozse IIgble po Cisco CSCug86376. |51 Jly o3l 09
IJ2lde Bepdl pu zze uvwds IJogiso (SAN) po Expressway-C/VCS-C 909 08 pJud
S8 laly IJolews sl Gvods IJeé s (SAN).

IJpuidJs 6: Bubd ©9ds) wdbs IJuelss [Jpuvawss [Js TC - Jl g9 > UDS

Sew 1o sJaw 03l 1Jgbl 09295l Lopu IJouugsuele > luvaduld IJigble 9l uolzol :

Error: Provisioning Status
Provisioning failed: XM. didnt contain UDS server addres

wedlo udbé golss TC

Se Woers) s IUseso Joss IJigble ldigw

9685. 56 PROV REQUEST_EDGE_CONFI G

9685. 56 PROV <?xm version='"1.0" encodi ng=' UTF-8' ?>

9685. 56 PROV <get EdgeConfi gResponse versi on="1. 0" ><servi ceConfi g><servi ce><name>_ci sco- phone-
t f t p</ name><er r or >NameEr r or </ err or ></ servi ce><ser vi ce><nanme>_cupl ogi n</ nanme><er r or >NaneEr r or </ er
ror></servi ce><servi ce><name>_ci sco-

uds</ name><server><priority>1</priority><wei ght >1</ wei ght ><port >8443</ por t ><addr ess>cucm donai n.
i nt </ addr ess></ server ></ servi ce><servi ce><nanme>t f t pSer ver </ nane><addr ess></ addr ess><addr ess></ ad
dress></ servi ce></servi ceConfi g><edgeConfi g><si pEdgeSer ver ><ser ver ><addr ess>expe. donai n. conx/ add
ress><t| sPort>5061</t| sPort></server ></si pEdgeSer ver ><si pRequest ><rout e>&l t ; si p: 192. 168. 2. 100: 50
61;transport=tls;zone-

i d=3; di rected; | ré&gt;</route></si pRequest ><xnppEdgeSer ver ><ser ver ><addr ess>expe. donai n. conx/ addr e
ss><t| sPort >5222</t| sPort ></server ></ xnppEdgeSer ver ><ht t pEdgeSer ver ><ser ver ><addr ess>expe. donai n
. conx/ addr ess><t | sPort >8443</t1| sPort ></ server ></ htt pEdgeSer ver ><t ur nEdgeSer ver/ >


https://tools.cisco.com/bugsearch/bug/CSCuq86376

</ edgeConf i g></ get EdgeConf i gResponse>
9685. 57 PROV ERROR Edge provisioning fail ed!
url =" https://expe. domai n. com 8443/ ZXUuY2hl Z2cuY29t / get _edge_config/', message=' XML didn't
contain UDS server address'
9685. 57 PROV  EDGEProvi sionUser: start retry timer for 15 seconds
9700.57 PROV |: [statusCheck] No active VcsE, reprovisioning!
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pJV wg sV 26> (s MRA_ServiceProfile).

4. 85 pdBS 08 1Ugsp6 1Uzasd Bp wldoes) IJs IJipvdd 968s Suup pJd wg)sdd CTI.
233 306 CTIUC IJgrs6 IJos Ypo wlugslisel JJws (eds uvesd IJpeld MRA_UC-Service).
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5. luedd [Js bbé CUCM>BLs Idpuweise > Idpuwesp Iduekiss luze o euvle IJpuweise
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