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lJpolbdolo
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3JIe olds pu

* Sew o sy thp ldosésue IUglue wd Jluesl) 11.5.1SU3 gldloshle Ui@o ou CUCM
09 Prime License Manager (PLM) 11.5.1SU2 Ig |_o>l, i@cg ou Cisco.

93JY Jio IJluosl) 11.5.1SU3 o, CUCM sobde oyisue IJogvlds) Jopdso IUsuoe
lJpodb 9dl s>gp PLM o )22 IJoyvds) zos 11.5.1SU2.

Jeiss po IJpedsplolze adlzbble Ll osly Lglos wessy e s Prime o0, Cisco. |l _oo!
11.5(1)SU2.

+ D89 9009d b U slzes wlo, 1Uisle, (CLI) pu £858 wlui, CUCM.
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Izo;6 eToken.
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udbo. weulz Wso IJs e USB IJpes)s. sldlzepldle Joissds gl Ws lo wdyy lzoje USB
IUIJIe 90686 plodsws Jegbpe IJolw.

e 392 louold Jled wso JIss 8> CUCM B 1Jpze986. 903l pop JJElss Jivo swp wuwg
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oJ CTL |Js zpse IJe @ Bs wble 1Jpze9es £uy wi9e9dsd wdd pJdle SFTP.

* seed IJouwg Idpopled Jiless IJuslule (DB) B wble IJpzeses wuvdd ozse slu
IJg9be w89p vouwe IJeslule Vs 1dyde Iddeds.

o wgp lJlz036 10092956 Bes gpJsé oy Jssd 1Jiely wuvdd 1o, luos (Izojé
NIRRT L

SpJdud |gwugsle Slised 9‘5_5:6 ol CM 1Jpe9z> pu LoW9z6 1U9sw I?Jé_luoé wldodhs) nUPBEP‘S
o0 Cisco (https://<CUCM IP l9 FQDN>/CUCREPORTS/) Jwzas» IJlzojo IJos wigpe IJlely
wubdd lvo)luos.

S edlzbs: Jl s3gp Cisco Jabber gl gss> pu ogled Cisco TelePresence lg Cisco 7940/7960
Series IP Uiplo eldsl wuvdd 1 e,)luos. bl Yeo oy Blispes [Joede Bs 1Jyosd
(CTL) w390 ,p9) pE lz036 Jl wagp Idisly wuvdd IBe,luos: Blo ls wease JJuble
lJglue o s95s IJs wéss)y uvolss CallManager eds IJolui) spog wes 3Jd IJgbliscd
I,Jggbkf_sé Jodo Uiaojé TUS SUp 2309 Ylispo IJopdpe WS 19 o9d (CTL) 5)35| g._;spdg,
JJlzojo IJos wigp IJlely wuvdd [l oS pod 09led 7945 9 7965 g Izojo Izae.
Souse pdlle CTL gus wpase Uvobé CallManager gJs IJoli, Jive spdy Jol
luvesle £2p6 1dozdd po 1Je$s (TVS).

lJpdovlo Idpuuwespd

ouwow Idpedsele 1Jglyo W o3l ldpuwens 1Js luosble Idolez ldedsole 1Jpebss IJeldss:

« CUCM IJIosl) 10.5.1.1000-7 (020986 o0 £950SO)

* wwduwdo 7975 oy o9lewd wy9weded IUlue,uw (IP) pu Cisco IJpwzds gy wy9wsded
Skinny Client Control (SCCP) g |uosl) Ido,ulpe Idoloo SCCP75.9-3-1SR4-1S

* GdJlosissumslo Jielo Cisco sop luvopsleoel Jogsso wble IUpzeses eds Isoe
IJpeodb wlgwesle woulee gpsd CTL

ope logvle Idpgdgple 1U9l)6 Bs o3l IJpuwows pu Uig_o_jé 1J 92956 WOS wSis6 pgpdso ¢luos.
wlo gpse IJlzojé Iqu»oé__s,oE: WO o3l IJrouuoo{.__Jongtﬂso PPUNIT (glu_éojlu‘o@). LBIIJlye
wwodod 9 IJogvgsd wolds po Wopd Jdules) Idpzopd Jls le).

pedsple Ivluss

Suod 03l IJpweus 1JWd,8 wsu lely Cisco Unified Communications Manager (CUCM)
luwegsle 12056 USB IJuplbsé 9590 [uwagsleol.

Suod 03l IJpuuows lsuol uusuolissole IJoudss IUlwluwss 1dos oo e Blises IJuvoble
1Je9e98 wol (CTL) w90 e pess SlJepdss Idus sop luvegslpol Juoplu god Iduble wuvdd
WSt wes Iogssle.

CTL £, 1Jpi93 08 0536 23836 B luoshle CUCM 10.0(1) sldlueshle 1Jizse ouwpe wouids,)
luvhle IJpdldele 99 uwlislo 09lewd IP 590 1Jzlzs 1Us luvwésle ig_o_jé USB eToken 90Jz9 gpsJ



CTL. 155 Jlo pelodul B uosble CUCM 1 wle$6.

gusel sop 9o wble 1preses B ldsuoe Iptodl Uluwodle oy CLL sop w9dse pdd
CTL oy wolsé CCM+TFTP (1J¢1se) Jg 856 Publisher. 9Jl &9z s Suolsle eToken £92936 .5 pJid
CTL.

% pdlzbo: gus lghe logile uolso CallManager (CCM+TFTP) gJs IJuluiy BOluol wgs)
298¢ 1Jpd . Jpl 1o 1Jogled 9ldizos6 IJes JI wagpe IJlslo wuvdd 1B luas JI oded
pJW CTL IJz>ss pl Jp Swp 2309 pddle CTL $398! po JJ zolj. Hlze Suwe ldewbdole
g 120z B 03l ldpuwows Jzuesd eds eiss po ldeedsele.

e Idsuoe £, IJlpu lJs 1dsuoe Ipgodb (CTL La9w ye))

S 03l lJGuwp IJepdss IJos sop luveesleol Judd lelu pzeses CUCM IUs s e
Ietedb goy CLI (9lz0d ulo, 1J9l)).

Iod o3l Iduwsulysy: Jlu CUCM Ws 9o €8y low: ppl SEUS o0 Jep sJu ould pJud CTL
0929> £Js |s pu 1Jed> 91w 09led IP [Jpuwzds JIo wol pdd $lisps 0956 09399 wol W9l Jpl
09 9T D 0do Idptrle:

<#root>
admin:

show ct |

Length of CTL file: O

CTL File not found

. Please run CTLClient plugin or run the CLI - utils ctl.. to
generate the CTL file.

Error parsing the CTL File.

admin:

% pdlzbo: 31 Iy oyl ltht_é CTL p9g9> eJs 1Uegbp vsupl uble lJpgessd Jéu:’ Vs Idyoe
lJpgodlb: Vol sgus lu uble Idpzees Jlu Bs 928 peedb Sp vl p)o lE)s IUs
9028 s peodb 9de swp 239 pJBS CTL pu wble Ipzeses.

s 1Jle, file delete activelog cmitftpdata/CTLFile.tiv pJd CTL po £85> WS pep9ed
CUCM. 90 3JIJ: sdjp >¢ld 1Uley eds JJ £826. 919w 9l ozl luwegsp 03l 1Ule, B Gb |5l
o Jas g 1Jgloos o pJd CTL sdp o wble Ipzeses Bis Isoog It odb.

pou IJb,y 8 [Jywods Joldss ol Bl Jly oble IJpzpses Os 1Jsog Idped |uvegsle IJi,oJ
ouuesd sql select parname. parrValue oy processConfig zse
paramName='ClusterSecurityMode". |3l Jluo §sp6 param os 0 W)y uwble 1Jpzees Jsuw
s 1o Idpeedb.



~

run sql select paramname,paramvalue from processconfig where paramname='ClusterSecurityMode'
paramname paramvalue

ClusterSecurityMode 0

el 19:43 06/03/15

v Trust List
1

. & ITL File

D706 CB 7D 9554 72 AD 3A
83 4A EC 98 E5 83 A3

T.Eﬂunfinuratinn [sined]

.__._I

Select Security Setting .0

PU |E_J udJ iro|o papﬁe{) CUCM |J6 |J3UDE_|J,DE_UJJD .__J|uuoé_.>|p p§j6 élES,Dé |JQC¢J|0
19,09 (CTL) 122538 1JglJess o0 1o 1dpd 1Jgbole IJoldss:

1. 1Jzwesd eds 1Usuosd IUbbs [Us slzes wwlb, 1Jisle, Jgdsé wluiy CUCM.

2. 1¢J IJie, utils ctl set-cluster mixed-mode s CLI:

<#root>
admin:

utils ctl set-cluster m xed-node



This operation sets the cluster to Mixed mode. Do you want to continue? (y/n):y

Moving Cluster to Mixed Mode

Cluster set to Mixed Mode

Please Restart the TFTP and Cisco CallManager services on all nodes in the cluster
that run these services

admin:

Juedd lds uoWes Ibhe CUCM > System > pedpele Enterprise 9oz 88 ppl 131 Il @5 wp
wessu uble IJezeses eds Idsuoe Idpeedb (o) 1J8ses 11ds Idsueg Idpeedb):

—Security Parameters
Cluster Security Mode * 1
LBM Security Mode * Insecure v
CAPF Phone Port * 3804
CAPF Operation Expires in {davs) * 10
Enable Caching * True T

C8p wlebo wubvgsd gxple TFTP g Cisco CallManager gJs zese 1Jg9> BOs uble 1Jpzesss
lJos o@9p woubgsd odo lJgsplw.

- 8p wlebs vubgsd zese 09lod IP zos wopdy pu lUzuesd eds pdd CTL oy ¢306
CUCM TFTP.

- JJeedd po press pdd CTL. I>¢d 11, show ctl Bs glz08 Gulo, 1Uisle,.

.8 pdd CTL spdod o oys lu yuolss CCM+TFTP (1IJghe) Jg 36 wlui, CUCM
ouwwgde Jugdse pdwd CTL (o3l 1dpdwd 09 b wo gds JJ 1Ug9lbe WS wble ez e9e0).
oul ez Jdptsele:

<#root>
admin:

show ct

The checksum value of the CTL file:

0c05655de63f e2a042cf 252d96c6d609( MD5)

8c92d1a569f7263cf4485812366e66e3b503a2f5(SHAL)

Length of CTL file: 4947
The CTL File was Tlast modified on Fri Mar 06 19:45:13 CET 2015



CTL Record #:1

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;

ST=MaTlopolska;C=PL
6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D 21
A5 A3 8C 9C (SHA1 Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

CTL Record #:2

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

4 FUNCTION 2

COMHTFTP

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D 21
A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

The CTL file was verified successfully.

c&ds zluw ol IP spdud I.Jr",&éé P9 1 o leho wyvgsd IJgspo. Bluol w9§9p
wouisd pdd CTL Jp9z9s Ilu eds gbe TRTP (seblod 1dezese IR0l MDS og
IJI&,lz e CUCMY:



% edlebo: gud 1oz dd pu ldpzese IJIRoohs eds IJolowd: e )s |l MDS |_9 SHA1.
pewpdl gds u9g IJole .

el 19 54 06/03/15 3001
v Trust List Al =
1L "

- 8 ITL File
97 C814646FB2B43239F

1D C94C 55 D8 C2

' LA
Select 'Sec:urrl:yr Setting

ETT [—f—;* s

el oy 2036 eToken 99,091 1Us 2Jsd Jl ozess £Js 56 59

"-l_._l__

S92 03l 1Jduwp Js9so Eva@J Iolo pzp9gs CUCM oy lzojo eToken |Js [uuwegsle IJzd
IJzoso 1Uss Jl szess eds |sé ypss.

VIS weue Ideldle sdsu IUgoe 1dpgodl @95 wp odssue wldved eds CUPM oluwegsle
gpsd CTL 9o wegsp 091w IP pJudle CTL IJos wzess eds Iduvoble pu lzejo USB eToken.

o8 03l IJuwsubso: sop w9 dse pdd CTL Lol ey lzs 1206 USB 1Jupbbsé 950 p wiuseo

eJs 09l IP. oyl Vs puld:

<#root>
admin:

show ct|

The checksum value of the CTL file:



256a661f 4630cd86ef 460db5aad4e91c( MD5)

3d56cc014760006861007aac6c278ed9059fc124 (SHAL)

Length of CTL file: 5728
The CTL File was Tlast modified on Fri Mar 06 21:48:48 CET 2015

CTL Record #:5

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1186

2 DNSNAME 1

3 SUBJECTNAME 56 cn="SAST-ADN008580ef ";ou=IPCBU;o0="Cisco Systems
4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 42 cn=Cisco Manufacturing CA;o=Cisco Systems

6 SERTIALNUMBER 10

83: E9: 08: 00: 00: 00: 55: 45: AF: 31

7 PUBLICKEY 140

9 CERTIFICATE 902 85 CD 5D AD EA FC 34 B8 3E 2F F2 CB 9C 76 BO 93
3E 8B 3A 4F (SHAl Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

The CTL file was verified successfully.



w21 53 06/03/15
v Trust List
1=

- & ITL File
F4 41 38 43 70 1D 2B 5F 82 05

F3 48 D6 DC B1 E3

' L
Select 'Sec:urrt',r 'Settlng :

idp._J oo lJ¢gbsle Juod i,ok;, p2p986 CUCM |Js luwegslp @9lise dopde Ws Iy od 1JEl oo
w90 Hp)-

1. 1Jzwesd eds 1Usuosd IUbbs [Us slzes uwlb, IJisle, Jgdsé wluiy CUCM.

2. 1¢d 1o, 9lz0s Lulo, IUlsle, (CLIY IJglue woesse wble CTLFile:

<#root>
admin:

utils ctl update CTLFile

This operation updates the CTLFile. Do you want to continue? (y/n):y

Updating CTL file

CTL file Updated

Please Restart the TFTP and Cisco CallManager services on all nodes 1in
the cluster that run these services

3. Gp wlehs v bvgsd grple TFTP 9 CallManager gJs gpse 1Jg @ 1Jp9g936 Bs wble
IJpzeogs Idos ©l9p woubgsd 030 lUgple.



4. Sp wlghs cubEsd zese 03l IP zos wopdu pu ldzuesd eds e CTL oy 2308
CUCM TFTP.

5. 1¢J 1Jie, show ctl B glzos ubo, 1Jisle, JJozdd pu peeds pdud CTL. B pJud CTL.
SpIdud i <)S o wwol>é CCM+TFTP (IUgle) Je 6 uluvy) CUCM o uwegsp Jugdse
0Jd CTL wodl pu IJuivolsé pu Izoj6 USB eToken.

6. ould W8 1, lopss Wb 030 IJzlds 909 o IJuvoble oo zpse 12056 Iz036 USB 1Jp s 6
Swp bldwel pu pdd CTL. oul wpedde Jdpdzle:

<{froot>
admin:

show ct

The checksum value of the CTL file:

1d97d9089dd558a062cccf cbldc4c57f ( MD5)

3b452f9ec9d6543df80e50f8b850cddc92fcf847 (SHAL)

Length of CTL file: 4947
The CTL File was Tlast modified on Fri Mar 06 21:56:07 CET 2015

CTL Record #:1

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;

ST=Malopolska;C=PL
4 FUNCTION 2

System Adni ni strator Security Token

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL
6 SERIALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 IPADDRESS 4

This etoken was used to sign the CTL file.



CTL Record #:2

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

4 FUNCTION 2

COMHTFTP

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

The CTL file was verified successfully.

) edlebs: B 11z 1Jp3ds, Tedlo I3 Jp oy Luolss CCM+TETP (IUgh o) 1J¢l 06
woluiy) CUCM 09886 Sluodd w6 1s Ids suog lelu wble Idpzeses Idpuwewd
IJs Idse5 1dpess Jdlzess 99, Idegssile p6 1)s wldouwes Jded €s) 1Jei95
IR

7. eJs zlow olo W P spdod oz 8 pu lue wes lebsé wuvgsd oslewd IP. §loo wouisd
luoslh) pdd CTL IJpzre (soblod IJezpese IJIRowbs MD5 og U131z oo CUCM):



el 22 06 06/03/15
v Trust List
| B

- 8 ITL File
80 E1 A7 DE AF 35 8E CD 3E
98 72 EC 67 9F 28 A2

¥

Select I':jftc:urrt'g.r 'Settlng .

soloct IHMAN Et Jrnon

el oo 1ded Iss Jl szess eds lzoss 9dl szoss eds lss
JP9)

8900 03l ISuwp Js 358 s lelo preses CUCM wesdl o IJed IJeas s JI szess
eJs ls,p9) ppsio sleboo |Js luwedslpe Izoj6 eToken.

gwpl sop wEsSY lplu wble Iezeses CUCM gds IUs o 1Jpgodb Lluwaésle I9le, CLI
98U ©99SE pJud CTL wolsé CCM+TFTP (1IUgle) Je 856 wlui, CUCM. Jl o9z Uuoble pu
Iz056 USB eToken 192936 s pJub CTL.

Jo3l I Juwow g0 oubgsd gpsd CTL Jopase pdud CTL (B wldizoe [Us luveole Iz0,6
eTOken)‘ QJ'OO_) _)u.uldo |JE_JD| odo:

The Security Token you have inserted does not exist in the CTL File
Please remove any Security Tokens already inserted and insert another
Security Token. Click Ok when done.

9031 pop wudd Elue s IJumsobssole Idos woupeu E9u puvess IJuble (guel sope
w29sd Idlesh [Js 1Jedd) [ds [uosl el Sod 10.x Jl seuopu 9le) $lises Idogde Os
lJso9d (CTL) IJs IJpuwese.



Sop wzsd pdd CTL I uwlod (0290 wéssile B prasle) B gpdss wease 19 ¢rdss Linux
IJs Linux (L2). 9J! sgwss eds uvobsle eToken: Jpol 09 o339, uwlogl. ool wpe9de Jdedselw:

<#root>
admin:

show ct

The checksum value of the CTL file:

1d97d9089dd558a062cccf cbldc4c57f ( MD5)

3b452f9ec9d6543df80e50f8b850cddc92fcf847 (SHAL)

Length of CTL file: 4947
The CTL File was Tlast modified on Fri Mar 06 21:56:07 CET 2015

Parse CTL File

Version: 1.2
HeaderlLength: 336 (BYTES)

BYTEPOS TAG LENGTH VALUE

3 SIGNERID 2 149

4 SIGNERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

5 SERIALNUMBER 16 70:CA:F6:4E:09:07:51:B9:DF:22:F4:9F:75:4F:C5:BB

6 CANAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

7 SIGNATUREINFO 2 15

8 DIGESTALGORTITHM 1

9 SIGNATUREALGOINFO 2 8

10 SIGNATUREALGORTITHM 1

11 SIGNATUREMODULUS 1

12 SIGNATURE 128

65 ba 26 b4 ba de 2b 13
b8 18 2 4a 2b 6c 2d 20
7d e7 2f bd 6d b3 84 c5
bf 5 f2 74 cb f2 59 bc
b5 c1 9f cd 4d 97 3a dd
6e 7c 75 19 a2 59 66 49
b7 64 e8 9a 25 7f 5a 8
56 bb ed 6f 96 95 c3 b3
72 7 91 10 6b f1 12 f4
d5 72 e 8f 30 21 fa 80
bc 5d f6 c5 fb 6a 82 ec
f1 6d 40 17 1b 7d 63 7b
52 f7 7a 39 67 el 1d 45
b6 fe 82 0 62 e3 db 57
8c 31 2 56 66 c8 91 <8
d8 10 cb 5e c3 1f ef a
14 FILENAME 12

15 TIMESTAMP 4

CTL Record #:1



BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;

ST=Malopolska;C=PL
6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

CTL Record #:2

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

4 FUNCTION 2

COMFTFTP

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

CTL Record #:3

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1138

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 60 CN=CAPF-e41e7d87;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

FUNCTION 2 CAPF

5 ISSUERNAME 60 CN=CAPF-e41e7d87;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

6 SERIALNUMBER 16 74:4B:49:99:77:04:96:E7:99:E9:1E:81:D3:C8:10:9B

7 PUBLICKEY 140

8 SIGNATURE 128



9 CERTIFICATE 680 46 EE 5A 97 24 65 BO 17 7E 5F 7E 44 F7 6C OA
F3 63 35 4F A7 (SHA1l Hash HEX)
10 TIPADDRESS 4

CTL Record #:4

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1161

2 DNSNAME 17 cucm-1051-a-subl

3 SUBJECTNAME 63 CN=cucm-1051-a-subl;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

4 FUNCTION 2 CCM+TFTP

5 ISSUERNAME 63 CN=cucm-1051-a-subl;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

6 SERIALNUMBER 16 6B:EB:FD:CD:CD:8C:A2:77:CB:2F:D1:D1:83:A6:0E:72

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 696 21 7F 23 DE AF FF 04 85 76 72 70 BF B1 BA 44

DB 5E 90 ED 66 (SHA1l Hash HEX)
10 TIPADDRESS 4

The CTL file was verified successfully.

admin:

Jo3l IJuwsobsy: §p wldpld 030 1Jgbbsle oo lzd wesse pddle CTL Ulely 390 1Jelzs [Js
lovedsle IUlple 1UElLo wldedlple 1dpps)io 1Jewd 8956 9ldos suwos wol IUle) Ws 1Jz3wd
1Js298 Jpdwd CTL pu zese o9led IP:

1. 1J2uesd eds 1Jsuesd 1Jbbis 1Jis 9lzes uwb 1isle, Je$28 wlus, CUCM.

2. g IJlo, delete tftp ctiflle.tlv s 9lz0é Lulo, IJi9le, (CLI) Jg 86 Publisher Jz38 oJud
CTL:

<#root>
admin:

file delete tftp CTLFile.tlv

Delete the File CTLFiTle.tlv?
Enter "y" followed by return to continue: y
files: found = 1, deleted =1

3. Vo gpsd puob§o SafeNet e Js zol; Microsoft Windows IJpe oo gdse gpsd CTL (sep
oouswo udylissl pg gpsd CTL):



F =y
(®) SafeMet Authentication Client Tools BT

(fgafe

SafeNet Authentication Client

eToken PRO
Rename Token

W9  Change Token Password

Unlock Token

Disconnect SafeMet eToken Virtual

www.safenet-inc.com

4. Os gpsd puob o SafeNet: luedd |Js bysds IJgyuo [Jpo > p0:

@ SafeMet Authentication Client Tecls - e - l:'—_lﬁ

@af&_

SafeNet Authentication Client

Adhvanced View

5. 1)z IsJ sp5 USB peuss JJizess.

6. g3 Iduwolsdé wew ped> Uuoble Idpuwwgsp 98, vouodsyol Ids Ideeds eds IUJposo,
lduvguos. ewpl zuouow J Jddpé luwogpdo IJoguos) JJpd pu Cisco123:




(&) SafeMet Authentication Client Tools

AN
\Safe

SafeNet Authentication Client

woE

Certificate Data
(=1 Safefet Authentication Cient Tools

- &% Tokens Serial number
i W eToken PRO Izgued to
= [F] user certificates Tssued by
i T -

Delete Certificate

Export Certificate

- Ul Settings
L ff ChentSettngs

45 da a2 af 00 00 00 27 9 3c
SAST-ADNDOS4F509

Cisco Manufacturing CA
06/05,/2010

(06,020 20

Chent Authentication

Private Key Data
Key size 1024 bits
Container name 015033 75-0090-4hE 7-hdec-flabo e Sefeb
Maodulus 81%hes 24d0 e b9 Dcde 052102 7747 44 24dc 9408 309 ¢
Key spedhcation AT_KEYSIGMATURE
Default key contamer Yes
Auxiiary key container Ves

www.safenet-inc.com

7. Jy, 1Jgbsle IJeldss J 1Jzels Idelos USB EToken wgse swp wuods) JJl Iduvolbbosy
IJs [JJposyo):

Mame Date modified Type Size

06-03-2015 22:32
06-03-2015 22:33

Security Certificate 1KE
Security Certificate 1KB|

Ll SAST-ADMO0054£509
| Ll SAST-ADNO08580ef

8. $p wouwesd 1U5gsd Ids blhs wble IJoubésd IJpse> (08) pu Cisco sluwdd Ids Idlelo >
1o Idubobsle > wepsd IJuvolsé:

Cisco Unified Operating System Administration

For Cisco Unified Communications Solutions

cisco

Show +  Settings = Security »  Scoftware Upgrades »  Services = Help -

Certificate List

Eﬂ:, Generate Self-signed Egi Upload Certificate/Certficate chain | 2 ] Download CTL E% Generate CSR

9. wbo, LoWes wepsd IJuvol>s wg> 3JY. i'acu Phone-Ast-Trust oo IJSlspd |Jpouw>Jé



IJcé’,u'o pu Iduwolsé 935 IJguolbs ldos Gpo vouossyol pu ld,p) ldees) IUIJIC 908
s J:

- Bl
% Upload Certificate/Certificate chain - Google Chrome E@g

1500

(B b#ps://10.48.47.155/cmplatform/certificateUpload.do

Upload Certificate/Certificate chain

Eé' Upload [ﬂ Close

- Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/ Certificate chain

Certificate Purpose* Phone-SAST-trust r
Description(friendly name) |1st eToken Cert

Upload File Wybierz plik | SAST-ADNOOS4fS09.cer

| Upload | | Close |

@ *_ indicates required item.

10. 1Jpd 1Jgbosle 1duwlo8s Jozpsd Iduuolss lJos Bepo vouosssol pu lde) IJIJIe 908
lJolos:

-
il Upload Certificate/Certificate chain - Google Chrome E'Eu

150

& b#ps.//10.48.47.155/cmplatform/certificateUpload.do

Upload Certificate /Certificate chain

E'Ei Upload [g Close

— Status

@ Success: Certificate Uploaded

—Upload Certificate/ Certificate chain
Certificate Purpose ™ Phone-SAST-trust

Description(friendly name) |2nd eToken Cert

Upload File Viybierz plik | SAST-ADNO0B580ef.cer

Upload | | Close |




1. 8p wouvésd gpsd CTL 90@3sp £udle IP/luwe IJpuose® Je 836 wlui, CUCM. glsgJ
wslule lgw el puw9ed CCM:

[ T Client v3.0 EE)
Cisco CTL Chent N

CISCO

Cigco Unified Communications Manager Server l

Hostname or IF Address: [10.458.47.155 Fort 12444

Username: admin
Fassword: |
Help Cancel et

12. Lpl io uble 1Jpzpeses WS lJyoe ldpgodb oldwed. 9JJo Jl s92> pJd CTL gJs £956
Publisher. oo, juwlds IJozds) 030 (lud) 999 p9ld g Joglodo):

No CTL File exists on the server but the Call Manager Cluster Security Mode

is in Secure Mode.
For the system to function, you must create the CTL File and set Call Manager

Cluster the Secure Mode.

13. pu gpsd CTL: 1@, W9 1J)) JluwdIs cedse pdd CTL: &p lu@) W9l IJolds:



f ¢ CTL Client v5.0 Ll—lg':' = |
Cisco CTL Chent il

CISCO

Cluster Secunty Mode |

" Set Cisco Unified Callkanager Cluster to Mixed Mode
" SetCisco Unified Callkanager Cluster to Non-Secure Mode

& Update CTL File

Help Cancel Mext

14. 3p lolz 19 ses ppss JJiplo 9108, B9 pslud §:

CTLClient —

j lj Please insert a Security Teken. Click Ok when done,

‘ QK I Cancel

15. we> e wlluasd Ies Ipess el lud) B9 luplse:




i ™
¢ CTL Client v5.0 EENT

Cisco CTL Chent il
CISCO
security Token Information |
Subject Name: cn="SAST-ADMNO0EEA0ef  "ou=IPCBU;0="Cisco Sy
lssuer Narne: cn=Cisco Manufacturing CAo=Cisco Systems
Yalid Fram: 05172012
Expires an: 05/17/2022
Help Cancel Addd

16. wprd o9y pze9s pdd CTL1uE) W98 [Uold6 5095 ppsié JlUol96 s USB IUpes)
lJelos:



r-g;L CTL Client v5.0 Luﬂ:‘ =
Cisco CTL Chent b

CIsCQ

CTL Entries |

Type | Hasthame/|... | Issuer Name Subject Name

CAFF 10.45.47.155 CH=CAFF-ed1e/di7. 0Ol CHN=CAFF-e41e/da?,0l=T
CCW+TFTE 10.45.47.156 CM=cucm-1051-a-sub1;0..  CM=cucm-1051-a-sulk1;0L):
COM+TFTF 10.458.47.155 Ch=cucm-105T-a-pub;0..  CM=cucm-1051-a-pub;0l=
security T —MNoHostna,.. cn=Cisco Manufacturing ... cn="SAST-ADMNOOB5E0et

Help Add TFTF Add Firewall

Cancel Addd Takens Delete Selected Finish

17. wes o ebo,y odlosd 1)e) 1Uppss JJielo: 1@, B9d |uolbs:



.
¢ CTL Client v5.0 ENENTX

Cisco CTL Chent N
CI5CQ
mecurity Token Information |
SubjectName: cn="SAST-ADNO054B08  "ou=IPCBL:0="Cisco Sy:
lssuer Mame: cn=Cisco Manufacturing CAo=Cisco Systems
“alid Fram: 05092010
Expires an: 0B/03/2020
Help Cancel Addd

18. wg> bog) pzess pdd CTL 0@, 9§ luole. guspl sbde pud JJps. 3gJw Ciscol123:



¢’ CTL Client v5.0

(= | O s

Cisco CTL Chent wlinln
CI5CQ
CTL Entries |
Type | Hasthame/|... | Issuer Name Subject Name
CAFF 10.45.47.155 CH=CAFF-ed1e/di7. 0Ol CHN=CAFF-e41e/da?,0l=T
CCW+TFTE 10.45.47.156 CM=cucm-1051-a-sub1;0..  CM=cucm-1051-a-sulk1;0L):
COM+TFTF 10.458.47.155 Ch=cucm-105T-a-pub;0..  CM=cucm-1051-a-pub;0l=
security T —MNoHostna,.. cn=Cisco Manufacturing ... cn="SAST-ADMNOOB5E0et
security T... —MNoHostna.. cn=Cisco Manufacturing ... en="3AST-ADNOD54f509
‘ b
Help Add TFTF Add Firewall
Cancel Add Tokens Delate Selectad Finish

19. gwspl wlbo) Blisps g9bpe CUCM IJos $92> edsol pdwd CTL. 16§ wpe:



-

¢’ CTL Client v5.0

Cluster.

Help

Cisco CTL Chent NI
CISCO
SErEr | File Location | Status
10.48.47 155 fusrflacalfcm/ftitp/CTLFIe ty Fagssed
10.48.47 1560 fusrflacalfcm/ftitp/CTLFIe ty Fagssed

Y'ou must restart all the Cisco Unified Communications Manager and TFTF nodes in the

Done

20. 9p olebs ouvgsd grple TFTP g CallManager sJs zese 1Je8> 1Jp9z936 WOs whblp

21.

22.

lJpze9ed IJos ©B89p wouugsd odo IUgrplo.

Sp wlebs cubgsd zese 09lodd IP zos wopdy pu ldewesd eds Iluesh 1deass pu

pJ8 CTL oo $306 CUCM TFTP.

JJozdd pu peess pdd CTL: bed Il show ctl B slzos yulo, IJlsle,. Wbs pJud CTL
Sedud )96 Iduvoble pu JJILess USB 1dpesso (swpe luvedsle 91236 puel Jusldse

pJS CTL). oul wpgde JJptselw:

<#root>
admin:

show ct|

The checksum value of the CTL file:

2e7a6l113eadbdae67ffa918d81376902( MD5)

d0f3511f10eef775cc91cce3fa6840c2640f11b8 (SHAL)



Length of CTL file: 5728
The CTL File was Tlast modified on Fri Mar 06 22:53:33 CET 2015

CTL Record #:1

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1186

2 DNSNAME 1

3 SUBJECTNAME 56 cn="SAST-ADN0054f509 ";ou=IPCBU;o="Cisco Systems
4 FUNCTION 2

System Admi ni strator Security Token

5 ISSUERNAME 42 cn=Cisco Manufacturing CA;o=Cisco Systems
6 SERTIALNUMBER 10

3C. F9: 27: 00: 00: 00: AF: A2: DA: 45

7 PUBLICKEY 140

9 CERTIFICATE 902 19 8F 07 C4 99 20 13 51 C5 AE BF 95 03 93 9F F2
CC 6D 93 90 (SHA1 Hash HEX)

10 TIPADDRESS 4

This etoken was not used to sign the CTL file.

CTL Record #:5

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1186

2 DNSNAME 1

3 SUBJECTNAME 56 cn="SAST-ADN008580ef ";ou=IPCBU;o="Cisco Systems
4 FUNCTION 2

System Admi ni strator Security Token

5 ISSUERNAME 42 cn=Cisco Manufacturing CA;o=Cisco Systems
6 SERTALNUMBER 10

83: E9: 08: 00: 00: 00: 55: 45: AF: 31

7 PUBLICKEY 140

9 CERTIFICATE 902 85 CD 5D AD EA FC 34 B8 3E 2F F2 CB 9C 76 BO 93
3E 8B 3A 4F (SHAl Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

The CTL file was verified successfully.



23. £Js zlow oloWd IP. spdud 1o dd po lue wes lebs wuivgsd 09lowd IP. Bloe woujsd
luosly pJd CTL IJpze (soblod Ipzese 1JIzeuls MD5 o 1l¢)lz oo CUCMY):

el 23 20 06/03/15 3001
v Trust List

1N=

- 8 ITL File
79 79 CE 05 94 E9 92 69 A2
73 BB CF 16 EE 14 61

¥

Select 'Sec:urrl:yr 'Setl_'lng :

o3l 1Jogss) ppdu Jivd $po puvwdl vouoss) uvoble eToken sozpsdol IUs pejo Uiolsle
CUCM 1Jp9e98: 98I0 Joglawd IP IJez 8l pu 030 Iduiolso g6 1Jpg 996 IJos we
lowesleol Jogdse pdd CTL pdlod @306 1Jozdd pu lJe@s (TVS) IJes weed eds CUCM.

S9uoe s Iduwed o3l Jsv souod oled IP wodudl; CUCM pe bde JJwzdd pu Jiolss 1,0
IJppss IJIJIe,90s €8 1Upe 996 9ldos swp wepesdol Jo@s s Phone-Ast 905 093,99 wol:

<tfroot>

//

In the Phone Consol e Logs we can see a request sent to TVS server to verify unknown
certificate

8074: NOT 23:00:22.335499 SECD: setupSocketToTvsProxy: Connected to TVS proxy server
8075: NOT 23:00:22.336918 SECD: tvsReqFlushTvsCertCache: Sent Request to TVS proxy,
Ten: 3708

//

In the TVS | ogs on CUCM we can see the request coming froman | P Phone which is being



successfully verified

23:00:22.052 | debug
23:00:22.052 | debug
":ou=IPCBU;o="Cisco
23:00:22.052 | debug
CA;o0=Cisco Systems
23:00:22.052 | debug
eToken certificate
23:00:22.052 | debug

tvsHandleQueryCertReq

tvsHandleQueryCertReq :

Systems

tvsHandleQueryCertReq :

tvsHandleQueryCertReq

tvsHandleQueryCertReq :

Manufacturing CA;o=Cisco Systems

23:00:22.052 | debug
23:00:22.052 | debug

tvsHandleQueryCertReq

tvsHandleQueryCertReq :

Subject Name is: cn="SAST-ADN0O08580ef
Issuer Name is: cn=Cisco Manufacturing
:subjectName and issuerName matches for
SAST Issuer Name

is: cn=Cisco

: This 1is SAST eToken cert
Serial Number is: 83E9080000005545AF31

23:00:22.052 | debug CertificateDBCache::getCertificateInformation - Looking up the

certificate cache using Unique MAP ID :

CA;o0=Cisco Systems

83E9080000005545AF31cn=Cisco Manufacturing

23:00:22.052 | debug ERROR:CertificateDBCache: :getCertificateInformation - Cannot find
the certificate in the cache
23:00:22.052 | debug CertificateCTLCache::getCertificateInformation - Looking up the

certificate cache using Unique MAP ID :

CA;0=Cisco Systems,

len : 61

83E9080000005545AF31cn=Cisco Manufacturing

23:00:22.052 | debug CertificateCTLCache::getCertificateInformation - Found entry

{rolecount : 1}

23:00:22.052 | debug CertificateCTLCache::getCertificateInformation - {role :
23:00:22.052 | debug convertX509ToDER -x509cert :

0}
Oxa3eabf8

23:00:22.053 | debug tvsHandleQueryCertReq: Timer started from tvsHandleNewPhConnection

//

In the Phone Consol e Logs we can see reply from TVS server to trust the new certificate
(eToken Certificate which was used to sign the CTL file)

8089: NOT 23:00:22.601218 SECD:
8090: NOT 23:00:22.602785 SECD:

request, len : 3708

8091: NOT 23:00:22.603901 SECD:

request received
8092:
flush request

NOT 23:00:22.605720 SECD:

clpTvsInit: Client
processTvsClntReq:

processTvsClntReq:

tvsFlushCertCache:

message received on TVS proxy socket
Success reading the client TVS

TVS Certificate cache flush

Completed TVS Certificate cache

lel>s logule Idwolsé Jed CTL g35p 105

$9u2¢2 03l lJBuwpe Jsdsé lehs logule olss lely wble pze9eé CUCM g0 [uwagsle 2J CTL

e38p 1e)-

IS gpdso oslus CUCM: swp Os weL2 Uia@lo eSS Ubols s luuold 8936 wlyi)

CUCM.

900upp0 Iuusobissels IJos $pdu lu szae Bl 53U céss) luve IUpuosd Iy wéssy
Iezld 9 pzo lels lousle Lisolss (wuvow bt lowole Lodlzss iolss IJIEJIS).

w83 wdSY pJW CTL: swp w9dsgo wubols pgoduds eu odd 1Jp9z9rs Vs pJuwd CTL
lJpowe gds oglews IP.



gho Jlswp §uod pdwd CTL IJzsss 03l 9JIJy wg> ig Seuy ol IP gds Iduielss gs)
lJpg 996 IJos sop luvegslpol Jugdse pdwd CTL swuod widps TVS gds CUCM.

) pdlebs: Slisps ¢he TVS 092926 VOGS pdV w9y ol IP guwp wesswol WS g9be
CUCM puy pgp9ed lzojo IP > pze9eé CallManager.

gw> IJozdd Iulze pu Ehbp TVS: s89p olew IP Lugsse pJud CTLIJEILo wo wlguedsle
IJluosl) 1Jzass. wedd odo Idlpsle Ws pod 03l Iduwsulss:

1. 5J CTL 09295 £Js CUCM 985 olodd IP. sop [uvegsle Livolss CCMHTET (1J¢ls )
Jewss uluy CUCM Jogdse pJuwd CTL:

<#froot>
admin:

show ct

The checksum value of the CTL file:

7b7c10c4a7f a6de651d9b694b74db25f ( MD5)

819841c6be767a59ecf2f87649064d8e073b0fe87 (SHAL)

Length of CTL file: 4947
The CTL File was Tlast modified on Mon Mar 09 16:59:43 CET 2015

CTL Record #:1

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 1156
2 DNSNAME 16

cucm 1051- a- pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL
4 FUNCTION 2

System Adni ni strator Security Token

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL
6 SERIALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140



8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

CTL Record #:2

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 1156
2 DNSNAME 16

cucm 1051- a- pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

4 FUNCTION 2

COMHTFTP

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

The CTL file was verified successfully.



Certificate Defails for cucm-1051-a-pub, CallManager

[E.L Regenerate [E.L Generate CSR |'a'| Download PEM File | 8| Download DER File

— Certificate Settings

File Name CallManager.pem
Certificate Purpose CallManager
Certificate Type certs

Certificate Group product-cm

Cescription{friendly name) Self-signed certificate generated by system

— Certificate File Data

[ -
Wersion: W3
Serial Number; FOCAFG4ED20751B2DF22F49F7S4FCSEE
Signaturedlgorithm: SHA1withRSA (1.2.5840.113549.1.1.5)
Issuer Mame: L=Krakow, ST=Malopolska, CM=cucm-1051-a-pub, OU=TAC, O=Cisco, C=PL
Walidity From: Thu Jun 05 18:31:39 CEST 2014
To: Tue Jun 04 15:31:38 CEST 2019
Subject Mame: L=Krakow, ST=Malopolska, CN=cucm-1051-a-pub, OU=TAC, O=Cisco, C=PL
Key: RSA (1.2.840.113549.1.1.1)

Key value:
30818902818100950c9f8791e7677c5hf1a48f1a933549f73ef58d7c0cB871b5b77d23a842aa14f5h293
Q0e586e5945060b109bdf359b4c283cdf21699e3edabdbiad 7hbasf3c0dcd7dafaefeffdac0fecf3cadb
2ec3?938605%ae4352e77d647da25faes19dedf9ebb0e0bdd98f8ce70307bal106507a8919df8bafdofa
N3068a52640a0a84487a90203010001

Extensions: 3 present P

2. sop lebé lugsle pJud CallManager.pem (Liolss CCM+TFTP). 9spdod 1o oys o 1U)d e
IJoundunds Jduiols sogs):



Certificate Details for cucm-1051-a-pub, CallManager

[ﬂ Regenerate [ﬂ: Generate CSR 'a'| Download PEM File 'a'| Download DER File

- Certificate Settings

File Name CallManager.pem
Certificate Purpose CallManager
Certificate Type certs

Certificate Group product-cm

Description(friendly name) Self-signed certificate generated by system

— Certificate File Data

[
Wersion: V3

Serial Mumber: BB1D357B6841740B078FEE2A1813D5D6

Signaturedlgorithm: SHAZS56withRSA (1.2.840.113549.1.1.11)

Issuer Mame: L=Krakow, ST=Malopolska, CN=cucm-1051-a-pub, OU=TAC, O=Cisco, C=PL

Validity From: Mon Mar 09 17:06:37 CET 2015

To: SatMar 07 17:06:36 CET 2020
Subject Mame: L=Krakow, ST=Malopaolska, CN=cucm-1051-a-pub, OU=TAC, O=Cisco, C=PL
Key: RSA (1.2.840.113549.1.1.1)
kKey value:

3082010a0282010100c363617e37830eal5312fdeb3fet8c74e7a037453d26a0514e52476e56d02f78
c19e83623952934279b8dee9b394452a43c21714502db749c4141edc4666358974f 2248200158928
8ab08e%albcief74267e413e03d5d53e61f0705fb5a4aldd2744553840f579a183cd29e9bh3e0d5d689 -
e067b6426c8c8c49078c5cd4cclbicbbfectiid3leetta61517bfS60ef0c01fSec0S6db0docd746402af2a
b3ed4dea521fad0b795acd8f78deaafh324dc30962ffa%e 960861 5ccebelanl247f217cA3bf324fb3d5c .

3. sup beld IJie, CTL wesse CTLFile B sleos ubo; 1Jisle, pu lzd wesse pJud CTL:

<#root>
admin:

utils ctl update CTLFile

This operation updates the CTLFile. Do you want to continue? (y/n):y

Updating CTL file

CTL file Updated

Please Restart the TFTP and Cisco CallManager services on all nodes 1in
the cluster that run these services

admin:

4. 089p 806 TVS Lupasy 31,6 IUogisu IUpsde Jduvoble IJgluos wol pge oWl osd
oJw CTL IJz>s>:



<#root>
17:10:35.825 | debug CertificateCache::TocalCTLCacheMonitor -

CTLFile.tlv has been
nodi fi ed

. Recaching CTL Certificate Cache
17:10:35.826 | debug updateLocalCTLCache :

Refreshing the |l ocal CTL certificate cache
17:10:35.827 | debug tvs_sql_get_all_CTL_certificate - Unique Key used for Caching ::

6B1D357B6841740B078FEE4A1813D5D6
CN=
cucm 1051- a- pub

;OU=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL, length : 93
17:10:35.827 | debug tvs_sql_get_all_CTL_certificate - Unique Key used for Caching ::

6B1D357B6841740B078FEE4A1813D5D6
CN=
cucm 1051- a- pub

;OU=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL, length : 93
17:10:35.827 | debug tvs_sql_get_all_CTL_certificate - Unique Key used for Caching ::
744B5199770516E799E91E81D3C8109BCN=CAPF-e41e7d87 ;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL, length : 91

17:10:35.827 | debug tvs_sql_get_all_CTL_certificate - Unique Key used for Caching ::
6BEBFDCDCD8CA277CB2FD1D183A60E72CN=cucm-1051-a-subl;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL, length : 94

L0l ©89p wErUP p2eds pJB CTL spdud lu wys o 1dpdB p9de wuiel>s e
CallManager g>s>6 Jg9>6 Publisher:

<#root>
admin:

show ct |

The checksum value of the CTL file:

ebc649598280a4477bb3e453345¢8c9d( MD5)

ef5c006b6182cad66197fac6e6530f15d009319d (SHAL)

Length of CTL file: 6113
The CTL File was last modified on Mon Mar 09 17:07:52 CET 2015



CTL Record #:1

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 1675
2 DNSNAME 16

cucm 1051- a- pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL
4 FUNCTION 2

System Admi ni strator Security Token

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL
6 SERTALNUMBER 16

6B: 1D: 35: 7B: 68: 41: 74: 0B: 07: 8F: EE: 4A: 18: 13: D5: D6

7 PUBLICKEY 270

8 SIGNATURE 256

9 CERTIFICATE 955 5C AF 7D 23 FE 82 DB 87 2B 6F 4D B7 FO 9D D5
86 EE EO 8B FC (SHA1l Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

CTL Record #:2

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 1675
2 DNSNAME 16

cucm 1051- a- pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

4 FUNCTION 2

COMFTFTP

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

6 SERTALNUMBER 16

6B: 1D: 35: 7B: 68: 41: 74: 0B: 07: 8F: EE: 4A: 18: 13: D5: D6

7 PUBLICKEY 270
8 SIGNATURE 256
9 CERTIFICATE 955 5C AF 7D 23 FE 82 DB 87 2B 6F 4D B7 FO 9D D5



86 EE EO 8B FC (SHA1l Hash HEX)
10 TIPADDRESS 4

The CTL file was verified successfully.

L pU LB U006 1Jp9er6 wup lghs wubgsd dple TFTP 9 Cisco CallManager gJs
2ese IJeds O uble ldpzeses IJos wubgd oo lUgsple.

. Sup lebé wubgsd o_9|c,.5§ IP. 905 wouod wihbe TVS Jdozldd pu Iduiols g8, 1Upg 996
lJos sop luvwgsleol IUlG Jusdse 1Jluesh 1Jzrss po pdwd CTL:

<#froot>

//

In the Phone Consol e Logs we can see a request sent to TVS server to verify
unknown certificate

2782: NOT 17:21:51.794615 SECD: setupSocketToTvsProxy: Connected to TVS proxy server
2783: NOT 17:21:51.796021 SECD: tvsReqFlushTvsCertCache: Sent Request to TVS
proxy, len: 3708

//

In the TVS I ogs on CUCM we can see the request conming froman | P Phone which is
bei ng successfully verified

17:21:51.831 | debug tvsHandleQueryCertReq

17:21:51.832 | debug tvsHandleQueryCertReq : Subject Name is: CN=cucm-1051-a-pub;
OU=TAC;0=Cisco;L=Krakow;ST=Malopolska

17:21:51.832 | debug tvsHandleQueryCertReq : Issuer Name 1is: CN=cucm-1051-a-pub;
OU=TAC;0=Cisco;L=Krakow;ST=Malopolska;

17:21:51.832 | debug tvsHandleQueryCertReq : Serial Number is:
6B1D357B6841740B078FEE4A1813D5D6

17:21:51.832 | debug CertificateDBCache::getCertificateInformation - Looking up the
certificate cache using Unique MAPco;L=Krakow;ST=Malopolska;C=PL

17:21:51.832 | debug CertificateDBCache::getCertificateInformation - Found entry
{rolecount : 2}

17:21:51.832 | debug CertificateDBCache::getCertificateInformation - {role : 0}

17:21:51.832 | debug CertificateDBCache::getCertificateInformation - {role : 2}

17:21:51.832 | debug convertX509ToDER -x509cert : 0xf6099df8

17:21:51.832 | debug tvsHandleQueryCertReq: Timer started from

tvsHand1leNewPhConnection

//

In the Phone Consol e Logs we can see reply from TVS server to trust the new
certificate (new CCM Server Certificate which was used to sign the CTL file)

2797: NOT 17:21:52.057442 SECD: clpTvsInit: Client message received on TVS
proxy socket



2798: NOT 17:21:52.058874 SECD: processTvsCIintReq: Success reading the client TVS
request, len : 3708

2799: NOT 17:21:52.059987 SECD: processTvsCIintReq: TVS Certificate cache flush
request received

2800: NOT 17:21:52.062873 SECD: tvsFlushCertCache: Completed TVS Certificate
cache flush request

) i'aggJI‘ eJds 09led IPc spdud 1dezdd pu wpdse pdud CTL Cldluosl) 1Jzass 9p0 whblo®
lJpzpese IJIgowlhs MD5 Jedwd CTL IJz>ss pe 1Je9z9> s CUCM:

el 17:33 09/03/15 3001
4 Trust List al=
8=

- 8 ITL File
94 ED 3B A0 C9 5F 2A DO 31

CC 3512215C 70 FA

' A
Select Security 'Settlng

e

e
B
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