pld odosu IJluvas)b gluble LSCs 1Upg d¢
gJs CUCM 55 $uJ CA IUb,u IJolJe

Slhgizall

do a0l

i V| o Lllniall

o lllnial

doriuual| ©lboSall

Suaoll g2 0l H3> 6slgis Joxs

algil dlas; _JI 65lgidl HlaoY Jaioll ue daanll 2> 0l uei
ilogll (CSR) 65lgiv 21995 b eliui]

(TFTP 9l) FTP 035 _JI CUCM 10 09lisi| @5 s3JI CSR _Je Jaaxll
ailgll dolei e Joaxll

Suwis der. Jl cer. Lo

tgz  quwis _Je (der.) obleill lnenl

SFTP o315 JItgz. alo Jss

CUCM o5 JItgz. calo >l puiwl

Microsoft Windows 2003 wlslgis 8> 10 g0 CSR gi94i
Sl 22 4ol 0 Hixl 6slgidl _Je Jouaxll

axall o  gaxill

le>Nolg clas VI OliSiwl

doasall

2l 18 U5 209 .Llxo (LSCS) dxall adYl ol3 o lslginl (CAPF) $xaall g2 ,all JS9 daby gidei aiy

(CA) 6slgi _le Jguaxll 4,15 dg> b oo dsdgall (LSCS) Jsosll (9 aSxill piled plaziwY wslsgll I
s gudss e dacluy el,>] xiwoall 13D auos,

auwlwVl o lliall
wlllaiall

.Cisco (0 (CUCM) 62>gall YlasVl a0y a8 ,20 clia) 0985 ol Cisco _uogs

dorziuoll olgSall



S0Vl o 831001 038 Jass el gog ‘CUCM o (2)10.5 510l I sitanall 13D (3 63)ls)l & losleall s
2531 olylaoYls 10.0

65¢> VI o> ol ol dlass dy o9 639>90)l 6562V (o Aiuol] 13D 9 65,l9)l &logleoll elis| o
Y Joaizoll Ll ogd o a5T8 16uilo cliSuis cilS 3] .(Liol,i81) pouian (oS ditwall 13D (9 dorziwoll

ol

u:_g&n.“
iay oI pundll (9 Juado lgio JS9 el 13D lgle solaiy il wlsladl oSl9

Suaoll g2 0l )3z 65lgin Joxs .1

aleill das; _J| 6olgaidl HlaoY Jaioll 1€ §aanll g 50ll uei .2

ilogll (CSR) 6ol gi80i b clis| .3

2> _JI (Cisco Unified Communications Manager (CUCM ,:,0 09Lis| pi s3I CSR _Jc  La>| 4
m

CA o wailgdl éolgin _Je Janxl .

Guwis der. Jlcer. Loxi .

taz  guuis e (der.) oblgill lasol .

(Secure Shell FTP (SFTP o> _Jl tgz. walo Jss .

CUCM ooz _JItgz. walo sl,uwl .9

Microsoft Windows 2003 wlsleis &> 10 g0 CSR 4945 .10
aaoll g2 ,0ll o jil Ssleidl e Janxl .11

0 N O O

Suaall g2 5all Hix bolgiy Jraxs
12 (08) az>gall Jssiill pllns 6,51 a2l (GUI) drogun I paiwmall dgly I JoSl Jixaiy 8
.Cisco
2 ¥l oblgis 8] JI Jasl
3 bl luduw/aslgill Jiams e sl
4 "slgidl Lo,E" (a0 CallManager-trust jis|

5 Jrexs 999 Laily CA i 6slgiv I Jouosll Lo =il



il | Cisco Unified Operating System Administration
cisco I

For Cisco Unified Communications Solutions

Software Upgrades + Services = Help -

@ https://10.106.122 173/ cmplatform/ certificateUpload.do

Upload Certificate/Certificate chain

E% Upload [g Close

- Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

- Upload Certificatef Certificate chain

Certificate Purpose® ‘CallManager-trust

Description(friendly name)

i Upload File AMEER-CA.cer

[ Upload ] [ Close ]
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aliali | Cisco Unified CM Administration
cIsco

For Cisco Unified Communications Solutions

Systern «  Call Routing = Media Resources = Adwvanced Features = Device = Application = User Manac

Service Parameter Configuration

- Select Server and Service

*

sServer 10.106.122.173--CUCM Voice/Video [Active) -

Cisco Certificate Authority Proxy Function (Active) -

All parameters apply only to the current server except parameters that are in the cluster-wide group(=

Service®

— Cisco Certificate Authority Proxy Function {Active) Parameters on server 10.106.122.173--

Parametar Name Parameter Valua
Certificate Issuer to Endpoint * Offline CA
Duration Of Certificate Walidity 5

Key Size * 1024

Maximum Allowable Time For Key Generation * 20

Maximum Allowable Atternpts for Kev Generation * 3
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- Protocol Specific Information

Packet Capture Mode® MNaone -

Packet Capture Duration 0

BLF Presence Group® Standard Presence group -
I Device Security Profile™ Cisco 7962 - Standard SCCP - Secure Profile -

SUBSCRIEBE Calling Search Space « Mone = -

"l Unattended Port
] Require DTMF Reception
[ rFc2833 Disabled

- Certification Authority Proxy Function (CAPF) Information

Certificate Operation® Install/Upgrade -
Authentication Mode * By Null String -
Authentication String

Generate String
Key Size (Bits)* 2048 -
Operation Completes By 2015 |1 24 12 (YYYY:MM:DD:HH)

Il:ertifin:ate Operation Status: Operation Pending
Mote: Security Profile Contains Addition CAPF Settings.

(7962 ,b) wilgl ool a5 calo



Phone Security Profile Configuration

B Save x Delete Copy % Reset a/,_? Apply Config ED] Add New

— Phone Security Profile Information

i/| Product Type: Cisco 7962
/| Dewvice Protocol: SCCP
Name* Cizco 7962 - Standard SCCP - Secure Profile
: Description Cisco 7962 - Standard SCCP - Secure Profile
I Device Security Mode  authenticated i

| Clrrre Encrypted Config

Phone Security Profile CAPF Information

Authentication Mode™* By Existing Certificate (precedence to LSC) -
Key Size (Bits)* 1024 -

Note: These fields are related to the CAPF Information settings on the Phone Cnnﬁura'
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wlxall J5le> JI CSR 2,5iwly WInRAR plasiwly g aill walo sl .3

E LABPhoneCSRs  WIinRAR Jevaluation copy)
File Commands Tools Faverites Options Hel
Extract To View

m || LABPhoneC5Rs - TAR archive, unpacked
Mame

T T
|| SEPBE3861583BB9.csr

|| SEPDO5S74CFoBDOF.csr
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der. JI Lgisows acld (cer. Gumiis dnkiuuall oblgad] cols 13

) SEPDOST4CFEBDOF.cer 1/22/2015 3:03 AM Security Certificate 2 KB
| SEPB&3361583BB9.cer 1/22/2015 3:03 AM Security Certificate 2 KB
=l SEP1C17D341FD 2 .cer 1/22/2015 3:00 AM Security Certificate 2 KB

| SEPDO5T4CFGEDOF.der 172272015 3:03 AM Security Certificate 2 KB
| SEPBB3861583BB9.der /2272015 3:03 AM Security Certificate 2 KB
—al SEP1C17D341FD21 der 1/22/2015 3:00 AM Security Certificate 2 KB
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Windows Cakalog

YWindows Update
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i Wireshark
Documents g o

Programs g

Settings k
Search k
Help and Support:

Bur...

Log OFF adminiskratar, ..

Shut Down,..
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{23 Certification Authority

File  Action  Miew  Help

= OE FRR 2E > =

Gariiestiog authority (Local) Narne
. [E'ﬂ F"r"'IIEEF!-":l':'J e [ AR awnked rerificabec
i All Tasks Stark Service

) Skop Service
Wi F

Submit new request. ..

Refresh
Expaort List. .. Back up CA...
) Restore CA, .,
Properties
Renew Ch Certificate, ..
Help :
3 .CSRs guox) iy o9 218 999 ,ail9g CSR >a>
{i= Certification Authority [ &1E
Fie Action View Help
= AR FERR 2E|>» =
-
D Corteaton oty (oo [ S =]
=7 AMEER-CA _
@D Revoked Certificates Lack irc | (3 LABPhoneCSR z eEckE-
E L?I‘ﬁ;:il::::its ﬁ ‘EE'EF']-':ZI-?E'E:‘*IF[:'E'I .CSF
(] Falled Requests ' [E} SEPE0336158369
MyRecent [ [EE Il ez w0 R
Daeurments
Deskiop
fy Documents
My Computer
-
ST File name: SEPICI7D3MFD21 cur - Open
Places
Fiesoftype: | [l Fies 7] [ Cancel L
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f@a Certification Autherity

File Achion Wew Help

- -'*_|_|_EZI B2

{3 Certification Authority {Local)
= AMEER-CA
i Revoked Certificates

Issued Certificates
i ] Falled Requests

{& Certification Authority

File  Action Miew Help

Requesk Status Code

............ est Disposition Messag
) Under Submission
Under Submission

Urnider Subrission

Yiews Atkributes/Extensions...
Export Bipary Data, .,

B3lgibs gy (63lgid] cul> in order to o]

289 599 Laily dolgidl B8 eVl Lwslall 5 sl

&= B@EE R DE

@ Certification Authority (Local)
=102 AMEER-CA
i Revoked Certificates

% Issued Cerkificates |
b Pending Requests

------ (L Failed Requests

|D|:uen this ikem

Request ID | Requester Mame | Binary Certificate | | Serial Numl:l
3IZI DATA-SRMZESWA,,, - BEGIM CERTIL.. 1icd7e3sl
31 DATA-SRVZZSIA,.. - BEGIM CERTI... 1icFaacTo
32 DATA-SRMZZSIA,.. - EBEGIM CERTI... 11doasdac
33 DATA-SRNMZZ5IA,.. - EBEGIM CERTI... 11af75ch0
34 DATA-SRNMZZSIA,.. - EBEGIM CERTI... 11afa3490
e DATA-SRMZZSVA,,, - BEGIM CERTI... 11afSed50

36 IDPT'E-.... ----- BEGIM CERTIL.. 12226726
2] 37 ,,, - BEGIM CERTL.. 122272900
Edas oll Tasks » ... - BEGIN CERTL..  12227c92C
‘| Refresh

b | |
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Certificate 7] I

| Details | Certification Path |

bt i
! =-1 Certificate Information

This certificate is intended for the following purpose(s):
« Al application policies

Issued to: SEP1C17D341FD21

Issued by: AMEER-CA

Yalid from 1/22/2015 bo 1/22)2016

Issuer Skatement |

ok |

(X.509 (.CER _lis jo0ll DER i1 (o lslgidl s plles 9



Certilicate = [ %]
Garﬂ-!Carti‘i:H:im Fath | Eupeet Fibe Formal

Certificabes can be =xported in & vanety of file Formats.

Shiwr: I-:,NI) j
Fokd | value = Salbect the Format you wenk bo use:
Flwmrsian V3
Slsarial number 12 2 &7 2 00 00 00 00 00 24
%ﬂm algarithm shalRshA ™ Bag=#4 encoded 509 { CER)
=|Issuer AMEER-ZA,
" Cryptag Messags andard - PECES #7 i
Elvsid fram Thursday, Jarary 22, 2015 2... i et 2 St e LT
E\'&H La Frij&:.', Taruary 22, 2016 2:51... |- Incud= el c=tifcates i1 e ceribication peta F passtl=
Elubject SEPICIFDE4IFD2L, oucm, oS, E= Eersonal Informiation Exciangs « FECS #12 0.FF
apl.lhll: ke Sl j [ [ Inciud= aljc=tficaes i e cerdfeation pets F passhl

T Ensble shror o prateckio (repui-es IES0, M7 2.0 5P4 ar sbones)
T Celsts Lhe mrivete ey it the expoet s successiul

< Back Pt = fanced |

L22avesit

-BEGIN CERTI...

Echt Praperties II Copy ko Fike. . I

o ]

9 MAC>.cer> gumis Jliall 138 oy .cavlio ety Calall drami o8

Certificate Export YWizard

File to Export
Specify the name of the file vou want ko export

File narme:
TalCA\RameshCUCM LABPhoneCSRACER\SEP1C170341FD21 .EEFl Browse, ..
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wﬁmm Pach |

Coertificate

[l | Detads | CatiFeation Path show: [aall=
S and click an properties
- Fistd [ vaus -
E:—_;l Certificate Information [Ewtersion ¥a
E"Eﬂ.ﬂlnm‘w 12 96 ad 39 4c 29 97 ofl 45 (5.
This certificste is inbended for the followeng purpoas(s): Elagatae dgorktm shalfsa
sl igaance policks Fiser AMEER-CA,
= Al gpphcation pulies [l wskd From Tussdsry, Mary 0, 2009 8:55: .
3 Euﬂtu Mondery, Hay 07, 2018 %:02:4.,
Subjact AMEER:-C 8
I seilalil | Elrubic hey RSA (2048 EXs) =l

Isswed bo:  AMEER-Ch \vplographe Frovide:

Isswed by AMEER-CA

Valid froen 5(7/2013 o 5/7j2018

S —T. | '3“:]
- " OD - __"
2o JSuin usSil Jac S pud)l 13D paziwl

N ilgdl ueSs dxao JI Jasl

I55 er S atement

8,0l 2l gl e 65lgidl ddac Al> Joumi ol wox (CAPF pusd oo .2

- Certification Authority Proxy Function {CAPF) Information

Certificate Operation® Mo Pending Operation -
Authentication Mode® By Existing Certificate (precedence to LSC)
Authentication String

Generate String
Key Size (Bits)* 1024
Operation Completes By 2015 |[1 24 |12 | (YY¥YY:MM:DD:HH)

Certificate Operation Status{ Upgrade Success |
Mote: Security Profile Contains Addition CAPF Settings.
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