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* AD FS: IJl_esl, 2.0

* w,ulpegz Microsoft Internet Explorer 10
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+ Cisco IM g Presence Server. |J|_o>l, 10.5

* UCXN IJlesl, 10.5

» Cisco Prime Collaboration Provisioning 10.5
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2 Add Relying Party Trust Wizard _

Welcome

Steps
@ Welcome
@ Select Data Source

@ Choose |ssuance
Authorization Rules

@ Ready to Add Trust
@ Frish

Welcome to the Add Relying Party Trust Wizard

This wizard will help you add a new relying party trust to the AD F5 configuration database. Relving parties
consume claims in security tokens that are ssued by this Federation Service to make authentication and
The relying party trust that this wizard creates defines how this Federation Service recognizes the relying

party and izsues claims to it. You can define issuance transfom rules for suing claims to the refying party
after you complete the wizard.

Pevicrs [ Smt | Cancel Help

4. 23 Iolz wslule o 1dzes 1Jegsds pu gsh pdd:glge,) pdw wslule

SPMetadata_CUCM.xml IJisJsé 138 $po wouisde po CUCM Luludl slud) IJolds.




i Add Relying Party Trust Wizard _

Select Data Source

Steps
@ Welcome

@ Select Data Source

@ Choose ssuance

Authorization Rules
@ Readyto Add Trust
@ Finish

Select an option that this wizard will use to obtain data sbout this relying party:

" Import data about the relying party publshed online or on a local network

Use this option to import the necessary data and cerficates from a relying party organization that
publishes its federation metadata online or on a local netwaork.

Federation metadata address (host name or URL):

|
Example . fs contoso com or hitps:/www contoso com/app

¥ import data about the relying party from a file

Lse this option to import the necessary data and cedificates from a relying party organization that has
exported is federation metadata to a file. Ensure that this file is from a trusted scurce. This wizard wil

ot validate the source of the file.

Federation metadata file location:

- OUsens \ Administrator Desktop' SPMetadata CUCM xml Browse... |

" Enter data about the relying party manually
Lise this option to manually input the necessary data about this relying party organization,

<Prvieus |[ MNed> | Cancedl | Hep

5. 5¢Jo £00 luwp 903 §5 e 3JY.




%3 Add Relying Party Trust Wizard

Specify Display Name

@ Welcome
@ Select Data Source:

0 CUCM as Relayng Party to ADFS
@ Readyto Add Trust

@ Finish

6. 1z2c) IJuwele Jzese IUpuveispso wldsuesd s z0s Il pls 030 slud, Bsd IJolds.



iz Add Relying Party Trust Wizard

Choose lssuance Authornization Rules

Steps
@ Welcome

@ Select Data Source
@ Specfy Display Name

@ Choose |ssuance
Authorization Rules

@ Ready 1o Add Trust
@ Fim=h

Issuance authonization rules determine whether a user is permitted to receive claims for the relying party.
Choose one of the following options forthe inial behavior of this relying party's izsuance authorization
rules.

+ Permit all users to access this relying party
The issuance authorzation rules will be configured to permit all users to access this relying paty. The
relying party service or application may still derry the user access.

¢ Dery all users access to this relying party

The issuance authorization rules will be configured to deny all users access to this refying party. You must
later add issuance authorzaton rules to enable any users to access this rehing party.

ou can change the issuance authorization nies for this relying party trust by selecting the refying party
trust and clicking Edit Claim Rules in the Actions pane.

<Previos [[ Met> | camcel | Heb

7. 205 Sog v Idob "crsy Gles Idplbldos” Jaeds I, 1deesd eus 1EJIS 1Jeelde

SlJud, W9 lgJls.




%3 Add Relying Party Trust Wizard

8. 168, W98 |Lolss Bless.



"'r'i Edit Claim Rules for CUCM

=10 ]

Issuance Transform Rules | lssuance Authorization Hul&al Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relving party.

Order | Rule Mame lssued Claims
Add Rule... Edit Bule... | Remove Fule... |
OK Cancel | ‘ool Help

9. ludy W93 IJalds pe cessu Vlde Bless IUpbldes Il os Jhuwld yupele LDAP




x

Select Rule Template

oo Select the template for the clsim ruie that you want to create from the following list. The descipiion
@ Choose Rule Type provides details about each claim rule template.
@ Configure Claim Rule Claim rule template:
| Send LDAP Atiributes as Claims =l
Claim rule template description:

Using the Send LDAP Attribute as Claims nule template you can sslect attributes from an LOAP attibute
store such as Active Direclony 1o send as claims 1o the reling party. Multiple attribiutes may be sert a8
multiple claims from a single rule using this rule type._ For example., you can use this nie template to
create a rule that will extract attribute values for authenticated users from the displayName and
talephoneMumber Active Directony attibutes and then send those values as two diferent outgoing
claims. This rule may also be used to send al of the user's group memberships. F you want to only send
individual group memberships, use the Send Group Membership as a Claim nule template.

Jell me more about this nile template..,

¢ Presaous I | Meod = I Cancel Help

10. B "odasy 1J@lexs" bed luwpe Bless Iplbldus. 935> Active Directory Jeg o [Juw el
Sp 9 wodssu uwes LDAP use Idpbldws 1duols,6 Jel 09 p9 o B 030 IJuo9)é: &

lo®) 999 luole.

% p.J|an6:
- Sew o woblod gwes w9e9dsd 1J9osd 1Js 1UsJsd (LDAP) B Ids o
Lightweight og (wed ojlewo lU>dsd eJs CUCM.
- Sew o oJdyy "uid" B 2lJs 18-




Ta Add Transform Claim Rule Wizard ] x|

Configure Rule

Seps You can corfigurs this nde to send the values of LDAP attributes as claims. Select an sttribute store from
@ Choose Aule Type which to extract LDAP atiributes. Specify how the atributes will map to the outgoing claim types that will be
issued from the rule.
@ Corfigure Claim Rule
Claim rule name:
[Name 1D

Rule template: Send LDAP Atiributes as Claims

Attribute store;
| Active Directory =l
Mapping of LDAP attributes to outgoing claim types:

LOAP Attribute | Claim Type jl
» SAM-Accourt-Name =i -
* = -]

<Pevious |[ Frsh | Cancel |  Hep |

1. 1oy B9 |uolds Bless: &p 233 Luwld Idpbldule Uluueésle Gless ppuou06 Jéldo
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¥ Edit Claim Rules for CUCM =101 x|
lssuance Transform Rules | lssuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that wil be sent to the relying party.

Drder‘ Fule Name ‘ lssued Claims |

AddRue.. | EdtRue. | Remove Rule.. |

oK | Cancel | Apply Help




T2 Add Transform Claim Rule Wizard _ X
Select Rule Template

Steps Select the template for the claim re that you want to create from the following list. The descrption
@ Choose Rule Type pravides detals about each claim ule template.
@ Configure Claim Rule Claim rule template:

Send Claims Using 3 Custom Rule

Claim rule template descrption:

Using a custom nule, you can create rules that can't be created with a rule template. Custom nules are
writen in the AD F5 2.0 claim rule language, Capabilities that require custom rules include:

* Sending claims from a SGL attibute store

* Sending claims from an LDAP attribute store using a custom LDAP fiter

* Sending claims from a custom atiribute store

* Sending claims only when 2 or more incoming claims ane present

* Sending claims only when an incoming claim value matches a complex pattem
* Sending claims with complex changes to an incoming claim value

* Creating claims for use only in later rules

Tell me more about this rule template...

¢ Bresvious | | Mexd = I Cancel I Help |

12. gd el Jlwe §less [Jelbldosd slouws 030 IJLowslgs B IUpuwles 1Jeps6 e 1UGless
IJpgou0d:

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]=> issue(T

(pdlzbs: 3l G wuuwt IJuue 9Juode pu 030 Ileeds. BIG eds 3)lsé v weLo
wilez peldzs IJIdple Lwad ouvowsd gdlele l8eulus ASCI (") wlueslle Unicode (™).
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i Add Transform Claim Rule Wizard

Configure Rule

Steps
@ Choose Aule Type
@ Configure Oaim Rule

You can configure 3 custom claim rule, such 3z a rule that requires multiple incoming daims or that edracts
claims from a SGL attribute store. To configune a custom rule, type one or more optional condtions and an
igsuance statement using the AD FS 2.0 claim rule language.

Claim rule name:

|Cal Manager Claim Ruie

Rule template: Send Claime Using a2 Custom Rule
Custom rule:

“hLLp:ffachenﬂa.micrnantt.cnm;usfznﬂﬁfﬂﬁfldentityfclalmﬂfuindnwsaccnu1:]
ntname™]=% igaus (Iype =

“hrep://achemas. ¥ml soap.org/wa/2005/05/1dencicy/claims /namsidenci fier
", ILssuer = c.lssusr, Originallssuer = c.Originallssuer, Value =
c.Value, ValueType = c.ValueIype, Propercies

["http: //3chemas.xmlsoap.org/wa/2005/05/identity/claimproperties/form
At"] = "urn:oasis:names:tc:SAML:Z.0:nameid-format:cransient”,
Properties

["http: //achemas . xmlacap. org/wa/2005,/05/identity/claimproperties/name
gualifier™] = "http:///ADF51.CISCOLIVE.COM/com/adfs/aervices/toust™,
Propertiea

["http: //achemas.xmlscap.org/wa/2005,/05%/identity/claimproperties/apna

mequalifier™] = "COCM.CISCOLIVE.COM™):

More about the claim rule [anquage...

% pJ|tJb62

-Swp pde luwp 1dpzld IJpded wlddled (FQDN) o0 §od CUCM 9 ADFS s
lJpgowy » CUCM 9 AD FS s o3l ldpeld 952w wedssdo Jsbluy vsised.
- FQDN J CUCM/ADFS ¢ _wlwé Jelds 1Jiz,wd ssew o woblud e pddle

IJoslole 1JlsJss.

13. 108 W98 luole.

14. bl $6 Ssbwd 9ugs 5JI ok.
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2. 13¢d luwel Jluwe Bless IJpbldus slouug 030 IUuoslgs B IJpuwles IUpesss oo 1J8less
IJptuoued:

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]=> issue(]l

¥ Add Transform Claim Rule Wizard )

x|
Configure Rule
Stops You can configure a custom claim nule, such as a nule that requires multtiple incoming claims or that exdracts
@ Choose Rule Type claims from a S0 atiribute store. To corfigure a custom rule, type one or mone optional conditions and an
issuance statement using the AD FS 2.0 claim rule language.
@ Configure Claim Rule
Claim rue name
|Custom Rule for IMP

Ruile template: Send Claims Lsing a Custom Rule
Custom rule:

"http://achemas.microsoft.com/wa/2008,/068/identity/clains/ windowsaccou 3
ntname"]=> izsue(Iype =
"http://achemas.xml=cap.ocrg/wa/2005/05/1dentity/claima/nameidentifier
®, Iasuer = c.Iasuer, Originall=zauer = c.0riginalTasuer, Value =
c.Value, Valuelype = c.Valuelype, Properties

["hrtp://achemas . ¥mlanap . org,/ wa,/2005/05/ identity/ claimpropereies,/ farm
at"™] = "urn:casis:names:tc:SAML:2.0:nameid-format:transient”,
Froperties

["http://achemas.xmlscap.org/wa,/2005/05/ identity/claimproperties/name
gualifier™] = "http:///ADF51l.ciacolive.com/con/adfa/servicea/truat™,
Properties

["http://achemas.xmlacap.org/we/2005/05/identity/claimproperties/apna
megqualifier™] = "IMP.ciscolive.com®™);

141

Mere about the claim nde language. .

Jlzb I, IM 9 Presence 9 AD FS FQDN sep pJdol puvedl pg IM 9 Presence 9 AD FS s
lJpeow) Vs 03l ldpeld 982w wedsdol Joublo® wsised.

3. 1ud) W9 luole.

4. bbs sbud 9ues 3] ok.
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UPéu"u"a:
c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]=> issue(]l
T2 Add Transform Claim Rule Wizard x|
Configure Rule
f ou can configure a custom claim rule, such as a ule that requires multple incoming claims or that extracts
@ Choose Rue Type claims from a SCGL attibute store. To corfigure a custom rule, type one or more optional condtions and an
Bsuance statemert using the AD FS 2.0 elaim rule [anguage.
» Configure Claim Rule
Claim rule name:
|Custom Fule for UCKN|

Fule template: Sand Claims Using a Custom Fuls
Custorn rule:

=% issue(Type = -]
"http://achemas.xmlscap.org/wa/2005/05/ identity/claims/nameidentifier
", Izauer = c.Ilasuer, Originallssuer = c.0riginallssuer, Value =
c.Value, ValueIype = c.ValueType, Propertiea
["http://fachemasz.xmlscap.org/ws/2005/05/identicty/claimproperties/form
at™] = "urn:ocasis:names:tc:SAML:2.0:nameid-format:transient™,
Propercies

["http: //achemas. zmlzoap.org/wa/2005/05/identity/claimproperties/name
qualifier™] = "http:///ADFS5l.ciscolive.con/com/adfs/servicea/truat™,
Properties
["http://achemas.xmlzoap.org/ws/2005/05/identity/claimproperties/apna

mequalifier™] = "OCHNl.ciscolive.com™);

-
a—

Maore about the claim mle lanquage..

<Previous || Frish Canced |  Hep |
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IJpgou0d:

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]=> issue(T

i Add Transform Claim Rule Wizard |

Configure Rule
Stepe *fou can configure a custom claim rule, such as a nule that requires multiple incoming claims or that exdracts
@ Choose Aule Type claims from a SC0IL atiribute store. To configure a cusiom ke, type one or more optional conditions and an

izssuance staiement using the AD FS 2.0 claim rule language.

@ Configure Claim Rule
Claim rule name:

|Custom Fule for PCP

Rule template: Send Claims Lsing a Custom Rule
Custom rule:

ntonama"] _:J
=» 13aue (Iype =
"http://achemas.dmlsoap.org/ws/ 2005705/ identity/claims/nameidencifier
T, Issuyer = c.Issuer, Originallssuer = c.0riginalTssuer, Value =
c.Value, ValueIype = c.ValueIype, Properties
["http:/fachemas.xmlacap.org,/ wa,2005/05/identity/claimpropertiea/form
at”™] = "urn:oasis:names:to:SAML:Z2.0inemeid-format:cranaient”™,
Properties
[*http://achemas.xmlacap.org/wa/2005/05/1dentity/claimproperties,/name
gualifier™] = "http:///ADF51.ciscolive.com/com/adfs/services/trust™,
Properties
["http://schemas.xmlacap.org/ w3,/ 2005/05/identity/claimpropercies/spna
mequalifier™] = "PCP.ciscolive.com™); —

Maore about the claim nie language...

<Prevous |[ Fnsh | Cancel Help




Jlelb I, Prime Provisioning 9 AD FS FQDN sop pJdol puvwdl e lesh Idoglos J Lab
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3. 108 W9 luole.
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5. 9p vlgbé wuvgsd 206 AD FS IJluosl) 2.0 pu Services.msc.

weed ledl AD FS 1Jluesl 2.00 luedd Ids wpdse SAML SSO gds puwele wglgy Cisco.

IJo2dl pu lduors

Jls92> eldsl lple JJezdd eu Lozs o3l ldodssu.

lpwod ol IJIzble 9] odlzol

wslole ouvgsoe wedlo AD FS Juwed lesle IJoble. pu Server Manager (e, [JgD 0)
1Je9z9> eJs Idogvgsuole Idpdeyes Jgbe AD FS -> gl o IJIzsle -> Idebosdle gldésple ->

AD FS 2. 0 -> Admin

oz go Iigble |puuzds Jogullb AD FS

E__ Server Manager
Fie Action View Help
e 7 m H|m

Sk Server Manager (CUC-ADFS)
E @ Roles
i Features
B #m Diagnostics
£ [@] Event Viewer
B L Custom Views
¥ [ Windows Logs
= L) Applications and Servia
B = ADFS 2.0
[+ Admin
{s] Hardware Events
{s] Internet Explorer
I,—| Key Management 5
# | Microsoft
[+ Windows PowerShe
_ 4 Subscriptions
# (N Performance
@2 Device Manager
® it Configuration
® 5 Storage

1] L

Admin Number of events: 211

Level Date and Time Source Event ID | Task Category -
-\i)lnformanm 6/28/2016 11:18:12 AM ADFS 2.0 337 None
() nformation 6/28/2016 11:18:12 AM ADFS 2.0 336 MNone
A iﬁ'lnfwmaton 6/28/2016 11:17:12 AM ADFS 2.0 390 MNone
(i) Information 6/28/2016 11:17:12 AM ADFS 2.0 386 Meone
\ l JInformation 6/258/2016 11:17:12 AM ADFS 2.0 399 MNone
':i JInformation 6/28/2016 11:17:12 AM ADFS 2.0 157 MNone
(i) information 6/28/2016 11:17:12 AM ADFS 2.0 156 None
(i) Information 6/27/2016 11:18:02PM ADFS 2.0 337 None
(i ) Information 6/27/2016 11:18:02PM ADFS 2.0 336 None
(i) Information 6/27/2016 8: 12:59 PM ADFS 2.0 388 None
W Error 6/27/2016 8:12: 11PM ADFS 2.0 354 None
Error 6/27/2016 8:12: 11 PM AD FS 2.0
(i) Information 6/27/2016 8: 12: 10 PM ADFS 2.0 251 MNone
(i) Information 6/27/2016 8:11:59 PM ADFS 2.0 100 None =
Event 321, AD FS 2.0 x
General | Details |
-
The SAML authentication request had a NamelD Policy that could not be satisfied. i’
Requestor: ciscouc-105-impsl.ciscouc.org
Name identifier format: urn:casis:names:tc:SAML:2 O:nameid-format:transient LI
Log Name: AD F5 2.0/Admin o
Source: ADF52.0 Logged: 6/27/2016 8:12:11 PM
Event ID: 3 Task Category: None -
—
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