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B IJluosl, 10.5 o CUCM sldluosble Idizse: spdu o souope bl wadse Uuols pug,
IJe9e88 (CSR) 03l luwpe 1Jes 098 [Jwssd (SAN) sl ezldle 1JwssJs.

1. Tomcat - CUCM 9 IM&P

2. Cisco CallManager - CUCM W §b

3. wu9w9dsd Idpsluwds sldeuess 1deses IUSled JJwsuwe (CUP-XMPP) oy Cisco - IM&P

BBl

4. CUP-XMPP ¢lsp 1Js ¢lsp (S2S) - B 3b IM&P
o Ilouwb 1Je009d eds Livols 09888 pu IJpaze IJpuosd B o3l IUluasly. sdip 929> wsbs
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E})Gam @cm

~Status

!5 Warning: Generating a new CSE for a specfic certificate type will overwrite the existing CSA for that type
~Generate Certificate Signing Request

Certificate Purpose®  [fomcat =l

Distribution * I es-ccm-pub.y .com -]

Eﬂmmnn Hame:. Cs-CCm- uh-"-—‘-mm

Subject Alternate Names (SANs)

Parent Domain | com

Key Length* [ 2048 =l

Hash Algorithm* | SHAZ256 L]

Generate | Close |

@ *. indicates required item.

IJ¢lo9s 2.
2o, Jbeds pub @6 IJogisu (SAN) pogss6 1Ugghbe Vs IJwgjse.



Generate Certificate Signing Request

E% Generate E} Close

—Status

:_.,'5 Warnming: Generating a new CSR for a specific certificate type will overwrite the existing CSR for that type

- Generate Certificate Signing Request

Certificate Purpose® [tomcat

=
Distribution ¥ [ es-cem-pub.. .com |

Common Name* |I‘—"='DCH"-Eub-\—_.=:nm l-

Subject Alternate Names (SANs)

Parent Domain I com
Key Length® | 2048 -]
Hash Algorithm* | sHazss =1

Genarate I Close |

@ *_ indicates required item.

P09 SE9p weds peldle Uivwds IJogise (SAN) sldeeld IJiuods wdslssl.
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[@;m [T close

- Status
.-!5 Warning: Ganerabing a new CSE for a specific certificate type will overnsynite the exsting CSR for that type
—Generate Certificate Signing Request
Certificate Purpose ™ | romecat =l
Distribution™ | Multi-server(SAaN) =
Commen Name* |cs-ccm-pub. smsss.com-ms
Subject Alternate Names [SAMNs)
Auto-populated Domains  [ceccom-pub, com
ce-corm-sube com
cE-imp. sz, com
Parent Domain | com
Other Domaing - Browes_ I Mo file selacted.
Flease import .TXT file only.
For more informabion please refer to the notes in the
Help Section
[ _* add |
Key Length* [z048 =l
Hash Algarithm* [sHazse =l

@ *. indicates required item.

IJglogé 3.
lod) D98 luuble sopz> luuile CSR. w288 pu lu zpse 1Ued> 1Jpzs Ss CSR swp g o0l
lsuol s Wlisesé CSR IJulzesd lJus we wuoss)ol.

E)_,’eum Em

@ Success: Certificate Signing Request Generated

[‘9 C5R export operation successful on the nodes [cs-ccm-sub.vessss.com, cs-com-pub. wmsess.com, cs-imp. smee.com].

B "bbhs IJuboble sep lousle bdo vods pobds 1Ueéjso (SAN):



Certificate List (1 - 15 of 15)
Find Certificate List where | Certificate v | begins with v| tomcat || Find | Clear Filter || 98 E
Certificate * Common Name Type T'fr?e Distribution Issued By
tomcat 115pub-ms EE————— RSA [ Multi-server(SAN -
tomcat 115pub-ms. N CA-signed RSA Multi-server(SAN) —
IJglogé 4.

lod) 898 wujsd CSR e lge, &0 IJuiolss 9lud, B98 wujsd CSR.

alali,  Cisco Unified Operating System Administration

Cisco For Cisco Unified Communications Solutions

Show +  Seitings v Securty ~  Software Upprades ~  Sendces ~  Help -

Certificate List

Lg}__'mmm Eé Uplkad CestificateTetificate chain Ll_i'_i., Generats C5A lg'_l'uuwmmm

Download Certificate Signing Request
[il Downlad CsR [T} Close

=Status

H\ Certificate names not listed below do not have a corresponding CSR

- Download Certificate Signing Reguest
Certificate Purpose™ | tomcat w|

| Download CSR Close |

@ *- indicates required item.

p0 1depdu luwetsle IUpaze Ipua 8 1dpeds 19 poze puosd Ehzs pod VeriSign JJzuesd eds
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Microsoff Actrve Directory Cerificate Senaces — vasank-DC1-CA

Certificate Pending

Your certificate request has been received, However, you must waitl for an administrator to issue the certificate you requested.
Your Request Id is 32.
Please return 1o this web site in & day or two 1o retneve your cerificate.

Hote: You must relurn with this web browser within 10 days o retrieve your cerbficate

181095 5.

pdlelbs: Sud wepsd volys Tomeat, wlds pu websd SSO. B elds wepdsuol sew
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Upload Certificate/Certificate chain

2y voesa [ oo

—Status

Warning: Uploading a cluster-wide certificate will distribute it to all servers
in this cluster

=Upload Certificate/Certificate chaln

Certificate Purpose® [tomcat-trust o
Description(friendly

name)

Upload File | Choose File | certchain.p7b

| Upload | | Close |

1Jg b9 6.

S 1o wogpsd IJuielss 1Je9$eé pu CUCM gdis luel Tomeat 90286 o lu zose €8> wble
IJpzp98d 02,28 O "gpdss wepsd Iduols wlzes” Jel 09 p9oe B IJuey)é:

Upload Certificate/Certificate chain
Egl Upload [g Close

rStatus

Certificate upload operation successful for the nodes cs-ccm-pub.wessec.com,cs-
ccm-sub.” B L.Ccom, CS-IMp. S, COMm.

Restart Cisco Tomcat Service for the nodes cs-ccm-pub. ssee ' .com,c5-ccm-sub, el .com, cs-
Imp. st .com using the CLI "utils service restart Cisco Tomcat”.

—Upload Certificate/Certificate chain

Certificate Purpose™® | tomcat =l
Description(friendly name) IEeIf—signed certificate
Upload File Browse _ | Mo file selected.

Upload | Close |

@ *_ indicates required item.
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ertificate Viewer:" cs-ccm-pub. & .com-ms”
General I Details |

Could not verify this certificate because the issuer is not trusted.

Issued To

Common Name (CN)

Organisation (O) Cisco

Organisational Unit (OU) TAC

Serial Number 10:54:C2:6E:00:00:00:00:00:20

Issued By

Common Name (CN) man DC1-CA

Organisation (O) o -DC1-CA

Organisational Unit (OU) <Not Part Of Certificate >

Validity

Issued On 12/19/2014

Expires On 12/18/2015

Fingerprints

SHA1 Fingerprint DCE3:9A:DEIF4:BLi6F: AT 38:4F:D8: 1B: AA:BF:CC:05:F5:AT A 1A
MD35 Fingerprint 97:EA:6C:AD:91:12:88:0D:0E: 30:C9: 46: 54:89: 3E:59
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Jozass el B Jlo uble 1dezeses 39 IUsoe 1dptodb o Jl. IaUJ I>L,6 Cisco Unified CM >
System > pgJple Enterprise > 9o¢ Iolo wblp IUpzpses (0 == ¢s) Tovt 1 == IJsog
lJpeodb).
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- 1506 1J 9236 pu Cisco > Iygle, > Control Center - ¢>ple 1Jps5le > Cisco Cisco Manager
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https://community.cisco.com/t5/collaboration-voice-and-video/ip-phone-security-and-ctl-certificate-trust-list/ta-p/3116313
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