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ip local pool SSL_Pool 10.10.10.1-10.10.10.254 mask 255.255.255.0
group-policy GoupPolicy_SSL interna

group-policy GoupPolicy_SSL attributes

split-tunnel-policy tunnelall

vpn-tunnel - protocol ssl-client

tunnel -group SSL type renpte-access

tunnel -group SSL general -attributes

addr ess- pool SSL_Pool

def aul t - gr oup-policy G oupPolicy_SSL
tunnel - group SSL webvpn-attributes
authentication certificate
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webvpn

enabl e outside
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VPN Profile Configuration

| HSave xDEIete Copy I{JJ Acdd Mewy

— Status

@ Status: Ready

—¥PM Profile Information

Name®  asa_PhoneWPn

Description

| Enable auto Metwaork Detect

~Tunnel Parameters
MTU* 17490

Fail to Connect® 5

| Enable Host ID Check

;_[:Iient Authentication \\
Client Authentication Method® Certificate o
" |Enable Paz i
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ZalManager carte CalMasacernien l
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ASA (confi g)#crypto ca trustpoint CM-Manufacturing
ASA(confi g-ca-trustpoi nt)#enrollment terminal
ASA(confi g-ca-trustpoi nt)#exit

ASA( confi g) #crypto ca authenticate CM-Manufacturing
#(ASA(config

<base- 64 encoded CA certificate>

quit

Bolgidl @85l e gaill dcgazmo (8 @dslaall usi 2t .7
tunnel -group SSL webvpn-attributes
authentication certificate

group-url https://asab520-c. ci sco.com SSL enabl e
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— Certification Authority Proxy Function (CAPF) Information

Certificate Operation® Install/Upgrade -
Authentication Mode® By Authentication String -
Authentication String 1234565

’ Generate String ]

Key Size (Bits)* 2048 -
Operation Completes By 2013 |3 10 12 (YYYY:MM:DD:HH)

Certificate Operation Status: Mone
Mote: Security Profile Contains Addition CAPF Settings.

Aol ezl sl oVl Loy, Y (638290 85l 91 BB dlwbw J] @85kaoll giog omes dl> 9 .4
&z < LSC < #** < ol 10055 < oblac¥l Loy 5228 cdlubw e bguas a85kanll giog olS 13] .5

ailgll pSx 6139 9

- " L')D - __"
2o JSuiy oueSil Jac s punsl] 13D paciawl
ASA o §axdll

ASA5520- C(confi g) #show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detail ed

User name : CP-7962G SEPXXXXXXXXXXXX

I ndex : 57

Assigned IP : 10.10.10.2 Public IP : 172.16.250.15

Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Premi um AnyConnect for Cisco VPN Phone
Encryption : AnyConnect-Parent: (1)AES128 SSL-Tunnel: (1)AES128
DTLS- Tunnel : (1) AES128

Hashi ng : AnyConnect-Parent: (1)SHA1 SSL-Tunnel: (1)SHAL
DTLS- Tunnel : (1) SHA1Bytes Tx : 305849

Bytes Rx : 270069Pkts Tx : 5645

Pkts Rx : 5650Pkts Tx Drop : O

Pkts Rx Drop : 0Goup Policy

GroupPolicy_SSL Tunnel Goup : SSL

Login Tinme : 01:40:44 UTC Tue Feb 5 2013

Duration : 23h: 00m 28s

Inactivity : Oh: 00m 00s

NAC Result : Unknown

VLAN Mapping : N A VLAN : none

AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1

: AnyConnect - Par ent

Tunnel ID: 57.1

Assigned IP : 10.10.10.2 Public IP : 172.16.250. 15
Encryption : AES128 Hashing : SHAl

Encapsul ation: TLSv1l.0 TCP Dst Port : 443



Auth Mode : Certificate

Idle Tine Qut: 30 Mnutes Idle TO Left : 29 M nutes

(dient Type : AnyConnect Client Ver : Cisco SVC |IPPhone Client v1.0 (1.0
Bytes Tx : 1759 Bytes Rx : 799

Pkts Tx : 2 Pkts Rx : 1

Pkts Tx Drop : 0 Pkts Rx Drop : O

: SSL- Tunnel

Tunnel ID: 57.2

Public IP : 172.16.250.15

Encryption : AES128 Hashing : SHAl

Encapsul ation: TLSv1.0 TCP Src Port : 50529

TCP Dst Port : 443 Auth Mdde : Certificate

Idle Tine Qut: 30 Mnutes Idle TO Left : 29 M nutes
Client Type : SSL VPN dient

(Cient Ver : Csco SVC | PPhone Client v1.0 (1.0
Bytes Tx : 835 Bytes Rx : O

Pkts Tx : 1 Pkts Rx : O

Pkts Tx Drop : 0 Pkts Rx Drop : O

: DTLS- Tunnel

Tunnel ID: 57.3

Assigned I P : 10.10.10.2 Public IP : 172.16.250.15
Encryption : AES128 Hashing : SHAl

Encapsul ation: DTLSv1.0 UDP Src Port : 51096

UDP Dst Port : 443 Auth Mdde : Certificate

Idle Tine Qut: 30 Mnutes Idle TO Left : 29 M nutes
Client Type : DTLS VPN dient

(Cient Ver : Cisco SVC | PPhone Client v1.0 (1.0
Bytes Tx : 303255 Bytes Rx : 269270

Pkts Tx : 5642 Pkts Rx : 5649

Pkts Tx Drop : 0 Pkts Rx Drop : O
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