odysu ldyvoble 1Jpsgeé J SIP TLS 9 SRTP

glgwaodvlos Ible 030 I bobsle 9] oJlzol LSy
CUCM 4 IP Phones 9 CUBE

lJpzosslo

| Jp, 9506

IJpobJole Il wsé
IJeobJole

IJedoule | U0

08 J90le | wlwsé

lJodJosy

| IJogbshb boJo
wdosy ldpdso

oo sy, CUCM

lJo 5 0

| wod, wldd 1Jizble ol o1zl

lJp 9500

SueW o3l Idpwaws pold |Jod_9..§_o lJ¢gluo VVJ__9Q_9-3J_94 wae eduwé IJgpd (SIP) loly bbo §6
IJodd (TLS) 9wu9wsdsd Idudd O ldse IJSeds Iles (SRTP) wsu Cisco Unified
Communications Manager (CUCM) golew IP 98000, 1Je> 1Je9z> (CUBE) pu Cisco wlwegsle

IJubolole 1Je99es pu "erze w28 IJpduwuws” (CA) (208 ¢hzss) slumeesle Iderze 1dpuodd
(CA) JJpsuwwé Idpuie,ds Jusdse yuoble Jeese pdovle Idubeds lJos cogopu lzojé
loualJle Cisco ped ogladd IP s CUCM glJuslle 5 CUBE.

lpcbdole IJioul uss
IJpobdolo
w9os Cisco viu oJ9u s pgy9s wldpesluose IJoldse:
s op 0IdIsu Ebe e puedS Jdpsumumle )
- Sup wdsu Gblg CUCM Vs 1dsoe IJpgodb 9swp ouwzsd o9lewd IP Bs Iy oe 1Ulew
(puS)) n
- op lple wdssy 306 Iduosw IJlwlyuss J CUBE g Dial-peer
lJedyule IJpuuwcsped
ouwowd Idpedypele 1Uglyo WO o3l ldpuwews 1Js luesble Idolez 9ldedsule 1Jpebss Ideldss:

. 155 Windows 2008 - 1Je,z¢ lJp 053
. CUCM 105



- IJedgo - 3925E p¢ Cisco I0S® 15.3(3) M3
. CIPC

op louble LJroE.ijlu U3IJ>6 Os o3l IJp e pu IJiaoJéS 1J 092926 WS wSiS6 pgpdso gluoo.
u.)lu apsg IJlao_)o |Jro,_).uua)p0 d5 03l |.Jro,_}9uu) uudg..su ez (I8e)los). Bl dlue

peJople luwlywsd
Sedu wdumse Ilouold Idueses Ileu gws IJpdew 1Js Suvesu
- Mlosble Ilews - suwogsp TLS B lpdew Jolpso Ilusble go, SIP slele wi9o9dsd
Ilow,ow (IPSec) pu led closo lluvble gw, H.323
1dsuwlisl 1UTews - y9e9dsd udd 1sde IUseds Il (SRTP)
598, 9b 586 9dsd Ludbé Liolss CUCM (CAPF) Liolss 3l lopsé ppdsé (LSC) JJoglews. Jsl
g pl swp w9dse CAPF oo Bod CA ghzs: Wluo uwsIdsu wpwlus CA Slugs JJoglow.

Jop Jsdss IUzuo9d eds CAPF 1Je9 e pu CA: Lze IJs:

IJoJdosu

e IJogbsbs JJubeods

Root CA E Eﬁm-dlﬁ:e cA

#  cuse — —

PSTN ¥,

SRTP

WO o3l IJlgshe sop luwwgsle CAldes) 9 CA clog 9lzs. swp ©99SE zpsE ubolble CUCM 9
CUBE pu Yod CAlJuoloe.

odoso [Jpdew
Sp wlugble joz pSdlosz RSA.

o@9p 030 1Ugbgo Lluuile pdlose ¢luos 9gl06.



WO o3l IJpeld: CUBE 09 pg)s gusluc Spdu o SY9y L5 Juse.

CUBE- 2(confi g) #crypto key generate rsa general-keys label CUBE modulus 2048
The name for the keys will be: CUBE

% The key nodul us size is 2048 hits
% Generating 2048 bit RSA keys, keys will be non-exportable...
[OK] (elapsed tinme was 12 seconds)

CUBE- 2(config) #
2. 9p vlouuble v 9bsé & 96 J CA 9 Root CA IJuleugs: gse swp luwegsle Subordinate CA
TrustPoint JJlouold vy wy9e93d9d SIP TLS.

B 03l IUpeld. Iuwe TrustPoint J CA IJelog o9 subcal 99 1Jz3, J CA 1z,

enrol |l nent term nal pem all ow manual cut-and-paste certificate enrollnment. pemkeyword is used
to issue certificate requests or receive issued certificates in PEMformatted files through the
consol e term nal .

St 10 soblug luve [Jpsnse Ideuwcgp Bis 030 1¢lo9s pg luup p9 098 X.509 Bis pJd
OEHSI Iplu ¢t louold CUCM. In_9qu ppbuwo oS luwegsle luvp IUpuosd pe luwp Idpzld (131
e wpdsu lywe 1deeld)-

Jinsy jog pdlose RSA IU3s wpe lugilge Vs 1Jgbgo 1.

crypto pki trustpoint SuBCAl
enrol I ment termnal pem

seri al - nunber none

i p- address none

subj ect - nane CN=CUBE-2
revocati on-check none
rsakeypair CUBE

crypto pki trustpoint ROOT
enrol | nent term nal
revocati on-check none

3. louble bdo wodse Jiolss IJpdgw (CSR).

suwe IJle, crypto pkilogin CSR 1U3s sop w980 1Js Ipze 1dpuosd JJpduwuws JJzuosd
eds Idgiolss 1esSes.

CUBE- 2(confi g) #crypto pki enroll SUBCAl
% Start certificate enroll nent

% The subject name in the certificate will include: CN=CUBE-2
% The subject name in the certificate will include: CUBE-2
Display Certificate Request to terminal? [yes/no]: yes
Certificate Request follows:

----- BEG N CERTI FI CATE REQUEST- - - - -
M | Gj j CCAXYCAQAWKDEPMAO GAL UEAX MGQLVCRS0Y NRUWEWYJ KoZI hvc NAQGKk CFgZD
VUJFLTI wggEi MAOGCSqGS! b3DQEBAQUAAAI BDWAWGgEKA0I BAQDAMuf evAgli p
Kn8FhW FI NNUFMykgh2Cr 11 MV+ovR2Hy PTRwgr 0XDhZHVBs nBw6 7Tt ze3Ebxxoau
cBQ| ASZ4hdTSI gj xG+9YQacLmdMXpf xHp5kcl CzSf SI | r TexAr TQql W8+ Er Ypk



2THN1SOPC4cRl BwoUCgB/ +KCDKj Jk Uy 8e CX+Grd+6ehRKEQGHAFHEf Ur 5he/ 7/ pB
I'i H et NKSXYEOQr 9TVZPi RIrt pUPMRMZEI RUN7 Gox Br CW XVdv EAGCOXqd1ZVLI Tz
z22sQQDqvJ9f MNBf ngKv2ePr +f 5qej Wz GOODFVQs0y5x+Y!l +pHbsdV1hSSnPpJk6
TaaBmX83AgMBAAGY! TAf Bgkghki GOWOBCQ4x Ej AQVA4GALUd DWEB/ WQEAWM FoDAN
Bgkqghki GO3wWOBAQUFAACCAQEAr WWObdhl UBVf aF1cMII br 569BZT+t | | QOz30gNGQ
QzHwel LoaKuC5pc/ uOhwl4MGS6Z4401 wazK2/ 5bb/ KL47r 8H3d7T7PYM K6l AzK
sUIKSf 96z TvHNW 9wiXl nB5bl Jf RLXnFWKNsVEF4Fj U74pl xJL7si aa5e86eNy9deN
20i Kj vP8o4MgWewl Lr DO1YZMDVDS1Uy 82kW 6hv XG5+xBT5ALl 02xC 1S9y 6/ D4d
fOi | DZvaQk+7j j BCzLV5hET+1neo@Bws2e7RWIBs 2bi Qa+7TEAdOCBNyt F3q/ mA/ x
bUKwSWT4pgGUIcDAWej 3ZLgP91g5yyd9M CACRY+3nlccQ==

----- END CERTI FI CATE REQUEST- - - - -

---End - This line not part of the certificate request---

Redi spl ay enrol |l ment request? [yes/no]: no
CUBE- 2(confi g) #

louwe Uz wso "bdo iolss IJuse” Jlwele "bJu I iolss" 928150 B pdud 1Jpddd 6.

wsIJss J CUBE CSR Lwple IUpddlese IJellss:

Attributes:

Request ed Ext ensions:

X509v3 Key Usage: critical

Digital Signature, Key Enciphernment

4. 1Jeuesd eds Idpsze 1dpuosd 1ded) Juiold Idesze IJpuosde e Givolsd Idpsze 1dpuosd
(CA) subolss Idedew 1dps e pu Idpize Idpuesd (CA) Ideloe.

JJzwesd edis Uiolss pdey p9es: luwugsp CSR IUss wp lugblie B 1Jgbgs 3. 1J,09,6 pu
¢b e 95w Microsoft CA.



Microsoft Active Directory Certificate Senices — sophia-EXCH2010-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA_ paste a base-64-encoded CMC or PKCS #10
source (such as a Web server) in the Saved Request box

Saved Request:

gpzAvwclLoaKuCspe/udhwldMGS 62440 IwdzHI/ 5b -
Base-6d-encoded sUSKFoAzTIVvENWL IWXIMSShLlIERLENFWENSVEF4FS
certificate request 201i¥jvPeodMgWewILrDO1YZMDMDS1UYB2EWIEhvY

{CMC or £011DZvaQk+7]jBCzLvShET+1necQBws2e TRWTE S

PKCS #10 or bUFwSWT 4pgGUJcDANe 3ZLgP91gSyydSMiCACRY + | B

PKCS#7) - END CERTIFICATE REQUEST--—--—- ,
L 10 v

Additional Attributes:

Aftnbutes:

5. luwosyb guolxs Idpyze 1Upuos8 pu ldesee 1Jpuosd 1Jed) slduvoelsé 1Upuos 96 Idolugs.

ez Idgvel>s Vs Idpewdd; 6 9lugwg IUpzess 9duodo pu bde Jiuols Idwse |Us bdew olso
lJuolss.

CUBE- 2(confi g) #crypto pki authenticate SUBCA1l

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit” on a line by itself

----- BEGA N CERTI FI CATE- - - - -

M | FhDCCBGygAW BAgl KYZVFy QAAAAAAF) ANBgkghki GOWOBAQUFADBQVRI WEAYK
CZI m ZPyLGQBGRYChGkxFj AUBgoJki aJk/ | sZAEZFgZzh3BoaVEx| j AgBgNVBAMT
GXNvcGhpYS1XSU4t MLV OEp DMDXx NIVK Et QOEwHNhc NMTQACTT 1 MDAWNz U2VWhe NMTYw
OT1 1MDAXNz U2W BJINMRI WEAYKCZI mi ZPy LGQBGRYChGkxFj AUBgoJki aJk/ | sZAEZ
FgZzb3BoaWex Gz AZBgNVBAMTENNvc Ghp YSIFVENI M Ax MC1DQTCCASI wDQYJKoZI

hvc NAQEBBQADgg EPADCCAQoCggEBAJK+Nz4r i eYf r 9gH3I STuYz3TWpaf pj DI7I

7kl wwC28Tvj Fl 5vr KEi aPyFzxL5TEHaWRYAo/ Wt uyF7aB+pLJ1soKcZxt r Gv
gTM uphcJ5Fpd4368l1 R8ZXJi AT/ Dz+Nsh4PCI9GUUKQeycyRDeOBz08vL5pLj / W9
b8UMU VOgBu4elZwxWPMFxB7zCeYs Cf XMhGFUl p3HFdWZczgK3l dNO9I 0X+p70UP
ROCQpMEQxuheqv9kazl | JKf NHBNOqO8I H 76Y32vUzLg3uvZgqWsehGeh/ gj ndL/

1KndZTNSH8H7Kf 6v G6PNW XWW-NKhr VAYEr yHel | shEj 7ZUeB8s CAWEAAaOCAMUw
ggJhMBI GCSs GAQMBg]j ¢ VAQQFAgMBAAEW wWYJ KwYBBAGCNX UCBBYEFLNNd8HNCf KE
i sPgl 58009/ LqWVSVBOGA1UdDgQABBSsdYJZI W91 Xy GrDalL67+8ubDhM Ez AZBgkr

BgEEAYI 3FAI EDB4KAFNVAdQBI AEMAQT AOBg NVHQBBAF 8 EBAMCAYYWDWYDVROTAQH/

BAUWAWEB/ z Af BgNVHSMVEGDAW BTv01P6OPALXmBRDv5Mol Mk8j nOf DCB3QYDVROf

Bl HYM HSM HPol Hvbl HIhoHGbGRhcDovLy9DT| 1zb3BoaWEt VOI OLTNTMThKQz NM
TTIBLUNBLENOPVAJTi 0zUz E4SkMz TEOY QSxDTj 1DRFAs Q049UHVI bG j JTI wS2V5
JTI w2Vydm j ZXMs Q049U2Vydm j ZXMs Q049Q29uZm ndXJhdG vbi xEQz1zb3Bo
aVEEsREMBbGK/ Y2Vydd maVWhdGVSZXZv Y2F0aVWuTd zdD9i YXN P29i anVj dENs
YXNz PWNSTERpc3RyaW 1dG vbl BvaWs0M HIBggr BgEFBQe BAQSBvYDCBUTCBt gYI

KwYBBQUHVAKGgal sZGFwOi 8vLONOPXNvcGhpYS1XSU4t MLIMK OEp DMDX NVKEE QOES



Q049QUI BLENCPVB1YnkpYy Uy VEt | eSUyMFNI cnZpY2VzLENOPVN cnZpY2VzLENO
PUNvbn¥ZpZ3Vy YXRpb24sREMBc29wad hLERDPWpP2NBQRVydd meWNhd QU YnFz
ZT9vYnpl Y3RDbGFzcz1j ZXJ0aWZpY2F0aVWuQXV0a@yaXR5MAOGCSqGS| b3DQEB
BQUAA4I BAQB] / +r X+9NJi SZqlYwQXkLq6+LUh7 Ok Coe CHHf BGUaS+gvbYQeOWWI |

Tl PTj 4YNn62A6pUXpl 08mixKxOnZeRLTYgf 9Q Si OY+gqoxJ5zN i Sql RUAEO2sRz
wr zf aQoLGgy HXsy KIABOGRg GqqWj Z7 0 Xo KMRNImO+eu3Nz Bs 4AVAAF L8UhFCv 4l Vx
/t 6ql HY6 YKNWBY| Z3MdFnmohepN5CHZUHI vr Ov9eAi v6+Vaan2nTeynyy7WhEV7P
+5L2kEFCSf nL4Zt 2t EMjc5W X6yj xDWr | 0DTSyRshnmxAoY!l 03EJHWM | ocdml S
hgWbzi 0Z70SMPmIgNReHMC1j L3FD2nge

----- END CERTI FI CATE- - - - -

Trustpoint 'SUBCAl' is a subordinate CA and holds a non self signed cert
Certificate has the following attributes:

Fi ngerprint MD5: C420B7BB 88A2545F E26B0875 37D9EB45

Fi ngerprint SHAl: 110AF87E 53E6D1C2 19404BA5 0149C5CA 2CF2BELC

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

CUBE- 2(confi g) #
CUBE- 2( confi g) #crypto pki authenticate ROOT

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

----- BEG N CERTI FI CATE- - - - -

M | Dez CCAnMOgAW BAgl QWF/ OW+ELXFC21 dUGvd2j ANBgkghki GOwWOBAQUFADBQ
MRl WEAYKCZI mi ZPy LGQBGRYChGkxFj AUBgoJki aJk/ | sZAEZFgZzb3BoaVEX| j Ag
BgNVBAMT GXNv ¢ Ghp YS1XSU4t MLIVk OEp DMDx NIVK Et QQEwHhc NMTQANOTEZ M Mz ODA2
Whc NMTkwOTEz M MDODALW BQVRI WEAYKCZI mi ZPy LGQBGRYCbGkx Fj AUBgoJki aJ
k/ 1 sZAEZFgZzbh3BoaVEx| j AgBgNVBAMIGXNv c GhpYS1XSU4t ML M OEp DMDXx NIVK Et

QOEwggEi MAOGCSqGSI b3DQEBAQUAAAI BDWAWYgEKAOI BAQC4aywr 1o0OpTdTr MBYa
R3RkcahbbhR3q7P1l uTDUDNVBPi 6P8z3Mekf j B/ yy6SW 1OnddhyvM361 G\t VxJ4
eywoc7j bAr X\WOenGLQt 454 A0nTf cbwivhj QBycg9SMLr 1Unzad7kOCzj / r DEhVb C4
j Xpgb6uUBg7eB3LzN1LXFI3DH x YCBKM eG45pgnmsCc3ni)j 1CbCt nYXgno+nf hNzhR
HSt h02z4XI GB9v46j / PqG NRq4WKOWDc45SG3Q JDgDxnRIPKt RdNva66UJf DIp
4YMXQx OSkKM DEDhH Ei ¢7Cr J3EywpUpMZAmgh4bnQ7Vo2pnRTbYdaAv/ +yr 8sM

+FU3AgVBAAG UTBPNMAs GA1Ud DWQEAW Bhj APBgNVHRVBAf SEBTADACQH MBOGA1Ud
DgQWBBTV01P6OP4ALXMBRDv5MdI Mk8j nOf DAQBgkr BgEEAYI 3FQEEAW BADANBgkq
hki GwWOBAQUFAACCAQEANT7hJ2EEUNUMEYr ¢/ qt SJ2231 0JI pKEPMWI 7Cr odt W5gu
5m\t 1Xsgxi j YMyD5gJelog5dnv7ef YvOvl 2WICXf wOBJ0on8t gLFwp1+SUJW95m
OXTyo0S9kr sl 2Q2k Qkj Quhi MyPdNxpm] 3CAW QLPLW EQCSRZRBvVsKy 6! czr gr V2n¥Z
kx12n5YG GcXSbl PPUddIl Jepll 8UIHAQCBWKSzf JuOyHIwoH+I r | f ggKUee4dx7z6s
SCaGddCYr 30K/ 3Ws/ W SORUETVNL3NEt WHDc 2t 4Y7nm MSDv§ HZUgGZot we 9kt

9f 2dZA0r t gBg4!| Dt pxkR3CQaauB7WUCpzenHzf +z29Q==

----- END CERTI FI CATE- - - - -

Certificate has the followi ng attributes:
Fi ngerprint MD5: 511E1008 6D315E03 4B748601 7EE1AQES
Fi ngerprint SHAl: 8C35D9FA 8F7A00AC 0AA2FCA8 AAC22D5F D08790BB

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

CUBE- 2(config) #
6. luwosyb Iduiols 1Jes8eé s IJpds .

oz Idubolss Ws Idpdd, 6 slouwe IJpzwss sduodo pu bde Jisolss [Jwse IUs bde ol
lJuolsé.



CUBE- 2(confi g) #crypto pki import SUBCAl certificate

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

----- BEG N CERTI FI CATE- - - - -

M | EAj CCAuqgAW BAgl KQZZr HQABAAAAEz ANBgk ghki GOwWOBAQUFADBJI MRl WEAYK
CZI m ZPyLGQBGRYChGkxFj AUBgoJki aJk/ | sZAEZFgZzh3BoaWEx Gz AZBgNVBAMT
EnNvcGhpYS1FVEN M AxMC1DQTAe FwOx NTAO MDEWVDEz NDFaFwOx Nj AONMDEWMVDI z
NDFaMBEx Dz ANBg NVBAMT Bk NVQk Ut M CCASI wDQYJKoZI hvc NAQEBBQADgg EPADCC
AQoCgg EBAMCZ\W+5968 CDWKK gf wiWFaMAU0 1 QUY g SCHYKv Ugx X6i 9HYT | 9MXCCvRc O
Fkcx Ky cHDr t GBN7cRvHGhg5wWFBwgBJIni FINI i CPEb71hBpwubOxel / EennRagLNJ
9KWAf N7ECt NCCVbz6s St i nTZMe3VL@BLhx GUHChQKAH 401 OSMRTLXx4Jf 4aZ37p
6FEORDkdOUcRISvNFz/ v+kGW eJ600pLFgQ6vINVK+IEnMu2l BXExkSVFShsaj EG
sJYhdV28QAYLRep3VI UuVPPPaxBAOY8n18w3p+eAq/ Z4+v5/ np6NZXMY7QWNVCz T
LnH5i X6kdux 1XWFJKc+kmTpNpoGZf zc CAWMEAAaOCASI wg g Ee MA4GAL Ud DWEB/ WQE
Awl FoDAdBgNVHQU EFgQUIPbHVHSK Yr j J2+/ +hSSMEoma0Q wHWYDVROj BBgwFoAU
r HACWSFPSF8hpvW +u/ vLg4 TPx MWTWYDVROf BEgWR] BEOEKgQ Y+Zm sZTovLOVY
Qgy MDEW_NNvcGhpYS55aS9DZXIORWEY b2xsL3Nvc Ghp YSIFVWEN M AxMC1DQSgx
KS5j cmwb QY KwYBBQUHAQEEYTBf MFOGCCs GAQUFBz AChI FnaWkl O 8vRVhDSDI w
MIrAuc29wad hLmxpLON cnRFbnJvbGmw RVhDSDI wMIAuc29wad hLmxpX3NvcGhp
YS1FVENI M AxMC1DQSgxKS5j cnQAMDAYDVROTAQH BAI wADANBgk ghki GOWOBAQUF
AACCAQEAe 7EAOXKI Al j 4vxZux ROOFCOF snj coj U3lac5nr LChqg/ FyWreNbl phLON

Dt / DI f Z5WK2q3Di +/ UL1I Dt 3KYt 9NZ1dLpntcni pbbNZ5LXLoHDKLNgt 3qt Lf Kj v
J6GINWCxLML8I xmlDzZT8VQ i k5XZ8SC78hbTFt PxGZvf X70v22hekkOL1Dgwdh
/ 3mt agxf nsl B/ J3Fgpsloch45BndG MAWAVZRj j OKQaVLgVRvVr Pl y3ZKDBaUl eR
gsy5uODVSr hwivb3z84r +f 03k4Qar ecgwZE+Kf XoTpTAf hi CoLKwWOZy RMXXz Wi Nf

i ot EQbs52ne CWwXNwV24aOCChQMAM2Xw==

----- END CERTI FI CATE- - - - -

% Router Certificate successfully imported

CUBE- 2(config) #
7. od9su TCP TLS Jo,90999J wBd.

3590 U8l w3J9 ol eds 1dpumwess Ielp Is eds puvass vbs) by

VOi ce service voip

sip

session transport tcp tls

8. wegssu TrustPoint J sip-ua. yuswpe luwwgslpe TrustPoint Jzese luvble SIP oso CUBE 9
CUCM:

Si p-ua
crypto signaling renote-addr <cucm pub ip address> 255.255. 255. 255 trust poi nt SUBCAl
crypto signaling renote-addr <cucm sub ip address> 255.255. 255. 255 trustpoi nt SUBCAl

9. spdu wdssw TrustPoint Ul el uosé Jzese luvble SIP pu ldpds

si p-ua
crypto signaling default trustpoint SUBCAL
9. vwpdsu SRTP.

9spdu IJBsle w3dd el eds IUpuvess IJgle 19 eds puvess vbs) Idbde.



Voi ce service voip
srtp fall back

10. Lldogwed Jogogdsd 1duivz,s IJeo g6 (SRTP) sld e ds Idosuss Jossesdsd IJudd
Vs 1Jsde Ideds (RTP). sdse 929> zols buwlNuwedold leu.

1Bl IJly [uosl, Cisco IOS® o9 15.2.2T (CUBE 9.0) Iy luosl) i@&‘ Spedu wdysu golj
buwlJNowedeld 9lzes wyps) Iduvedo Idpedss (LTI Joddsd IJodsse.

Jl seolz zoli LuwlJuwodold LTS odsse udbs 1Jews JJowuss Jiuulguss JJedolz
IUele (PKI) Jodlple SRTP-RTP.

dspfarmprofile 1 transcode uni versal security
codec g711ul aw

codec g71lal aw

codec g729ar8

codec g729abr8

nmaxi mum sessi ons 10

associ ate applicati on CUBE

51 Jl Cisco 10S® i 8J po 15.2.2T. BB p wodssy zols LuslJuweduld SCCP.

9> Sewlg zols JquJ/quuLqu SCCP transcoder |Js v 9bo &@$o JhuwlJ |.J|u.u|)|u‘_9ro& 3Jd. bl
Op |wua)|ro |.Jp_930 udu.uo ,J|uu-_;uolg90 aol_) |J!_)uu|.J/|.J|,JUUL9u|.J ;SP-JU |u.oJua>|p ULQL}U
uldbé IJegs (SUBCA1) J CUBE 935Jd zolj LiuwlJuwedelJ.

sccp local G gabitEthernet0/2

sccp ccm 10. 106. 95. 153 identifier 1 priority 1 version 7.0
scep

!

sccp ccmgroup 1

bind interface G gabitEthernet0/0

associate ccm1 priority 1

associ ate profile 2 regi ster secxcode

|

dspfarmprofile 2 transcode universal security
trust poi nt SUBCA1l

codec g711ul aw

codec g71lal aw

codec g729ar8

codec g729abr8

maxi num sessi ons 10

associ ate application SCCP

t el ephony-service

secure-signaling trustpoint SuBCAl
sdspfarmunits 1

sdspfarm transcode sessions 10
sdspfarmtag 1 secxcode

nmax- ephones 1

max-dn 1

i p source-address 10.106.95. 153 port 2000
nmax- conferences 8 gain -6
transfer-systemfull-consult

od9sy CUCM

1. louwle CallManager CSR gJs gpse £9> CUCM.



loedd lJs bbhe CM 08 > IJolese > bbs Idgsoble > logble by w9dse [Juivolxs Jel og
£9LPT B¢ IJuey)s.

Generate Certificate Signing Request

81, cenerate [T ciose

- Status

'5 Warning: Generating & new CSR for & spacific certificate type will averwrite the axisting CSR for that bype

- Generate Certificate Signing Request
Ir:ertiﬁute Purpose® CallManager i ]

- - -d
Distribution™ empub -
Common Name* empub

Subject Alternate Names [(SANs)
Farent Daomain

Key Langth™® 2048 -
Hash Algorithm™® SHAZEE ¥

R

[ Genarate | [ Close ]

@ *. indicates required item.

wsI9y J CallManager CSR Lwelw IJpvlosz IJoeldss:

Request ed Extensi ons:

X509v3 Ext ended Key Usage:

TLS Wb Server Authentication, TLS Web Cient Authentication, |PSec End System
X509v3 Key Usage:

Digital Signature, Key Enciphernment, Data Enci phernent, Key Agreenent

2. 1Jzuosd edis Ubohs CallManager Jzese €55 CM Ipodes oo S Ipsze IJpuos3 (CA)
IJelog.

luwegse CSRIUsS wp luglio B 1Jgbss 1. uwsepd s Bldw yuolss ghe ssw: wlds pu lu
I.J,Juobo lJe9 986 wews ng welo luwegsle I.Jlodlu..sa 030 eJs IJIBJ: oo dse 1Urdps:
oubds) Ipdlosz: cuvds) IJuslule Jel 09 p9 oz B 1dues,s.



Wednesday, Mardh 18, 2015 ...
Friday, March 18, 2016 9:22:5... T
B

cmpub, tac, dsco, bangalore, ...
REA (2043 Bitz)

Server Authentication (1,3.6....
i Cagital Signature, Key Endpher...
el Key Identifier 83 57 36 0b ad o7 54 a2 Ob b l...
Rl B st Kmy Teaebifiae Kauli=pes 7S R7 5071 3F 43 5

Digital Signature, Key Endpherment, Data Endpherment (bi)

Edit Properties... [ Copy to Fle... ]

Learn more about certificate detals

o ]

3. weesd ol Idesze Idpuesd pu ldpsee 1Jpuosd 1des) 9 Idesze IJpuwesd Idoloe Jogs
CallManager.

loedd 1Js Bbs uble IJoubgsd CM > 1Jolsse > ILs IJuboble > oz psd IJuirolss/guduuds
IJuboble Jel 09 p9oz WO 1Juo9).



Upload Certificate/Certificate chain
E‘% upload [ Close

Status

@ Wamning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

r Upload Certificate/Certificate chain

Certificate Purpose™® CallManager-trust -

Description(friendly name)

Upload File root.cer

I Upload I I Close I

@ *_ indicates required item.

Upload Certificate/Certificate chain
E@ Upload [ﬂ Close

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

Upload Certificate/Certificate chain

E:E rtificate Purpose™® CallManager-trust -

Description(friendly name)

Upload File subcrdinate.cer

[ Upload ] | Close ]

@ *. indicates required item.

4. oepsd Iduvol>e 1Uesdes wluwpe CallManager Jel 09 90z Vs IJuo9)s.



Upload Certificate/Certificate chain

E’Eﬂ Upload @ Close

- Status

@ Warning: Upleading a cluster-wide certificate will distribute it to all servers in this cluster

- Upload Certificate/ Certificate chain

Certificate Purpose® CallManager '_]

Description(friendly name) Self-zigned certificate

Upload File cmpub.cer

I Upload ] [ Close ]

@ *. indicates required item.

5. c2as pd Blises I iobsle 1Jp969 wol (CTL) gds Publisher (s 2 JIJ CLI (31206 ulo,
1Jl9le)).

adm n:utils ctl update CTLFile
This operation will update the CTLFile. Do you want to continue? (y/n):

Updating CTL file

CTL file Updated

Pl ease Restart the TFTP and G sco Cal | Manager services on all nodes in the cluster that run
these services

adm n:

6. Yp wleho ouvgsd grpo CallManager 9¢>p6 TFTP gds JIs IJg 9> 98506 CAPF gJs
Publisher.

7. logile pJB wg)s ol g louold SIP 2ass.

B bhs CM. Iuedd Ids Idoble > IJclpso > pddle og s lelo SIP Trunk > Lo

louwe p\_JQ9 o8)sV gb louold SIP g, 1Ulew 1de9z9s Jlogile pdod wg)sd lew 28> Jpel 09
£ILPT B 030 1oy )6.



Bswe xnem Copy %th:t & Apply Config l:ﬂimuew

=SIP Trunk Security Profile Information

Name* CUBE-2 Secure SIP Trunk Profile
Description Secure SIP Trunk Profile authenticated by null String
[EE\.rice Security Mode Erncrypted :]

Incoming Transpart Type® TLS i
Outgoing Transport Type TLS -
" Enable Digest Authentication
Nonce Validity Time {mins)* &00

[[ 509 subject Name CUBE-2
Incoming Port* 5061

__ Enable Application level autharization

Fl Accept presence subscription

¥ Accept out-of-dialog refer**

| Accept unsolicited notification

Tl Accept replaces header

"~ Transmit security status

. Allow charging header

SIP v.150 Qutbound SOP Offer Fi'tﬁﬂ'l‘lgt Use Default Filter -

8. lugile ¢b louold SIP [Us IUpdg .

S wopdsu SRTP IJpuwpsz wo eds ¢ louold SIP Jel 09 p9 oz S 1due9,s.



eI
e sve I ooete Ry Reset G adaiew

BAR Group < None = -
Tunneled Pratocal Hane -
Q516 Variant™ N Changes .
ASN.1 ROSE OID Encoding® No Changes -
Facket Capture Mode* Nane -
Facket Capture Duration 0

7] Media Termination Peint Required
| Retry Video Call as Audie
Fath Replacement Support
| Transmit UTF-8 for Calling Party Name
Transmat UTF-8 Names in QSIG APDU
T Unattanded Port
When this flag is checked, Encrypted TLS needs to be configurad in the network to provide end o &nd secunty. Failure

Consider Traffic on This Trunk Secure® When using both sRTP and TLS -
Raute Class Signaling Enabled* Default -
Use Trusted Relay Point® Default -

| PSTH Access
] fwn On AN Active Unified CM Nodes

oJd9su pus 1Jgzos 5061 (TL_S)_9oJqu_5L§ pJ OgHSW i,olg b louold SIP IJlew 128> eJs
tb louold SIP Jpl 09 p9oe Vs 1Juo9)6.

Trunk Configuration Re
E Save x Delate % RAeset # Badd Heey
—SIF Information
Destination
7| Bestination Address is an SRV
Destimation Address Destination Address IPwh Crestination Port
1 10.006.55.153 SDEL
MTE Preferred Originating Codec™ 78 Lulaw -
BLF Fresence Group® Standard Presancs graup -
|51P Trunk Security Profile* CUBE-2 Secure SIP Trunk Profile | -
Rercuting Calling Search Space < Nane > =
Cut-0f-Malog Refer Calling Search Space < Nane = -
SUBSCRIBE Calling Search Space o NOnE > -
SIP Profile® Standard SIF Profile w imw Datais
DTMF Signaling Method™* Mp Preferance -

IJozdd pu lJuogs

lpwogse 03l IldGuwe Joldss gpd Idodssy vuvdd Lozse.

show si p-ua connections tcp tls detail
show cal |l active voice brief



e.g.

Secur e- CUBE#show si p-ua connections tcp tls detai
Total active connections : 2

No. of send failures : 0

No. of renote closures : 13

No. of conn. failures : O

No. of inactive conn. ageouts : O

TLS client handshake failures
TLS server handshake failures : 0

o

Not e:

** Tuples with no matching socket entry

- Do 'clear sip <tcp[tls]/udp> conn t ipv4:<addr>: <port>

to overcone this error condition

++ Tuples with m smatched address/port entry

- Do 'clear sip <tcp[tls]/udp> conn t ipv4:<addr>:<port> id <connid>
to overcone this error condition

Remote-Agent:10.106.95.151, Connecti ons-Count: 2
Renote-Port Conn-1d Conn-State WiteQ Size Local - Address

5061 16 Established 0 10.106. 95. 153
57396 17 Established 0 10.106. 95. 153

-------------- SIP Transport Layer Listen Sockets ---------------
Conn-1d Local - Addr ess

2 [10.106. 95. 153] : 5061
s lJodlb |81z 1ie, show call active voice brief £ o> luuegsle zols huwlJguedold LTI

Tel ephony call-legs: 0
SIP call-legs: 2
H323 call-legs: O

Call agent controlled call-legs: O
SCCP call-legs: O

Mul ticast call-legs: O

Total call-legs: 2

1283 : 33 357052840ns.1 (23:57:23.929 | ST Sun Feb 15 2015) +2270 pid:3 Answer 3001 active

dur 00:00: 08 tx:383/61280 rx:371/59360 dscp: 0 nedia: 0 audi o tos: 0xB8 vi deo tos: 0x0

I P 10.106. 95.132: 17172 SRTP: off rtt:0nms pl:0/0ns | ost:0/0/0 delay:0/0/0ns g711lul aw Text Rel ay:
of f Transcoded: Yes

nedi a i nactive detected:n nmedia contrl rcvd:n/a tinestanp:n/a

long duration call detected:n long duration call duration:n/a tinmestanp:n/a

Lost Packet Rat e: 0. 00 Cut OF Or der Rat e: 0. 00

1283 : 34 357052840ns.2 (23:57:23.929 | ST Sun Feb 15 2015) +2270 pid:1 Oiginate 2001 active
dur 00:00: 08 tx:371/60844 rx:383/62812 dscp: 0 nedia: 0 audi o tos: 0xB8 vi deo tos: 0x0

I P 10. 65. 58. 24: 24584 SRTP: on rtt:0ns pl:0/0ns | o0ost:0/0/0 delay:0/0/0nms g71lul aw Text Rel ay: off
Transcoded: Yes

nedi a i nactive detected:n nmedia contrl rcvd:n/a tinestanp:n/a

long duration call detected:n long duration call duration:n/a tinmestanp:n/a

Lost Packet Rat e: 0. 00 Qut OF Or der Rat e: 0. 00

Isuol g0 le)le pdldpé SRTP 1Je s 6 wsw olawd Cisco IP 9pde 9 sulis: sop 8500 Lp)
I9J eds olows IP.

lweduuldd IJizble gl oJlzol



$98, 03l IJBuwpe pedsple spdod luuegslel Jluvaduuld Igble IJedssy sluadlzol.

&> ouwles gpdsle wusese IJigble 030 B Iuued il igble PKI/TLS/SIP/SRTP gl oJlzol.

debug crypto pki{ APl | callbacks | messages | scep | server | transactions | validation }
debug ssl openssl { errors | ext | nsg | states }

debug srtp {api | events }

debug ccsip {nessages | error | events | states | all }

debug voi p ccapi inout



agy 030 IJUjapd )
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