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If TLS verify mode is enabled, the
Unified CM system’s FQDN or IP
address must be contained within
the X.509 certificate presented by
that system (in either the Subject
Common Name or the Subject
Alternative Name attributes of the
cerificate). The cerificate itself
must also be valid and signed by a
trusted certificate authority.

Default: On
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v Clipher Suites (33 suites)
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Certificate Details for cucmpubnew-ms.stark.com, tomcat

Eﬁg Regenerate (3] Generate CSR m Download .PEM File m Download DER File

—Status
@ Status: Ready

— Certificate Settings
Locally Uploaded 06/09/25
File Name tomcat.pem
Certificate Purpose tomcat
Certificate Type certs
Certificate Group product-cpi

Description(friendly name) Certificate Signed by WIN-9G89V8090R2

— Certificate File Data

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
48:00:00:00:04:61:fc:d3:8c:8f:a1:12:92:00:00:00:00:00:04
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC = com, DC = stark, CN = WIN-9G85V8090R2
Validity
Not Before: Sep 6 05:07:47 2025 GMT
Not After : Sep 6 05:17:47 2027 GMT
Subject: C = IN, ST = karnataka, L = bgl, O = cisco, CN = cucmpubnew-ms.stark.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (2048 bit)

Modulus: ﬁ

| Regenerate ] l Generate CSR] [ Download .PEM File J [ Download .DER File]

wepsd ywobé CAlJos ywosde eds yvolré Tomeat gJs CUCM Jo 96 Tomeat.



pload Certificate/ Certificate chain
Eé" Upload H Clozse

-Status

® Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

-Upload Certificate/Certificate chain

Certificate Purpose™® | tomcat-trust i

Description({friendly name) |

Upload File | Browse... | shashaCA.cer

| Upload | | Close |

® *_ indicates reguired item.

wpesd WIVSE uwolyé Tomeat: §p wugpsdol eds IJuluiy. e wlebsé wuvgsd IUgsple 3lo
IJoods gus bdool.

Upload Certificate/ Certificate chain
EJ’% Upload E Cloze

rStatus

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

— Upload Certificate / Certificate chain

Certificate Purpose® | tomcat ¥

Description(friendly name)

Upload File | Browse.... | pubcucmtomcatls.cer

| Upload | | Cloze |

@ *_ indicates reguired item.

ey WIVSE uwolxs Tomeat: 9o wuzgpsdol eds IJului). G wlebs wubvesd IUgsple sl
IJuods gus bdwol.

Se9s 238 uuwes leoslbes sds IJuvols lJos wp wepsdol.

IJogle: op weesd Idubolss. 8p wlple uuwe lzoslbs Jlgvenb Idoslole oes IJdsbe zos

Ip wlegbsé wuugsd 206 95w Cisco Tomeat Ll wegslp CLIglhsé oubvgsd ¢x06 UTILS Cisco

Tomcat" £Js zese £85 wble Idpzeses (UCM/IMP). e lgls cuigsd #ple 95w Cisco UDS




Tomcat g9 Cisco AXL Tomcat ol uegsle CLI "glsé o uvgsd 306 UTILS Cisco UDS Tomcat and
utils |elsé wuvgsd ¢206 Cisco AXL Tomcat" eJs zpse €9 uble lJpzesed UCM. §p ls ol
vlebsé ouugsd pasy Cisco DRF ggsple Cisco DRF 1Jpzdsé eJds €926 1Juluiy. Qe wleglé
wubgsd 1Jgses Idpedss J Cisco DRF Wb gds £936 (£92) IJpubve,d.

Jwolsé Tomcat 09966 IJIw po Swd CA.

signed
tomcat cucmpubnew-ms.stark.com _51do40f400000000000b IdentityCA- ~ RSA  Multi-server(SAN) RICKY200-TMS-CA 10/23/2027Certificate Signed by RICKY200-TMS-CA
signed

Jlglsé |gweésle Luwol>é Tomceat Jwolsé CallManager Uy

lug) eds lelhsd |uwegsle Idguolss.

Show -+ Settings « Security + Software Upgrades +  Services *  Help -

Certificate List

@D Generate Self-signed Eé Upload Certificate/Cerfificate chain @D Generate CSR @3 Reuse Certificate

I, Tomecat B 1J8lses IJpuuwsJs 98z o uolsé CallManager.

Use Tomcat Certificate For Other Services
’ Finish [T} Close

~Status

‘5 Tomcat-ECDSA Certificate is Not Multi-Server Certificate

@ Tomcat Certificate is Multi-Server Certificate

rSource

Choose Tomcat Type* tomecat v

~Replace Certificate for the following purpose

CallManager

CallManager-ECDSA

Finish | Close

lo®) 999 luole.



» Finish [1} Close

- Status

Certificate Successful Provisioned for the nodes
cucmpubnew.stark.com, cucmsubnew.stark.com,.

@ Restart Cisco HAProxry Service for the generabed certificates to become active.

@ If the cluster is in Mixed-Mode, please regenerate the CTL file and ensure end points download
the updated CTL File.

rSource

Choose Tomcat Type® tomcat -’

- Replace Certificate for the following purpose

CallManager

CallManager-ECDSA

Finish || Close

lelss luwegsle Juol>é Tomeat IJly, Jiolsé CallManager. spdo lJoe 88 po Loz 03l 1Jlzle po

lbLSe lJouwduvds Juvolsé CallManager (SN): 56:f:6¢:71:00:00:00:00:00:0d

Jwol>é Tomcat SN: 56:ff:6¢:71:00:00:00:00:00:0d



Op vlple 1Ugbsle g wol gds IUpuve,d.

SOSE ©98SE Uvol>é ECDSA IJly s Spdu lgls [uueésleol J CallManager-ECDSA.

uwol>é Tomcat-ECDSA IJzlJsé 09986 3losl.

o S TR S AR IdentityCA- RSA  Multi-so r{SAN) RICKY200-TMS-CA 10/25/2027Cartificate Signed by RICKY200-TMS-CA
sigrid

LOMCAT-ELUSA. CCmpuboen-EL.foMeat,com_Abaua oo iaa /caniHanttic £ 3940 [gentitySelf-  EL  cucmpulingw.tomeat.com cucmpubnew-EL fOmcat.com MWZAUIISAIE-signed ceriicate generated by sysem
sianed

99S€ CSR pwgss IJpsloe Juwolsé Tomeat-ECDSA.



-Status

i !5 Warning: Generating a new CSR for a specific certificate type will overwrite the existing CSR for that type

-Generate Certificate Signing Request

Eirtiﬁcate Purpose [tomcat-ECDSA v

Distribution* | Multi-server(SAN) hd ]
Common Name®* [10.106.79.162

Include OU in CSR |_|
Subject Alternate Names (SANs)

Auto-populated cucmpubnew.tomcat.com
Domains
cucmsubnew.tomcat.com

Parent Domain [tomcat.corn 1

Other Domains

Browse... | No file selected.

Please import .TXT file only.

ec.vikdutta.com

o@

ves8e.s.com
| | [ add]
Key Type** EC
Key Length* [ 256 v ]
Hash Algorithm * [SHAZSS v |

| Generate | | Close |

©99SE IJuuwobs Ll wegsle CSR 9o esdol.



Upload Certificate/Certificate chain
E;g' Upload [} Close

—Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/Certificate chain

Certificate Purpose™® | tomcat-ECDSA v

Description(friendly name)

Upload File Browse... [ cucmpubecdsa162.cer

[ Upload ] | Close]

@ Upload Certificate/Certificate chain — Mozilla Firefox —_ X

O
o PA 10.106.79.162/cmplatform/certificateUpload.do ﬁ —

Upload Certificate/Certificate chain
Gé Upload [} Close

—Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate /Certificate chain

Certificate Purpose™

Description(friendly name) Loading, please wait.

Upload File

| Browse... | cucmpubecdsa162.cer

| Upload ] | Close |

@ *. indicates required item.

10.106.79.162

e ldogesd woele: Gp wlehé wubgsd Idgsple slo 1duads Jel 09 pbdse.



- Status

Certificate upload operation successful for the nodes
ouom pubnew. tomcat.com, cucmsubnew. tomcat.com.

Restart the Cisco Tomcat web service using the CLI “utils service restart Cisco Tomicat™ on all
dluster nodes (UCM/IMP). Restart Cisco UDS Tomeat and Cisoo AXL Tomcat web services using the
CLI "uhls sernce restart Cisoo UDS Tomcat and vhils sernce restart Cisco AXL Tomcat™ on all the
UEM cluster modes. Also, restart the Cisco DRF Master and Cisco DRF Local services on the
publisher node. Restart ONLY the Cisco DRF Local service on the subscriber node(s).

@ If SAML 550 is enabled, please re-provision the SF metadata on the IDP.

- Upload Certificate/Certificate chain

Certificate Purpose™ tomcat-ECOSA i
Description(friendly name)

Upload File Browse... | No file selected,

Upload | | Close

Tomcat 9 Tomcat-ECDSA v9.9s¢ CA.

Bghed
tomeat 19,106.75.162_Sacebi 7000000080001 IdentityCA-  RSA  Multi-server{SAN) RICKY200-TMS-CA 10/25/2027Certificate Signed by RICKY200-TMS-CA
aghed
tomest CCDAA  gusmeubnen:LC: e ) byl t Sagrved by byl
MEtemCat.com. Q0000 F850beccal] 8 FOOOGAO000D 3G mgned

IJTG T luwegale iolsé Tomcat-ECDSA Juolsé CallManager-ECDSA.

Use Tomcat Certificate For Other Services
. Finish [T Close

rStatus

@ Tomcat Certificate is Multi-Server Certificate

@ Tomcat-ECDSA Certificate is Mulb-Server Certificate

rSource

Choose Tomcat Type® [tgmm-EcnsA it J

~Replace Certificate for the following purpose

CallManager

CallManager-ECDSA

[ Finish || Close |

op ldogpsd vugle. B vlghs ouvesd IUgsplo 3l 1duods gus bduol.



ﬂ Finish E} Close

—Status

® Certificate Successful Provisioned for the nodes
cucmsubnew.tomcat.com,cucmpubnew.tomcat.com,.

® Restart Cisco HAProxy Service for the generated certificates to become active.

If the cluster is in Mixed-Mode, please regenerate the CTL file and ensure end points
download the updated CTL File.

@ Restart Cisco TFTP service.

@ Restart Cisco CallManager Service and other relevant services on certificate provisioned
nodes.

~Source

Choose Tomcat T~_.f|:l||:3'c tomcat-ECDSA o

~Replace Certificate for the following purpose

CallManager

CallManager-ECDSA

Finish || Close

oz 8l pu Iduvolsle po CLIL

CallManager-ECDSA Certificate SN: 2f:00:00:00:38:80:be:cc:a8:a1:8e:8f:23:00:00:00:00:00:38

Not Found.

Jwol>é Tomcat-ECDSA SN: 2f:00:00:00:38:80:be:cc:a8:a1:8e:8f:23:00:00:00:00:00:38.



admin:show cert

ub)l Jioy NSy 1T uwoldé 9lgaé Jgdpusu: Ls wwol>é Tomceat Jgsple Tomeat 9
CallManager. 9 Tomcat-ECDSA Jg»>ple Tomcat-ECDSA g Callmanager-ECDSA. w9, 9> iuova
wzgesd [duveble gds peio Expressway Trust | 9 Lol 8l (131 Jse 1Ule,y wepesd).

Iuowze ledluss Bsle TLS Lldezdd po "wubgsd" loule |uolds UCM gJs Expressway-core
JMRA. 1, Gwogds pu 38 Bud. vz luolds Luolss Tomeat CA Iy Luolss gbp wdss Idpoesd
(JIu IJuiolsé wop puvhdwel Il wsu é306 CallManager 9¢3,06 Tomcat).

o I0ES” CONNIOn MALEss The SErvel Dr{ilae sl O Wt SeuCeswhaly (riied aedl (el GORMENONS Satabiaihes wilh brobms D06 Soded SChamged 10106 T 162, 10 106 19 164

b Wiarning The CSRF Prolection staus i sulomaicaly snabled aer Ihs SoSwans upgrade. W secomemend keaping G5 AT protecton Ensbled. To changes &, pleass kg in lothe £L1

cu
cu
o

Bl be 1des,dss |Js X14.2 19 [uosl) lese [Js lo@blg 306 Mobile Remote Access. Wspdoud
lsuol 1)z9e 1Js 03l ldpuweos 1dusled Jlgved sl IJigble gl odlzol.

pe99ble [Losl) Elbe 2)IJ6 09, Apache

JJozdd pu ldluosl 1Jeess eds ouwesd 229d IUehbe IUs 1ded) sldoyvgsd ~ #
/apache2/bin/httpd -v.

Expressway x8.11.4
luosl) 1Jgle: Apache/2.4.34 (Unix)
IJebpe 1J3s op logblge: 12 498 2018 p 7:04:23 p

Expressway x12.6

luosly IUgl> e Apache/2.4.43 (Unix)
Izl 13 op louildo: 26 elss. 2020 o 18:27:21

Expressway x14.0.8

luosly 1Jgls e: Apache/2.4.53 (Unix)


https://www.cisco.com/c/ar_ae/support/docs/unified-communications/expressway/218018-troubleshoot-expressway-traffic-server-c.html%C2%A0%2520%C2%A0

|.Jé_|)|p lJ>s Op |uu-U|_90 4 ro|.§_9‘ 2022 o 8:52:57 o
Expressway x15.3

luosl) 1Jgle: Apache/2.4.62 (Unix)
IJgbe 1J3s wp logilge: 16 s9ds9: 2025 o 12:10:19 o
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