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9,06 Cisco Ll odyy Jrsd p&)906 Lldpslose IJoldss:
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lJedyule IJpuuwosped
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U096 1. &p odds bdo Bez [Jesd, po &psd Jabber sl ulbs $306 1316 CTI.

00895255. 002 | 08: 59: 16. 944 | Appl nfo |[CTI-APP] [CTIHandl er:: processl ncom ngMessage] CTI
ProviderOpenRequest ( seq#=2 provi der =UCProvi der | ogi n=wwhite heartbeat=60 tiner=10 priority=0
i ght Wei ght Provi der Open=0 Aut hType=0 Request O dFet ch=0 Encrypt edSSODat aSi ze=0)

00895256. 000 | 08:59:16.944 | Sdl Sig | Cti Provi derOpenReq |init_conpl ete_await_provopen

| CTI Handl er (1, 200, 22, 7) | CTI Handl er (1, 200, 22,7) |1, 200, 13,8.3**"~* |[R NNH.O,N:0,L:0,V:0,Z:0,D: 0]
Async Response=2 Provi der Name=UCPr ovi der Cl i ent Ver si on=UCProvi der LoginId=wwhite Appl Nane=Shi bu
Server Heart beat =60 CMAssi gnedAppl d=1234 Pl ugi nNanme=Ci sco JTAPI Li ght Wi ght Provi der Open=0 Auth
Styl e=0 Request A dFet ch=0

00895256. 001 | 08: 59: 16. 944 | Appl nf o | SSOTOKEN =

00895256. 002 | 08: 59: 16. 944 | Appl nfo | CQBEBuI | der: : Bui | dQbeMessage(): object| D=2

00895256. 003 | 08: 59: 16. 944 | Appl nfo | CTI Handl er: : Qut put QbeMessage: TcpHand=[ 1: 200: 13: 8]

QoePr ef ={ Ox0xf 74b346c, 0x70} pQLeMsg=0x0xf 74b3474 gbeMsgSi ze=0x70 t npLen=0x78 nsgSi ze_=0x78

lJglo9s 2. wp huwld "IUluweelws 1dpedauszs JJess,)" IUs gpsd Jabber.

00895256. 004 | 08: 59: 16. 944 | Appl nfo |[CTI-APP] [CTIHandl er:: CQutputCti Message ] CTI
ProviderOpenResponse (Seq#=2) provider id=16777223 FlI PSMbde = 0

IJg 1096 3. wale gpdsé pLolb 86 lJpuuegspe lJuolss.

00895260. 000 | 08:59:17.057 | Sdl Sig | Cti ProceedWt hAppLogin |init_conplete_await_auth

| CTI Handl er (1, 200, 22, 7) | Cti Manager (1, 200, 21,1) |1, 200,13,8.3**"* |[R L-HO,NO,L:0,V:0, Z: 0, D: 0]
00895261. 000 | 08:59:17.058 | Sdl Sig | Cti Logi nCheckReq |ready |Directory(1, 200, 23,1)

| CTI Handl er (1, 200, 22,7) |1, 200, 13, 8. 3**~* |[T:NH 0, N: 0,L:0,V:0,Z:0,D: 0] Login=wwhite Seq#=2
Auth Style=0 3rd Party Certificate=0 mOcsp_url = mnl ssuer Nane= Encrypt edSi ngl eSi gnOnData Si ze=0
00895261. 001 | 08:59: 17.058 | Appl nfo | CtiLogi nCheckReq: : authenticateByUserName

IJe 096 4. Spoe BY wuvds) Ipdolz ssze 1o s vlee! God pelads IJpuol>86.

00895261. 002 | 08:59: 17. 058 | Appl nfo | CCMAsymmet ri cEncrypti on: : Decrypt Text Enter
00895261. 003 | 08: 59: 17. 067 | Appl nfo | CCMAsynmret ri cEncrypti on: : Decrypt Text Exit
00895261. 004 | 08: 59: 17. 067 | Appl nfo | Decrypted Key Status success - [52]
00895261. 005 | 08: 59: 17. 067 | Appl nfo | Nonce =cc64fd13- d4el- 43bc-808f-f051f 7¢945d0
00895261. 006 | 08:59: 17. 067 | Appl nfo | Nonce val i dation success

00895261. 007 | 08: 59: 17. 067 | Appl nfo | CCvBymmet ri cEncrypti on: : Decrypt Text: enter
00895261. 008 | 08: 59: 17. 067 | Appl nfo | CCMEncryption: :DecryptText (Exit) (Success))
00895261. 009 | 08:59: 17. 067 | Appl nfo | Decrypted Password Status success - [8]

IJ2h096 5. sop luwenshs luwe Idpuwcse sluveslpo Jdeuol§6 pg Jed 1p)9).

00895261. 010 | 08:59: 17. 067 | Appl nfo | Aut henticationlnpl::1ogin:enter

00895261. 011 | 08:59: 17. 067 | Appl nfo |Authenticationlnpl::retrieveCredential:enter
00895261. 012 | 08:59: 17. 067 | Appl nfo |userid is wwhite

00895261. 013 | 08:59: 17. 067 | Applnfo | Authenticationlnpl::login - no encryptedpassword
Credential, |ook for password

00895261. 014 | 08:59: 17. 067 | Applnfo |Authenticationlnpl::login (Auth with password. Calling
aut hent i cat eUser Wt hPasswor d)

00895261. 015 | 08: 59: 17. 067 | Appl nfo | aut henti cati onDB: : authenticateUserWithPassword() :enter
00895261. 016 | 08:59:17. 067 | Appl nfo | Credential Length is: 8

|Jglb9s 6. swedld CTlI Manager o0 wog wslule lewpls Idpuueése.

00895261. 021 | 08:59:17.113 | Appl nfo |userType is: 1
00895261. 022 | 08:59:17. 113 | Applnfo |tineCf Lockout is: O



00895261. 023 | 08:59: 17. 113 | Appl nfo |ti meHackedLockout is: O
00895261. 024 | 08:59: 17. 113 | Appl nfo | hackCount is: O
00895261. 025 | 08:59: 17. 113 | Appl nfo | daysToExpiry is: O
00895261. 026 | 08:59: 17. 113 | Appl nfo | doesNot Expire is: O
00895261. 027 | 08:59: 17. 113 | Applnfo |useExpiryWarning is: O
00895261. 028 | 08:59: 17. 113 | Applnfo |islnactive is: O
00895261. 029 | 08:59:17. 113 | Appl nfo | user Must Change is: O
00895261. 030 | 08:59:17. 113 | Applnfo |endUserStatus is: 1
00895261. 031 | 08:59:17. 113 | Applnfo |imsInfo is: 1
00895261. 032 | 08:59:17. 113 | Appl nfo |l ast Successful Logi nTine is: 1455049675
00895261. 033 | 08: 59: 17. 148 | Appl nfo | XXXXXX Check 1

lJgb9s 7. cwe ey puolb 86 CTI Jdpuwegse [Juoliss.

00895261. 034 | 08:59:17. 149 | Applnfo |authenticationDB::|ogin (Authenticating using LDAP)
00895261. 035 | 08:59:17.149 | Applnfo

| aut henti cati onLDAP. cpp: : aut henti cat eUser Wt hPasswor d() : ent er

00895261. 036 | 08:59:17. 149 | Appl nfo | LDAP userid is 'wwhite’

00895261. 037 | 08:59:17.149 | Applnfo

| aut henticationUils::escapeLDAPSpeci al CharsForFilter():enter

00895261. 038 | 08:59:17.149 | Applnfo

After Escaping for LDAP special Characters for Filter = white

IJ1096 8. wzlod 306 p35) CTIHUIG IUleuold o LDAP Gud pelods IUpuols 6.

00895261. 040 | 08:59: 17. 149 | Applnfo |LDAP not initialized...connecting...
00895261. 041 | 08:59: 17. 149 | Appl nfo | aut henti cati onLDAP: : connect (): enter
00895261. 042 | 08:59: 17. 149 | Appl nfo | aut henti cati onLDAP: : Aut henti cate(): enter
00895261. 043 | 08:59: 17. 149 | Applnfo | Authenticating with SSL not enabl ed
(1dap://10.10.10.10:3268)

IJglb9o 9. uzew pelado IJlouold wluwegsle "zuwle [JEr06" IUds wp wdsuo Vs wdysy
pol> 96 LDAP.

00895261. 044 | 08:59:17.149 | Applnfo |LDAP initialize non-SSL Return Code (0)
IJg 1096 10. pol>86 |Jpuwdsd wlzes.

00895261. 051 | 08:59: 17. 158 | Appl nfo | LDAP authentication bind SUCCESS for
Administrator@joshlab.net

00895261. 052 | 08:59: 17. 158 | Appl nfo | Connection # (0): sucessfu

00895261. 053 | 08:59: 17. 158 | Appl nfo | Details :

00895261. 054 | 08:59:17. 158 | Appl nfo | 10. 10. 10. 10 3268

00895261. 055 | 08:59: 17. 158 | AppPINf O |- - - mmm s m oo oo oo o
00895261. 056 | 08:59:17. 158 | Appl nfo | Avail abl e Servers (1)

00895261. 057 | 08:59: 17. 158 | Appl nfo | aut henti cati onLDAP: : Aut henti cate(): exit(0)

00895261. 058 | 08: 59: 17. 158 | Appl nfo | Authentication of LDAP administrator successful.

lJglo9sé 11. o uweys e300 pd5) CTl pedyple LDAP 9009 pg euwle lJpuwegspe IJuoliss.

00895261. 072 | 08:59: 17. 164 | Applnfo |Retrieve the specified user entry:

(&( &( obj ect cl ass=user) (! (obj ectcl ass=Conputer)) (! (User Account Control :1.2.840.113556. 1. 4. 803: =2))
) ( sAMAccountName=wwhite) )

00895261. 073 | 08:59:17. 164 | Appl nfo | LDAP Search for User base: 'OU=Breaking

Bad,DC=joshlab, DC=net'

00895261. 074 | 08:59: 17. 165 | Appl nfo | LDAP Search conplete. Code: O

00895261. 075 | 08:59: 17. 165 | Applnfo | Get DN of entry.

00895261. 076 | 08:59: 17. 165 | Appl nfo | Got DN: CN=Val ter \Wite, OU=Breaki ng Bad, DC=j oshl ab, DC=net
00895261. 077 | 08:59:17. 165 | Appl nfo | Attempt to authenticate DN: CN=Walter White,OU=Breaking



Bad,DC=joshlab, DC=net

00895261. 078 | 08:59: 17. 165 | Appl nfo | aut henti cati onLDAP: : Aut henticate(): enter
00895261. 079 | 08:59:17. 165 | Appl nfo | Authenticating with SSL not enabled
(ldap://10.10.10.10:3268)

lJglb9é 12. pol> 96 LDAP JJpeuuwésp lJuoliss ulees.

00895261. 087 | 08:59:17.171 | Appl nfo | LDAP authentication bind SUCCESS for CN=Walter

White, OU=Breaking Bad,DC=joshlab, DC=net

00895261. 088 | 08:59: 17. 171 | Appl nfo | Connection # (0): sucessful

00895261. 089 | 08:59:17.171 | Applnfo |Details ::

00895261. 090 | 08:59:17.171 | Applnfo | 10.10.10.10 3268

00895261. 091 | 08:59:17. 171 | APPINf O | -- - o m e
00895261. 092 | 08:59:17. 171 | Applnfo | Avail abl e Servers (1)

00895261. 093 | 08:59:17. 171 | Appl nfo | aut henti cati onLDAP: : Aut henti cate(): exit(0)

00895261. 094 | 08:59:17. 171 | Appl nfo | aut henti cati onLDAP: : aut henti cat eUser Wt hPasswor d() : Exi t (0)
00895261. 095 | 08:59:17.171 | Appl nfo | Successfully authenticated user: wwhite

I.J;Jogé 13. sweldd 38y CTl oy Wless Idoslule quid> oU I lJpuweede IJuoliss Jsso
IJBgole Iduozses Jduwele wldsuesd 1Js [Jolows.

00895262. 000 | 08:59:17.171 | Sdl Sig | CtiLogi nCheckRes | authenticating | CTl Handl er (1, 200, 22, 7)

| Directory(1, 200, 23,1) |1,200,13,8.3"*~* |[RNHO,NO,L:O,V:0,2:0,D:0] Seg#=2 result=Success
Logi nUser | D= Expire days=4294967295

00895263. 000 | 08:59:17.172 |Sdl Sig | Cti UserSettingsReq | ready | CTl DbAccess(1, 200, 26, 1)

| CTI Handl er (1, 200, 22,7) | 1, 200, 13, 8. 3**~* |[T:HH O,N:0,L:0,V:0,Z:0,D: 0] mUserId=wwhite
00895263. 001 | 08:59: 17. 172 | Appl nfo | DbAccess: : ReadCtiUserSettingsReq

IJgo96 14. op wldss I39ule puwegse CTI.

00895264. 000 | 08:59:17.172 | Sdl Si g | ctiUserSettingsRes |verifying | CTl Handl er (1, 200, 22, 7)

| CTI DbAccess(1, 200, 26, 1) |1, 200, 13,8.3**~* |[R NH O,N O, L:0,V:0,2Z:0,D:0] SuperProvider =

Di sabl ed Cal | ParkRetrieval Al |l owed = Di sabl ed Mdi fyCalli ngNunber = Di sabl ed CTI Enabled =
Enabled Cal | Monitor=Di sabl ed Cal | Record=Di sabl ed Userid = wwhite result=0

00895264. 001 | 08:59:17.172 | Applnfo |[CTI-INFQ [CTlHandl er::verifying_Cti User Setti ngsRes]

nCti User Settings. nhSecurit yEnabl ed=0

00895264. 002 | 08:59:17.172 | Applnfo |[CTI-INFQ [CTlHandl er::verifying_Cti UserSettingsRes]
mListenPort=2748

00895264. 003 | 08:59:17.172 | Applnfo |[CTI-INFQ [CTlIHandl er::verifying _CiUserSettingsRes] sent
providerSubscriptionRegNotify for user wwhite

IJ¢lbgo 15. s,uvd CTl wg> 3Jd DeviceOpenRequest J Jabber IJolewd 1U3s guswpe [Jozde
WIso.

00895326. 002 | 08:59:17. 335 | Appl nfo |[CTI-APP] [CTIHandl er:: processl ncom ngMessage] CTI
DeviceOpenRequest ( seq#=4 devi ce name=SEP001794625DE5 soft keys Appl D=1234)

00895327. 000 | 08:59:17. 335 | Sdl Si g | ctiDeviceOpenDeviceReq |ready | CTl Handl er (1, 200, 22, 7)

| CTI Handl er (1, 200, 22, 7) |1, 200, 13, 8. 5214. 48. 68. 203"SEP001794625DE5 | [ R N
H:0,N:0,L:0,V:0,Z:0,D: 0] AsyncResponse=4 DH=0| 0 Nane=sSEP001794625DE5 Type=0 Ri sC ass=0

Ter mi nat eMedi a=5 Request Type=0 Rt pDesti nati onl| 1 Appl nl pAddr Mode=3 Filter

Bi t map=000100000000000000000100000001001 AppLogi nUser | d=wwhi t e Appl PAddr = i pAddr Type=0

i pv4=10. 10. 10. 100 Applicationl DLi stCount = 1 Applicationlds are 1234, nftoftKeyApplicationlD =
1234 Provider|DListCount = 1 Providerlds are 16777223, IsCTIConnectionTLS = F

lJ¢lo9é 16. suwpe CTI Manager lJloold 9s,uvd luvoelos DeviceOpenRequest.

00895329. 000 | 08:59:17.339 | Sdl Si g | ctiDeviceOpenDeviceRes | ready | CTl Handl er (1, 200, 22, 7)
| CTI Devi ceLi neMyr (1, 200, 25,1) |1, 200,13,8.5"10.10.10.1004SEP001794625DE5 | [ R N-
H 0,N3,L:0,V:0,Z:0,D: 0] mAsyncResponse = 4 DH=1| 38 Nane=SEP001794625DE5 Type=7



StationPi d=(0, 0, 0,0) nmOpenResul t =0x0 mEncodi ngType=3 nRequest Type=0 nDSSDevi ceState = 0
00895329. 001 | 08:59: 17. 339 | Appl nfo | CQBEBuI | der: : Bui | dQbeMessage(): objectl D=27

00895329. 002 | 08:59: 17. 340 | Appl nfo | CTl Handl er: : Qut put QbeMessage: TcpHand=[ 1: 200: 13: 8]

QoePr ef ={ OxO0xf 74b346c, 0x98} pQLeMsg=0x0xf 74b3474 gbeMsgSi ze=0x98 t npLen=0xa0 nsgSi ze_=0xa0
00895329. 003 | 08:59:17.340 | Appl nfo |[CTI-APP] [CTIHandl er:: CQutputCti Message ] CTI
DeviceOpenResponse ( seq#=4 result=0 DH=1| 38 devi ceNane=SEP001794625DE5 devi ceType=7 devi cel d=38
regi strati onAl |l owed=0 devi ceLocal e=1 protocol =1 devi ceRestricted=0 altScript= Rollover=0 Bl B=0
DNDOpt i on=0 | pAddr Mode=0 supportsFeat =0 Vi siting=0)

00895330. 000 | 08:59: 17. 340 | Appl nfo | -->Ri sCTI Manager Access: : Devi ceQpenActivityy(...)

00895331. 000 | 08:59:17. 340 | Appl nfo | DeviceOpenActivity(): activity: 1, connlD: 7, deviceNane:
SEP001794625DE5, applD: wwhite-10.10. 10. 100- 58667, rtpaddr: , assoclpAddr: , nediaControl: O,
devi ceType: 7, reason: O

00895332. 000 | 08:59: 17. 340 | Appl nfo | <--Ri sCTI Manager Access: : Devi ceQpenActivityy(...)

|Jglb9s 17.9ia§JI‘ w9z yuwldJo DevicelnService IJos wuvs) 1Js 1U1Yeld IJolze Jbdoe IJozde
O IJolew lJpdows.

00895336. 003 | 08:59: 17. 343 | Applnfo |[CTI-APP] [CTlIHandl er:: QutputCti Message ] CTI
DeviceInServiceEvent ( DH=1| 38 ) Encodi ng Type=3 Device |l ocale=1 Al't Script= DNDStatus=0

DNDOpt i on=0)

00895337. 000 | 08:59:17.344 | Sdl Sig | Sdl Datal nd | ready | Cti Manager (1, 200, 21, 1)

| SdI TCPConnection(1, 200, 13, 8) |1, 200, 13, 8. 6"*~* | *TraceFl agOverr ode

00895337. 001 | 08:59:17. 344 | Appl nfo | Cti Manager: :ready_Sdl Dat al nd(): ConnHandl e=[ 1: 200: 13: 8] TCP
nessage | engt h=0x108

00895338. 000 | 08:59:17.344 | Sdl Sig | Cti QbeGeneri cMessage | ready | CTl Handl er (1, 200, 22, 7)

| &ti Manager (1, 200, 21, 1) |1, 200, 13, 8. 6°*"* | *TraceFl agOverrode

00895338. 001 | 08:59: 17. 344 | Appl nfo | CQBEPar ser: : Par seQbeMessage: PDU#=37

g 030 lJugbé: spdu Jgpsd Jabber wuele IJezde Is lJolow ldpdocs gw CTL spdu
pdlebbs lJpuuddle Iduslisgs WS puol> 96 LDAP 98 pJsé 1390l lJpuwesp IJuoliss Juvedle
CTI.
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