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10,1l Microsoft Internet Explorer -
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=101

Hicrosoft Windows [Uersion 6.1.76611
Copyright <c? 2007 Hicrosoft Corporation. All rights reserved.

CislUserssAdmninistrator?setspn —a HITPradfsl ciscolivessso
Registering ServicePrincipalNames for CH=8aml S850.CH=lUsers.DC=ciscolive.DC=com

HITPradfsi
Updated object

CixlUserssAdministrator >

oo o e Joaxll doaxdl Llux) (SPN (servicePrincipalName ;056 daS :AD FS 2.0 g>l,
.logleall

.248>Law o (C:\inetpub\adfs\is\web.config _.8) AD FS doas) ol ,idVl adslanll (655 ol o 15T
23905 _Jl 6aiiws @83kas J| o uei aiy o) &l (o 25T .aeaall Windows

<microsoft. identityserver.web>
<localAuthenticationTypes>
<add name="Integrated"” page=”authf1ﬂtegratedf“ S
<add name="Forms' page="FormssignIn.aspx" />
<add name="TIsClient” page="auth/sslclient/" />
<add name="Basic" page="auth/basic/" />
</ localauthenticationTypes>
zcommonDomainCookie writer="" reader="" /=
zcontext hidden="true" />
<error page="Error.aspx’ /=
<acceptedFederationProtocols saml="true" wsFederation="true" />
<homeRealmDiscovery page="HomeRealmDiscovery.aspx" /=
<persistIdentityProviderInformation enabled="true" lifetimeInDays="30" />
<singlesignon enabled="trus" /=
</microsoft. identityServer. web>
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http://social.technet.microsoft.com/wiki/contents/articles/1427.ad-fs-2-0-how-to-configure-the-spn-serviceprincipalname-for-the-service-account.aspx

B9lso Lo il pi dswsall dlaxdl Jis Blay) oo 3o kernel gy @8skas ¢iSes 115

“E Internet Information Services (IIS) Manager
@‘7{} |+ ADFSL » Stes » DefaitWebSte b adfs » Is b
File View Help

=101 x|

@ - @

Commections L Mens
Lg Authentication

Q- IZ R . /i, Click here to leam how to
'ﬂ'a Start Page - . = configure Extended Protection.
= ¥ 0rsi CscouEanrun | S8 Nodrmors s

=¥ application Pools _MName =~ | status
El-[a] Sites Arorymous Authentication Enablad Disabie
=49 Default web Site ASP.NET Impersanation Disabled pdvanced Settings...

E.‘? adfs Forms Authentication Disabled Pt

: E? F‘ W At " Enabled 1

i 23 App Code ﬂ l'HJ

- 1 Ann Gohalk
I e senos T [k

P Bl

8- 880N Eytended Protection:
|off =
Cick here f inf : i
I Enable Kemel-mede authentication
By default, [1S ensbles kernel-mode authentication, which may improve =]
authentication performance and prevent authentication problems with
applicaton pools configured to use a custom identity, As a best practice, do
not disable this getting if Kerberos authenticaton is ugsed in your
emarcnment and the applcation pool iz configured to use a custom identity.

1| 7
Configuration: Tecahost €.
Click here for more information orline
oK cancel |

(BAN NT (NTLM &Suivs juao JoS939,49 Kerberos JsSsig oo W' acyy 2.0 5lao¥l AD FS ol o 2SG
NTLM _le slaicVlg Kerberos plaziuw| pgiSay ¥ Windows WMy eMaell g oY

: ogisSos 05 ol Gos9sall oo NTLMg Logladl 3529 o 359 audeall 50> oVl o5l 9



=10l x|

_6; | D » aDFs1 » sites b Defaultwebste » adfs b ks »

ECERICE

' /Ly Click here to leam how to |
configure Extended Protection,

Disable

Advanced Settings...
Providers...

© e
Onifine Help

File View Help
. Authentication
@ L1718 2
% Start Page : )
83 ADFS1 (CISCOLVE Administraty | | SrouPBY: No Grouping i
2% Application Pooks Name = I Status
[E1-[a] Siteg Ananymous Authentication Enabled
- Default Web Site ASPNET Impersonation Disabled
Hg? adfs Forms Authentication Disabled
= :? Is T T T Erahied
o 2%
| H
H- Enabled Providers:
x
Fi:l' 1] asp WTLM Miove Lip
Move Dawn I
_Renove |
Select a provider from the list of available providers
and dick Add to add it to the enabled providers.
Avallabie Providers: [
| =l add
1]
Configuration: localhos!
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Microsoft Internet Explorer gol,.
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r Internet Options

General | Security | Privacy | Content | Connections | Programs .ﬁ.duanced|

Settings

() Do not submit unknown addresses to your auto-search pri =
@ Just display the results in the main window
ﬁ Security
| Allow active content from CDs to run on My Computer®
] allow active content to run in files on My Computer =
] Allow software to run or install even if the signature is inwi
Check for publisher's certificate revocation
Chedk for server certificate revocation™
Chedk for signatures on downloaded programs
| Do not save encrypted pages to disk
|| Empty Temporary Internet Files folder when browser is dt
Enable DOM Storage
Enable Integrated Windows Authentication™®
[¥'] Enable memory protection to help mitigate online attacks
4 | [} | 3

*Takes effect after you restart Internet Explorer

—
—
=

i W

| Restore advanced settings |

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Resat |
condition.

You should only use this if your browser is in an unusable state.

[ QK ] | Cancel Apply

lsall < cilu] Bblio< ubYI e AD FS J URL ulgic @lo)



| Internet Options @

General | >ecurity | Privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.

@ & v O

Internet Local intranet Trusted sites  Restricted
sites

Sites

Local intranet |

This zone is for all websites that are
= found on your intranet.

"a

Local intranet @

Use the settings below to define which websites are induded in
the local intranet zone.

Automatically detect intranet network

Indude all local (intranet) sites not listed in other zones

Indude all sites that bypass the proxy server

Indude all network paths (UMCs)

What are infranet settings? | Advanced || Ok | | Cancel

Local intranet

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:

Add

Websites:

adfs1.ciscaolive.com Femove

g Bo3sall gdlsall< oLVl _J| Unity 9 IMP 9 CUCM _éuas clawl dsLo



-Internet Options @

General | >ecurity | Privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.

@ & v O

Internet Local intranet Trusted sites  Restricted
sites

Trusted sites
s L [ Sites ]

"
- I

Trusted sites @

J You can add and remowve websites from this zone. All websites in

this zone will use the zone's security settings.

Add this website to the zone:

Add

Websites:

cucm 1. ciscolive.com Remowve
imp 1. dscolive.com
ucxn 1. cscolive.com

|| Require server verification {https:) for all sites in this zone

Close

4 0S5 pi - pasiamall @skas<glo¥l ohblag] < dxall cils] < olol < Internet Exporer ol o0 15T
il @8lga) Jos )l S a3 Ll slaie¥l olly plasiwY Josal Jors



B

fy == Options 7 | &2

General | Security |P'ri'u'aﬂ' | Content |Curr-=:tinns | Programs | A-:hrarud| | |
Security Settings - Local Intranet Zone [
Select a zone to view or change security settings. Settings
@ & JV O ouaie -
Intermet Local intramet Trusted sites  § . @ Enable
=] Enable X55 filter
| This zone is for all websites that are &
= found on your intranet. - éﬂll:;?; Jovo awplets
@ Enable
. ™) Prompt
5 level for thi
ecurity leve s zone §2, User Authentcation
Allowed levels for thes zone: All 3& Logon
Medium-low () Anonymous logon
- Appropriate for websites on your i@ Automaticlogon only in Intranet zone
mﬁimt will e run without g (:'.l Automatic logon with current user name and password B
-Unsigned ActiveX controls will nof ™) Prompt for user name and password i
- Same as Medium level without prg < o | 2
[~ |Enable Protected Mode (requires restartin *Takes effiect after you restart Intermet Explorer
| Custom level...
Reset custom settings
I Resetallzg — Reset to: [m.|m (default) v] [ Reset... ]
Ca 0 e b

Mozilla Firefox

A ool oy, 8 config:Jg> J3l9 Firefox zadl

I ' about:confi 3
) about:config 'k_+

&/ Firefox | about:config

2 Iacl i> ooSlw il

! Here be dragons!

-

Changing these advanced settings can be harmful to the stability, security, and performance of this
application. You should only continue if you are sure of what you are doing.

[+ Show this warning nest time

Tll be careful, I promise! |




3 true _J| network.negotiate-auth.allow non-fqdn Juaeill sl _le 29550 L85 sl
Jua=ill J=1 o0 ciscolive.com.adfs1.ciscolive.com _J| network.negotiate-auth.trusted-uriss

Search:  retworkn

Preferere Mams = Status Type Value

nebwork reqotiate-auth alicw-rascure- ntim-¢1 defpit boalesn fale

metventk reqoiiate-autialiow-rascur s nbim-] hitps defanit Baakean trus

e bwren kg b aut boallov- non. Tgdn user sek Erabean brue

nebw ok Fegobate- authaliow-proxes dedzit boolean nue

nebwnrk regobate-auth delegation- uns defanit string

nebwork reqobate-auth geslib defpuit string

network megotint e -pth trust ed-uris user et wiring syl adfx] ciscolive.com ciscolive.com
nebwntk regriate-autfosing-native-gukik dif et Baakean s

btk Al send lim s poras difaalt [ ] Tk

.axi9 oslelg Firefox §Me| .4

'i= : " L"D - __"
wl2all Jo,e9 SetSPN Lol U3l auxo JSin AD FS pal3) SPNs clis] oo axill

v, Administrator: Command Prompt =10| x|

Hicrosoft Windows [Uersion 6.1.76811]
Copyright <c? 200? Microsoft Corporation. All rights reserved.

CislUserssAdministratorrsetspn ~L 550

Registered ServicePrincipalNames for CH=5aml 550,CH=llzers.DC=ciscolive.DC=com:
HITPradfs1i

CixlserssAdministrator>

:Kerberos ,S1i e ez Jwasll 6521 cils 15] low gaxs

BN C:\Windows\system32\cmd.exe oo e
aslszerssuuserl .CISCOLIVE>Klist tickets .

urrent Logonld iz B:Bxabebd
Cached Tickets: (2>

Client: userl @ CISCOLIVE.COM

Server: krbtgt/CISCOLIVE.COM @ CISCOLIUE.COM

KerbhTicket Encryption Type: AES-256-CTS—-HMAC-SHA1-96

Ticket Flags Bxdbefdddd -> forwardahle renewahle initial pre_authent
Etart Time: 1-17-2015 28:52:47 (locall

End Time: 1182015 6:52:47 (local)

Renew Time: 1242815 28:52:47 (locall

Session Key Type: AEE-256-CTS-HMAC-SHA1-96

Client: userdi @ CISCOLIUE.COM

Server: hostspcl.ciscolive.com @ CISCOLIVE.COM

KerbTicket Encryption Type: AES-256-CTS—HMAC-SHA1-96

Ticket Flags Bx48aB@BBd -> forwardable renewable pre_authent
Start Time: 1-17-2015 280:52:47 (local?

End Time: 1182815 6:52:47 <{local>

Renew Time: 1.-.24-2015 28:52:47 (local?

Sesgion KHey Type: AES-256-CTS-HMAC-SHA1-76

C:sllzerssuserl .CISCOLIVE:

.plaziwYl 3,8 (NTLM ol Kerberos aslas) adsbaall (o gaxill olglasll 0i® JaS]
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Fiz Edt Rules Took Wew Help GET jbook v-“GH}!ﬂF

¢ Regiay 3 - b Go | Sweam lDemde  Kespo Al sessons - G Any Process B Fnd Blsave | B () @ Browse - G Cear Cache T Testwizard | [ Tearodf | &
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- ) s ,I's:-:g. - 00 00 00 00 00 BE 90 00 OO 00 00 00 00 5B D0 00 ... oK. . Be .
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#- Fiddlex Weh Debugger =0 x|
Fl= Edit Aules Tools View Help GET ook M GeoEdge
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