od9su WEbRTC JJgdsd wluwogsle CMS o,
Expressway g_;|uubé_.)|‘o |.J‘oa_|J |J‘o_j.)_9€_

lJpzossle
| Jp, 9506
IJpobJole Il wsé

lJodoule | OEdp0

wJosy, DNS

oJosy DNS | UbIzJs

oJosy DNS 1zhzs

=05:s6 CMS g9 CallBridge 9 WebBridge 9 XMPP

29J lJodossy

wosis6 Expressway-C 9 E
lJodase Expressway-C
odosy £Js Expressway-E

|Jo2,.6.8 o0 | 6
| wod, wldd 1JIzble ol oIzl
< » 5 lJlo, ol

oo, LoWes WebRTC 'bJo &5, Lozse

S ' sJ WebRTC o oldl g5, lpc
- WebRTC 9JJy0 -

lJp 9500

SuweWd o3l Idpwows peldl Jodssu loold Web Real-time JJsdsd (WebRTC) Jglb e
IJlzeplele (CMS) po gJIJ Expressway wpgld >12Js 9¢bzs peodw.

IJpcbdole Wil puss
IJpobdolo
o900 Cisco Llu oday Jssd pe,Ws Lldeslose IJoldss:

- IJluosly 2.1.4 Jgpdss oy puveydé 9less pU CMS slJlosble IJi@o

- Expressway C g Expressway E |_o>l, X8.9.2 gleJs

- op wdesy CallBridge 9 WebBridge ¢ Js CMS

s op opdsu IUsuesd g0 wed 980 wed (MRA) eJs j9z Expressway

- lzosh suvegse polz NAT (TURN) Jdeszsd Idpeuoled |Js Expressway-E

- uwed ebp luwe Idpeld (DNS) IJBlod JJdeedsd IUgbes Jewslu URL IJgl o o WebBridge



Jdeeld IUehes

- wwed DNSLIRJs Blod Jdzd Jewslo IP J CMS oy peld 2hezs 1Js slRds

- peld pogss Jouswsdsd 1desluwds sldeuess IdSled Jdewsuwe (XMPP) wpe wdysuo gds
CMS. JJdezld 10sl2Jes sldghzs

s op B pud3 TCP 5 §p 443 £Js 2ol IJzplss pu Idloe,oe 1Ugle s goslo IP 1Jgle
|J¢lue « Expressway-E

- Op Bug pud3 TCP 9 UDP 3478 sJs 2ol) 1Ugelss pu lJlue,ue 1Ugle 1Us suslo IP 1Ugle J
Expressway-E

- Ul puds UDP 24000-2999 pduge eds b Ideelss IUs euslo IP IJgle J Expressway-E
9p0 o3l IJeguwsly

lJedoule IJpuucsped
ouwow Idpedypele 1Jglyo WO o3l ldpuwens 1Js luesble Ido)lez ldedsole 1Jpebss Ideldss:

- Idluosly 2.2.1 po gpdsd IJoui) [Jp9eso Uiab@é CMS
- Expressway-C 9 Expressway-E pog& bl 96 9lzod |U v Jd 1Jpj39z6 (NIC) 90,0z wygpd
ewslu Iduveds IJelow (NAT) o uwes x8.9.2
- wvles ldooso
op logule IJPEJgrqu |.J_9|_,.>6 IS o3l Idpwews pu Uiao_,é 1J 09296 WS w56 pgpdso gluoo.
u.)lu ZPSE IJlao_,o |Jpwua)po S oSl IJrouuuLp uud_9._su PPUNIT (lwe,luos). bl Jlge
u.uudud .Du'u*uo‘ v_9u|d.) U n_90rod JJU|U§J lJPCUP\J J|._S |pJ

lJodssu

lLuwe Jogbslbs JJubwdo



Internal AN
[not used on this examplel

Internal DNS Bxternal DNS

—M*_b ‘\
webRTG external domain
webRTG internal domain
peJ9ple Buso
eeldsleds cms.octavio.local
eeld ehes octavio.com
euw9ly CMS IP 172.16.85.180
ewdlu IP 1Jgl o « Expressway-C 172.16.85.167
gusld IP Juberdd LANT IJgl 06 o 172.16.85.168
Expressway-E (>lzJ.s)
guald IP Jubds LAN2 IJgl 08 wuineds 1) 168 045 61
Expressway-E (¢l,zs)
ew9ly IP gldy |ywolosds nat 10.88.246.156
od9su DNS
od9su DNS IUslgJs
‘% DMS MName Type Data i Timestamp
4 i ACTIVEDIRECTORY a_xmpp-client Service Location (SRY) [10][10][5222] xmpp,cms.octavio.local. static
4 [ Forward Lookup Zones || & xmpp-server " Wﬁms.odauio.local. static
b (2] _msdes.octavio.local a_ciscc- External domain [10][10][8443] ocucmp.octavio.local. static
A 3-':-?-1__‘?_‘_:,'.‘3}':i°_'c°m =| _cuplogin resolves to internal V) [10][10][8443] ocupsp.octavio.local, static

& =]



=, DNS | Mame Type Data - Timestarmnp
4 5 ACTIVEDIRECTORY |[E] tep

External webbridge URL resolves to internal IP address I

4 || Forward Lookup Zones |§_P|\.rCSE Host (4] static
b 1 _msdes.octavio.local || BT emsweb Host (A 172.16.85.180 | static
4|z octavio.com = (same as parent folder) Start of Authority (SOA) [10], activedirectory.octavio.local, hostmaster.octavio.local. static

: —t_Cp_ ‘ ﬂ(same as parent folder) Mame Server (MS) activedirectory.octavio.local. static

odosu DNS IUghzs

Sew o sezw9s DNS 1Jghzs eds swslo URL IJgl o o WebBridge 1ss sop zdo [Js gwsle IP
lIJelow 1Jglue o NAT IJgluo o Expressway-E Jpl 09 p9 oz WIS 1Ju29,6.

G E{NS Marmne I Tvpe I Data i
= 5 | tep
[ [f] Global Logs Hs

| Forward Lookup Zones | {same as parent Folder) Start of Authority (SO4) [71, rzde.rmz.lab,, hostmaster.ms...

(same as parent Folder) Mame Server (MN3) rrede, e, lab,
cmsweb Hosk [4) 10.33. 246, 156!
WOEE Hosk [4) 10.83.246,156

= |2 ockavio,com
_tep

| _tls

cosisé6 CMS g CallBridge 9 WebBridge 9 XMPP

lJgb9es 1. sgow wuuvsh o ésue CallBridge. we)uo 1Uue9,6 wygsue CallBridge IJuuulb.

JJeuosd eJs pisd pu pedyple Idesgsue:

http://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment Guide/V
ersion-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf#fpage=10

121095 2. §p wopdse CallBridge 9 WebBridge s XMPP o ¢J1J MMP Jpl 09 p9 oz Bes


/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf#page=10   
/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf#page=10   

-
|

s

0

o |
2]

unlimi
XMPF

XKMppm . Ce T

lowg o3l ool JJdzuesd eds gpdso wdLo8Js0 29d Jsdso wpdsuol:

http://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment Guide/V
ersion-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf

lowe o3l Id)lo JJeuesd eds gpdso wdLo8dso 29d Jsudso lugile Siolse:

http://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment Guide/V
ersion-2-2/Certificate-Guidelines-Single-Combined-Server-Deployment-2-2.pdf



/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf
/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf
/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-2/Certificate-Guidelines-Single-Combined-Server-Deployment-2-2.pdf
/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-2/Certificate-Guidelines-Single-Combined-Server-Deployment-2-2.pdf

IJgb9o 3. luwdd IUs uodz6 95w CM.S eds IJodaso > glp 980 vodssu guglu URL IUsIEJs
9ldghzs Jeuw [Jsse Jel 09 p9oz WO 1Uuo9)6.

Web bridge settings

GCuest account client URI |https: f,-’mn.sweb.m .octavio. lncall

Guest account JID domain |[cms.octavio.local

Custom background image URI

Custom login logo URI

Guest access via ID and passcode | secure: require passcode to be supplied with ID v

Guest access via hyperlinks | allowed Vl

User sign in |a||uwed Vl

Joining scheduled Lync conferences by ID | not allowed Vl

IVR

VR numeric ID

Joining scheduled Lync conferences by ID

This FQDN has to be set as SAN on
Expressway-E certificate

External access

Web Bridge URI |https://cmswebJoctavio.com

IWR telephone number

pdlelbs: szu wdssy CMS Cpuwles 9lzas sds 1JIGJ.

pold eds puwled wp odssuol eds CMS Jol 09 p9 oz B IUu2s)6.

| Name URI user part Secondary URI user part Additional access methods call D
] | Proxy webRTC proxywebrtc@cms. octavio.local 100101

pdlebd: seo wdgsu IJpdldple 1Jglse Jdpeldle 1UsIJss 9ldghzss

Swp &Hue pold gds Idezldlo Idos op odssuel Jegldes IJpdldpele 196 Jel 09 p9 oz Os
lJue9,6.

Incoming call handling

Call matching

Domain name il Targets spaces
[ ] | cms.octavio.local 10 yes
[] | octavio.com 10 yes
29Jd IJodssu

lJglb9es 1. sew wdosu TURN 9luwbd API oy gJIJ Postman. swpe lgwwésle o3l |Ji|o_) eu ediJ




zese ldodssuo.

ht t ps: //
IJgho96 2. luwee luwdgw POST slued Ids wue lel Jerue pedele TURN Server Iy Jozssol.
lJpedple IJos wp wdosuol Jglbe TURN os Jpl 09 p9 oz WS IULo9,6.

POST W httpsd/fadmin.cms.octavio.local:445/apifv]/turnServers Params
[ ] Headers (2) Body @
_ Exp-E LAN1IP address )
form-data ® x-www-form-urlencoded raw binary
serverAddress 172.16.85.168
clientAddress 10_88.2&5.15&-{ Static NAT IP address j
username turnuser
password cisco This username
and password
Type standard has ta be
tcpPortNumberOverride 3478 conflgured on
Expressway E

IJe198 3. 0283 U elJs v lbe TURN pu gld wubésd luwdaw GET guuwg percd [Ughe.
IJpe ) 1SS See uuwgo 09 Jel 09 p9 oz O Iduo9)s.

GET htrpsifadmin.cms.octaviolocak:445/apifvifturnServers P
Authorization @ Headers (2) Pre-request Script
Type Basic Auth

) The authorization header will be generated and
Username admin added as a custom header

Password Save helper data to request

Show Password

Body yokies Headers (10)
Pretty R Previe XML -2
1 <Xuml version="1.8"2>
2~ LturnServers total="lts
3= ¢turnserver |id="2aalbccc-87d1-424d-9d3d-3d8a7f23243a" >
- <serverAddress? 1b.83. </serverfddress >
5 <clientAddress»18.88.246.156</clientfAddressy
6 /turnServers:
¥  </turnServerss

U296 4. logwg IJperd B wolss Iiey APl sluwcse bysds GET Jeyuo pedsele ¢lse TURN
Jpel 09 p9 02 WOs 1Juoy)6.


https://%3ccms_web_admin_address%3e:%3cweb_admin_port%3e/api/v1/turnServers

p._"tbél Ju wbeo, |Jro&J3|o|Q GJ.J‘M'S 290 |J2_|.)'o.

GET “ htrps:fadmin.cms.octavio.local:445/apifvl/tu rnSeweri."Eam 6occ-87d1-424d-9d3d-3d007F232435 I Params
Authorization @ Headers (2) Pre-request Script
Type Basic Auth : d

. The authorization header will be generated and
Usermname admin added as a custom header

Password Save helper data to request

Show Password

Body “ookies Headers (10) Tests Status: 200
Pretty  Hav Preview ML v =

1 «<?xml version="1.8"3>»

2~ <turnServer id="2aaléccc-87d1-424d-0d3d-3d@@7f232433" >
3 ¢serverAddress»172,16.85.168< /serverAddress>

4 ¢clientAddress>1€.88.246.156</clientAddress?

5 ¢numRegistrations»8</numRegistrationsy

B <username>turnuser</username>

7 <typerstandard</types
B <tcpPortNumberOverride»3478</ tcpPortNumberOverrides
9 </turnServer:

121098 5. 108, B968 buwld Jdzuesd eds 2lds 1Uehe. peld eds odssu vlze Jel 09 pouoe
IS 1Jue9,s.



httpsif/fadmin.cms.octavio.local:445/apifvifturnServers/2aal Gocc-87d1-424d-9d34-3d DD?f23243.afscatu5|

GET
Autharization @ = = (2)
Type Basic Auth
Username admin
Password
Show Password
Body Headers (10}
Pretty XML =5
1 <?xml version="1l.@"3»
2 = <turnServer»
3 <status:success</status>
4 <host>
5 <address>»172.16.85.168</address>
B <portNumber»3478«</portNumber:>
7 <reachable>true</reachable
8 <roundTripTimeMs>52< /roundTripTimeMs
G <mappedAddress»172.16.85.188</mappediddress
18 <mappedPortNumber>41574< /mappedPortMNumber:
11 </host>
12 <jturnServer

wosisé Expressway-C 9 E

The authorization header will be generat
added as a custom header

Save helper data to request

lJglbeé 1. sgw I Stw9s Expressway-C gds |Jpezld IUs1gJs (octavio.local) 9szw i STUIS
Expressway-E gJs IJpezld 1JgLzs (octavio.com) 1U3s wp wdosuoe Jel 09 p9 oz Vs IJuo9)o.



e
CISCO Cisco Expressway-G

Status System Configuration Applications Users Maintenance
DNS
_| DN S settings
System host name lvesc | G
Domain name octavio.local | iy
DMS reguests port range | Use the ephemeral port range w | i)

Default DHS zervers Internal DNS sewerj

Address 1 172.16.85.162 | i

lJeb9o 2. sgo wpdsu MRA gds JJ pu Expressway C 9 E Jpl 09 p9oz WO 1Juo9,o.

Unified Communications

T | Configuration }
Unified Compmunications made Usbie and remate access | i

lJglo9s 3. §p Lluuble pulb§o g9, louoldle 9236 wsu Expressway-C 9 E Jpol 09 p9 02 IS
lJue9,6.



NIMIr
CISCO Cisco Expressway-C

Status System Configuration Applications Users Maintenance

Edit zone

_I Configuration !
Mame * |UT Zone | i
Type |Unified Communications traversal |
Hop count * ij

This credentials are

_I Connection credentials configured on Exp-E
U=zername * |Tuser | (5]
Password * |II'I-II-' | I_._

| sip |

Port *

=]
=
=1
=
iy

Accept proxied registrations Allow W ;,
ICE support Off w| i
Multistream mode n L
SIP poison mode Off w| i@

Preloaded SIP routes support Off & i

(=]
£

SIP parameter preservation Off w| @

_| Authentication

Authentication policy Do not check credentials  w L |

IJodgso eJs Expressway-C

Igo9s 1. $p wodssu Idpeld IsleJs sldebes eds Expressway-C Jel 09 p9 oz s 1Ju09)6.



at]ann
CISCO Cisco Expressway-C

Status System Configuration Applicat

Domains

@

pctavio.local

L]

gctavio.com

1296 2. §p vopdsu wdsu lzuple Cisco. luedd IUs IdJodssy > IJlogoldle 1Jpszasé > ¢
IJlzoplele po Cisco. §p wodsy guslu URL IUglLo  WebBridge [J¢ghzs Ws 29Jd URI
Jepsd cuvle Guest Jel 09 90z S 106,

afrafn
CISCO Cisco Expressway-C

Status System Configuration Applications Users Maintenance
Cisco Meeting Server

Meeting Server configuration !

Meeting Server Web Proxy L
Guest account client URI * |cmsweb.uctaviu.cum i
Save

Name Address

cmsweb.octavio.com 172.16.85.180

pdlebd: szo o sd9p DNS IUsIgds wed guslo URL 1Jgbzs Jeuw Idssw
(cmsweb.octavio.com) |Js gwsly IP 1UslgJs J CMS WebBridge. W o30 IJzlJo: sI9y IP
172.16.85.180.

Sew o wuoue ludlE buws IJiely (SSH) gJs Expressway-C o ubs wgs wuoge &olo Jpl 09
pIoT I 1Juo,s.

el
CISCO  Cisco Expressway-C

Status System Configuration Applications Users Maintenance

Unified Communications SSH tunnels status “You are here: Siatus » Unified Communication
‘vecse.octavio.com octavio.local Active
vese octavio.com cmEweb.octavio com Active
vege. octavio.com octavio.com Active

pdlelod: szo 1o szess 1Jehe eds Uiols ¢lbe suuel>s pize pueS-

odysu gJs Expressway-E

IJglo9é 1. szw 1o sJsw J Expressway-E o ¢ s,0 TURN Jpl 09 p9 0z Bes [Jo9,6.



il
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

Option keys
oo
7 Expressway Series Active
[T H323-SIP Interworking Gateway Active
[ Active
[ Active

IJglb9o 2. sgo wdosu Expressway-E Clywegsle Idezld 1Jghzs Jel 09 p9soe Ws IJuog)s.

M
tl%ﬁg Cisco Expressway-E

Status System Configuration Applications Users Maintenance

DHS =zetting=
System host name |'.rn:,se | i
Domain name |ucta1.r'ru.|:um | ij

Default DNS servers

Address 1 [10.88.246 210 |

Addrezs 2 | | dd

IU296 3. Sp wluuble puverese Jgbe TURN 9Jpub 96 lzosls Idlouoldle 1Ueszss Jel o9
P9 O IJuoy)e.

lllllllli
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

Local authentication database
Records: 3

.1._. _E irm..
L agmn View/Edt
[0 tunuser View/Edd
O Tuser View/Edt



IJ2o96 4. §p Clouile pubb§s gu9) loualdle 9236 Jpl 09 p9 o B IJue9)s.

ITIr
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

Edit zone

_I Configuration |

Name * |UT Zone i
Type Unified Communications traversal
Hop count - i

_I Connection credentials

Username # [Tuser i

Password AddiEdit local authentication database

| sip |

Port = 7001 i
|vc5c octavie.local

TLS verify subject name #*

Accept proxied registrations Allow | 1

ICE =upport Off w| L1

SIP poison mode Off | 1

Preloaded SIP routes support Off w| i

Multistream mods i

SIP parameter preservation Off w| 1

1Jg96 5. §p wodssu glpe TURN. luedd [Js IJedssy > Traversal > Turn Jel 09 o902 BOs
IJuo9,6.

pdlelbé: szu 1o sJsu bdo TURN og IJpeuwds 3478 Jivo IJpuds IUss sbdu Bso gpsd
lJosw louold TURN.



],
CISCO Cisco Expressway-E

Status System Configuration Applications sers Maintenance

TURN
4 Server |

TURN services

TURN requests port - i (3478 i;
| The one configured before L

Authentication realm #* |1urn user i

|

Media port range start # | 24000 i

ﬁ I
R

Media port range end *

we boy) "ldovesd" whbo) lIJzlds uubl Jpel 09 p9 oz WOs 1Uuo9,)6.

.‘I . Tl TaE L 0T -

Status

Listening address 1 172.16.85. 1683151
Listening address 2 192. 153.245.5113@
Number of aclive TURN cents 0

Humber of active TURN relays (conneacted via TCP) 0

Number of aclive TURN relays (connected via UDP) 0

lJ¢lb9é 6. luwgd lJs I.Jo_lblp > IJbLs. sebde gpsd WebRTC IJg_uogJ [Jgs_l.JeggéS 443, 9Jo>l
lduveow Sgw wess) puwes Idbé 1Uglue o Expressway-E !J..s pULI peudd Vs odo IdelJo
eds wosd Idpold sop wEss)o lJs 445 Jpl 09 p9 o B IJuey)s.

_‘ Web server configuration |

|
Redirect HTTP requests to HTTPS L
HTTP Strict Tranzport Security (HSTS) i
Web administrator port m i
Client certificate-based security | Not required wl L

lJglogo 7. louile Iduvol>o J Expressway-E: szgo luol9s gu9ly URL 1Ugle o WebBridge
Juvods pubb§s wgisu (SAN) eds Jolss 1Jghe Jel 09 p9 oz S 1du09,6.

X509v3 Subject Alcernacive Neme:

DNS:vcse.octavio.com, DMS:vcsc.octavio.local, DNS:cmsweb.octavic.com, DNS:cmsweb.octavio.local, DMS:octavio.local, DNS:cms.octavio.local, DNS:octavioc.com

IJoedd pu lJuoes

lwegse o3l IS Jeldss gpd IJodsso wuvdd Lozse.



Jelogs 1. 23> pumwctruo 9w p3e9e b2 usl URL IUgluo « WebBridge IJ¢hes: szw lo ans
oblns IJeldss Jpl o9 p9soe S 1096,

pdlelbé: spdud IUewy, eds Blisps wldpuwes)uole sldluoshle 1Uesggps eds IULoolb:
https://kb.acano.com/content/2/4/en/what-versions-of-browsers-do-we-support-for-
webrtc.html?highlight=htm1%5C-5%20compliant%20browsers#content

724 wacome 2. |

o
| € @& https//cmsweb.octavio.com @ || Q Search

M

Meeting

Join call

Signin

1Jg1096 2. 235 9u0d IJpIlJes 9lsed pe,d Idpuwles 1Uss wp odssuoe puvwdl ol 09 p9 oe B
lJue9.,6.


/content/2/4/en/what-versions-of-browsers-do-we-support-for-webrtc.html?highlight=html%5C-5%20compliant%20browsers#content
/content/2/4/en/what-versions-of-browsers-do-we-support-for-webrtc.html?highlight=html%5C-5%20compliant%20browsers#content

Enter Call ID

M

Meeting

100101

"

Passcode (If required)

L

Continue »

lJglogs 3. 169, 999 po|Y569i>éJ lgwpde g3 030 IJudbs szw 1o us luwe IJ,oquaé. IJos
o8 IJluopele lJ@oLgd‘; 030 1Jglds sJ9u lywpe IJpuwlzo o9 Proxy WebRTC. 169, w99 9,0J
IJpIdlJple ol 09 p9 oz b 1Uuo9,6.



Proxy webRTC

Octavial

Joincall w

Or sign in and join

IJeogs 4. $p lJlogoele IJs zols 1) 9szw 1o wos Il dzolisu pouodso Bs 1Jpdepe, Jpl
09 p9LPT IS IJuvy)s.

O @ ooo

Participantes

lweduld IJizble 9] oJlzol

$98, 03l IJBuwpe pedsple spdud luuegslel Jluvaduld igble IJodssy sluadlzol.



Je sop &u0 iy IJloold

Jlsep 02 5o Wleyeld Idsued gos Sog Lobzs WebBridge so ilos 1Jgbl 1Je9 oz B
IJue9,6 1deluss gus Ssled wlbgld Lodzd 95w CMS Jpl 09 p9 oz W IUueg)6.

Sign in

M

Meeting

UEemame

Signin )

Fault conditions

Fault condition

2017-05-20 18:15:28.769 Web bridge connection to "cmsweb.cms.octavio.local" failed (connect failure)

oS dpunddé guspel Jl souod WebBridge o uvdd Lozse veuwy IJloold.
lJeJ

- 0zl e wdosu euslu URL IJgl e o WebBridge wubdd wozse eds w26 IUose
lJ¢gl oo wpumysd CMS. luedd IJs IJodssy > glp Josl 1Ug)o.

. Sew lu s&@ WebBridge 9 callBridge wwgoopl lJugo: w2dd pu luollds 2506 1Je86 1Us
wJd9sy WebBridge Jpel 09 o902 WS 1Juo9):



pdlgbé: 2506 o986 o5 Uuolss guw, IUloolJ.

obo)y Jowes WebRTC 'bJu £s) uozse

y = 3

¥ M\ Bad Request X ’Hx s

«— > | A Mot secure | b#05//cmsweb.octavio.com
lJeJ

- 02dd e odasu URI e psd euwle IUuos9 Iduozse eds Expressway-C. loedd lds
odosu > loold p9e> > Cisco Meeting Server Josl 1Jg, 0.
Bl oe odysy guglo URL IsIEJs O guglo URL gpsd zuwle Guest: jus 990 Expressway-C
wedo ub)l J9g9s wed we luublde gds ¢be DNS. 9Jdu $s souwow 3Jd S bog, juwlJs
IJ¢ bl "vanL)u@ESH BOS puwogue IJssw. Vs oo IJzldo: swp wdssy gusly URL IUsIEJs
JIbol, IJglol Jel 09 p9 oz S 109,86



araa]i.
Cl5€0 Cisco Expressway-C

Status System Configuration Applications Users Maintenance

Cisco Meeting Server

‘ \'«i— JfSuccess: address cmsweb.cms.octavio local resolved successfully. The local cache has the following changes: Inserted: 172.16.85.180

Meeting Server configuration !

Meeting Server Web Proxy EI'.-‘
%
Guest account client URI * |crnsweh.cms.nc13vin.lucal x’ g_,

save]

Guest account chient URI resolved to the ling argets
Hame

krnsw eb.cms.octavio.local

Address

172.16.85.180 I

$&u2 gpsd WebRTC louolJl és) Tpu

rmsweb.octavio.com

M

Meeting

Join call

Sign in

lJzJ

- 1Jbolss 0986 Slosl pel $958 1Js £ &80 1JEhe Cldpuos). Bp wotss) Idubolss
IJe9z926 eJs Expressway-E lUs poze 00228 wlog Jeod ehess poe9p.

Co2dd pu luolws ol URL IUgl o o WebBridge 1Jghzs Juvods pob s oiise (SAN)
eJs Uiolso ¢lrpe Expressway-E Jpl 09 p9 0z Os 1Juo9,6.



/‘Ai Welcome
€ | @8 https:/femsweb,

VCSE. OCtE\fIO com: 4—1“ viewcert?cert=S5ERN CFRTIFICATE

D:Lgltal S:Lgnat.:u:e Key Encip!
X509v3 Extended Key Usage:

TL: ign, TLS We
X509v3 |Subject Alternative Hame:

DN5:vcse.octavio.com, DNS:vcsc.octavio.local,
X509v3 Subject Key Identifier:

18:64:25:56:90:31:C7:58:0D:6A:13:5D:4F:7F:25:BA:AB:DE:3D:AC
X508v3 Authority Key Identifier:
keyid:DD:ES5:67:1E:8D:63:50:48:D5:7A:42:29:B3:C2:24:2B:2C:36:96:16

t Buthentication

IDNS cmsweb.octavio. coml DN5: cmsweb.octavio.local, DNS:octavi

M

Meeting

Join call

Signin

Ssouod gesd WebRTC gJduo Jl souad lusl &p luwos Ipeds gludbe
IJlouold

[g\. " Share screen Leave

Another application may be using your camera or microphone

Connecting

Proxy webRTC

Op 0dIsu luwe pumetse I9 JJpd e, ¢he TURN o bdd &SJ woese lel eJs expressway-E g
Vs CMS g, APl wewss IJuwedle eds Idigble 1dpg 19,06 B 1Ju09,6.



2017-05-20 | 19:43:14.133 Info web bridge link 3: hew guest login request|21 received

2017-05-20 | 19:43:14.133 | Info guest login request 21: passcode resolution scheduled

2017-05-20 | 19:43:14.133 | Info guest login request 21: resolution in progress

2017-05-20 | 19:43:14.135 | Info guest login request 21: credential storage scheduled (queue length: 1)
2017-05-20 | 19:43:14.135 | Info created guest account with user ID "guest3804072848@cms.octavio.local"
2017-05-20 | 19:43:14.135 | Info guest login request 21: credential storage executed

2017-05-20 | 19:43:14.135 | Info guest login request 21: credential storage in progress

2017-05-20 | 19:43:14.137 | Info guest login request 21: successfully stored credentials

2017-05-20 | 19:43:14.163 | Info web bridge link 3: guest login request 21: response written

2017-05-20 | 19:43:14.231 | Info successful login request from guest3804072848@cms.octavio.local

2017-05-20 | 19:43:14.930 | Info instantiating user "guest3804072848@cms.octavio.local"

2017-05-20 | 19:43:14.934 | Info new session created for user "guest3804072848@cms.octavio.local"
2017-05-20 | 19:43:18.805 | Info call 6: allocated for guest3804072848@cms.octavic.local "Web client” conference participation
2017-05-20 43: call 6: setting up combined RTP session for DTLS (combined media and control)

sedu oldss 1gbl pg IJodlb 1Jz;e8 lsal. §p woubésd Wireshark edis 1JJpossc)
IJgbguos I3s sepd edso gpsd WEbRTC. pz)d IJollb 1Jz5e6: 9p wouodss IUeip zuve
STUN. szv lu o)y IJIgble 1Jpg 9,06 WS IJuo9,)6.

1458 2817-85-20 19:52:48.704889  172.16.84.124 18.88.246.156 STUN 182 Bxledn (7754} Default Allscate Request UDP user: Eirogser reals: turnuser with nonce
1462 2017-85-20 19:52:48.714894  10.88.246.156  172.16.84.124 STUN 262 BxBabe (2748) Default Alloeate Error Response user: turnuser with nence reals:[Eurnuser UDP error-code: 431 [*Unknown error codet) Tntegrity Check Fallure]

Souwd IJdpossw) bdo w9ise 9lz9ws guglo NAT ExpressWay pg 5 wlds "Suvd IJoedd po
IJedleJ".

lJzJ

Jloedlz IJgbli lze luwp Idpumwespe 9906 1Je09). Stw wdssuvol wuvdd Lozse eds pedele
thbpe TURN Jol 09 p9 oz WO 129

POST https:/{admin.cms.octavio.local:445/apifvifturnServers/2aal boocB87d1-424d-0d3d-3d 007232433/
® zaders (2) Body @
form-data '® x-www-form-urlencoded raw binary
serverAddress 172.16.85.163
clienttddress 10.88.246.156
username TUrnuser
password cisco
type standard
tcpPorthumberOverride 3478
e

CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance
Local authentication database

_| Configuration

Name * ilurnuset ] i

Password ¥ |essssnns ! 1
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