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Cisco Secure Web App”ance Secure Web Appliance is getting & new loak, Try it ! @ Logged in as: admin on ironport9 l.example.com
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(] Reporting ‘Web Security Manager Security Services Network System Administration Help
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New in this Release

My-Dashboard

‘WP Printable POF & Technical Suppart
Technical

Attention — 4 You can customize this "My Dashboard” page by adding report modules fram different reperts. Coniact hal Support

> Overview.

- 1

Some modules are added for you by default. The Overview page can be accessed from Reporting Remate Access @
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Packet Capture

Current Packet Capture

No packet capture in progress

=) —(2)

Manage Packet Capture Files

Packet Capture Settings

Capture File Size Limit: 200 MB

Capture Duration: Run Capture Indefinitely

Interfaces Selected: M1

Filters Selected: (tcp port 80 or tcp port 3128)

IJuo9,6 - 2lJé IJoBlb 1Uz 06 989l pd IUo o8 S0

Edit Settings... | &= @



edlebé: 1Jps IUlduos Jeze pJwd IJodlb 1Uz5p6 09 200 pszlulse. guspl SuJg ezp
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Sboy Yuwe IJodlb 1Uz)es 1Uzldss 2lds Idedlb 1Jzes wel s 3JY eze lJpdd 989l0d
lJouoss Idplbo@o.

Packet Capture

Success — Packet Capture has started

Current Packet Capture

Status: Capture in progress (Duration: 13s)

File Name: S100V-420DFA7B8265ED011535-71BAEIEQEQB4-20241006-122509.cap| (Size: 0B)
Current Settings:

Max File Size: 200MB

Capture Limit: No Limit

Capture Interfaces: M1
Capture Filter: (tcp port 80 or tcp port 3128)

\

IJ09,6 - 21J6 IJedlb 1geb

IJgb9o 6. Jlsylwd IJodlb 1Jzjeo IUzhs cubgsdo: lud) eds lsldlv IJodlb.

1096 7. Jouisd pdud IJedlb IUe5p6. 2o, 1dpdd oo Blispes 1Ls pJVle IJeslb Iz5e
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Manage Packet Capture Files

5100V-420DFA7B8265ED011535-71BAE3ESE084-20241006-122509.cap (8K)
DUV IUDFRTEEL0 o - =12 JEUVGS=-LULS LUUD Fod. Ll s
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| Delete Selected Files || Download File | ]
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IJ¢1o96 8. (Igoshs) Jg3d s pdd IJedlb 2506 2o 1Upd po Blises 1bLé pdlle IJodlb
IJz5e 9ludy 239 IJpdle 1Jpees6.

ousy IJodlb 1z 506 oo CLI
Spdud wae IJodlb 1Je506 oo CLI s ol Lluwesle IJgbsle IJoldss:
IJgb96 1. Guzd 1Us¢9J 1Js Slzos yulo, 1Jigle,.
lJglo9é 2. [Ju o packetCapture gl og b Enter.

IJglss 3. (lteshs) Jors ledls wse 1desuie Idelds. (Jdewesd eds pis> pu ldpedsele 2od
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IJglogs 4. 2, START Jouse gpdss o dlb.

SWA_CLI> packetcapture
Status: No capture running

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)

Choose the operation you want to perform:
- START - Start packet capture.
- SETUP - Change packet capture settings.

IJglgs 5. (Iewshbs) spdud eruo elds IJoglb IUgeé wlzesh Idelde:

Choose the operation you want to perform:
- STOP - Stop packet capture.

- STATUS - Display current capture status.
- SETUP - Change packet capture settings.
[1> STATUS

Status: Capture in progress

File Name: S100V-420DFA7B8265ED011535-71BAE3E9E084-20241006-130426.cap
File Size: OK

Duration: 45s

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)

1Uz 1696 6. Jls 81 lJedlb 1Jzje6: ldoo @98 9l o b Enter:
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Bsel sds weuo 1dbJs 29d Idpsuiele 1dos sedod [uueesleol B zojs lelo IJpzoss.
lIJouoss guwe ewslo IP Jdpuosd

lIJouods6 puwe IP IJpuossd B 9lz06 Idpuwese Idyumgess (GUI)
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Jlgwosle e3lpd IJouods6 1dpesss puvedl pu Slzed IJpuwotsp Isuusess:
IJgbo9s 1. Bs Loes IJodlb 1Uz506: I2e, weis, Idlesble.
12906 2. pu £9lpd wuodss IJo@lb 1z e 235 £9lpd 1o o8 1Jpes6 puwwdl.

IJs b9 3. spdod 1seld gusly IP s Client IP Iy §w e Server IP.
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Edit Packet Capture Settings

Packet Capture Settings

Capture File Size Limit: (2 [209 MB Maximum file size is 200MB

Capture Duration: | g5 capture Until File Size Limit Reached

(0 Run Capture Until Time Elapsed Reaches I (e.g. 120s, 5m 30s, 4h)

® Run Capture Indefinitely

The capture can be ended manually at any time; use the settings above to specify whether the capture
should end automatically.

Interfaces:
M1

Packet Capture Filters
Filters: | Al filters are optional. Fields are not mandatory.

) No Filters

_ | A
[ @ Predefined Filters (7 I* @
Ports: |so,3123

Client IP: | 10.20.3.15

Server IP: I

O Custom Filter (?) | (tcp port 80 or tcp port 3128)

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.

IJuo9,6- Idouodss guve IP 1deuosd oo g9lpd ouodss GUI Iees0 puwedl
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Jigwesle e9led IJouo8sé 1dpe 06 989led IJouo 86 1dpeass puvodl pu 9lzed
IJegueise Ihumspse:

IJglo9é 1. B Loes Idodlb Iz 12, wess)y Idleshle.
1296 2. pu £9lpd ©uoWse IJodlb 1Uzgie 235 gled ©uoWBS6 pLoLo.
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host 10.20.3.15
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Filters: | All filters are optional. Fields are not mandatory.

() Mo Filters

() Predefined Filters (7

Ports: |so,3128
Client IP: |
Server IP: I
[ ® custom Filter ' [host 10.20.3.15 or host 10.0.0.60 ]

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.

[Cancl

IJuo9,6- pouig peuewe Jewsluso IP
lJgb9é 4. hLuwld IJogss)lo.

IJgbogs 5. Lae IJlJodlb
lJeuodss puve IP 1p o5 s CLI

JJouodso puve eudlu IP 1Jp oS oo CLI:
IJg96 1. Guzd 1Us¢9J 1Js 9lzos yulo, 1JIgle,.
lJglb9é 2. [Ju o packetCapture 9l og b Enter.
IJ¢bgo 3. Jogysy lesh ug glpd IJouodso IJglds.

IJglo96 4. §0 Lllzlus eds Idiuwsds zos ouad [Js bed gled IJouodss 1Uss uusop
lowogsleo B 1o @b
IJg1o9s 5. lue suvolbse luvegede IJ uduwe pyuiz gsb wel b IUpuve peueue B IJ gui.

oul pold pu ssLoWs IJ 1Jz, I8 09, pe puos) 19 Elsé gusly 10.20.3.15 19 10.0.0.60

SWA_CLI> packetcapture

Status: No capture running (Capture stopped by user)

File Name: S100V-420DFA7B8265ED011535-71BAE3E9E084-20241006-130426.cap
File Size: 4K

Duration: 2m 2s

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[1> SETUP



Enter maximum allowable size for the capture file (in MB)
[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will be started and
[NI> y

The following interfaces are configured:
1. Management

Enter the name or number of one or more interfaces to capture packets from, separated by commas:
[1]>

Enter the filter to be used for the capture.
Enter the word "CLEAR" to clear the filter and capture all packets on the selected interfaces.
[(tcp port 80 or tcp port 3128)]> host 10.20.3.15 or host 10.0.0.60

lJooodss puve 18 IJpuds
IJouod$6 puve e Idpud3 B 9lzes Idpuueise IUyumgpss (GUI)

JJeuodss zuve de (Ldle) IJpuds: pu slzes Idpuucse Ihuusess (GUI) ould gsblu:
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Filters: | All filters are optional. Fields are not mandatory.

Mo Filters

[ @ predefined Fitters 2 | @
[Ports: [80,3128 ]1———@

Client IP: |

Server IP: I

() Custom Filter (? |

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.
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Filters: | All filters are optional. Fields are not mandatory.

Mo Filters

Predefined Filters (7

Ports:

Client IP:

|
|
Server IP: |
|

[ ® Custom Filter .2 |[port 53 ]

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.

[ Cancel [ Submit

pdlebo: Bl Yoo ouwedse [dpuds Vb V| glod IJoLoWss 03l sgbs JJI pu
oules> TCP g UDP.

IJg 96 4. huwld IJogss)lo.



IJglo96 5. Iusl g pdsé Il @lb.

lJouodss puvew udpe lJpods s CLI

JJouobss puve ude [Jpods po CLI:

IJg1o96 1. wed 1Usged [Js 9lzos yulo, 1Uisl e,
lJglo9é 2. [Jo o packetCapture 9l og b Enter.
IUekss 3. Josy lesb wsg eled Idouodss Ields.

IJgb96 4. B Lldlzlud eds IJiuwsds pos ouod [Js bed glod IJouodss 1Uss uusop
lovwgsleo s IUIJo@lb

IJeb9s 5. low suwolbse lvogpde 1 0Buwe eruive tsb wel lu IJpaube ptuoue S 1J gui.

oul peld po SsLPbs IJ 1J2)ds 019, pE pLo2) 19 Elss psuls LGp 53 J JJI pu TCP 9 UDP
psule:

SWA_CLI> packetcapture
Status: No capture running

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[1> SETUP

Enter maximum allowable size for the capture file (in MB)
[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will be started and
[NI>

The following interfaces are configured:

1. Management

Enter the name or number of one or more interfaces to capture packets from, separated by commas:
[1]>

Enter the filter to be used for the capture.
Enter the word "CLEAR" to clear the filter and capture all packets on the selected interfaces.
[(tcp port 80 or tcp port 3128)]> port 53

lJouosse Ws SWA Cluwesle Idogiy Iyl

WO SWA pg wuiy gvdld: wsupl sy logold wy9esded louoldle 31956 IJogisu [Jesdw
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IJouodss B SWA pe 1oy Iduvdlsd s GUI

IJglo96 1. Bs Lowes lJodl IUeses: lge) wzys) IdlesDle.
1Jeb9o 2. pu £9lpd wuodss IJo@lb 1Jzje: 235 89lpd 1o o8 so 1Jper6 puvedl.
IJglo96 3. spdod Irgld gusly IP B Client IP Iy §wpe Server IP.

Packet Capture Filters

Filters: | All filters are optional. Fields are not mandatory.

(' No Filters

@ Predefined Filters (7

Ports: |
Client IP: |10.20.3.15
Server IP: | 10.0.0.60

() Custom Filter (2. [

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.

1Ju29,6 - wdosu guslu IP B g9lpd ouodss IJog)sd IJpuved
1061095 4. hwld Iog s lo.
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Suwe IJpyuig 1deess.

Capture File Size Limit: 200 MB

Capture Duration: | Run Capture Indefinitely
Interfaces Selected: | P2

Filters Selected: = ({proto gre && ip[40:4) = 0x0a14030f) or (proto gre &6 ip[44:4] = 0x0a14030() or host 10.20.3.15 or {proto gre && ip[40:4) = 0x0a00003c) or (proto
gre B& ip[44:4] = 0x0800003c) or host 10.0.0.60)

Edit Settings.... |

Jigwedsle e9led IJouo8s6 1dpeou0b e 9lzes IJpuweis e IUyumspss:
IJelo96 1. Bs Lowes lJodlb IJeses: 1te, vz IJleshle.
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(proto gre && ip[40:4] = 0x0al4030f) or (proto gre && ip[44:4] = 0x0al4030f) or (proto gre && ip[40:4]

eds wwosd Ipold. Bl oo wibl JJouobdss puve IP 1Jpuosed suslas 10.20.3.15 19 580
lJewd3 1U3s suwlas 8080 Wspedud |uuwgsle 030 IJuudunds:

(proto gre && ip[40:4] = 0x0al4030f) or (proto gre &% ip[44:4] = 0x0al4030f) or (proto gre && ip[40:4]

lIJ¢b9s 4. hLuwld IJogss)lo.

1Jgb96 5. lusl g pdss IUIJo@lb.

lJouovss Ws SWA Cluwegsle 1oy Idyvesled s CLI
JJouodss Vs uyiy 9Jsd JvdlW py CLI:

IJgb96 1. Guzd 1Us¢9J 1Js 9lzos yulo, 1JIgle,.

lJ¢lb9é 2. [Jo o packetCapture 9l_og b Enter.

Igogs 3. oy lesh wsg eled IJouoBdss Idelds.

lJglogs 4. 9p LlJlzled eds Uiuu:sJé cus wued lds i)'aJ glod IJooso 1U3s gusope
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IJg1o96 5. lue suvolbse luvogedo IJ ubuve Uiz gsb wel b IUpuive peurue S IJ gui.

oul pold JJouodss puwu IJpuosd suwlss 10.20.3.15 19,60 [Jpwuds suwlss 8080:

SWA_CLI> packetcapture
Status: No capture running

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[I> SETUP

Enter maximum allowable size for the capture file (in MB)
[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will be started and
[N]>



The following interfaces are configured:
1. Management

Enter the name or number of one or more interfaces to capture packets from, separated by commas:
[1]>

Enter the filter to be used for the capture.
Enter the word "CLEAR" to clear the filter and capture all packets on the selected interfaces.
[(tcp port 80 or tcp port 3128)]> (proto gre && ip[40:4] = 0x0al4030f) or (proto gre &% ip[44:4] = Ox0Oa

9lpd Ioodss IJIYe,) bssel

Bspl s 229J S 89led e odss IJIYe, sbssel:

lJy oo OUOI9S6

lJouodss puve g9l IP Jdpeuos) suwlss
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lJouodss puve gwslu IP JJ9zos suwles
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lJouodss guve eudlu IP Jdpuos) suvlss  |(puosed SRC 10.20.3.15) 9(p o< dst
10.20.3.15 9e u9lo IP JJszod suwlses 10.0.0.60 [10.0.0.60)

lJouodss zuwe euslo IP 1Jpuss) 19 1dszes
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lJouodss eume g0slu IP 1Jpuos, 19 19206

= 55 10.20.3.15 19 IJp o5 10.0.0.60
suwlses 10.20.3.15 15 s wloes 10.0.0.60 Jeos 10.203.15 s e o5

IJouodss woluwlbs 5 8p puds TCP suwlos

5050 o083 TCP 8080

lJouo9ss guve u8p pud UDP suwlys 53 |UDP psule 53
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ou9so gjp ICMP W 9b icmp

(proTO gre & ip[40:4] = 0x0a14030f) Iy (proto
gre & ip[44:4] = 0x0a14030f) I9 (proto gre &
ip[40:4] = 0x0a0003c) Ig (proto gre & ip[44:4] =
0x0a0003c)
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Packet Capture

[ Error  —  Filter Error ]

Current Packet Capture

No packet capture in progress

Manage Packet Capture Files

S100V-420DFA7BB265ED011535-71BAE3E9E084-20241006-175543.cap (740B8)
S100V-420DFA7B8265ED011535-71BAE3E9EQ84-20241006-175404.cap (24B)

5100V-420DFA7BB265EDD11535-71BAE3SE9ED84-20241006-175955.cap (24B) l
5100V-420DFA7BB265ED011535-71BAE3E9ED84-20241006-175023.cap (24B)

Delete Selected Files Download File

Packet Capture Settings
Capture File Size Limit: 200 MB
Capture Duration: | Run Capture Indefinitely

Interfaces Selected: M1
[ Filters Selected: | ICMP ]

| Edit Settings...

P98 - tbol Ui
eo ol sY9y 0l I.J'abi poubl vobosy glbis JJouodss. bs ldpeld Iduwlod: s gled
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
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