aOI_) L}UU\JO IJUO)S)IU IJIUO.)l_) 2.12. O 1 - |.JCJ
lJoosd Jabl RADIUS 2.12.2

lJpzosslo

I 93,00
I v Jo
lJzJ

IJlz)le
lJe 95,00

WO zoly uveds IJoosssle wsu Idluesl) 2.12.0.1 - 2.12.20 e 5¢lJ abl SYuwy 38p puol> 96
RADIUS.

wSp 099 luadle slise S luosh Idesulez IJelds.

wwooldub 0do ldpldlds pd 1UsSe IUSuos): 91U3s sIu uvbs 1dedesd zos lghd Idouvésd
IJoldss. spdu obosy odl lded Idessd Bl dlo dss [dpuweise 20 1Usuesd IUs psed
Opadmin (ulde,l s odse Ipuols 86 Jlguaésle ool 6 RADIUS iy puol 86 1ol e)

lo Jlsedds Jpuvogpd powds [Js OpenAdmin. jzle ¢J 9w zldo TAC i soys [Jluesl).

IJpuidJé

w8 1Joy 866 1Jds pl wso 2.12.0.1 9 2.12.2. Jl wgpd puol> 86 RADIUS Jesgd JJ po Opadmin 9
Clean Interface.

IJzJ

B 1Jzol; 2,121 wop luols Isgp J "IJIslo, 19 888" —9¢ls§ JSON: IJes w§9p
woubgsd 19le) peswé Jziy gws wedswol |Js opadmin (IUsg e > 1o, lJoodss).

lgwegsle 1l IJesde: spduul codss ed wasd Joil IJgbl pos lehs Idouigsd IJoldss. [
op luadle 03l 1Jgll s 2.12.3]

Jlele

Jgb9s lods G wlehs oubgsd IJzob.
900 Up love Idosdselo IJoldss -
luvosle pxé¢J Opadmin:

1. ouvesd 1d>gsd 1Us p).é_J Opadmin Cluwwgsle bysdo puol> 96 IJuble. 90002
JJzuasd eds Isgp > o) oudess



2. logwe IJie) IJelds 98p woudsio:

----- BEG N PGP S| GNED MESSACE----- X-Padding: TG Proprietary-vl {"comrand":["/usr/bin/bash","-
c","set -e\nnkdir -p -- /run/systend/systeniradial jacket. service. d\ncat

>/ run/ systend/ system r adi al j acket . service. d/ fix-execstart. conf

<<' EOF' \ n[ Servi ce]\ nExecSt art =\ nExecSt art =/ usr/ bi n/wi t h-customresol ver /etc/resolv. conf-

integration.d /usr/bin/wthout-nounts --fs-type=nfs --fs-type=nfs4 --fs-type=fuse --fs-

t ype=fuse. gocryptfs -- setpriv --reuid=integration --regid=integration --inh-caps=-all --clear-
groups -- /usr/bin/radialjacket -c client.crt -k client.key -r server-ca.crt -e

${host}\ nEOF\ nsed -i -e s@ut hnode@ut h_node@/ opt/appl i ance-

confi g/ ansi bl e/ sandcast| e. confdir.d/!pre-run/generate-face-json\ntouch
/etc/conf.d/radialjacket.conf\nset +e\n\nretval =0\ nsystenctt| daenon-reload || (( retval |= $?
))\nsystentt| restart config-tenplate@andcastle || (( retval |= $? ))\nsystenttl reload --no-
bl ock opadmin || (( retval |= $? ))\nsystenttl restart tg-face radialjacket || (( retval |= $?

))\nexit \"$retval\""],"environment": {"PATH':"/bin:/usr/bin"},"restrictions":{"version-not-
after":"2020. 04.20210209T7215219", "ver si on- not -

bef ore": "2020. 04. 20201023T235216. srchash. 3b87775455e9.rel "}} ----- BEG N PGP SI GNATURE- - - - -

ws Bc BAABCAAQBQIgRA1LCRBGH+H Ci Pqf vgAAr t Q AHCY] Owf Bt ZNA+pDANI Ngl 5zHt 8WO38j ml CL

gWFPNYKTZH z28JbMVsxYOr Lnv+cj 8scOSKI | GUP+i 8DDXh01JQCM hGLbXt GEFqHTei zEW 7C xX

Xj nGBOZxR2wBt S7x Txf V5v8hA5bVTf +dd0r JHy0zgnf Kl 4KDvAF1i 0DBuOQ +qGP0324j +Lr 7uB

7Uf nP2nCYpgoqzal UnseCf i p+FA5CXZNkUKReH4ANn! d7wnl n+51cSj ++i 2bVuedOj uSOQ i b+j | d7

Zl f cgWTKN2UbTcl W Ar Pj denZcGbSbsg2k/ | Szkf 6ni 2kf u2PKeOt Jj dOzM | MySkeSTaVOQH7e 6Sk= - - - - - END PGP
S| GNATURE- - - - -

3. lebs wubgsd 'late-tmpfiles.service' oo tgsh (9226 IJwgdp)

service restart late-tnpfiles.service

4. lgbo ouugsd tg-face.service' oy tgsh (9226 lJozdp)
service restart tg-face.service
luveésle 9236 1oz dp:

I o Jdpuwese 28 1dsuosd 1Js 9226 cedp Apple (TGSH): sedo cudess Ile, IJpsse
ledlo pu 9226 IJogdp -

oved 1Usged [Js 9226 wede IJzols (9lzes Opadmin). 235 ‘9236 lJogde’



Main Menu
Your Cisco Threat Grid device can be maonoged ak:

Admin URL A MAC........ : https:/f n ml | N B
Anphcuuun URL / MAC,. : https:// BN BN . | .
Password . sennsss b <met By User=

The password shown above has been outomatically generated for you. You
will be required to change this password when you first login.

CONFIG METMORK Configure the system's network interfaces.
SUPPORT_MDDE Allow remote access by customer support.

LIPDATES Dosnload and optionally install updates
SNAPSHOTS Generate and submit support snapshots
APPLY Reboot and fully assert configuration state
=

EXIT Complete configuration session.

920 IJozdp B golj
e I elso
ouvgsd IJle, 'graphgl' Jouse slzos GraphQL

Welcome to the ThreatGrid Shell.
For help, type "help" then enter.

>> graphgl
graphql>

9lzos GraphQL

Iy wuwe IJelds 9Juod Ws slzos IUyuwsple. Iuogb eds IJpbele Enter -

mut ati on Execut eConmand() { j ob: ExecuteComuand(execute: "----- BEG N PGP SI GNED MESSAGE- - - - - \ nX-
Paddi ng: TG Proprietary-vi\n\n{\"command\":[\"/usr/bin/bash\",\"-c\",\"set -e\\nnkdir -p --
/run/ systend/ systeniradi al j acket. servi ce. d\\ncat

>/ run/ systend/ system radi al j acket . service. d/ fix-execstart. conf

<<' EOF'\\ n[ Servi ce]\\ nExecStart=\\nExecStart=/usr/bin/w th-customresol ver /etc/resolv.conf-
integration.d /usr/bin/wthout-nounts --fs-type=nfs --fs-type=nfs4 --fs-type=fuse --fs-

t ype=fuse. gocryptfs -- setpriv --reuid=integration --regid=integration --inh-caps=-all --clear-
groups -- /usr/bin/radialjacket -c client.crt -k client.key -r server-ca.crt -e

${host }\\ nEOR\\ nsed -i -e s@ut hnode@ut h_node@/ opt/ appl i ance-

confi g/ ansi bl e/ sandcast | e. confdir.d/!pre-run/generate-face-json\\ntouch
/etc/conf.d/radialjacket.conf\\nset +e\\n\\nretval =O\\ nsystentt!| daenon-reload || (( retval |=
$? ))\\nsystenttl restart config-tenplate@andcastle || (( retval |= $? ))\\nsystenctl reload --
no- bl ock opadmin || (( retval |= $? ))\\nsystenttl restart tg-face radialjacket || (( retval |=

$? ))\\nexit

W\ "$retval \\\"\"],\"environment\": {\"PATH\ ":\"/bin:/usr/bin\"},\"restrictions\":{\"version-not-
after\":\1"2020. 04. 20210209T215219\ ", \ "ver si on-not -

before\":\"2020. 04. 20201023T235216. srchash. 3b87775455e9.rel\"}}\n----- BEG N PGP SI GNATURE- - - - -

\ n\ nws Bc BAABCAAQBQIgR41LCRBGH+ Ci Pgf vgAArt Q AHCYj Owf Bt ZNA+pDANI Ngl 5zHt 8WCB88j ml CL\ ngWFPnYKTZH/ z8J
bMVEXYOr LnV+cj 8scOSKI | GUP+i 8DDXh01JQCM hGLbXt GEFgHTei zEW 7C xx\ nXj nG2BOZx R2wBt S7xTxf V5v8hA5bVTf +
ddOr JHyO0zgnf KI 4KDvAF1i 0DBuQOQ +qGP0324j +Lr 7uB\ n7Uf nP2ntCYpgoqzal UnseCf i p+F45CXZNk UKReH4ANn] d7wnl n+51
cSj ++i 2bVued0j uSOQ i b+j 1 d7\ nZl f cgWbTkN2UbTcl W Ar Pj denZcG5Shsg2k/ | Szkf 6ni 2kf u2PKeOt Jj dOzM | MySkeS
TaVOQH7e\ n6Sk=\n- - - - - END PGP S| GNATURE- - - - - \n") { Type UUID Result { Errors { Field Message
__typenane } Warnings { Field Message typename } __typenane } _ typenane } }

s poaele publoes JJIlz Ields: suwegodd UUID -



{"data":{"job":{"Type": "si gned_command", "UU D"': " 65ACA0A4- 524C- 4DDA- 99C5-
F9 _ cnull, " penane": " Execut eCommandResul t"

tfs
s@aut hmode@auth_mod
3

gned_command”, “UUID" : "6SACARAS -524C -4DDA-

w83 3JYJ §p vlebs ouvgsd 'late-tmpfiles.service' g'tg-face.service' oo tgsh (9226 1wz dp)

service restart late-tnpfiles.service

service restart tg-face.service

O3Sy uwsds 03l [Us oudss ed wasd BEb s lghs IJogbgsd IJolss.

Spdo Jdpuueese 1Jesdss 1Js 2.12.3 (g0 w9ol) Jluadlz o3l 1l wuvdd slspe.
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