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lJgl9s 2. luod IJs >Jsd /usr/local/broadworks/bw_base/sbin:

[root @s1l ~]# cd /usr/local/broadworks/ bw base/ sbin

IJgb96 3. 8o wouvgsd IJle, bwuserAdd -h Jw s gshle IJodgse:

[root @s1l shin]# ./bwiseradd —h M ssing argunent: role bwiseradd Version 1.14 USAGE: bwuseradd
e lugnle Ideuwle 1Jgassc sew weass ey 1Jbl IJLog6:
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Uz 696 4. & ivgsd 1Ule, bwuserAdd Jlosle puuwcise zos:

[root @s1 shin]l# ./bwiseradd -r BWORKS --passwd bwadnmi nl bwadm nl Changi ng password for user
bwadmi nl. passwd: all authentication tokens updated successfully. User will be required to
change password upon next |ogin Expiring password for user bwadm nl. passwd: Success WARNI NG

Pl ease nmake sure this user is created on all servers. WARNING Do not forget to run 'config-ssh
- cr eat eKeys

IJg1o96 5. 31 Iy AS powol Bs 9008 wble 1dpzedes: 8p wouvésd IUle) vdwo eds IJg 96
lJelogss:

[root @s2 sbin]# ./bwiseradd -r BWORKS --passwd bwadnmi nl bwadm nl Changi ng password for user
bwadm nl. passwd: all authentication tokens updated successfully. User will be required to
change password upon next |ogin Expiring password for user bwadm nl. passwd: Success WARNI NG

Pl ease nmake sure this user is created on all servers. WARNING Do not forget to run 'config-ssh
- cr eat eKeys

IJe96 6. §p woywrsd 1J>89d Jpuueisp e 95wp pbldood Llegbs wesso Jdes 1Upi9):!

bwadm n1l@s1's password: You are required to change your password inmediately (adm nistrator
enforced) WARNI NG Your password has expired. You nmust change your password now and | ogi n agai n!
Changi ng password for user bwadm nl. Current password: New password: Retype new password:

IJgo96 7. §p wouvésd 0, bin JJowdd |Js lusrllocal/broadworks/bw_base/bin g Js AS

bwadm n1@sl. M eus. | ab$ bin bwadm nl@sl. m eus. | ab$ pwd /usr/| ocal / br oadwor ks/ bw_base/ bi n
IJglogs 8. 9p wovgsd IJle, config-ssh Jluile j9z pldlose pube,d:

bwadm nl@sl. m eus. | ab$ ./config-ssh -createKeys bwadn nl@s?2

SSH CONFI GURATI ON TOOL version 2.2.22 ====
=> Setting default settings <= Setting 'StrictHostKeyChecking no' Setting 'ServerAlivelnterval
250" => DNS Sanity test <= [######HA#H#AHHAR] [ . L. ] Configured: y, Reachable: vy,
Resol ved: y, Required: n. Using bwadm nl@sl.meus.lab as |ocal peer nane for asl.nm eus.lab. =>
DNS OK <= => Peer reachability test <= [###] [...] => Creating SSH keys <= Creating keys for
bwadm n1l@s2... bwadm nl@s2's password: Cenerating ecdsa key... CGenerating rsa key... Creating
keys for bwadm nl@sl.m eus.lab... bwadm nl@sl. m eus.|ab's password: Generating ecdsa key...
Generating rsa key... => Keying SSH <= Preparing bwadm nl@sl.meus.lab for keying... C eaning
public keys for bwadm nl@s2... Sharing keys with bwadm nl@s2... Pushing |ocal public keys...
bwadm n1l@s2's password: Pulling renpote public keys... bwadm nl@s2's password: Sharing keys
with bwadm nl@s2... [done] => Fully neshing SSH peers <= => Recursing w th bwadm nl@s2 <=
Pushi ng config-ssh script to bwadm nl@s2... Launching config-ssh on bwadnm nl@s2... => Setting
default settings <= Adding 'StrictHostKeyChecking no' Adding 'ServerAlivelnterval 250" => DNS
Sanity test <= [######HA#H#HASHE] [ . . ] Configured: y, Reachable: y, Resolved: vy,
Requi red: n. Using bwadm nl@s2.m eus.|lab as | ocal peer name for as2.meus.lab. => DNS K <= =>
Peer reachability test <= [###] [...] => Keying SSH <= Preparing bwadm nl@s2. m eus. | ab for
keying... Cleaning public keys for bwadm nl@sl. mMeus.lab... Sharing keys with

bwadm n1@s1. M eus. |l ab... Pushing |ocal public keys... Pulling renote public keys... Sharing
keys with bwadm nl@sl. m eus.lab... [done] => Testing ssh configuration <= Testing

bwadm n1l@s2... [done] ==== SSH CONFI GURATI ON TOCL conpl eted ====
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bwadm nl@sl. m eus. | ab$ bwshower AS version Rel _24.0_1.944 Built Sat Jun 6 00:26:50 EDT 2020 -
BASE revi sion 909962 - AS revision 909962 Patching Info: Active Patches: 701
bwadni n1@s1. m eus. | ab$ bwcli

Br oadWor ks Command Li ne

Interface Type HELP for nore information

AS CLI >
pun9sd IJoble

IJodosy

lIJgbgs 1. luw§d |Js https://<AS_FQDN>/Login Page 9 9, wouwzsd 1U>89d J9lzos 9su.
IJgb9o 2. luodd IJs Iduble > pJod IJog s > 1Jpuudsdsu.

IJgo96 3. b§b 6 suoSS ).
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Administrator Add

Add a new systam or provisicning administratar.

QK Cancel

* Administrator ID: webadmin
Last Name: | Administrator
First Mame: | Web
* Initial Password: | =+ +es s s s
* Re-type Initial Password: (#essssass
Language: English

Administrator Type: (=) System () Provisioning
Read Only: () On (=) Off
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Administrators

Add a mew sysiam of provisioning adminisiralor or Manage exiling adminsiralors.

[ 1 = 1 I

Last Name [First Name Administrator Type Edit
wabadmin Adminigirator ‘Wab Systam Edit
| Page1of1]
Administrator ID Starts With ~ webadmin Find Eind A8

=X = 1 ——

e wouwesd Uiz &e wuvesd 1U589d 006 I8)s wluwedsle preses 25836 pu wslole Ilgepels
(Cop pbldocd vogss) Jdded 1de)y)):

Welcome Web Administrator [Logouy

Password Change
You must change your password before proceeding. You are here because gither this is your first login atiemgt or your password has expired. Please enter a new password

* Type new password: | sesseses

* Ro-typo now password; | «esssses

lowdd eI 1délksps Joldss w9l zpse 1Jgshle 1Jplbdss.

Spdud lsuol IJeedd e wslole Idlgopls Igssss guy CLL Idee 9lzos yulb) I9le, (CLI)
BroadWorks (BWCLI) 9ugd 1Jle, login olwegsle pzpses 23536 pu wslule [Jlgwpls:

AS _CLI > | ogin webadm n Password: webadmi n |ogging in...
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Administrator Add

Add a new serice provider administrator,

I = I

* Administrator 1D: | spladmin

Last Mame: | Administrator
First Mame: | SP1
* Initial Pasaword: sessss s s

* Re-type Initial Password: | #ssss s e s

Language: | English ~

Administrator Type: (s) Sarvice Provider () Customer () Password Reset Only
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Administrators

Add a new service provider administralor of manage existing administrators.

= X

Administrator iD [&] Last Name Firat Name Edit
spladmin Adminiztrator SP1 Edit

[Paga1af1]

I Administrator ID Starts With ~ spladmin Find Find All

—Trse. |

e wouwzsd 1089z ©p oumzsd 1U5gsd w6 s Lluwesle pzeses 23836 pu wslule Ilgcpls
(cop pbldocd vogss) Jdes 1de,y)):

Welcome SP1 Administrator [Logow)

Password Change
You must msﬂge Yo passwond balane gfomding. You are hare bacause aithar this is your firat Iogin attampt or your pasaword has axpired. Plagse antar a new password.

* Type curment password: | + s sssses
* Type new password: | svesssss

* Re-lype new password: = sssssss

. R

loedd gJIJ 1J8lkses Joldss 1o IJlgsble 1dpyowbd wpsld) 308 pesu ! 1Jpduuuwé os B Eb
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* puwdyd IJuble:

AS _CLI/ Subscri berMgnt/ Admi ni strator> h add When adding a new adninistrator to the system
you set the administrator user ID, access level, first and | ast nanes, and password.
Paraneters description: userld : The user ID for the adm nistrator. type : when set to
"systenml, allows for conplete access to the Application Server CLI and its functions. Wen
set to "prov", allows only Iimted access to the Application Server CLI, specifically
functions in the network |evel only. readOnly : Cannot configure the system attribute:
Addi tional attributes to include through the add command. | astNane : The user's |ast nane.
firstNane: The user's first name. |anguage : Indicates the | anguage to be used for the
admi ni strator. ================sssssssssSSSSSSSSSSSSSSSSsSsSssssssssssss============= add

< dpuw9sd o IUolise:

AS _CLI/ SubscriberMnt/ Resel | er/ Adni ni strator> h add This command is used to add a new
resell er adm nistrator. Wen this command is used, you are pronpted for password
information. Paraneters description: resellerld: The ID of the reseller. userld : The user
IDfor the reseller administrator. attribute : Additional attributes to include with the
nane comrand. | astNane : This paraneter specifies the reseller administrator's |ast name.
firstNane : This paraneter specifies the reseller adm nistrator's first name. |anguage :
This paraneter specifies the reseller administrator's supported | anguage.

o o o o . o e o o e o e e o e e e e s s e e e e ! e s s . . e e ! e . s s . B B ! e . e s . . B B ! . o s s B e add

 pwd9d 1Jpduwws | 39> 1UE>p6:

AS_CLI / Subscri ber Mgnt / Servi ceProvi der/ Admi ni strator> h add Wien addi ng a new service
provi der administrator to the system the corresponding service provider admnistrator's
user ID, first nane, and | ast names are set. You are pronpted for password information.
Paranmeters description: svcProviderld: The service provider. userld : The user ID for the
service provider adm nistrator. adnmi nType : Wen set to "normal", the service provider



admi ni strator has all standard access rights and privil eges. Wen set to "customer"”, the
custoner administrator only has access to the Group, User, and Change Password web portal
pages. Al so, the customer adninistrator has no access to Call Capacity and has read-only
access to Intercept G oup pages. Wen set to "passwordResetOnly", this value allows the
service provider administrator to reset the user's web and portal password only. attribute :
Addi tional attributes to include through the add conmand. |astName : The service provider
admi nistrator's last nane. firstNanme : The service provider adm nistrator's first nane.

| anguage : The service provider's supported | anguage.

pun99d IUpzesgs:

AS _CLI/ SubscriberMgnt / Group/ Admi ni strator> h add Wen adding a new group administrator to
the system the correspondi ng group nanme and service provider, and the group adm nistrator's
user ID, first name, and | ast name are set. Paraneters description: svcProviderld: The |ID of
the service provider to whomthe group and group administrator belong. groupld : The |ID of
the group to which the administrator belongs. userld : The user ID for the group

admini strator. attribute : Additional attributes to include through the add conmand.

| astNane : The group administrator's |last name. firstName : The group administrator's first
nane. |anguage : The supported | anguage for the group adnministrator.
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