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CISCO Software Central
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traditional icenses to Smart Licenses

Download new software or updates to your Generate and manage PAK-based and other
urment software device icenses, including demo icenses
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Secure Web Appliance Virtual AsyncOS for WSA
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Latest Release
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All Release ~ Cisco Web Security Virtual Appliance S1000V 14-0ct-2024 4826.82 MB v K
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EH New Virtual Machine Wizard X

= Specify Name and Location

Before You Begin Choose a name and location for this virtual machine,
The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory [ Name:  WSA15-2 ] @
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
ConnectVictual Hard Dick folder, the virtual machine is stored in the default folder configured for this server.
Installation Options () Store the virtual machine in a different location
Summary Location: C:\ProgramData\Microsoft\Windows\Hyper-V\ @

< Previous Finish Cancel
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8 New Virtual Machine Wizard X

J Spedify Generation

Before You Begin Choose the generation of this virtual machine.
Spedify Name and Location () Generation 1
This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
e virtual hardware which has been available in all previous versions of Hyper-V.
Configure Networking © Generation 2
Comnect sk L aaa] O
&;nstalation e A\ Once a virtual machine has been created, you cannot change its generation.
mary

More about virtual machine generation support

< Previous Finish Cancel
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide/m-about-cisco-secure-virtual-appliances.html?bookSearch=true#Cisco_Concept.dita_59ec0e28-1911-4899-b769-b5fad87d9e3f
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide/m-about-cisco-secure-virtual-appliances.html?bookSearch=true#Cisco_Concept.dita_59ec0e28-1911-4899-b769-b5fad87d9e3f
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide/m-about-cisco-secure-virtual-appliances.html?bookSearch=true#Cisco_Concept.dita_59ec0e28-1911-4899-b769-b5fad87d9e3f
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide/m-about-cisco-secure-virtual-appliances.html?bookSearch=true#Cisco_Concept.dita_59ec0e28-1911-4899-b769-b5fad87d9e3f
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide/m-about-cisco-secure-virtual-appliances.html?bookSearch=true#Cisco_Concept.dita_59ec0e28-1911-4899-b769-b5fad87d9e3f

EH New Virtual Machine Wizard

— Assign Memory

Before You Begin Spedify the amount of memory to allocate to this virtual machine. You can spedfy an amount from 32
. ) MB through 251658240 MB. To improve performance, specify more than the minimum amount
Specify Name and Location recommended for the operating system.
Spedfy Generation [ Startup memory: 4096 MB ]
_ [D Use Dynamic Memory for this virtual machine. ] @
Configure Networking
) o When you dedde how much memory to assign to a virtual machine, consider how you intend to
Connect Virtual Hard Disk use the virtual machine and the operating system that it will run.
Installation Options
Summary

< Previous Finish Cancel
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EH New Virtual Machine Wizard X

- Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
} i virtual switch, or it can remain disconnected.
Specify Name and Location
Specify Generation [Connecﬁum Default Switch B e ]

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

< Previous Finish Cancel
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EH New Virtual Machine Wizard X

[ Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can spedify the
sto now or con e it later by modifying the virtual machine’s properties.

Specify Name and Location rage now or configure | ¥ modifying the virtual m proper

e et () Create a virtual hard disk

Frer Use this option to create a VHDX dynamically expanding virtual hard disk.

Configure Networking Name: WSA15. 2.vhdx

Connect Virtual Hard Disk C:\ProgramData\Microsoft\Windows\Virtual Hard Disks\

Summary

Size: 127 GB (Maximum: 64 TB)

© Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

Location: C:\ProgramData\Microsoft\Windows\Virtual Hard Didtsﬁl Browse...

(O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous MNext Finish Cancel
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i Hyper-V Manager
File Action View Help

=2 B

B8 Hyper-V Manager I .
Ef DESKTOP-L677PTG okt Mackiees

Mame State CPU Usage Assigned Memory  Uptime Status Configurati...
WS5A15.2 )

Connect...

[ Settings... ]

Start

Checkpoint

Move...
Export...
Rename...

Delete...

Help
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% Settings for WSA15.2 on DESKTOP-L677PTG

WSA15.2 vi 4 p | B
2 Hardware . Security
r Add Hardware
(v | Firmware Secure Boot
Boot from Hard Drjve Use Secure Boot to help prevent unauthorized code from running at boot time
. Security (recommended).
Secure Boot disabled [ (") Enable Secure Boot J
W Temory Template:
4096 M
serE Microsoft Windows
] Processor

1 Virtual processor
=) €l scsI Controller
# o Hard Drive
coeus-15-2-0-164-5100V-disk-...
U Network Adapter
Default Switch
Management
E] Name
WSA15.2
B Integration Services
Some services offered
1 Checkpoints
Standard
F'-F' Smart Paging File Location
C:ProgramData'Microsoft\Windo...
i Automatic Start Action
Restart if previously running
[l Automatic Stop Action

Save

A

lJuo9,é - welbsd IJoposs |JTPQ
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Encryption Support
(] Enable Trusted Platform Module

A Trusted Platform Module (TPM) is a special purpose microprocessor which
provides cryptographic services to a compute platform.

Er at etabe am

Enaryption support requires a key protector (KP) configuration for the virtual
machine. If not already present, selecting one of these options will generate a
KP that allows running the virtual machine on this host.

Security Policy
Spedfy additional protection options for the virtual machine.
() Enable Shielding
This affects additional settings.
m vir tual machin ri
T
lo.

Ssb



https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide/m-about-cisco-secure-virtual-appliances.html?bookSearch=true#Cisco_Concept.dita_59ec0e28-1911-4899-b769-b5fad87d9e3f
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide/m-about-cisco-secure-virtual-appliances.html?bookSearch=true#Cisco_Concept.dita_59ec0e28-1911-4899-b769-b5fad87d9e3f
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide/m-about-cisco-secure-virtual-appliances.html?bookSearch=true#Cisco_Concept.dita_59ec0e28-1911-4899-b769-b5fad87d9e3f
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide/m-about-cisco-secure-virtual-appliances.html?bookSearch=true#Cisco_Concept.dita_59ec0e28-1911-4899-b769-b5fad87d9e3f
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide/m-about-cisco-secure-virtual-appliances.html?bookSearch=true#Cisco_Concept.dita_59ec0e28-1911-4899-b769-b5fad87d9e3f

[ settings for WSA15.2 on DESKTOP-L677PTG -

WSA15.2 vi 4 pr | B
A Hardware B Processor
B* Add Hardware
B Firmware chmmodfymemmbeofvimalpropeswsbasedmﬂwemberpfprocemm
Boot from Hard Drive the physical computer. ‘foucan.also modify othq resource control settings.
@ security Number of virtual processors: | 5%
Secure Boot disabled
Wl Memory Resource control
S s les -, You can use resource controls to balance resources among virtual machines.
B Processor -
A 0
e e
=1l cect Contralior 4 Percent of total system resources: 0
(#] o Hard Drive
coeus-15-2-0-164-5100V-disk-... Virtual machine limit (percentage): 100
+]
9 @ Ne_m«k: f:lapter Percent of total system resources: 250
Default Switch
A Management Relative weight: 100
Name el
WSA15.2 y
[ Integration Services A\ Hyper-Vis not configured to enable processor resource controls.
Some services offered Learn more -V processor confiquration options.
th Checkpoints
gy e @ his virtual machine is confiured with the folowing:
wm Smart Paging File Location
C:\ProgramDataMicrosoft\Windo... Sockets: S5
5 Automatic Start Action NUMA nodes per socket: 1

Virtual processors per NUMA node: 1
Memory per NUMA node: 32062 MB

Restart if previously running
ffo Automatic Stop Action
Save

R
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7 Settings for WSA15.2 on DESKTOP-L6TTPTG = X

WSA15.2 v 4 pr B
2_Hardware B* Add Hardware
@ | B* Add Hardware ]
B Frmware You can use this setting to add devices to your virtual machine.
Boot from Hard Drive Select the devices you want to add and dick the Add button.
@ security '
Secure Boot disabled [ Network Adapter
Wl Memory
4096 MB
[ processor

5 Virtual processors

= &8 5¢SI Controller Add
== Hard Drive
coeus-15-2-0-164-5 100V -disk-... Virtual machines are created with one network adapter. You can add additional network
@ Network Adapter adapters as needed.

Default Switch
% Management
1] Name
WSA15.2
H Integration Services
Some services offered
h Chedkpoints
Standard
@ Smart Paging File Location
C:\ProgramData\Microsoft\Windo. ..
{5 Automatic Start Action
Restart if previously running
% Automatic Stop Action
Save

IJg 096 23. 235 1 pzod Idbloy.s.



% Settings for WSA15.2 on DESKTOP-L677PTG - X
WSA15.2 [ 4]
% Hardware ’% Network Adapter
r Add Hardware
I Firmware Specify the configuration of the network adapter or remove the network adapter.
Boot entry changes pending Virtual switch:
@ Security Default Switch e
Secure Boot disabled
VLAN ID
W Memory
4096 MB D Enable \rirtual LAN identiﬁcation

# I} processor
5 Virtual processors
= & scsI Controller
¥ 5 Hard Drive
coeus-15-2-0-164-5100V-d...
5{. Network Adapter
Default Switch
U Metwork Adapter
Default Switch
Network Adapter
Default Switch
Network Adapter
Default Switch
U Network Adapter
Default Switch

A Management

[+ [+
o= sfE

s

=

[x] Name
WSA15.2
|] Integration Services
Some services offered
th, Checkpoints
Standard
S8 Smart Pagi il i
- ging File Location
C:\ProgramData\Microsoft\Win...
i Automatic Start Action
Restart if previously running
L] - P——

02958 - 2o Wegad Ibloss
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Bandwidth Management
() Enable bandwidth management

To remove the network adapter from this virtual machine, dick Remove,

Remove
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https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance-s690x/222554-configure-secure-web-appliance-initial-s.html
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance-s690x/222554-configure-secure-web-appliance-initial-s.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220474-configure-decryption-certificate-in-secu.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220561-configure-and-troubleshoot-snmp-in-swa.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220561-configure-and-troubleshoot-snmp-in-swa.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220561-configure-and-troubleshoot-snmp-in-swa.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220561-configure-and-troubleshoot-snmp-in-swa.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/221765-enable-specific-youtube-channel-video-an.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/221765-enable-specific-youtube-channel-video-an.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/221765-enable-specific-youtube-channel-video-an.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/221765-enable-specific-youtube-channel-video-an.html
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