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lJgbes 1: wJdosy, Nexus 9000

1. odosu AAA.

OIS w8 wpdsu puol> 86 TACACS: 5099 zoly Nexus gu luwwsle 1dp ol §o
lJpedso 95wl s luwedsle IJpuolb 96 Idpuwenso [Js Ebe AAA.

Nexus9000(config)# feature tacacs+

Nexus9000(config)# tacacs-server host <Your ISE IP> key O Nexus3xample
Nexus9000(config)# tacacs-server key 0 "Nexus3xample"

Nexus9000(config)# aaa group server tacacs+ IsePsnServers
Nexus9000(config-tacacs+)# server <Your ISE IP>

Nexus9000(config)# aaa authentication Togin default group IsePsnServers local

2. 9p wodosu Iy ldpguoue wluwedsle ldpcbdole [deess.



Nexus9000(config)# role name helpdesk
Nexus9000(config-role)# description Can perform basic Toubleshooting and bounce certain ports
Nexus9000(config-role)# rule 1 permit read
Nexus9000(config-role)# rule 2 permit command enable *
Nexus9000(config-role)# rule 3 permit command ssh *
Nexus9000(config-role)# rule 4 permit command ssh6 *
Nexus9000(config-role)# rule 5 permit command ping *
Nexus9000(config-role)# rule 6 permit command ping6 *
Nexus9000(config-role)# rule 7 permit command telnet *
Nexus9000(config-role)# rule 8 permit command traceroute *
Nexus9000(config-role)# rule 9 permit command traceroute6 *
Nexus9000(config-role)# rule 10 permit command telnet6 *
Nexus9000(config-role)# rule 11 permit command config t ; interface
Nexus9000(config-role)# rule 12 permit command config t ; interface

*

; shutdown
* + no shutdown
vlan policy deny

interface policy deny

Nexus9000(config-role-interface)# permit interface Ethernetl/1
Nexus9000(config-role-interface)# permit interface Ethernetl/2
Nexus9000(config-role-interface)# permit interface Ethernetl/3
Nexus9000(config-role-interface)# permit interface Ethernetl/4
Nexus9000(config-role-interface)# permit interface Ethernetl/5
Nexus9000(config-role-interface)# permit interface Ethernetl/6
Nexus9000(config-role-interface)# permit interface Ethernetl/7
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/9
Nexus9000(config-role-interface)# permit interface Ethernetl/10
Nexus9000(config-role-interface)# permit interface Ethernetl/11
Nexus9000(config-role-interface)# permit interface Ethernetl/12
Nexus9000(config-role-interface)# permit interface Ethernetl/13
Nexus9000(config-role-interface)# permit interface Ethernetl/14
Nexus9000(config-role-interface)# permit interface Ethernetl/15
Nexus9000(config-role-interface)# permit interface Ethernetl/16
Nexus9000(config-role-interface)# permit interface Ethernetl/17
Nexus9000(config-role-interface)# permit interface Ethernetl/18
Nexus9000(config-role-interface)# permit interface Ethernetl/19
Nexus9000(config-role-interface)# permit interface Ethernetl/20
Nexus9000(config-role-interface)# permit interface Ethernetl/21
Nexus9000(config-role-interface)# permit interface Ethernetl/22
Nexus9000(config-role-interface)# permit interface Ethernetl/25
Nexus9000(config-role-interface)# permit interface Ethernetl/26
Nexus9000(config-role-interface)# permit interface Ethernetl/27
Nexus9000(config-role-interface)# permit interface Ethernetl/28
Nexus9000(config-role-interface)# permit interface Ethernetl/29
Nexus9000(config-role-interface)# permit interface Ethernetl/30

Nexus9000# copy running-config startup-config
[##t#### R R H R R R H R ] 100%
Copy complete, now saving to disk (please wait)...

Copy complete.
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> New Network Access User

~ Network Access User
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p0 91208 IJpuwegse Idyuwspss (ISE). luodd 1Js 1Jg pdsle > TACACS > 1Juwedle Ipuluiyé.
98p wotrs Idywed Iss sblod luwe ldpuwctsp dpuwce: sludy odluosd uved
IJogvésd Jede Idowyso.

wved Tacacs Live

99zje pu lJodlosd IJos souopewol 03l IJo@)s) Spdu Idews) eds Buwe IJlgweglwo
23S Spdud puilors Jsdss Jsle ISE wlhzle IJBspeo shellroles="help desk”

{Author-Reply-Status=PassRepl;

Response
Spons AvVPair=shell:roles=" helpdesk" ; }

IUluwozlos Jodluosd Iduved ol

eJs golj Nexus:

Nexus9000 login: iseiscool
Password: VainillaISE97

Nexus9000# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Nexus9000(config)# interface ethernet 1/23

% Interface permission denied

Nexus9000(config)# ?
interface Configure interfaces

show Show running system information
end Go to exec mode
exit Exit from command interpreter

Nexus9000(config)# role name test
% Permission denied for the role

Nexus9000(config)#

Nexus9000(config)# interface loopback 0
% Interface permission denied

Nexus9000(config)#
Nexus9000# conf t

Nexus9000(config)# interface ethernet 1/5
Notice that only the commands allowed are Tisted.
Nexus9000(config-if)# ?

no Negate a command or set its defaults
show Show running system information
shutdown Enable/disable an interface

end Go to exec mode



exit Exit from command interpreter

Nexus9000(config-if)# cdp
Nexus9000(config-if)# cdp enable
% Permission denied for the role
Nexus9000(config-if)#

lweduuld IJlgble gl oJlzol

* 0zl pu lpdlusd 1dsuo9d IJs ISE pu gol; Nexus.Nexus9000# ping <ISE IP J>sJ>
ltool) logold <ISE IP> (<ISE IP> 56 Llse wslule
64 Llsw pu <ISE IP>: icmp_seq=0 ttI=59 time=1.22 pJdJs <lousé
64 Jlse pu <ISE IP>: icmp_seq=1 tt1=59 9§.=0.739 pJJs &luss
64 Jlse pu <ISE IP IJ¢lue o JJ: icmp_seq=2 ttI=59 1J9,§-=0.686 pJJs <luso
64 Clse pu <ISE IP IJ¢lue wJ: icmp_seq=3 ttI=59 9.90=0.71 pJJs &lusé
64 Jlse pu <ISE IP>: icmp_seq=4 t11=59 9.90=0.72 pJJs <luss
* 388w L Bug psule 49 Ly ISE gzol; Nexus.
Nexus 9000# _,ulpee Telnet <Your ISE IP> 49
Swe lJlo pelods <ISE IP> ...
pouod w <ISE IP 1Jgluo o> .
2 IJos9e 09 T
. iuuoé_)ro OUOTST Uié_]olc lJolds:

debug tacacs+ all

Nexus 9000#

Nexus 9000# 2024 APR 19 22:50:44.199329 tacacs: event_loop(): | yvwsgle process_rd_fd_set
2024 Iu,sJ 19:50:44.199355 tacacs: process_rd_fd_set: lowwsgle p Idlogold J FD 6

2024 Iu,sJ 19:50:44.199392 tacacs: FSRV JI swooJd 8421 opcode

2024 iw.__sJ 19:50:44.199406 tacacs: process_implicit_cfs_session_start: [>zlJ...

2024 apr 19 22:50:44.199414 tacacs: process_implicit_cfs_session_start: |uole: uzu Vs 2lJs
websd IJossse

2024 I,sJ 19:50:44.199424 tacacs: process_aaa_tplus_request: 1U>g9J Jeg < eJuwé &oJ
IJeol>$6 sldedasuo sldeeluve s (AAA) O

2024 APR 19 22:50:44.199438 tacacs: process_aaa_tplus_requestlJwz 88 pw 2lJo 1Jeowds
mgmtO g servergroup IsePsnServers

2024 iVJ§J 19:50:44.199451 tacacs: tacacs_global_config(4220): |>¢lJ ...

2024 Iu,sJ 19:50:44.199466 tacacs: tacacs_global_config(4577): get_req...

2024 apr 19 22:50:44.208027 tacacs: tacacs_global_config(4701): |uwelé Sspé llzle
Jepdss odssu lduyswsded Idegldps:iduele

2024 Iu,sJ 19:50:44.208045 tacacs: tacacs_global_config(4716): req:num server 0

2024 apr 19 22:50:44.208054 tacacs: tacacs_global_config: req:num pge9¢6 1

2024 apr 19 22:50:44.208062 tacacs: tacacs_global_config: req:num poJé 5

2024 i )sd 19:50:44.208070 tacacs: tacacs_global_config: req:num deadtime 0O

2024 apr 19 22:50:44.208078 tacacs: tacacs_global_config: req:num encryption_type 7

2024 i.__,JHsJ 19:50:44.208086 tacacs: tacacs_global_config: Lzle lJeslule 1Jed 56 0

Swe pde 2024 APR 19 22:50:44.208098 tacacs: process_aaa_tplus_request:group_info w9s



aaa_req. J>JJ swp lgwwdle pzesesd [Ugslsp IsePsnServers

2024 I, sJ 19:50:44.208108 tacacs: tacacs_servergroup_config: 1J>g9J Jeze9eé 1Jgsb o
lJo, w0

2024 apr 19 22:50:44.208117 tacacs: tacacs_servergroup_config: GETNEXT_REQ Jo,w
02986 E9bp IJu,90999J:0 name:

2024 apr 19 22:50:44.208148 tacacs: tacacs_pss2_moveZ2key: rcode = 4048003 syserr2str = JI
$92> pIwlz PSS o3l

2024 apr 19 22:50:44.208160 tacacs: tacacs_pss2_moveZ2key: | wosgle pss2_getkey

2024 apr 19 22:50:44.208171 tacacs: tacacs_servergroup_config: GETNEXT_REQ szwos £Js
Doy pze9es g9 e IJu,9w9dsd:2 name:lsePsnServers

2024 apr 19 22:50:44.208184 tacacs: tacacs_servergroup_config: [uuoglss 9sped Idbele Jepdsd
perded IJussesdsdilduele

2024 APR 19 22:50:44.208194 tacacs: tacacs_servergroup_config: Lzle vslule 0 Jegesgd ¢9lsp
lJoy9e9d9J:IsePsnServers

we lJewy) eds 2024 APR 19 22:50:44.208210 tacacs: process_aaa_tplus_request: Group
IsePsnServers. wp lJge9) eJs VRF IUpdlod lWelosl ey )-trf o9 0

2024 i )sd 19:50:44.208224 tacacs: process_aaa_tplus_request: |[Jwg 99 pu 9g9> mgmtO
vrf:management o $lJ vrf:ilJlW o, )lsos JJpzesso lJplb 9o

2024 i )sd 19:50:44.208256 tacacs: process_aaa_tplus_request:mgmt_if 83886080

2024 apr 19 22:50:44.208272 tacacs: process_aaa_tplus_request:global_src_intf : 0. src_intf
lJpeds 09 0 9 vif_name o9 IJlgsh IJIe,)los

2024 I, sJ 19:50:44.208286 tacacs: create_tplus_req_state_machine(902): IJ>g¢9d Jeg 8
eduwd gpd 1dpuol586 9lJe99s o 9ldpzlumes (AAA) O

2024 I, 19:50:44.208295 tacacs: g5 Izojé 1JzlJs 0

2024 I, 19:50:44.208307 tacacs: init_tplus_req_state_machine: 1J>¢9J Jeg 8 zJuws &poJ
IJeol>$6 sldedas o sldeeluves (AAA) O

2024 apr 19 22:50:44.208317 tacacs: init_tplus_req_state_machine(1298):tplus_ctx o9 NULL sz
o sJow B 2lJs 1ed s sldlze ol

2024 APR 19 22:50:44.208327 tacacs: tacacs_servergroup_config: 1J>g9d Jpege9ed 1JE9l> e
IsePsnServers. |Jo w0

2024 APR 19 22:50:44.208339 tacacs: tacacs_servergroup_config: GET_REQ Jwo,w pzpe9€06
e9bp IJo,909d9J:0 name:lsePsnServers

2024 APR 19 22:50:44.208357 tacacs: find_tacacs_servergroup: 1J>g9d Jpege9ed 1Jg9l> e
IsePsnServers

2024 apr 19 22:50:44.208372 tacacs: tacacs_pss2_movezZkey: rcode = 0 syserr2str = yele
2024 APR 19 22:50:44.208382 tacacs: find_tacacs_servergroup: 1Jg, 9z Jezeses 1Jg9ls e
IsePsnServers o9 2

2024 APR 19 22:50:44.208401 tacacs: tacacs_servergroup_config: GET_REQ:
find_tacacs_servergroup glol 0 Jeze9e6 9030 1Jw,90939] IsePsnServers

2024 apr 19 22:50:44.208420 tacacs: tacacs_pss2_move2key: rcode = 0 syserr2str = yelg
2024 apr 19 22:50:44.208433 tacacs: tacacs_servergroup_config: GET_REQ szw9s £Js o, w
02986 29bp 1w, 9w9d9J:2 name:lsePsnServers

2024 los) 2024 oysd 19 22:52024 1, 19 22:52024 1 ,sJ 19 22:5

Nexus 9000#

* e vlole Idodlb 25es (Jeruo wdluosd Idzies: sew edsd wéssy oduosdle



Wireshark TACACS+: guegase Idpole IJpuve,d Idpuwegse po Gwd Nexus 9 ISE)

| Time | Sc| De| Protocol | Length | Info
66 22:25:88.757401 w = TACACS+ 107 R: Authorization

» Transmission Control Protocol, Src Port: 49, Dst Port: 58863, Seq: 1, Ack: 98, Len: 41
v TACACS+
Major version: TACACS+
Minor version: @
Type: Authorization (2)
Sequence number: 2
» Flags: @x8@ (Encrypted payload, Multiple Connections])
Session ID: 1136115821
Packet length: 29
Encrypted Reply
+ Decrypted Reply
Auth Status: PASS_REPL (@x82)
Server Msg length: @
Data length: @
Arg count: 1
Argl[e] length: 22
Argl[e] value:| shell:roles="helpdesk"
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54 22:25:88.701757 - - 121 Q: Authentication

CACS+
Major version: TACACS+
Minor version: 1
Type: Authentication (1)
Sequence number: 1
Flags: @x@@ (Encrypted payload, Multiple Connections)
Session ID: 232251358
Packet length: 43
Encrypted Reguest
Decrypted Reguest
Action: Inbound Login (1)
Privilege Level: 1
Authentication type: PAP (2)
Service: Login (1)
User len: 9
User: iseiscool
Port len: 1
Port: @
Remaddr len: 12
Remote Address:
Password Lenath: 13
Password: VainillaISE97
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