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Source Destination Pratocal Length  Info

Ho. Ty
1e. 3e:43:08:80:45:c8 VeommsCo_87:89:48 LLC 124 I, H(R)=@, N(5)=8; DSAP ISO Network Layer (unofficial?) Group, SSAP IBM Met Management Command
2 2.229 38:46:08:80:45:C0 VeommeCo_87:89:48 LLC 124 I, N(R)=@, N(5)=8; DSAP @xd4c Individual, SSAP @xca Response
3 7.83739 3e:43:88:80:45:C0 VecommsCo_§7:69:49 LLC 124 I, N(R)=8, N(5)=8; DSAP IS0 Network Layer (unofficial?) Group, 55AP HP Extended LLC Command
4 12.238180 32:46:08:80:45:c0 VeommsCo_87:89:49 LLC 124 I, N(R)=@, N(5)=8; DSAP @xdc Individual, SSAP @xce Response
5 17.737592 3e:43:08:00:45:c8 VeommsCo_87:89:49 LLC 124 I, N(R)=8, N(S)=8; DSAP ISO Network Layer (unofficial?) Group, SSAP Remote Program Load Command

6 21.739701 3e:46:08:080:45:¢0 VeommsCo_87:89:48 Lc 124 I, N(R)=8, N(S5)=8; DSAP @xdc Individual, SSAP @xd2 Response

7 25.657623 143:08:00:45:00 VcommsCo_87:89:48 LLC 124 I, N(R)=8, N(5)=@; DSAP @x36 Individual, SSAP NULL LSAP Command

8 29.259663 VecommsCo_87:89:48 LLC 124 I, N(R)=8, N(S)=8; DSAF @xdc Individual, SSAP @xd6 Response

9 35.877480 VeommsCo_87:89:48 LLC 124 I, H(R)=8, N(S)=8; DSAP @x36 Individual, SSAP SNA Path Control Command
10 36.899616 VeommsCo_87:89:48 LLE 124 I, N(R)=8, N(S)=8; DSAP @xdc Individual, SSAP @xda Response

11 45 maaain Veammern R7: 8040 Lic 134 T MIRAmG MSS\e: DSAD OxEA Tndiuidual  SSAR SHMA Command

Internet Protocol Version 4, Src: 172.16.8.1 jt: 172.16.8.45
Generic Routing Encapsulation (@x8848 -
¥ MultiProtocol Label Switching Header, Label, - P g ls TTL: 254
2600 2280 DOER 1888 188 .... ... ..

P | . .... = MPLS Bottem Of Label Stack: 1

unknown

¥ PW Ethernet Control Word
Sequence Number: 24864

~
Destination: VcommsCo_87:89:48 (0@:05:50:87:89:40)
Source: 3e:43:08:00:45:c@ (3e:43:88:00:45:c8)

v Logical-Link Control
DSAP: Unknown (@x35)
SSAP: IBM Net Management (@xf4)
Control field: I, N(R)=8, N(5)=0 (@xeeee)
v Data (6@ bytes)
Data: @1593ea 2@
[Length: &@]
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cubdd 1IB)luos: s9p Wireshark wo,zes szole Iolse 1dLoe IJlsds pu pzods 2ie MPLS
L2VPN eJs osise Control Word. sz ouozst o3l IJlple Jdzie IJos wp ogdsol go, OTV.
JJdsle w3dIi 1oy win dplsuw Idlspes 998 28 cuwess MPLS Jls oo Izie: slée, S
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» Frame 1l: 124 bytes on wire (992 bits), 124 bytes captured (9292 bits)

> Ethernet II, Src: Cisco_48:3e:43 (50:87:89:408:3e:43), Dst: Cisco _48:3e:42 (50:87:30:48:3e:42)
» Internet Protocol Version 4, Src: 172.16.8.14, Dst: 172.16.8.45

» Generic Routing Encapsulation (@x5843 - unknown)
¥ MultiProtocol Label Switching Header, Label: 132, Exp: 6, S: 1, TTL: 254

2epe oeee peoe leed vlee

= MPLS Label: 132

.................... 118. .... .... = MPLS Experimental Bits Expand Subtrees Shift+Right
....................... 1.... .... = MPLS Bottom Of Label 5 Expand All Ctrl+Right
........................ 1111 1118 = MPL5 TTL: 254
¥ PW Ethernet Control Word Collapse Al CrlLeft
Sequence Number: 24864 Apply as Column
v
» Destination: VcommsCo 87:89:48 (@0:85:50:87:89:48) Apply as Filter »
> Spurce: 3e:43:85:88:45:c8 (3e:43:08:80:45:c8) .
. Prepare a Filter »
v Logical-Link Control Conversation Filter L
> DSAP: Unknown (@x35) Colorize with Filter g
> S54P: IBM Net Management (Bxf4) Follow >
> Control field: I, N(R)=@, N{S)=@ (@xB080)
¥ Data (6@ bytes) Copy »
Data: @1l593ea/cd4d@BE0lcbpaaaasa2elaa305400000100000000. ..
Show Packet Bytes...
[Length: &@]
Export Packet Bytes.., Ctrl+H
Wiki Protocol Page
Filter Field Reference
Protocol Preferences L
o o LiNked Packet

Show Linked Packet in Mew Window

1o, vy Idelouw 1Jlsew eds 28d gwslo MPLS gl¢ e, s BY 1de,es) J...
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M Wireshark . Decode As.., ? >

Field Value Type Default  Current
MPLS protocol - |13}‘_ o | Integer, base 10 (none) | (none) -
(nong) ~

CESoP5SM basic (no RTP)

-

Ethernet PW (no

Did

CW)

Frame Relay DLCI PW

Generic PW (with CW)

HDLC PW with PPP payload (no CW)

HOLC PW, FR port mode (no CW) b

(] [=] [l

I Ok | | Save | | Cancel Help
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4w @ Rec=FiEEaaan
(N |mpls.label ==132
Mo, Time Vian Source Destination Protocol Length Info

1 8.e68668 166.6.8.1 224.8.8.5 OSPF 124 Hello Packet
: 124 Hello Packet
4 Hello
124 Hello
124 Hello
4 Hellao
124 Hello
Hello
0SPF 124 Hello
0SPF 124 Hello
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Frame 1: 124 bytes on wire (992 bits), 124 bytes captured (992 bits)
Ethernet II, Src: Cisco 48:3e:43 (508:87:89:48:3e:43), Dst: Cisco 48:3e:42 (58:87:89:48:3e:42)
Internet Protocol Version 4, Src: 172.16.8.14, Dst: 172.16.8.45
Generic Routing Encapsulation (8x8848 - unknown)
¥ MultiProtocol Label Switching Header, Label: 132, Exp: 6, 5: 1, TTL: 254
aa6e aaee oaee 1666 eled .... .... .... = MPLS Label: 132
. 118. .... .... = MPLS Experimental Bits: &
..1 .... .... = MPLS Bottom Of Label Stack: 1
1111 1118 = MPLS TTI ¢ 7iﬁ
Ethernet II, Src: Cisco_4@:3e:43 (58:87:89:48:3e:43), Dst: IPv4mcast @5 (@1:88:5e2:00:00:085)
Internet Protocol Version 4, Src: 188.8.8.1, Dst: 224.8.8.5
¥ Open Shortest Path First
0SPF Header
0SPF Hello Packet

Ss&ue Wireshark v dd Logse pewss Idgie Idos ogdwd OTV
B o,yps) IJzip Bes iwds VLAN 200

cubod IJgbsle ledlo gdis Is G ds VLAN pgwes g0, OTV. eds pwwsd Idedld: Wlgwesle
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lé ldoegdsd.
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g RE Qes=7s5Eaaanm
|([mpls.label ==232 )

NDHE Wlan Source Destination Protocol Length Info

1 @.eee008 3e:46:88:00:45:c0 Remotek 87:89:4@ LLC 116 I, N(R)=@, N(5)=@; DSAP @x3e Group, S5AP @xae Command
2 2.346992 3e:43:08:00:45:c0 Remotek_87:89:48 LLC 116 I, N(R)=8, N(5)=8; DSAP @x3c Group, S5SAP 8x7@ Command
3 4.683176 3e:46:88:00:45:c0 Remotek_87:89:48 LLC 116 I, N(R)=8, N(5)=8; DSAP @x3e Group, SSAP @xae Response
4 5.981213 3e:43:03:00:45:c0 Remotek 87:89:48 LLC 116 I, N(R)=8, N(5)=8; DSAP @x3c Group, SSAP @x7@ Response
5 9.373389 3e:46:88:00:45:c0 Remotek_87:89:48 LLC 116 I, N(R)=8, N(5)=8; DSAP @x3e Group, 5SAP 8xb@ Command
6 11.33@8387 3e:43:08:00:45:c0 Remotek_87:89:48 LLC 116 I, N(R)=8, N(5)=8; DSAP @x3c Group, S5SAP 8x72 Command
7 13.715773 3e:46:88:00:45:c0 Remotek_87:89:48 LLC 116 I, N(R)=8, N(5)=8; DSAP @x3e Group, SSAP 8xb@ Response
8 16.182792 3e:43:08:00:45:c0 Remotek_87:89:48 LLC 116 I, N(R)=8, N(5)=8; DSAP @x3c Group, SSAP 8x72 Response
9 18.185963 3e:46:88:00:45:c0 Remotek 87:89:48 LLC 116 I, N(R)=8, N(5)=8; DSAP @x3e Group, SSAP @xb2 Command
18 208.554788 3e:43:08:00:45:c0 Remotek_87:89:48 LLC 116 I, N(R)=8, N(5)=8; DSAP @x3c Group, S5SAP 8x74 Command
11 2 QST A 2 AG AR AR AS s D +al 27.20.-A0 11 116 T MDY —3 MiSA—@A. DCAD G (TR AD Qvh? D

Frame 1: 116 bytes on wire (928 bits), 116 bytes captured (928 bits)
Ethernet II, Src: Cisco 48:3e:46 (50:87:89:408:3e:46), Dst: Cisco 48:3e:42 (50:87:89:48:3e:42)
Internet Protocol Version 4, Src: 172.16.8.45, Dst: 172.16.8.14
Generic Routing Encapsulation (@x8848 - unknown)
¥ MultiProtocol Label Switching Header, Labelg 2
boee oo ooed 1lle leed .

ceea e 2 i #T Bits: 6
B = MPLS Bottom OF Label Stack: 1
. 1111 1118 = MPLS TTL: 254
¥ PW Ethernet Control Word
Sequence Number: 24864
w
Destination: Remotek 87:89:4@ (@0@:0a:50:87:89:48)
Source: 3e:46:05:80:45:c@ (3e:46:85:00:45:c8)

v Logical-Link Control
DSAP: Unknown (@x3T)
SSAP: Unknown (@xae)
Control field: I, N(R)=8, N(S5)=0 (@xoee@)
v Data (52 bytes)
Data: @158d@efc 2857,
[Length: 52]

£502 IUzie Juiods VLAN 200, 1Jp9 ugs £y OTV

wpe> wzso Wireshark wese wized 9z3le Idulse IJgJeds 1lsds po 258 MPLS gJis Tuol
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Am® RE Qex=§ 4[5 o o G

[ 1] | mpls.|abel == 232

Ma, Time Vlan Source Destination Protocol Length Info

1 8.888888 288.8.8.,2 . .18 EIGRP 116 Hello
i EIGRP Hello
EIGRP 116 Hello
EIGRP 116 Hello
EIGRP 116 Hello
EIGRP 116 Hello
EIGRP 116 Hello
EIGRP 116 Hello
EIGRP 116 Hello
EIGRP 116 Hello

E TS50 0

fy
B~

oW
=

o
1

LU=l s I |

ok

1a
1@
1@
1@
1@
1.0

= =
- &

Frame 1: 116 bytes on wire (928 bits), 116 bytes captured (928 bits)
Ethernet II, Src: Cisco_4@:3e:46 (50:87:89:408:3e:46), Dst: Cisco_4@:3e:42 (50:87:89:408:3e:42)
Internet Protocol Version 4, Src: 172.16.8.45%, Dst: 172.16.8.14
Generic Routing Encapsulation (8x8848 - unknown)
¥ MultiProtocol Label Switching Header, Label: 232, Exp: 6, S: 1, TTL: 254
/0ERE PEEE BEE0 1110 1888 .... .... .... = MPLS Label: 232
118. .... .... = MPLS Experimental Bits: 6
.1 v.u. +u.. = MPLS Bottom OFf Label Stack: 1
e 1111 1118 = MPLS TTL: 254
Ethernet II, Src: Cisco_48:3e:46 (50:87:89:48:3e:46), Dst: IPvdmcast @a (91l:90:52:00:00:8a)
Internet Protocol Version 4, Src: 298.8.8.2, Dst: 224.8.8.18
Cisco EIGRP

serue WiResHark o vdJ Lozse 2036 w9, 200 Jubwds VLAN Jz 50 EIGRP
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clos gpdsle couso Wireshark gls wluwogsle 116 wzrsy e uwby IUIsle) IJos wuves
Editcap. spJdu o w@9p 030 IUbl6 Ll5ldo OTV IJleds wuvdd woliss pu 1Jz)e IJpdodbs. 9ol
Suvee wOw? IJgie IJos wp ldoglbol sopdsdol wuwosds 8Os 9lzos IJpyuese IUyuw9pssd
(GUI) oo Wireshark: >9¢ 1Jglzé s sowl ywded wedsd Wireshark ss9.sl.

oubésd Editcap gJs IJoblpe IJIgulgus J Windows

Vs uble oubgsd Windows: sop wowse editcap.exe wvdd 19l os Vs >Jsd c:\Program
Files\Wireshark>.

Bp woubgsd odo IUbls pg £dles -C JI5IJ6 OTV IJieJs 928 b IJuoses b pJud .pcap.

c:\Users\cisco\Desktop> "c:\Program Files\Wireshark\editcap.exe" -C 42 otv-underlay-capture.pcap
otv-underlay-capture-no-header.pcap
c:\Users\cisco\Desktop>

oubgsd Editcap gJs IJoble IJigslgus Joble IJoubgsd Mac OS

Vs uble ouvgsd Mac OS: sw99) weys) Vs /ust/local/bin ez Js.

CISCO:cisco$ /usr/local/bin/editcap -C 42 otv-underlay-capture.pcap otv-underlay-capture-no-
header .pcap
CISCO:cisco$

Lilds Llgw OTV o 1z Idpdedbs wluueisleEditcaplsls. sd@s 9lzs> pedsple VLAN Ios
oe wypsiol Jzie pu sluw MPLS: 9lJ3s 09 wd9,0 2ie po OTV Shim. wid,) lu suwogped
'mpls.label == <vlan number extended g, OTV> + 32>' Wireshark GUI o, ve Sod 1ilJs6 ,luw
OTV Lluwwgsle 516 editcap. |51 ly cedsd 2)IJs py9) Idwslule V@b oy VLAN gluo plbdye.

lJs,b

sobdo lgwednld puvddle edsd wy9wsdad OTV ey Cisco sl odlzol Wopl zssl JJoBuss:
PU JJ YU uqu_cSJ PUVNUIS Uuadp B,DUJOS_) UL PSU pUNUI9S |Ju6|u|u 90U E_JU UubuxS&
lJwogld Jbglu cedsd e Julez Ipeloss pod Wireshark. spdo lo seww o3l Jobosd
23S 990 BOS uaJSJ 2p6 OTV. Cldluolws |Js gsble eHuo 1dg)e 1dpgoduds: s99) cowse
Wireshark Uupg.)@s 1516 Joprs) IJC){: SpeJduol vuywsb UCJ&SJ lJzipd. 903 suwpe v ds)
quuduuld IJICJolc gluadleol eds lgjle pewss 1deips IJIYe, Lodé veduwéd gpd pESUS
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