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NEXUSL?OIO
VLAN: 99 and 201 o
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feature ospf

feature pbr

feature interface-vlan
feature hsrp

feature rise

vlan 1,99, 125, 130, 132, 201

route-map _rise-systemrnap-Vlianl25 pernit 1
Manual configuration is NOT required.
match i p address _rise-systemacl-20.20.21.5-Vl anl125
Manual configuration is NOT required.
set ip next-hop 20.20.21.5
Manual configuration is NOT required.
route-map _rise-systemrnap-Vlianl32 pernit 1
Manual configuration is NOT required.
match i p address _rise-systemacl-20.20.21.5-Vl anl132
Manual configuration is NOT required.
set ip next-hop 20.20.21.5
Manual configuration is NOT required.

interface VI an99

description R SE control VLAN SV
no shut down
ntu 9216
no ip redirects
i p address 20.20.99. 2/ 24
no ipve redirects
i p ospf passive-interface
hsrp version 2
hsrp 99

pr eenpt

priority 110

ip 20.20.99.1

interface VIl anl25

description R SE server 1 VLAN SVI

no shut down

ip address 30.30.31.1/24

ip policy route-map _rise-systemrnmap-Vl anl25
Manual configuration is NOT required.

interface VI an130

description R SE testing PC VLAN SVI
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by
by
by
by
by

by

Rl SE.

Rl SE.

Rl SE.

Rl SE.

Rl SE.

Rl SE.



no shut down
i p address 100.100. 100. 1/ 24

interface VI an132

description R SE server 2 VLAN SV

no shut down

ip address 30.30.32.1/24

ip policy route-map _rise-systemrnmap-Vl anl32
configuration is NOT required.

interface VI an201

description R SE Data VLAN SVI
no shut down
mu 9216
no ip redirects
ip address 20.20.21.2/24
no ipve redirects
ip ospf passive-interface
hsrp version 2
hsrp 201

pr eenpt

priority 110

ip 20.20.21.1

interface Ethernet9/1
description connect to Testing PC
swi t chport
swi tchport access vlan 130
no shut down

interface Ethernet9/2
description connect to Server 1
swi t chport
swi tchport access vlan 125
no shut down

interface Ethernet9/3
description connect to Server 2
swi t chport
swi tchport access vlan 132
no shut down

interface Ethernetl0/1
description connect to NetScal er
swi t chport
swi tchport node trunk
switchport trunk allowed vlan 99, 201
spanni ng-tree port type edge
no shut down

service vl an-group 21 201
service type rise name ns2l1l node indirect
vl an 99
vl an group 21
ip 20.20.99.5 255.255.255.0
no shut down

oJd9su NetScaler

#Configure NSIP, this is also the I P used by N7/K for Rl SE

>Cenerated by RI SE. Manual



set ns config -I1PAddress 20.20.99.5 -netnmask 255.255.255.0

#Confi gure NSVLAN 99 and bind it to LACP channel LA/1

set ns config -nsvlian 99 -ifnum LA/ 1

# Enabl e RI SE

enable ns feature W. SP LB CS CWP PQ SSL HDOSP REWRI TE RI SE
enabl e ns node FR L3 USI P CKA TCPB Edge USNI P PMIUD RI SE_APBR RI SE_RHI

#Configure interfaces

set interface 10/1 -nmtu 9000 -throughput O -bandwi dt hH gh O -bandwi dthNormal O -intftype "Intel
10G' -ifnum LA/ 1

add channel LA/1 -tagall ON -throughput O -bandw dthH gh O -bandw dt hNormal O

set channel LA/1 -mtu 9000 -tagall ON -throughput O -1rM nThroughput O -bandw dthH gh 0 -
bandwi dt hNor nal 0O

bi nd channel LA/1 10/1

#Add RI SE control and data VLANs

add vlan 99
add vlan 201

#Configure RI SE data VLAN I P address and bind interface to data VLAN

add ns ip 10.66.91. 170 255.255.254.0 -vServer DI SABLED - ngnmt Access ENABLED #This is for
managenent only
add ns ip 20.20.21.5 255.255.255.0 -vServer DI SABLED

bind vlan 201 -ifnum LA/ 1 -tagged #Need to be tagged because N7K E10/1 is
configured as trunk port.
bi nd vl an 201 -1 PAddress 20.20.21.5 255.255.255.0

# Configure Virtual Servers.

add ns ip 40.40.41.101 255.255.255.0 -type VIP -snnp DI SABLED - host Rout e ENABLED - host Rt Gwv
20.20.21.5 -netric 100 -vserverRH Level NONE -vserver RH Mode RI SE

add server SERV-2 30. 30.32.35
add server SERV-1 30. 30.31. 33

add service SVC 1-tcpHTTP SERV-1 TCP 80 -gslb NONE -nmaxClient 0 -maxReq O -cip DI SABLED -usip
YES - useproxyport YES -sp OFF -cltTimeout 180 -svrTineout 360 - CKA YES - TCPB NO - CMP NO
add service SVC 2-tcpHTTP SERV-2 TCP 80 -gslb NONE -nmaxClient 0 -maxReq O -cip DI SABLED -usip
YES - useproxyport YES -sp OFF -cltTi meout 180 -svrTineout 360 - CKA YES - TCPB NO - CMP NO



add | b vserver VSRV-40-tcpHTTP TCP 40.40.41.101 80 -persistenceType NONE - connfail over STATEFUL
-cl tTi meout 180

add | b vserver VSRV-40-tcpHTTPS TCP 40.40.41. 101 443 -persistenceType NONE -connfail over
STATEFUL -cltTi neout 180

bind | b vserver VSRV-40-tcpHTTP SVC- 1-tcpHTTP
bind | b vserver VSRV-40-tcpHTTP SVC- 2-t cpHTTP

#Configure route

add route 0.0.0.0 0.0.0.0 20.20.21.1

add route 10.0.0.0 255.0.0.0 10.66.91.1 # - - - - > For
managenent only

add route 30.30.31.0 255.255.255.0 20.20.21.1

add route 30.30.32.0 255.255.255.0 20.20.21.1

#configure RISE to run in indirect node

set rise param -indirect Mode ENABLED

#Save config and reboot
save ns config

reboot
Are you sure you want to restart NetScaler (YYN? [N:y
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STLD1- 630- 01. 05- N7K- RU21# show ip route static
I P Route Table for VRF "default"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"U<string> in via output denotes VRF <string>

40. 40. 41. 101/ 32, ubest/nbest: 1/0 - - - - - - - - >RH injected routes

*via 20.20.21.5, M an201, [100/0], 03:18:00, static

STLD1- 630- 01. 05- N7K- RU21# show r out e- map

route-map _rise-systemrnmap-Vlanl25, pernit, sequence 1 - - -- - - - - - >CGenerated by
Net Scal er.

Mat ch cl auses:

ip address (access-lists): _rise-systemacl-20.20.21.5-Vlanl125
Set cl auses:

ip next-hop 20.20.21.5

route-map _rise-systemrnmap-Vlanl32, pernit, sequence 1 - - -- - - - - - >CGenerated by
Net Scal er .

Mat ch cl auses:

ip address (access-lists): _rise-systemacl-20.20.21.5-VlIanl132
Set cl auses:

ip next-hop 20.20.21.5

STLD1- 630- 01. 05- N7K- RU21# sho access-lists dynamc - - - - - >Dynanmic ACL downl oad from
Net Scal er (or pushed by Netscal er)

I P access list __urpf_v4_ acl __
10 pernmit ip any any
I Pv6 access list __urpf_v6_acl__

10 permt ipv6 any any



I P access list _rise-systemacl-20.20.21.5-Vlanl25

10 permt tcp 30.30.31.33/32 eq 443 any

20 pernmit tcp 30.30.31.33/32 eq ww any

I P access list _rise-systemacl-20.20.21.5-Vlanl132

10 permt tcp 30.30.32.35/32 eq 443 any

20 permit tcp 30.30.32.35/32 eq ww any
I P access list sl_def_acl

statistics per-entry

10 deny tcp any any eq telnet syn

20 deny tcp any any eq www syn

30 deny tcp any any eq 22 syn

40 permt ip any any

STLD1- 630- 01. 05- N7K- RU21# show run int vl 132

I Command: show runni ng-config interface WV anl132

!'Time: Mon Mar 27 03:44:13 2017

version 6.2(16)

interface VI an132

no shut down

ip address 30.30.32.1/24

ip policy route-map _rise-systemrnmap-Vl anl32
generated by Rl SE

STLD1- 630- 01. 05- N7K- RU21# show run int vl 125

I Command: show runni ng-config interface WVl anl125

!'Time: Mon Mar 27 03:44:16 2017

version 6.2(16)

>APBR,

t hi s conmand was



interface VI anl125
no shut down

ip address 30.30.31.1/24

ip policy route-map _rise-systemrnmap-Vl anl25 - - -

by RI SE

STLD1- 630- 01. 05- N7K- RU21#

TLDL1- 630- 01. 05- N7K- RU21# show ri se

Nare Slot Vdc Rise-lp

ns21 300 1 20.20.99.5

RH Confi guration

ip prefix len nhop ip

- >APBR, this command was generated

State Interface

active N A

wei ght vlan vrf

40. 40. 41. 101 32 20.20.21.5

APBR Confi guration

rsip rs port protocol nhop ip rs nhop
30. 30. 31. 33 80 TCP 20.20.21.5 Vl an125
30. 30. 31. 33 443 TCP 20.20.21.5 Vl an125
30. 30. 32. 35 80 TCP 20.20.21.5 VIl an132
30. 30. 32. 35 443 TCP 20.20.21.5 VIl an132

slot-id

apbr state slot-id
ADD DONE 300
ADD DONE 300
ADD DONE 300

ADD DONE 300
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