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ip access-1list DENY_HSRP_IP
deny udp any 224.0.0.2/32 eqg 1985 10
deny udp any 224.0.0.102/32 eq 1985 20
permit ip any any 30

<interface <DCI-Port-Channel
ip port access-group DENY_HSRP_IP in

<interface Vlan <x
no ip arp gratuitous hsrp duplicate
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ip access-1list ALL_IPs
permit ip any any 10
mac access-list ALL_MACs
permit any any 10
ip access-1list HSRP_IP
permit udp any 224.0.0.2/32 eqg 1985 10
permit udp any 224.0.0.102/32 eqg 1985 20
mac access-list HSRP_VMAC
permit 0000.0c07.ac00 0000.0000.00ff any 10
permit 0000.0c9f.£000 0000.0000.0fff any 20
vlan access-map HSRP_Localization 10
match ip address HSRP_IP
match mac address HSRP_VMAC
action drop
statistics per-entry
vlan access-map HSRP_Localization 20
match ip address ALL_IPs
match mac address ALL_MACs
action forward
statistics per-entry
<vlan filter HSRP_Localization vlan-list <DCI_Extended_ VLANs

feature dhcp

arp access-list HSRP_VMAC_ARP
deny ip any mac 0000.0c07.ac00 ffff.ffff£.££00 10
deny ip any mac 0000.0c9f.f000 ffff.ff££.£000 20

permit ip any mac any 30

<ip arp inspection filter HSRP_VMAC_ARP vlan <DCI_Extended_VLANs
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<interface <DCI-Port-Channel

<switchport trunk allowed vlan <DCI_Extended_VLANs
spanning-tree port type edge trunk

spanning-tree bpdufilter enable

storm-control broadcast level 1.0
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:MACSeEC juiiss  oSi) loglall 01D paziwl

feature dotlx
feature cts

.MACSec requires 24 additional bytes for encapsulation !
<interface <DCI-Port-Channel
mtu 1524
<interface <DCI-Physical-Port
cts manual
no propagate-sgt

<sap pmk <Preshared-Key
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DC-1!
N7K-A# show hsrp br
IPv6 group #:group belongs to a bundle:*
.P indicates configured to preempt

Interface Grp Prio P State Active addr Standby addr Group addr

VlanlO 10 120 Active local 10.1.1.3 10.1.1.5
(conf)

DC-2!

N7K-C# show hsrp br
IPv6 group #:group belongs to a bundle:*
.P indicates configured to preempt

Interface Grp Prio P State Active addr Standby addr Group addr
VlanlO 10 120 Active local 10.1.1.3 10.1.1.5
(conf)

:&iy0 ARP JI waés CLI in order to JI (8 ol 13® s>

N7K-D# show log log | i DUP_VADDR

Apr 10 21:16:45 N7K-A %ARP-3-DUP_VADDR_SRC_IP: arp [7915] Source address of 2015
packet received from 0000.0c9f.f00a on VlanlO (port-channell02) is duplicate of local
virtual ip, 10.1.1.5

2o Sy ol uisbdl o GARPS Jje pi W9 (lig) dliloe ol 50 o gb 13

LSlol Jie

6,2l JgS9i9 0 yiz ol oo Béxill (CLI) ,oloVl Jlaw dg>lg 9 show spanning-tree root oVl s>l
:DCI port-channel ol a>g0 _JI juin, ¥ (STP) dc ,0i0ll

N7K-A# show spanning-tree root

Root Hello Max Fwd
Vlan Root ID Cost Time Age Dly Root Port

VLANO0O010 4106 0023.04ee.bell 0 2 20 15 This bridge is root

o Sy dolell (8 oSl (985 oo g8zl (CLI) LoloVl jlaw dg2le (9 5oVl 13® 55l

N7K-A# show interface

Port UcastSupp % McastSupp % BcastSupp % TotalSuppDiscards
Pol1l03 100.00 100.00 1.00 0
MACSec uaic

2o JSuiy MACEC juiis (955 o géxill (CLIY LoloVI Jlow dg=l9 (8 LoVl 13 Jsol



N7K-A# show cts interface

:CTS Information for Interface Ethernet3/41
SAP Status: CTS_SAP_SUCCESS
Version: 1
Configured pairwise ciphers: GCM_ENCRYPT
Replay protection: Enabled
Replay protection mode: Strict
Selected cipher: GCM_ENCRYPT

Current receive SPI: sci:edc7220b98dc0000 an:0
Current transmit SPI: sci:e4c7220b98d80000 an:0

le>Nol9 ellasVl BLiSiwl
a8lol Jje oliysSs ol FHRP o liysSi le>Nolg eliasVl BLliSiwl Jg> 63320 wlogles W L8655 Y

lig dbilae &> ,%0 s iw bVl Luls NS e e o uinall pliaall Lle $laVl aiy o) 131 MACEC (1653
ol9Vl Jlaw dg>lg 9 <show interface <dci-physical-port oVl J5| e

N7K-A# show interface

(Ethernet3/41 is down (Authorization pending
admin state is up, Dedicated Interface
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