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DHCP Server

|Central Switch |

Interface Vlan565
10.92.250.5

08:f3:fb:de:46:05 10.88.2.63
00:aa:6e:f3:6¢c:e4

[Remote-Site Switch |

Interface Vlan113
10.93.150.254
5c:5a:¢7:1f:11:58

| _7010.5¢cdf.31e9 |

L_J(OE_JDJD

wwSubisy 0 1Ugpd

lodl sop Uiz Iduvsoubss 1dss sop géqo vl 2jp6 IJould DHCP Ws ¢bgos IJbw$6 3.
9¢luod eds Ipzad ey dsis. IJlo edd 1dswb j2dé s89) w8 po IJ DHCP jo90.

pelded 2ipd pead IJpsse Iduesy

Sowwd IUpuosd Lolze guglo MAC 7010.5¢df.31€9 2506 o uld DHCP. gldws oued IJs
lJglzos GigabitEthernet1/0/1 gJs pzod 1Jps e lJogso.

odosu lJes e IUogsd

<#froot>

Renot e- Si t e#show run int vlan 113



Building configuration...

Current configuration : 170 bytes
I

interface Vlanll3

ip address 10.93.150.254 255.255.255.0
ip helper-address 10.88.2.63

no ip redirects

no ip proxy-arp

end

!

I

I

Host Access Port

Renot e- Si t e#show run int gigl/0/1

Building configuration...

Current configuration : 90 bytes
|

interface GigabitEthernetl/0/1
switchport access vlan 113
switchport mode access

end

!

|

|

Upl i nk Port

Renot e- Si t e#show run int gigl/0/3

Building configuration...

Current configuration : 121 bytes

|

interface GigabitEthernetl/0/3

no switchport

ip address 10.92.250.6 255.255.255.252
end

!

|

Renot e- Si t e#show run | sec dhcp

ip dhcp snooping vlan 1-999
no ip dhcp snooping information option
ip dhcp snooping



Renot e- Si t e#show cdp nei ghbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability PTlatform Port ID

Edge-Switch  Gig 1/0/3 153 RSI C9300-48H Gig 1/0/3
!
!

Renot e- Si t e#show i p ei grp nei ghbors

EIGRP-IPv4 Neighbors for AS(100)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 10.92.250.5 Gi1/0/3 14 00:04:40 1 100 0 20

!

!

Renot e- Si t e#show i p route 10.88. 2. 63

Routing entry for 10.88.2.0/24

Known via "eigrp 100", distance 90, metric 3072, precedence routine (0), type internal
Redistributing via eigrp 100

Last update from 10.92.250.5 on GigabitEthernetl/0/3, 00:05:15 ago
Routing Descriptor Blocks:

* 10.92.250.5, from 10.92.250.5, 00:05:15 ago, via GigabitEthernetl/0/3
Route metric 1is 3072, traffic share count is 1

Total delay is 20 microseconds, minimum bandwidth is 1000000 Kbit
Reliability 255/255, minimum MTU 1500 bytes

Loading 1/255, Hops 1

|

]

paed p2od Ipse IJoeso
2ipd |Jdoyul Broadcast DHCP 1Jos wigd pesd [Jpslde IJwgss.

<#froot>

Renot e- Si t e#show noni tor capture tac paraneter



monitor capture tac control-plane BOTH

monitor capture tac interface GigabitEthernetl/0/1 BOTH
monitor capture tac match any

monitor capture tac file location flash:pcport.pcap

|

|

Renot e- Si t e#show noni tor capture file flash: pcport.pcap packet-nunber 667 detail ed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 667: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits) on interface 0

[Frame 1is marked: False]
[Frame 1is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:bootp]

Ethernet 11, Src: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9), Dst: ff:ff:ff:ff:ff:ff (ff:ff:ff.ff:ff:fF)

Destination: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:fF)
Address: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff: )
1o ... ... .... .... = LG bit: Locally administered address (this is NOT the factory default)
1o ... .... ... = IG bit: Group address (multicast/broadcast)
Source: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)
Address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)
..0. .... .... .... .... = LG bit: Globally unique address (factory default)
.0 ... ... ..., .... =1IG bit: Individual address (unicast)
Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)

0000 00.. = Differentiated Services Codepoint: Default (0)

..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 331

Identification: 0x0405 (1029)

Flags: 0x0000

0... .... .... .... = Reserved bit: Not set
.0.. = Don't fragment: Not set
..0. = More fragments: Not set

...0 0000 0000 0000 = Fragment offset: 0O
Time to Tive: 255

Protocol : UDP (17)

Header checksum: 0xb69d [validation disabled]
[Header checksum status: Unverified]

Source: 0.0.0.0

Destination: 255.255.255.255

User Datagram Protocol, Src Port: 68, Dst Port: 67



Source Port: 68

Destination Port: 67

Length: 311

Checksum: 0x33de [unverified]

[Checksum Status: Unverified]

[Stream index: 3]

Bootstrap Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: O

Transaction ID: 0x000026ee

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address:

Your (client) IP address:

Next server IP address:

Relay agent IP address:

[=NeNeNe)
[=NeNeNe)
[=NeNeNe)

.0.0.0
.0.0.0
.0.0.0
.0.0.0

Client MAC address: 70:10:5c:df:31:e9 (70:10: 5c: df : 31: e9)

Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)

Length: 1

DHCP: Discover (1)

Option: (57) Maximum DHCP Message Size

Length: 2

Maximum DHCP Message Size: 1200

Option: (61) Client identifier

Length: 29

Type: 0

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7
Option: (12) Host Name

Length: 2

Host Name: PC

Option: (55) Parameter Request List

Length: 8

Parameter Request List Item: (1) Subnet Mask

Parameter Request List Item: (6) Domain Name Server
Parameter Request List Item: (15) Domain Name
Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (3) Router

Parameter Request List Item: (33) Static Route
Parameter Request List Item: (150) TFTP Server Address
Parameter Request List Item: (43) Vendor-Specific Information
Option: (60) Vendor class identifier

Length: 8

Vendor class identifier: ciscopnp

Option: (255) End

Option End: 255

I



et Idpzad Jdesse IUoes

|J unicast DHCP sJo v job Sgiz pu p98€8 pdle [Js 2ls pdule.

<#root>
!
!
Renot e- Si t e#show noni tor capture tacl paraneter
monitor capture tacl control-plane BOTH
monitor capture tacl interface GigabitEthernetl/0/3 BOTH
monitor capture tacl match any
monitor capture tacl file Tocation flash:remote_edge.pcap
!
!
Renot e- Si t e#show noni tor capture file flash: pcport.pcap packet-nunber 669 detail ed
Starting the packet display ........ Press Ctrl + Shift + 6 to exit
Frame 669: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits) on interface 0O
[Frame 1is marked: False]
[Frame 1is ignored: Falsel]
[Protocols in frame: eth:ethertype:ip:udp:bootp]
Ethernet II, Src: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58), Dst: 08:f3:fb:de:46: 05 (08:f3:fb: de: 46: 05)

Destination: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)

Address: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)

..0. ... .... .... .... = LG bit: Globally unique address (factory default)
.0 ..., ... ..., ... = 1IG bit: Individual address (unicast)

Source: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58)

Address: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58)

..0. ... .... .... .... = LG bit: Globally unique address (factory default)
.0 ... ... ..., ... = 1IG bit: Individual address (unicast)

Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 10.93.150.254, Dst: 10.88.2.63

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)



..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)

Total Length: 331
Identification: 0x001lc (28)
Flags: 0x0000

0... .... .... .... = Reserved bit: Not set
.0.. = Don't fragment: Not set
..0. = More fragments: Not set

...0 0000 0000 0000 = Fragment offset: 0O

Time to 1ive: 255

Protocol: UDP (17)

Header checksum: 0x0c94 [validation disabled]
[Header checksum status: Unverified]

Source: 10.93.150.254

Destination: 10.88.2.63

User Datagram Protocol, Src Port: 67, Dst Port: 67
Source Port: 67

Destination Port: 67

Length: 311

Checksum: 0xe48f [unverified]

[Checksum Status: Unverified]

[Stream index: 4]

Bootstrap Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: 1

Transaction ID: 0x000026ee

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0

Your (cTlient) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Rel ay agent | P address: 10.93.150. 254

Client MAC address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)
Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)

Length: 1

DHCP: Discover (1)

Option: (57) Maximum DHCP Message Size
Length: 2

Maximum DHCP Message Size: 1200
Option: (61) Client identifier

Length: 29

Type: 0

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7
Option: (12) Host Name

Length: 2

Host Name: PC

Option: (55) Parameter Request List



Length: 8

Parameter Request List Item: (1) Subnet Mask

Parameter Request List Item: (6) Domain Name Server

Parameter Request List Item: (15) Domain Name

Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (3) Router

Parameter Request List Item: (33) Static Route

Parameter Request List Item: (150) TFTP Server Address
Parameter Request List Item: (43) Vendor-Specific Information
Option: (60) Vendor class identifier

Length: 8

Vendor class identifier: ciscopnp

Option: (255) End

Option End: 255

I

I

S

pdlzbé: 1Ugpd IJos weuss eJs 'Relay agent IP address:10.93.150.254" 9JJyol JI
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da’jc roQ Léu.ufo DHCP
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<{froot>

Edge- Swi t ch#show run int gigl/0/3

Building configuration...

Current configuration : 152 bytes
|

interface GigabitEthernetl/0/3
switchport access vlan 565

ip flow monitor IPv4_NETFLOW input
ip dhcp snooping trust

end

!

|



Edge- Swi t ch#show run int gigl/0/1

Building configuration...

Current configuration : 119 bytes
|

interface GigabitEthernetl/0/1
switchport trunk native vlan 999
switchport mode trunk

ip dhcp snooping trust

end

!

|

Edge- Swi t ch#show run | sec dhcp

ip dhcp snooping vlan 1-4094

no ip dhcp snooping information option
ip dhcp snooping

!

!

Edge- Swi t ch#show cdp nei ghbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme  Capability PTlatform Port ID
Remote-Site Gig 1/0/3 153 RSI C9300L-48 Gig 1/0/3
Central-Switch Gig 1/0/1 170 RSI C9606R Fif 2/1/0/1

poed [Jpeod Edge
woued psié oyl 1dzie e p2d IJpsde Idwes> wpzod Edge Jol os.
ez IJpz9d Edge Switch

wpl I, 03l bo¥o 2 gbgo JJzjpo: 09 SEoz ldpdwlz 290 wESS) wel i 09 Suwdd lJs [Jglbys
olds. s89p pzod Edge Llelss wozso 1Uzies [Us 1dpzad 1desdis 290 s wessd sdlzlb Os
LJajpé.

2ied ptoz IJpeed Edge Switch os 2506 ¢l 1dezsd IJpsdss.



<tfroot>

Edge- Swi t ch#show noni tor capture tac paraneters

monitor capture tac control-plane BOTH

monitor capture tac interface GigabitEthernetl/0/1 BOTH
monitor capture tac match any

monitor capture tac file Tocation flash:edge_central.pcap
I

I

Edge- Swi t ch#show nonitor capture file flash: edge_central.pcap packet-nunber 25597 det ai

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 25597: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits) on interface /tmp/epc_ws/wif

[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:dhcp]

Ethernet II, Src: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58), Dst: 08:f3:fb:de:46: 05 (08:f3:fb: de: 46: 05)

Destination: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)

Address: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)

..0. .... .... .... .... = LG bit: Globally unique address (factory default)
.0 ... oo.. w... ... = 1IG bit: Individual address (unicast)

Source: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58)

Address: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58)

..0. .... .... .... .... = LG bit: Globally unique address (factory default)
.0 ... o... w... ... = 1IG bit: Individual address (unicast)

Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 10.93.150.254, Dst: 10.88.2.63

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)

0000 00.. = Differentiated Services Codepoint: Default (0)

..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 331

Identification: 0x001lc (28)

Flags: 0x0000

0... .... .... .... = Reserved bit: Not set
.0.. .... .... .... =Don't fragment: Not set
..0. .... ... .... = More fragments: Not set

Fragment offset: 0
Time to Tive: 255

Protocol : UDP (17)



Header checksum: 0x0c94 [validation disabled]
[Header checksum status: Unverified]

Source: 10.93.150.254

Destination: 10.88.2.63

User Datagram Protocol, Src Port: 67, Dst Port: 67
Source Port: 67

Destination Port: 67

Length: 311

Checksum: 0xe48f [unverified]

[Checksum Status: Unverified]

[Stream index: 5]

[Timestamps]

[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]

Dynani ¢ Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: 1

Transaction ID: 0x000026ee

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0

Your (cTlient) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Rel ay agent | P address: 10.93.150. 254

Client MAC address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)
Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)

Length: 1

DHCP: Discover (1)

Option: (57) Maximum DHCP Message Size

Length: 2

Maximum DHCP Message Size: 1200

Option: (61) Client identifier

Length: 29

Type: 0

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7
Option: (12) Host Name

Length: 2

Host Name: PC

Option: (55) Parameter Request List

Length: 8

Parameter Request List Item: (1) Subnet Mask
Parameter Request List Item: (6) Domain Name Server
Parameter Request List Item: (15) Domain Name
Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (3) Router



<ffroot>

Parameter Request List Item: (33) Static Route

Parameter Request List Item: (150) TFTP Server Address
Parameter Request List Item: (43) Vendor-Specific Information
Option: (60) Vendor class identifier

Length: 8

Vendor class identifier: ciscopnp

Option: (255) End

Option End: 255

|

|

pelJzd ipd 1dpzad 1Jesdis

odosu IJpeed IUpsdss

Central - Swi t ch#show cdp nei ghbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID

Edge-Switch Fif 2/1/0/1 177 RSI C9300-48H Gig 1/0/1
!
!

Central -Swi tch#show run int fif2/1/0/1

Building configuration...

Current configuration : 115 bytes
I

interface FiftyGigE2/1/0/1
switchport trunk native vlan 999
switchport mode trunk

end

!

I

Central -Swi tch#show run int fif2/1/0/3

Building configuration...



Current configuration : 87 bytes

|

interface FiftyGigE2/1/0/3

no switchport

ip address 10.88.2.254 255.255.255.0
end

!

|

interface VI ans65

ip address 10.92.250.5 255.255.255.252
!
!
!

Central - Swi t ch#show run | sec dhcp

ip dhcp snooping vlan 1-4094

no ip dhcp snooping information option
ip dhcp snooping

!

!

Central - Swi t ch#show i p ei grp nei ghbors

EIGRP-IPv4 Neighbors for AS(100)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0

10. 92. 250. 6

V1565 11 00:10:32 3 100 0 19

~

~
|
|

router eigrp 100

network 10.0.0.0

network 10.88.0.0 0.0.255.255
passive-interface default

no passive-interface Vlan565
eigrp router-id 10.255.255.254
I

I

p3ed 1Jezed 1dp,d)s



9 el 38,0l Uwlodl Blo 25p6 pioz peod Edge os 2506 15¢1d IUpzsd IJesdss.

e pl wuod 1Jzies IJs 1J9lzes fif 2/1/0/1. gusepe pdlelbs 03l I yuzd.

%DHCP_SNOOPING-5-DHCP_SNOOPING_NONZERO_GIADDR: DHCP_SNOOPING drop message with non-zero giaddr or optio

op od950 1slzos FIF 2/1/0/1 Jpuds £8) p9898 wo JJobdd eds w,90939) DHCP.

bo@o 3 s)uvd DHCP sJovd jolb $3gd pu ¢Jdld 03l psule. gds IU)Ep pu i lJzjpd swp
Luwldol sogdsol s Idbw@o 3 Wy IJobwd gds wy9e9d9d DHCP Jl s51d sz ool eds
o083 [Ubo 6 2. ooyl JIg 03l 1Jpuwds £, 09898 wo 9lu 1Jzje6 wewss eds susle IP JJsulys
(9dsd coesd) 290 1Jgsh 820 yusdsp lJobd eds wy9e93d9d DHCP Ll wdlb 1z 506 eJds
03l IJpud3 g5 1Jp9e9d wo. 03l lduwdsd posde 9 o edld IJouopse.

S

pdlzbo: Vs Idesss pu ldeldle: s)ys i w95999J DHCP sJdojvdd I w g W
IJoldd vuwow IJobud gds w9e999J DHCP.

pwdd pdis e

B odo I JzlJé. yusuw b Central-Switch 56 |Jould DHCP 9Ju sJsw ould s DHCP
Discover Packet swsl wsluubs IJp os8 pg eusle MAC 70:10:5¢:df:31:€9 |_olbs o0 IUslzod
FIF 2/1/0/3.

Jsd uzd 1JpuvdJ6s

1. sodds sl 82 spdo edis IJebgs IJlsds eo I DHCP jos0.
Vs Idpeld 1dzlds: Bp wodssu IJle, ip dhep snooping information option gJs 1Jezed IJwgso.

2. sgv wpdsu 1o gs s ldobud gds wy9099d9d DHCP g, puwly DHCP o0 gpsJ DHCP
IJs 130 DHCP.

B Ipold IJzlds: Bp wodssy IJie, ip dhep snooping trust g J.s 1Jslzos fif2/1/0/1 e 1Jpz9J
IJesds.

<ttroot>



Central -Swi tch#tshow run int fif2/1/0/1

Building configuration...

Current configuration : 115 bytes
!

interface FiftyGigE2/1/0/1

switchport trunk native vlan 999
switchport mode trunk

i p dhcp snooping trust

end

&3 030 IJogss)lor wows 25pé IJouild 1Jg)9z pu 1pesd IJeydss 1Js ¢lspe DHCP.

<#root>
Frane 9: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits) on interface 0O
[Frame 1is marked: False]
[Frame 1is 1ignored: Falsel]
[Protocols in frame: eth:ethertype:ip:udp:dhcp]
Ethernet |I, Src: 08:f3:fb:de:46:05 (08:f3:fb:de: 46:05), Dst: 00:aa:6e:f3:6c:e4 (00:aa: 6e:f3:6c: ed)

Destination: 00:aa:6e:f3:6c:e4 (00:aa:6e:f3:6c:ed)
Address: 00:aa:6e:f3:6c:e4 (00:aa:6e:f3:6c:e4)

..0. . vevv «v.. = LG bit: Globally unique address (factory default)
.0 ... ... .... .... =1IG bit: Individual address (unicast)

Source: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)

Address: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)

..0. = LG bit: Globally unique address (factory default)

.0 ... ... .... .... =1IG bit: Individual address (unicast)
Type: IPv4 (0x0800)

I nternet Protocol Version 4, Src: 10.93.150.254, Dst: 10.88.2.63

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)

0000 00.. = Differentiated Services Codepoint: Default (0)

..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 331

Identification: 0x02ff (767)

Flags: 0x0000

0... .... .... .... = Reserved bit: Not set



.0.. .... .... .... =Don't fragment: Not set
..0. .... .... .... = More fragments: Not set
...0 0000 0000 0000 = Fragment offset: 0O
Time to Tive: 254

Protocol: UDP (17)

Header checksum: 0x0abl [validation disabled]
[Header checksum status: Unverified]

Source: 10.93.150.254

Destination: 10.88.2.63

User Datagram Protocol, Src Port: 67, Dst Port: 67
Source Port: 67

Destination Port: 67

Length: 311

Checksum: 0x061b [unverified]

[Checksum Status: Unverified]

[Stream index: 0]

[Timestamps]

[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]

Dynani ¢ Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: 1

Transaction ID: 0x00000563

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0

Your (cTlient) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Relay agent IP address: 10.93.150.254

Client MAC address: 70:10:5c:df:31:e9 (70:10: 5c: df : 31: e9)

Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)
Length: 1

DHCP: Discover (1)

Option: (57) Maximum DHCP Message Size

Length: 2

Maximum DHCP Message Size: 1200

Option: (61) Client identifier

Length: 29

Type: 0

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7
Option: (12) Host Name

Length: 2

Host Name: PC

Option: (55) Parameter Request List

Length: 8

Parameter Request List Item: (1) Subnet Mask



Parameter Request List Item: (6) Domain Name Server

Parameter Request List Item: (15) Domain Name

Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (3) Router

Parameter Request List Item: (33) Static Route

Parameter Request List Item: (150) TFTP Server Address
Parameter Request List Item: (43) Vendor-Specific Information
Option: (60) Vendor class identifier

Length: 8

Vendor class identifier: ciscopnp

Option: (255) End

Option End: 255

wSwdé IUIJo bl ¢l e DHCP 9 ws)» ¢lbp DHCP gJs &5,,0 DHCP.

2ipd €10 DHCP:

<#root>
Frane 128: 353 bytes on wire (2824 bits), 353 bytes captured (2824 bits) on interface O
[Frame 1is marked: False]
[Frame 1is +ignored: Falsel]
[Protocols in frame: eth:ethertype:ip:udp:bootp]
Et hernet II, Src: 00:aa:6e:f3:6c:e4 (00:aa:6e:f3:6c:e4), Dst: 08:f3:fb:de:46: 05 (08:f3:fb: de: 46: 05)

Destination: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)

Address: 08:f3:fb:de:46:05 (5c:5a:c7:1f:11:58)

..0. ... .... .... .... = LG bit: Globally unique address (factory default)
.0 ..., ... o... ... = 1IG bit: Individual address (unicast)

Source: 00:aa:6e:f3:6c:e4 (00:aa:6e:f3:6c:e4d)

Address: 00:aa:6e:f3:6c:e4 (00:aa:6e:f3:6c:e4)

..0. ... .... .... .... = LG bit: Globally unique address (factory default)
.0 ..., ... ..., ... = 1IG bit: Individual address (unicast)

Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 10.88.2.63, Dst: 10.93.150.254

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)

0000 00.. = Differentiated Services Codepoint: Default (0)

..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 339

Identification: 0x0006 (6)



Flags: 0x0000

0... .... .... .... = Reserved bit: Not set
.0.. = Don't fragment: Not set
..0. = More fragments: Not set

...0 0000 0000 0000 = Fragment offset: 0O

Time to 1ive: 252

Protocol: UDP (17)

Header checksum: 0x0fa2 [validation disabled]
[Header checksum status: Unverified]

Source: 10.88.2.63

Destination: 10.93.150.254

User Datagram Protocol, Src Port: 67, Dst Port: 67
Source Port: 67

Destination Port: 67

Length: 319

Checksum: 0x9c4c [unverified]

[Checksum Status: Unverified]

[Stream index: 2]

Bootstrap Protocol (Offer)

Message type: Boot Reply (2)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: O

Transaction ID: 0x00000563

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0

Your (client) |IP address: 10.93.150.11

Next server IP address: 0.0.0.0

Rel ay agent | P address: 10.93.150. 254

Client MAC address: 70:10:5c:df:31:e9 (70:10: 5c: df : 31: e9)

Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Offer)

Length: 1

DHCP: Offer (2)

Option: (61) Client identifier

Length: 29

Type: 0

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7
Option: (54) DHCP Server Identifier

Length: 4



DHCP Server ldentifier: 10.88.2.63

Option: (51) IP Address Lease Time

Length: 4

IP Address Lease Time: (73119s) 20 hours, 18 minutes, 39 seconds
Option: (58) Renewal Time Value

Length: 4

Renewal Time Value: (36559s) 10 hours, 9 minutes, 19 seconds
Option: (59) Rebinding Time Value

Length: 4

Rebinding Time Value: (63973s) 17 hours, 46 minutes, 13 seconds
Option: (1) Subnet Mask

Length: 4

Subnet Mask: 255.255.255.0

Option: (6) Domain Name Server

Length: 4

Domain Name Server: 8.8.8.8

Option: (255) End

Option End: 255

W9 wuoyw 2ipo IJeyue Idos sop 1)y gdsol w9luulos glse DHCP 1Jglz oo fif2/1/0/3 1J¢l o6
wlJpeeg9d Core/Central Switch.

<#root>

Central -Swi tch#show run int fif2/1/0/3

Building configuration...

Current configuration : 87 bytes
I

interface FiftyGigE2/1/0/3

no switchport

ip address 10.88.2.254 255.255.255.0
end
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<tfroot>

Frame 20: 363 bytes on wire (2904 bits), 363 bytes captured (2904 bits) on interface 0

~

~

[Frame 1is marked: False]
[Frame 1is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:bootp]

Ethernet II, Src: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9), Dst: ff:ff:ff:ff:ff.ff (ff.ff.ff.ff . ff.ff)



Destination: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:fF)
Address: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff: )

.. = LG bit: Locally administered address (this is NOT the factory default)
1oL ... .... ... = IG bit: Group address (multicast/broadcast)
Source: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)
Address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)
- . = LG bit: Globally unique address (factory default)
.0 ... ... ..., .... =1IG bit: Individual address (unicast)
Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255. 255

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)

..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)

Total Length: 349
Identification: Ox3be5 (15333)
Flags: 0x0000

0... .... .... .... = Reserved bit: Not set
.0.. = Don't fragment: Not set
..0. = More fragments: Not set

...0 0000 0000 0000 = Fragment offset: 0O

Time to 1ive: 255

Protocol: UDP (17)

Header checksum: Ox7eab [validation disabled]
[Header checksum status: Unverified]

Source: 0.0.0.0

Destination: 255.255.255.255

User Datagram Protocol, Src Port: 68, Dst Port: 67
Source Port: 68

Destination Port: 67

Length: 329

Checksum: 0xed98 [unverified]

[Checksum Status: Unverified]

[Stream index: 1]

Bootstrap Protocol (Request)

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: O

Transaction ID: 0x00000563

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)

1... .... .... .... = Broadcast flag: Broadcast

.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0

Your (cTlient) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Relay agent IP address: 0.0.0.0

Client MAC address: 70:10:5c:df:31:e9 (70:10: 5c: df : 31: e9)



<{froot>

Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Request)

Length: 1

DHCP: Request (3)

Option: (57) Maximum DHCP Message Size
Length: 2

Maximum DHCP Message Size: 1200
Option: (61) Client identifier

Length: 29

Type: 0

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7
Option: (54) DHCP Server Identifier
Length: 4

DHCP Server ldentifier: 10.88.2.63

Option: (50) Requested IP Address
Length: 4

Requested | P Address: 10.93.150.11

Option: (51) IP Address Lease Time

Length: 4

IP Address Lease Time: (73119s) 20 hours, 18 minutes, 39 seconds
Option: (12) Host Name

Length: 2

Host Name: PC

Option: (55) Parameter Request List

Length: 8

Parameter Request List Item: (1) Subnet Mask

Parameter Request List Item: (6) Domain Name Server

Parameter Request List Item: (15) Domain Name

Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (3) Router

Parameter Request List Item: (33) Static Route

Parameter Request List Item: (150) TFTP Server Address
Parameter Request List Item: (43) Vendor-Specific Information
Option: (60) Vendor class identifier

Length: 8

Vendor class identifier: ciscopnp

Option: (255) End

Option End: 255

wS89p ¢be DHCP Igs)l wluwepsle wessu gusly IP.



Frane 25: 353 bytes on wire (2824 bits), 353 bytes captured (2824 bits) on interface O

~

~

[Frame 1is marked: False]
[Frame 1is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:bootp]

Ethernet II, Src: 08:f3:fb:de:46:05 (08:f3:fb:de: 46: 05), Dst: 5c:5a:c7:1f:11:58 (5c:5a:c7: 1f: 11: 58)

Destination: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58)
Address: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58)

..0. . vevv +vv.. = LG bit: Globally unique address (factory default)
.0 ... ... ..., .... =1IG bit: Individual address (unicast)

Source: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)

Address: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)

..0. = LG bit: Globally unique address (factory default)

.0 ... ... ..., .... =1IG bit: Individual address (unicast)
Type: IPv4 (0x0800)

I nternet Protocol Version 4, Src: 10.88.2.63, Dst: 10.93.150. 254

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)

0000 00.. = Differentiated Services Codepoint: Default (0)

..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 339

Identification: 0x0007 (7)

Flags: 0x0000

0... .... .... .... = Reserved bit: Not set
.0.. .... .... .... =Don't fragment: Not set
..0. ... = More fragments: Not set

...0 0000 0000 0000 = Fragment offset: 0O

Time to Tive: 252

Protocol: UDP (17)

Header checksum: 0x0fal [validation disabled]
[Header checksum status: Unverified]

Source: 10.88.2.63

Destination: 10.93.150.254

User Datagram Protocol, Src Port: 67, Dst Port: 67
Source Port: 67

Destination Port: 67

Length: 319

Checksum: 0x1eOf [unverified]

[Checksum Status: Unverified]

[Stream index: 2]

Boot strap Protocol (ACK)

Message type: Boot Reply (2)
Hardware type: Ethernet (0x01)



Hardware address length: 6

Hops: O

Transaction ID: 0x00000563

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0

Your (client) |IP address: 10.93.150.11

Next server IP address: 0.0.0.0

Rel ay agent | P address: 10.93.150. 254

Client MAC address: 70:10:5c:df:31:e9 (70:10: 5c: df : 31: e9)

Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (ACK)

Length: 1

DHCP: ACK (5)

Option: (61) Client identifier

Length: 29

Type: 0

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7
Option: (54) DHCP Server Identifier

Length: 4

DHCP Server ldentifier: 10.88.2.63

Option: (51) IP Address Lease Time
Length: 4

IP Address Lease Time: (86400s) 1 day
Option: (58) Renewal Time Value
Length: 4

Renewal Time Value: (43200s) 12 hours
Option: (59) Rebinding Time Value
Length: 4

Rebinding Time Value: (75600s) 21 hours
Option: (1) Subnet Mask

Length: 4

Subnet Mask: 255.255.255.0

Option: (6) Domain Name Server
Length: 4

Domain Name Server: 8.8.8.8

Option: (255) End



Option

End: 255
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