
 مزحلل DHCP لوكوتورب ىلع لفطتلا مهف
3 ةقبطلا تالقن ربعت يتلا

تايوتحملا
ةمدقملا

ةيساسألا تابلطتملا

تابلطتملا

ةمدختسملا تانوكملا

ةيساسأ تامولعم

ةكبشلل يطيطختلا مسرلا

لمعلا مدع ويرانيس

ديعبلا عقوملا لوحم ةمزح ةجلاعم

ديعبلا عقوملا نيوكت

ديعبلا عقوملا لوحم لخدم

ديعبلا عقوملل لوحملا جرخم

Edge لوحم ةمزح ةجلاعم

Edge لوحم نيوكت

Edge لوحملا لخدم

Edge Switch لوحملا جرخم

يزكرملا لوحملا ةمزح ةجلاعم

يزكرملا لوحملا نيوكت

يزكرملا لوحملا لخدم

جرخم يزكرم لدبم

؟ةلكشملا لحن فيك

صخلم

ةمدقملا

 نإو ةادأ L3 يأ ربعت نوكي طبرلا امدنع كولسو لعافت لفطتي DHCP لا ةقيثو اذه فصي
.سأر L3 يف تنمضت نوكي طبرلا

ةيساسألا تابلطتملا

تابلطتملا

:ةيلاتلا عيضاوملاب ةفرعم كيدل نوكت نأب Cisco يصوت



.ليغشتلاو نيوكتلا رماوأ يف Cisco IOS® XE ناقتإ •
.Cisco Catalyst 9000 Series لوحملا ةينبو ةزهجأ ىلع فرعت •

.DHCP لوكوتورب ىلع لفطتلا تايلآو DHCP لوكوتورب تايلمعل يوق مهف •
.ليحرتلا ليكو رودو DHCP 82 رايخل يروصت مهف •

.يساسألا هيجوتلا لوكوتورب ةفرعم •

 
ةمدختسملا تانوكملا

:ةيلاتلا ةيداملا تانوكملاو جماربلا تارادصإ ىلإ دنتسملا اذه يف ةدراولا تامولعملا دنتست

Cisco Catalyst 9600X Series ةلسلسلا :عيزوتلا لوحم/زكرملا •
Cisco Catalyst 9300 Series ةلسلسلا :لوصولا حاتفم •

يئاهن فيضم زاهج :DHCP ليمع •
ةيزكرملا ةكبشلا ةمدخ دوزم :DHCP مداخ •

 .ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
 تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب

.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ليغشتلا ديق كتكبش

ةيساسأ تامولعم

 اهضارتعاو DHCP مزحل DHCP لوكوتورب ىلع لفطتلا صحف ةيفيك دنتسملا اذه صحفي
 مزحلا تاعومجم ليلحتو ةيلمعلا نيوكتلا ةلثمأ مادختساب .3 ةقبطلا ةوطخل اهزايتجإ ءانثأ

 لخاد 3 ةقبطلا تالقن ىلع DHCP لوكوتورب ىلع لفطتلا نيب لعافتلا حضوي ،ةلصلا تاذ
.Cisco Catalyst 9000 Series ةكبش ةئيب

ةكبشلل يطيطختلا مسرلا



ططخملا

لمعلا مدع ويرانيس

 
 ،3 ةقبطلا ةوطخ يف DHCP فاشتكا ةمزح طاقسإ هيف متي يذلا ويرانيسلا حرش متي ،الوأ

.نوبز DHCP لا نم زفقب زفقي ةلحر طبرلا للح ،نآلا .يزكرملا لوحملا ىلع ةصاخو

ديعبلا عقوملا لوحم ةمزح ةجلاعم

 ىلإ لصت يتلاو ،DHCP فاشتكا ةمزح MAC 7010.5cdf.31e9 ناونع بحاص فيضملا لسري
.ديعبلا عقوملا لوحم ىلع GigabitEthernet1/0/1 ةهجاولا

ديعبلا عقوملا نيوكت

 
<#root>

! 
! 

Remote-Site#show run int vlan 113

 



Building configuration... 
 

Current configuration : 170 bytes 
! 

interface Vlan113 
ip address 10.93.150.254 255.255.255.0 

ip helper-address 10.88.2.63 
no ip redirects 
no ip proxy-arp 

end 
! 
! 
! 

Host Access Port

 

Remote-Site#show run int gig1/0/1

 
Building configuration... 

 
Current configuration : 90 bytes 

! 
interface GigabitEthernet1/0/1 

switchport access vlan 113 
switchport mode access 

end 
! 
! 
! 

Uplink Port

 

Remote-Site#show run int gig1/0/3

 
Building configuration... 

 
Current configuration : 121 bytes 

! 
interface GigabitEthernet1/0/3 

no switchport 
ip address 10.92.250.6 255.255.255.252 

end 
! 
! 

Remote-Site#show run | sec dhcp

 
ip dhcp snooping vlan 1-999 

no ip dhcp snooping information option 
ip dhcp snooping 



! 
! 

Remote-Site#show cdp neighbors 

 
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge 

S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,  
D - Remote, C - CVTA, M - Two-port Mac Relay 

 
Device ID     Local Intrfce    Holdtme      Capability    Platform       Port ID 

 
Edge-Switch   Gig 1/0/3        153          R S I         C9300-48H      Gig 1/0/3 

! 
! 

Remote-Site#show ip eigrp neighbors

 
EIGRP-IPv4 Neighbors for AS(100) 

H Address Interface Hold Uptime SRTT RTO Q Seq 
(sec) (ms) Cnt Num 

0 10.92.250.5 Gi1/0/3 14 00:04:40 1 100 0 20 
! 
! 

Remote-Site#show ip route 10.88.2.63

 
Routing entry for 10.88.2.0/24 

 Known via "eigrp 100", distance 90, metric 3072, precedence routine (0), type internal 
 Redistributing via eigrp 100 

 Last update from 10.92.250.5 on GigabitEthernet1/0/3, 00:05:15 ago 
 Routing Descriptor Blocks: 

 * 10.92.250.5, from 10.92.250.5, 00:05:15 ago, via GigabitEthernet1/0/3 
     Route metric is 3072, traffic share count is 1 

     Total delay is 20 microseconds, minimum bandwidth is 1000000 Kbit 
     Reliability 255/255, minimum MTU 1500 bytes 

     Loading 1/255, Hops 1 
! 
!

 

ديعبلا عقوملا لوحم لخدم

.ديعبلا عقوملا لوحم لخدت يتلا Broadcast DHCP فاشتكا ةمزح

 
<#root>

! 
! 

Remote-Site#show monitor capture tac parameter 



 
     monitor capture tac control-plane BOTH 

     monitor capture tac interface GigabitEthernet1/0/1 BOTH 
     monitor capture tac match any 

     monitor capture tac file location flash:pcport.pcap 
! 
! 

Remote-Site#show monitor capture file flash:pcport.pcap packet-number 667 detailed

 
Starting the packet display ........ Press Ctrl + Shift + 6 to exit 

 
Frame 667: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits) on interface 0 

~ 
~ 

[Frame is marked: False] 
[Frame is ignored: False] 

[Protocols in frame: eth:ethertype:ip:udp:bootp] 

Ethernet II, Src: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9), Dst: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff)

 
Destination: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff) 

Address: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff) 
.... ..1. .... .... .... .... = LG bit: Locally administered address (this is NOT the factory default) 

.... ...1 .... .... .... .... = IG bit: Group address (multicast/broadcast) 
Source: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9) 

Address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9) 
.... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 

.... ...0 .... .... .... .... = IG bit: Individual address (unicast) 
Type: IPv4 (0x0800) 

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255

 
0100 .... = Version: 4 

.... 0101 = Header Length: 20 bytes (5) 
Differentiated Services Field: 0x00 (DSCP: CS0, ECN: Not-ECT) 

0000 00.. = Differentiated Services Codepoint: Default (0) 
.... ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0) 

Total Length: 331 
Identification: 0x0405 (1029) 

Flags: 0x0000 
0... .... .... .... = Reserved bit: Not set 

.0.. .... .... .... = Don't fragment: Not set 

..0. .... .... .... = More fragments: Not set 
...0 0000 0000 0000 = Fragment offset: 0 

Time to live: 255 

Protocol: UDP (17)

 
Header checksum: 0xb69d [validation disabled] 

[Header checksum status: Unverified] 
Source: 0.0.0.0 

Destination: 255.255.255.255 
User Datagram Protocol, Src Port: 68, Dst Port: 67 



Source Port: 68 
Destination Port: 67 

Length: 311 
Checksum: 0x33de [unverified] 
[Checksum Status: Unverified] 

[Stream index: 3] 
Bootstrap Protocol (Discover) 

Message type: Boot Request (1) 
Hardware type: Ethernet (0x01) 

Hardware address length: 6 
Hops: 0 

Transaction ID: 0x000026ee 
Seconds elapsed: 0 

Bootp flags: 0x8000, Broadcast flag (Broadcast) 
1... .... .... .... = Broadcast flag: Broadcast 

.000 0000 0000 0000 = Reserved flags: 0x0000 
Client IP address: 0.0.0.0 

Your (client) IP address: 0.0.0.0 
Next server IP address: 0.0.0.0 
Relay agent IP address: 0.0.0.0 

Client MAC address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)

 
Client hardware address padding: 00000000000000000000 

Server host name not given 
Boot file name not given 

Magic cookie: DHCP 

Option: (53) DHCP Message Type (Discover)

 
Length: 1 

DHCP: Discover (1) 
Option: (57) Maximum DHCP Message Size 

Length: 2 
Maximum DHCP Message Size: 1200 
Option: (61) Client identifier 

Length: 29 
Type: 0 

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7 
Option: (12) Host Name 

Length: 2 
Host Name: PC 

Option: (55) Parameter Request List 
Length: 8 

Parameter Request List Item: (1) Subnet Mask 
Parameter Request List Item: (6) Domain Name Server 

Parameter Request List Item: (15) Domain Name 
Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server 

Parameter Request List Item: (3) Router 
Parameter Request List Item: (33) Static Route 

Parameter Request List Item: (150) TFTP Server Address 
Parameter Request List Item: (43) Vendor-Specific Information 

Option: (60) Vendor class identifier 
Length: 8 

Vendor class identifier: ciscopnp 
Option: (255) End 

Option End: 255 
! 



!

 

ديعبلا عقوملل لوحملا جرخم

.حاتفم ةفاح ىلإ حاتفم عقوم نم جرخي طبر فشتكي unicast DHCP لا

 
<#root>

! 
! 

Remote-Site#show monitor capture tac1 parameter 

 
 monitor capture tac1 control-plane BOTH 

 monitor capture tac1 interface GigabitEthernet1/0/3 BOTH 
 monitor capture tac1 match any 

 monitor capture tac1 file location flash:remote_edge.pcap 
! 
! 

Remote-Site#show monitor capture file flash:pcport.pcap packet-number 669 detailed

 
Starting the packet display ........ Press Ctrl + Shift + 6 to exit 

 
Frame 669: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits) on interface 0 

~ 
~ 

[Frame is marked: False] 
[Frame is ignored: False] 

[Protocols in frame: eth:ethertype:ip:udp:bootp] 

Ethernet II, Src: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58), Dst: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)

 
Destination: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05) 

Address: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05) 
.... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 

.... ...0 .... .... .... .... = IG bit: Individual address (unicast) 
Source: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58) 

Address: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58) 
.... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 

.... ...0 .... .... .... .... = IG bit: Individual address (unicast) 
Type: IPv4 (0x0800) 

Internet Protocol Version 4, Src: 10.93.150.254, Dst: 10.88.2.63

 
0100 .... = Version: 4 

.... 0101 = Header Length: 20 bytes (5) 
Differentiated Services Field: 0x00 (DSCP: CS0, ECN: Not-ECT) 

0000 00.. = Differentiated Services Codepoint: Default (0) 



.... ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0) 
Total Length: 331 

Identification: 0x001c (28) 
Flags: 0x0000 

0... .... .... .... = Reserved bit: Not set 
.0.. .... .... .... = Don't fragment: Not set 
..0. .... .... .... = More fragments: Not set 

...0 0000 0000 0000 = Fragment offset: 0 
Time to live: 255 
Protocol: UDP (17) 

Header checksum: 0x0c94 [validation disabled] 
[Header checksum status: Unverified] 

Source: 10.93.150.254 
Destination: 10.88.2.63 

User Datagram Protocol, Src Port: 67, Dst Port: 67 
Source Port: 67 

Destination Port: 67 
Length: 311 

Checksum: 0xe48f [unverified] 
[Checksum Status: Unverified] 

[Stream index: 4] 
Bootstrap Protocol (Discover) 

Message type: Boot Request (1) 
Hardware type: Ethernet (0x01) 

Hardware address length: 6 
Hops: 1 

Transaction ID: 0x000026ee 
Seconds elapsed: 0 

Bootp flags: 0x8000, Broadcast flag (Broadcast) 
1... .... .... .... = Broadcast flag: Broadcast 

.000 0000 0000 0000 = Reserved flags: 0x0000 
Client IP address: 0.0.0.0 

Your (client) IP address: 0.0.0.0 
Next server IP address: 0.0.0.0 

Relay agent IP address: 10.93.150.254

 
Client MAC address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9) 

Client hardware address padding: 00000000000000000000 
Server host name not given 

Boot file name not given 
Magic cookie: DHCP 

Option: (53) DHCP Message Type (Discover)

 
Length: 1 

DHCP: Discover (1) 
Option: (57) Maximum DHCP Message Size 

Length: 2 
Maximum DHCP Message Size: 1200 
Option: (61) Client identifier 

Length: 29 
Type: 0 

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7 
Option: (12) Host Name 

Length: 2 
Host Name: PC 

Option: (55) Parameter Request List 



Length: 8 
Parameter Request List Item: (1) Subnet Mask 

Parameter Request List Item: (6) Domain Name Server 
Parameter Request List Item: (15) Domain Name 

Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server 
Parameter Request List Item: (3) Router 

Parameter Request List Item: (33) Static Route 
Parameter Request List Item: (150) TFTP Server Address 

Parameter Request List Item: (43) Vendor-Specific Information 
Option: (60) Vendor class identifier 

Length: 8 
Vendor class identifier: ciscopnp 

Option: (255) End 
Option End: 255 

! 
!

 

 ال اهنكلو 'Relay agent IP address:10.93.150.254' ىلع يوتحت يتلا ةمزحلا :ةظحالم
 'no ip dhcp snooping information option' نيوكتلا ببسب DHCP 82 رايخ ىلع يوتحت

.DHCP مسق نم ءزجك

Edge لوحم ةمزح ةجلاعم

 طقف همادختسإ متي L2 لوحم وه Edge لوحم نإف ،قلق ردصم وه DHCP قفدتل ةبسنلاب
 ىلع دمتعي وهو .هنمو ديعبلا عقوملا تالوحمو يسيئرلا/يزكرملا لوحملا ىلع مزحلا عيزوتل

.DHCP مزح عيمج

Edge لوحم نيوكت

 
<#root>

! 
! 

Edge-Switch#show run int gig1/0/3

 
Building configuration... 

 
Current configuration : 152 bytes 

! 
interface GigabitEthernet1/0/3 

switchport access vlan 565 
ip flow monitor IPv4_NETFLOW input 

ip dhcp snooping trust 
end 
! 
! 



Edge-Switch#show run int gig1/0/1

 
Building configuration... 

 
Current configuration : 119 bytes 

! 
interface GigabitEthernet1/0/1 

switchport trunk native vlan 999 
switchport mode trunk 

ip dhcp snooping trust 
end 
! 
! 

Edge-Switch#show run | sec dhcp

 
ip dhcp snooping vlan 1-4094 

no ip dhcp snooping information option 
ip dhcp snooping 

! 
! 

Edge-Switch#show cdp neighbors 

 
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge 

S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,  
D - Remote, C - CVTA, M - Two-port Mac Relay 

 
Device ID        Local Intrfce   Holdtme   Capability   Platform     Port ID 

Remote-Site      Gig 1/0/3       153       R S I        C9300L-48    Gig 1/0/3 
Central-Switch   Gig 1/0/1       170       R S I        C9606R       Fif 2/1/0/1 

! 
!

 

Edge لوحملا لخدم

.يه امك Edge لوحمب ديعبلا عقوملا لوحم نم مزحلا فاشتكا ةزيم لصتت

Edge Switch لوحملا جرخم

 ةوطخلا ىلإ لقتني وه نأ امب رييغت نود حاتفملا جرخي وه ،ةمزحلل ةوطخ 2 ةقبط اذه نأ امب
 يف ظحالي ليدعت يأ نود يزكرملا لوحملا ىلإ ةمزحلا هيجوت ةداعإب Edge لوحم موقي .يلات

.ةمزحلا

.يزكرملا لوحملا لاخدإ ةمزح يه Edge Switch لوحملا جرخم ةمزح

 



<#root>

! 
! 

Edge-Switch#show monitor capture tac parameters

 
 monitor capture tac control-plane BOTH 

 monitor capture tac interface GigabitEthernet1/0/1 BOTH 
 monitor capture tac match any 

 monitor capture tac file location flash:edge_central.pcap 
! 
! 

Edge-Switch#show monitor capture file flash:edge_central.pcap packet-number 25597 detail

 
Starting the packet display ........ Press Ctrl + Shift + 6 to exit 

 
Frame 25597: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, id 0 

~ 
~ 

[Frame is marked: False] 
[Frame is ignored: False] 

[Protocols in frame: eth:ethertype:ip:udp:dhcp] 

Ethernet II, Src: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58), Dst: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)

 
Destination: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05) 

Address: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05) 
.... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 

.... ...0 .... .... .... .... = IG bit: Individual address (unicast) 
Source: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58) 

Address: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58) 
.... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 

.... ...0 .... .... .... .... = IG bit: Individual address (unicast) 
Type: IPv4 (0x0800) 

Internet Protocol Version 4, Src: 10.93.150.254, Dst: 10.88.2.63

 
0100 .... = Version: 4 

.... 0101 = Header Length: 20 bytes (5) 
Differentiated Services Field: 0x00 (DSCP: CS0, ECN: Not-ECT) 

0000 00.. = Differentiated Services Codepoint: Default (0) 
.... ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0) 

Total Length: 331 
Identification: 0x001c (28) 

Flags: 0x0000 
0... .... .... .... = Reserved bit: Not set 

.0.. .... .... .... = Don't fragment: Not set 

..0. .... .... .... = More fragments: Not set 
Fragment offset: 0 
Time to live: 255 

Protocol: UDP (17)



 
Header checksum: 0x0c94 [validation disabled] 

[Header checksum status: Unverified] 
Source: 10.93.150.254 

Destination: 10.88.2.63 
User Datagram Protocol, Src Port: 67, Dst Port: 67 

Source Port: 67 
Destination Port: 67 

Length: 311 
Checksum: 0xe48f [unverified] 
[Checksum Status: Unverified] 

[Stream index: 5] 
[Timestamps] 

[Time since first frame: 0.000000000 seconds] 
[Time since previous frame: 0.000000000 seconds] 

Dynamic Host Configuration Protocol (Discover)

 
Message type: Boot Request (1) 
Hardware type: Ethernet (0x01) 

Hardware address length: 6 
Hops: 1 

Transaction ID: 0x000026ee 
Seconds elapsed: 0 

Bootp flags: 0x8000, Broadcast flag (Broadcast) 
1... .... .... .... = Broadcast flag: Broadcast 

.000 0000 0000 0000 = Reserved flags: 0x0000 
Client IP address: 0.0.0.0 

Your (client) IP address: 0.0.0.0 
Next server IP address: 0.0.0.0 

Relay agent IP address: 10.93.150.254

 
Client MAC address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9) 

Client hardware address padding: 00000000000000000000 
Server host name not given 

Boot file name not given 
Magic cookie: DHCP 

Option: (53) DHCP Message Type (Discover) 
Length: 1 

DHCP: Discover (1) 
Option: (57) Maximum DHCP Message Size 

Length: 2 
Maximum DHCP Message Size: 1200 
Option: (61) Client identifier 

Length: 29 
Type: 0 

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7 
Option: (12) Host Name 

Length: 2 
Host Name: PC 

Option: (55) Parameter Request List 
Length: 8 

Parameter Request List Item: (1) Subnet Mask 
Parameter Request List Item: (6) Domain Name Server 

Parameter Request List Item: (15) Domain Name 
Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server 

Parameter Request List Item: (3) Router 



Parameter Request List Item: (33) Static Route 
Parameter Request List Item: (150) TFTP Server Address 

Parameter Request List Item: (43) Vendor-Specific Information 
Option: (60) Vendor class identifier 

Length: 8 
Vendor class identifier: ciscopnp 

Option: (255) End 
Option End: 255 

! 
!

 

يزكرملا لوحملا ةمزح ةجلاعم

يزكرملا لوحملا نيوكت

 
<#root>

! 
! 

Central-Switch#show cdp neighbors 

 
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge 

S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,  
D - Remote, C - CVTA, M - Two-port Mac Relay 

 
Device ID      Local Intrfce   Holdtme   Capability   Platform    Port ID 

 
Edge-Switch    Fif 2/1/0/1     177       R S I        C9300-48H   Gig 1/0/1 

! 
! 

Central-Switch#show run int fif2/1/0/1

 
Building configuration... 

 
Current configuration : 115 bytes 

! 
interface FiftyGigE2/1/0/1 

switchport trunk native vlan 999 
switchport mode trunk 

end 
! 
! 

Central-Switch#show run int fif2/1/0/3

 
Building configuration... 

 



Current configuration : 87 bytes 
! 

interface FiftyGigE2/1/0/3 
no switchport 

ip address 10.88.2.254 255.255.255.0 
end 
! 
! 

interface Vlan565

 
ip address 10.92.250.5 255.255.255.252 

! 
! 
! 

Central-Switch#show run | sec dhcp

 
ip dhcp snooping vlan 1-4094 

no ip dhcp snooping information option 
ip dhcp snooping 

! 
! 

Central-Switch#show ip eigrp neighbors 

 
EIGRP-IPv4 Neighbors for AS(100) 

H Address Interface Hold Uptime SRTT RTO Q Seq 
(sec) (ms) Cnt Num 

0 

10.92.250.6

 Vl565 11 00:10:32 3 100 0 19 
~ 
~ 
! 
! 

router eigrp 100

 
  network 10.0.0.0 

  network 10.88.0.0 0.0.255.255 
  passive-interface default 

  no passive-interface Vlan565 
  eigrp router-id 10.255.255.254 

! 
!

 

يزكرملا لوحملا لخدم



.يزكرملا لوحملا لاخدإ ةمزح يه Edge لوحم جرخم ةمزح نإف ،اقباس انركذ امكو

.لجسلا اذه ةظحالم متيس ،fif 2/1/0/1 ةهجاولا ىلإ ةمزحلا لصت امدنع

 

%DHCP_SNOOPING-5-DHCP_SNOOPING_NONZERO_GIADDR: DHCP_SNOOPING drop message with non-zero giaddr or option82 value on untrusted port, message type: DHCPDISCOVER, MAC sa: 5c5a.c71f.1158

 

.DHCP لوكوتورب ىلع لفطتلل هب قوثوم ريغ ذفنمك FIF 2/1/0/1 ةهجاولا نيوكت مت

 متي ةمزحلا نأ نم مغرلا ىلع .ءانيم اذه لالخ نم لخدي طبر فشتكي DHCP لسري 3 ةقبط
 ىلع اهصحفي لازي ال DHCP لوكوتورب ىلع لفطتلا نإف ،3 ةقبطلا يف اهفيلغتو اهلاسرإ

 ةرابعلل IP ناونع ىلع يوتحت ةمزحلا نأو هب قوثوم ريغ ذفنملا اذه نأل ارظن .2 ةقبطلا ذفنم
 ىلع ةمزحلا طاقسإب DHCP لوكوتورب ىلع لفطتلا موقيس ،82 رايخلا نود (ليحرت ليكو)

.ميمصتلا لالخ نم و عقوتم كولسلا اذه .هب قوثوملا ريغ ذفنملا اذه

 يف طوقسلا فشتكي DHCP لوكوتورب نأ ىري ،تالاحلا نم ديدعلا يف :ةظحالم
.DHCP لوكوتورب ىلع لفطتلا ببسب لقنلا

جرخم يزكرم لدبم

 DHCP يأ كانه نوكي نلو DHCP فاشتكا ةمزح Central-Switch طقسيس ،ةلاحلا هذه يف
Discover Packet ناونع عم فيضملا ةطساوب أدبي MAC 70:10:5c:df:31:e9 ةهجاولا نم ةفاضإ 

FIF 2/1/0/3.

؟ةلكشملا لحن فيك

  .نوبز DHCP لا نم ىلوألا ةوطخلا ىلع نكمي 82 رايخ ىقلتي .1
.ديعبلا لوحملا ىلع ip dhcp snooping information option رمألا نيوكتب مق ،يلاحلا لاثملا يف

 
 DHCP ليمع نم DHCP راسم ربع DHCP لوكوتورب ىلع لفطتلا يف ةقثلا نيكمت بجي .2

.DHCP مداخ ىلإ

 لوحملا نم fif2/1/0/1 ةهجاولا ىلع ip dhcp snooping trust رمألا نيوكتب مق ،يلاحلا لاثملا يف
.يزكرملا

 
<#root>



Central-Switch#show run int fif2/1/0/1

 
Building configuration... 

 
Current configuration : 115 bytes 

! 
interface FiftyGigE2/1/0/1 

switchport trunk native vlan 999 
switchport mode trunk 

ip dhcp snooping trust

 
end

 

.DHCP مداخ ىلإ يزكرملا لوحملا نم جورخلا فاشتكا ةمزح أدبتس ،تارييغتلا هذه دعب

 
<#root>

Frame 9: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits) on interface 0

 
~ 
~ 

[Frame is marked: False] 
[Frame is ignored: False] 

[Protocols in frame: eth:ethertype:ip:udp:dhcp] 

Ethernet II, Src: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05), Dst: 00:aa:6e:f3:6c:e4 (00:aa:6e:f3:6c:e4)

 
Destination: 00:aa:6e:f3:6c:e4 (00:aa:6e:f3:6c:e4) 

Address: 00:aa:6e:f3:6c:e4 (00:aa:6e:f3:6c:e4) 
.... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 

.... ...0 .... .... .... .... = IG bit: Individual address (unicast) 
Source: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05) 

Address: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05) 
.... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 

.... ...0 .... .... .... .... = IG bit: Individual address (unicast) 
Type: IPv4 (0x0800) 

Internet Protocol Version 4, Src: 10.93.150.254, Dst: 10.88.2.63

 
0100 .... = Version: 4 

.... 0101 = Header Length: 20 bytes (5) 
Differentiated Services Field: 0x00 (DSCP: CS0, ECN: Not-ECT) 

0000 00.. = Differentiated Services Codepoint: Default (0) 
.... ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0) 

Total Length: 331 
Identification: 0x02ff (767) 

Flags: 0x0000 
0... .... .... .... = Reserved bit: Not set 



.0.. .... .... .... = Don't fragment: Not set 

..0. .... .... .... = More fragments: Not set 
...0 0000 0000 0000 = Fragment offset: 0 

Time to live: 254 
Protocol: UDP (17) 

Header checksum: 0x0ab1 [validation disabled] 
[Header checksum status: Unverified] 

Source: 10.93.150.254 
Destination: 10.88.2.63 

User Datagram Protocol, Src Port: 67, Dst Port: 67 
Source Port: 67 

Destination Port: 67 
Length: 311 

Checksum: 0x061b [unverified] 
[Checksum Status: Unverified] 

[Stream index: 0] 
[Timestamps] 

[Time since first frame: 0.000000000 seconds] 
[Time since previous frame: 0.000000000 seconds] 

Dynamic Host Configuration Protocol (Discover)

 
Message type: Boot Request (1) 
Hardware type: Ethernet (0x01) 

Hardware address length: 6 
Hops: 1 

Transaction ID: 0x00000563 
Seconds elapsed: 0 

Bootp flags: 0x8000, Broadcast flag (Broadcast) 
1... .... .... .... = Broadcast flag: Broadcast 

.000 0000 0000 0000 = Reserved flags: 0x0000 
Client IP address: 0.0.0.0 

Your (client) IP address: 0.0.0.0 
Next server IP address: 0.0.0.0 

Relay agent IP address: 10.93.150.254 

Client MAC address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)

 
Client hardware address padding: 00000000000000000000 

Server host name not given 
Boot file name not given 

Magic cookie: DHCP 
Option: (53) DHCP Message Type (Discover) 

Length: 1 
DHCP: Discover (1) 

Option: (57) Maximum DHCP Message Size 
Length: 2 

Maximum DHCP Message Size: 1200 
Option: (61) Client identifier 

Length: 29 
Type: 0 

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7 
Option: (12) Host Name 

Length: 2 
Host Name: PC 

Option: (55) Parameter Request List 
Length: 8 

Parameter Request List Item: (1) Subnet Mask 



Parameter Request List Item: (6) Domain Name Server 
Parameter Request List Item: (15) Domain Name 

Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server 
Parameter Request List Item: (3) Router 

Parameter Request List Item: (33) Static Route 
Parameter Request List Item: (150) TFTP Server Address 

Parameter Request List Item: (43) Vendor-Specific Information 
Option: (60) Vendor class identifier 

Length: 8 
Vendor class identifier: ciscopnp 

Option: (255) End 
Option End: 255

 

 
.DHCP ضرع ىلع DHCP مداخ دريسو DHCP مداخ فاشتكالا غلبيس

 
:DHCP ضرع ةمزح

 
<#root>

Frame 128: 353 bytes on wire (2824 bits), 353 bytes captured (2824 bits) on interface 0

 
~ 
~ 

[Frame is marked: False] 
[Frame is ignored: False] 

[Protocols in frame: eth:ethertype:ip:udp:bootp] 

Ethernet II, Src: 00:aa:6e:f3:6c:e4 (00:aa:6e:f3:6c:e4), Dst: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)

 
Destination: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05) 

Address: 08:f3:fb:de:46:05 (5c:5a:c7:1f:11:58) 
.... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 

.... ...0 .... .... .... .... = IG bit: Individual address (unicast) 
Source: 00:aa:6e:f3:6c:e4 (00:aa:6e:f3:6c:e4) 

Address: 00:aa:6e:f3:6c:e4 (00:aa:6e:f3:6c:e4) 
.... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 

.... ...0 .... .... .... .... = IG bit: Individual address (unicast) 
Type: IPv4 (0x0800) 

Internet Protocol Version 4, Src: 10.88.2.63, Dst: 10.93.150.254

 
0100 .... = Version: 4 

.... 0101 = Header Length: 20 bytes (5) 
Differentiated Services Field: 0x00 (DSCP: CS0, ECN: Not-ECT) 

0000 00.. = Differentiated Services Codepoint: Default (0) 
.... ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0) 

Total Length: 339 
Identification: 0x0006 (6) 



Flags: 0x0000 
0... .... .... .... = Reserved bit: Not set 

.0.. .... .... .... = Don't fragment: Not set 

..0. .... .... .... = More fragments: Not set 
...0 0000 0000 0000 = Fragment offset: 0 

Time to live: 252 
Protocol: UDP (17) 

Header checksum: 0x0fa2 [validation disabled] 
[Header checksum status: Unverified] 

Source: 10.88.2.63 
Destination: 10.93.150.254 

User Datagram Protocol, Src Port: 67, Dst Port: 67 
Source Port: 67 

Destination Port: 67 
Length: 319 

Checksum: 0x9c4c [unverified] 
[Checksum Status: Unverified] 

[Stream index: 2] 
Bootstrap Protocol (Offer) 

Message type: Boot Reply (2) 
Hardware type: Ethernet (0x01) 

Hardware address length: 6 
Hops: 0 

Transaction ID: 0x00000563 
Seconds elapsed: 0 

Bootp flags: 0x8000, Broadcast flag (Broadcast) 
1... .... .... .... = Broadcast flag: Broadcast 

.000 0000 0000 0000 = Reserved flags: 0x0000 
Client IP address: 0.0.0.0 

Your (client) IP address: 10.93.150.11

 
Next server IP address: 0.0.0.0 

Relay agent IP address: 10.93.150.254

 

Client MAC address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)

 
Client hardware address padding: 00000000000000000000 

Server host name not given 
Boot file name not given 

Magic cookie: DHCP 

Option: (53) DHCP Message Type (Offer)

 
Length: 1 

DHCP: Offer (2) 
Option: (61) Client identifier 

Length: 29 
Type: 0 

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7 
Option: (54) DHCP Server Identifier 

Length: 4 



DHCP Server Identifier: 10.88.2.63

 
Option: (51) IP Address Lease Time 

Length: 4 
IP Address Lease Time: (73119s) 20 hours, 18 minutes, 39 seconds 

Option: (58) Renewal Time Value 
Length: 4 

Renewal Time Value: (36559s) 10 hours, 9 minutes, 19 seconds 
Option: (59) Rebinding Time Value 

Length: 4 
Rebinding Time Value: (63973s) 17 hours, 46 minutes, 13 seconds 

Option: (1) Subnet Mask 
Length: 4 

Subnet Mask: 255.255.255.0 
Option: (6) Domain Name Server 

Length: 4 
Domain Name Server: 8.8.8.8 

Option: (255) End 
Option End: 255

 

 
 ةصاخلا fif2/1/0/3 ةهجاولا DHCP مداخ ةطساوب اهيلع درلا متي يتلا ضرعلا ةمزح برضت فوس

.Core/Central Switch لوحملاب

 
<#root>

Central-Switch#show run int fif2/1/0/3

 
Building configuration... 

 
Current configuration : 87 bytes 

! 
interface FiftyGigE2/1/0/3 

no switchport 
ip address 10.88.2.254 255.255.255.0 

end

 

 ال اذامل مث ،هلاخدإ متي ضرعلاو DHCP لوكوتورب ىلع لفطتلا ةياهن نم ةقث دجوت ال انه
؟هب قوثوم ريغ ذفنم ىلع ضرعلا طاقسإ متي

 
 فينصت متي ،DHCP لوكوتورب ىلع لفطتلا نيكمت اهيف متي ةكبش يف ،فرعت امك

.اهب قوثوم ريغ وأ اهب قوثوم امإ اهنأ ىلع ذفانملا

 لئاسر ةفاك .اهب قوثوم ىرخأ تالوحم وأ ةيعرشلا DHCP مداوخب اهب قوثوملا ذفانملا لصتت
DHCP اهب حومسم. 

 اهدييقت متي .(ءالمعلا) يئاهنلا مدختسملا ةزهجأب ةداع اهب قوثوملا ريغ ذفانملا لصتت



 ."يلايخدلا DHCP مداخ" وأ "DHCP لوكوتورب لاحتنا" تامجه عنمل
 ردصم نوكي نأ بجي ،نامألا دعاوقل اقفو .'server-side' لئاسر DHCP ACK و DHCP مزح ربتعت

 .طقف يعرش مداخ نم لئاسرلا هذه
 ىلع DHCP ضرع ثلاثلا ىوتسملا نم لوحم/هجوم يأ وأ DHCP ليحرت ليكو ملتسي امدنع

 هنأ ىلع اذه DHCP ىلع لفطتلا ةيلآ فرعت ،هب قوثوم ريغ هنأ ىلع هنيوكت مت L2 ذفنم
 ةدمتعملا ريغ IP نيوانع ريفوت لواحي عداخملا DHCP مداخ نأ ضرتفي وه .نامأ كاهتنا

 .ةكبشلا ىلع ءالمعلل
 ةقثلا ةلاح نإف ،(ليحرتلا ليكو ىلإ اصيصخ ةهجوم) Unicast يه ةمزحلا نأ نم مغرلا ىلع

 ىوتسم ىلع نامألا نم ققحتلا ءارجإ متي .ةيولوألا اهل نوكت يقطنملا وأ يداملا ذفنملل
 .ال مأ يداحألا ثبلا وأ اهثب متي ةمزحلا تناك اذإ امع رظنلا ضغب ذفنملا

 تانايب نم ةكبشلا ةيامحل DHCP ضرع رظحب ماظنلا موقيس ،هب قوثوم ريغ ذفنملا نأل
.هب حرصم ريغ ردصم نم ةدراولا ةحيحص ريغ وأ ةراض نوكت نأ لمتحي يتلا نيوكتلا

 دعاوق ظحالي ال هنإف ،ةهجوم ةهجاو هنأل ارظن .3 ةقبطلا يف (ةهجوم ةهجاو) L3 ذفنم لمعي
 .تالوحملا ذفانم ىلع قبطنت يتلا L2 DHCP لوكوتورب ىلع لفطتلا يف ةقثلا مدع/ةقثلا

 يداحألا ثبلا بلط لسريو اذه (L3 زاهج) ليحرتلا ليكو ضرتعي .ثب بلط ءالمعلا دحأ لسري
 .DHCP مداخ ىلإ

 ليحرتلا ليمعب صاخلا IP ناونع ىلإ ىرخأ ةرم يداحألا ثبلل DHCP ضرع DHCP مداخ لسري
 .(ةرابعلا وأ ةرابعلل IP ناونع ىلإ اديدحت)

 ،ةمزحلا راسم يف L3 ةوطخ يأ ىلع وأ ليحرتلا ليكو نم L3 ذفنملا ىلإ ةمزحلا لصت امدنع
 .ةيعرش هيجوت رورم ةكرحك ةمزحلا زاهجلا لبقي

 بناج' لئاسر نع لوحملا ثحبي ثيح ،(هب قوثوم ريغ L2 ذفنم) قباسلا ويرانيسلا فالخب
 ةيعرش L3 ةوطخ وأ ةدوصقم ةهجوك L3 ذفنم لمعي ،ليمعلا هجاوي ذفنم نم ةدراولا 'مداخلا

 .مداخلا ةباجتسال
 نأل ،ادبأ DHCP ليحرت ةيلآ لمعت نلف ،يداحألا ثبلل DHCP ضورع L3 ذفانم تطقسأ اذإ

.ليحرتلا ليكوب ىرخأ ةرم لاصتالا ىلع ارداق نوكي نل مداخلا

.ليمعلا ىلإ لصت ىتح ضرعلا ةمزح زايتجإ متي ،اريخأو

 
.DHCP بلط ىلع ليمعلا/فيضملا دريس

 
<#root>

Frame 20: 363 bytes on wire (2904 bits), 363 bytes captured (2904 bits) on interface 0

 
~ 
~ 

[Frame is marked: False] 
[Frame is ignored: False] 

[Protocols in frame: eth:ethertype:ip:udp:bootp] 

Ethernet II, Src: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9), Dst: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff)

 



Destination: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff) 
Address: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff) 

.... ..1. .... .... .... .... = LG bit: Locally administered address (this is NOT the factory default) 
.... ...1 .... .... .... .... = IG bit: Group address (multicast/broadcast) 

Source: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9) 
Address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9) 

.... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 
.... ...0 .... .... .... .... = IG bit: Individual address (unicast) 

Type: IPv4 (0x0800) 

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255

 
0100 .... = Version: 4 

.... 0101 = Header Length: 20 bytes (5) 
Differentiated Services Field: 0x00 (DSCP: CS0, ECN: Not-ECT) 

0000 00.. = Differentiated Services Codepoint: Default (0) 
.... ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0) 

Total Length: 349 
Identification: 0x3be5 (15333) 

Flags: 0x0000 
0... .... .... .... = Reserved bit: Not set 

.0.. .... .... .... = Don't fragment: Not set 

..0. .... .... .... = More fragments: Not set 
...0 0000 0000 0000 = Fragment offset: 0 

Time to live: 255 
Protocol: UDP (17) 

Header checksum: 0x7eab [validation disabled] 
[Header checksum status: Unverified] 

Source: 0.0.0.0 
Destination: 255.255.255.255 

User Datagram Protocol, Src Port: 68, Dst Port: 67 
Source Port: 68 

Destination Port: 67 
Length: 329 

Checksum: 0xed98 [unverified] 
[Checksum Status: Unverified] 

[Stream index: 1] 
Bootstrap Protocol (Request) 

Message type: Boot Request (1)

 
Hardware type: Ethernet (0x01) 

Hardware address length: 6 
Hops: 0 

Transaction ID: 0x00000563 
Seconds elapsed: 0 

Bootp flags: 0x8000, Broadcast flag (Broadcast) 
1... .... .... .... = Broadcast flag: Broadcast 

.000 0000 0000 0000 = Reserved flags: 0x0000 
Client IP address: 0.0.0.0 

Your (client) IP address: 0.0.0.0 
Next server IP address: 0.0.0.0 
Relay agent IP address: 0.0.0.0 

Client MAC address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)

 



Client hardware address padding: 00000000000000000000 
Server host name not given 

Boot file name not given 
Magic cookie: DHCP 

Option: (53) DHCP Message Type (Request)

 
Length: 1 

DHCP: Request (3) 
Option: (57) Maximum DHCP Message Size 

Length: 2 
Maximum DHCP Message Size: 1200 
Option: (61) Client identifier 

Length: 29 
Type: 0 

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7 
Option: (54) DHCP Server Identifier 

Length: 4 

DHCP Server Identifier: 10.88.2.63

 
Option: (50) Requested IP Address 

Length: 4 

Requested IP Address: 10.93.150.11

 
Option: (51) IP Address Lease Time 

Length: 4 
IP Address Lease Time: (73119s) 20 hours, 18 minutes, 39 seconds 

Option: (12) Host Name 
Length: 2 

Host Name: PC 
Option: (55) Parameter Request List 

Length: 8 
Parameter Request List Item: (1) Subnet Mask 

Parameter Request List Item: (6) Domain Name Server 
Parameter Request List Item: (15) Domain Name 

Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server 
Parameter Request List Item: (3) Router 

Parameter Request List Item: (33) Static Route 
Parameter Request List Item: (150) TFTP Server Address 

Parameter Request List Item: (43) Vendor-Specific Information 
Option: (60) Vendor class identifier 

Length: 8 
Vendor class identifier: ciscopnp 

Option: (255) End 
Option End: 255

 

.IP ناونع نييعت باوجتساب اريخأ DHCP مداخ موقيس

 
<#root>



 

Frame 25: 353 bytes on wire (2824 bits), 353 bytes captured (2824 bits) on interface 0

 
~ 
~ 

[Frame is marked: False] 
[Frame is ignored: False] 

[Protocols in frame: eth:ethertype:ip:udp:bootp] 

Ethernet II, Src: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05), Dst: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58)

 
Destination: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58) 

Address: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58) 
.... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 

.... ...0 .... .... .... .... = IG bit: Individual address (unicast) 
Source: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05) 

Address: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05) 
.... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 

.... ...0 .... .... .... .... = IG bit: Individual address (unicast) 
Type: IPv4 (0x0800) 

Internet Protocol Version 4, Src: 10.88.2.63, Dst: 10.93.150.254

 
0100 .... = Version: 4 

.... 0101 = Header Length: 20 bytes (5) 
Differentiated Services Field: 0x00 (DSCP: CS0, ECN: Not-ECT) 

0000 00.. = Differentiated Services Codepoint: Default (0) 
.... ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0) 

Total Length: 339 
Identification: 0x0007 (7) 

Flags: 0x0000 
0... .... .... .... = Reserved bit: Not set 

.0.. .... .... .... = Don't fragment: Not set 

..0. .... .... .... = More fragments: Not set 
...0 0000 0000 0000 = Fragment offset: 0 

Time to live: 252 
Protocol: UDP (17) 

Header checksum: 0x0fa1 [validation disabled] 
[Header checksum status: Unverified] 

Source: 10.88.2.63 
Destination: 10.93.150.254 

User Datagram Protocol, Src Port: 67, Dst Port: 67 
Source Port: 67 

Destination Port: 67 
Length: 319 

Checksum: 0x1e0f [unverified] 
[Checksum Status: Unverified] 

[Stream index: 2] 

Bootstrap Protocol (ACK)

 
Message type: Boot Reply (2) 

Hardware type: Ethernet (0x01) 



Hardware address length: 6 
Hops: 0 

Transaction ID: 0x00000563 
Seconds elapsed: 0 

Bootp flags: 0x8000, Broadcast flag (Broadcast) 
1... .... .... .... = Broadcast flag: Broadcast 

.000 0000 0000 0000 = Reserved flags: 0x0000 
Client IP address: 0.0.0.0 

Your (client) IP address: 10.93.150.11

 
Next server IP address: 0.0.0.0 

Relay agent IP address: 10.93.150.254

 

Client MAC address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)

 
Client hardware address padding: 00000000000000000000 

Server host name not given 
Boot file name not given 

Magic cookie: DHCP 

Option: (53) DHCP Message Type (ACK)

 
Length: 1 

DHCP: ACK (5) 
Option: (61) Client identifier 

Length: 29 
Type: 0 

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7 
Option: (54) DHCP Server Identifier 

Length: 4 

DHCP Server Identifier: 10.88.2.63

 
Option: (51) IP Address Lease Time 

Length: 4 
IP Address Lease Time: (86400s) 1 day 

Option: (58) Renewal Time Value 
Length: 4 

Renewal Time Value: (43200s) 12 hours 
Option: (59) Rebinding Time Value 

Length: 4 
Rebinding Time Value: (75600s) 21 hours 

Option: (1) Subnet Mask 
Length: 4 

Subnet Mask: 255.255.255.0 
Option: (6) Domain Name Server 

Length: 4 
Domain Name Server: 8.8.8.8 

Option: (255) End 



Option End: 255

 

.حاجنب IP ناونع فيضملا ىقلتيو DORA لامكإ متي

صخلم

.ةمزحلا هيجوت ةداعإ تاهويرانيس مهفل لودجلا اذه ىلإ عجرا

ببسلا ةجيتن ةملتسملا ةمزحلا عون  ةلاح
ةقثلا

 عون
ذفنملا

 DHCP لوكوتورب ىلع لفطتلا عنمي
 ريغ L2 ذفانم ىلع مداخلا لئاسر

.اهب قوثوملا
اتطقسأ Unicast DHCP ضرع/ACK

 ريغ
 قوثوم

هب

 ذفنم
L2

 ةدوصقملا دقعلا يه ةهجوملا ذفانملا
.ليحرتلا ليكو لاصتال لوبقم Unicast DHCP ضرع/ACK N/A 

(هجوم)
 ذفنم

L3

 عيمجب قوثوملا ذفنملا حمسي
.DHCP تاراشإ لوبقم Unicast DHCP تفشتكا 

82 رايخ عم امتنمتئا  ذفنم
L2

 IP ناونع ىلع يوتحت يتلا ةمزحلا
.ةعورشم 82 رايخو لحرملا ليكولل لوبقم Unicast DHCP تفشتكا 

82 رايخ عم

 ريغ
 قوثوم

هب

 ذفنم
L2

 عيمجب قوثوملا ذفنملا حمسي
.DHCP تاراشإ لوبقم  ثبلل DHCP فاشتكا

82 رايخ نود يداحألا امتنمتئا  ذفنم
L2

 IP ناونع ىلع يوتحت يتلا ةمزحلا
 يه 82 رايخ نودبو لحرملا ليكولل

.ةعداخم ةعومجم
اتطقسأ  ثبلل DHCP فاشتكا

82 رايخ نود يداحألا

 ريغ
 قوثوم

هب

 ذفنم
L2



ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


