ouledlo IJobwd eds w)9099d9J DHCP og
GIADDR g¢sl) 82 e Js CAT9000

lJpzogsle
| 9300
el dole 1wl _w.sé

Lol
Lpdacle Lpwogseb

sglo.s) LIz, 82 |

" J; '| ) 1,82 I
edéo
lJp 95,00

SLo 03l 98,596 I DHCP selbd] wbledle pg GIADDR s¢.sl, 82 gJ.s CATI000.
IJpebdole Uil uss
lJpobdolo

9008 Cisco Llu oy Jssd pe s Lldpsluose IJolss:

lo@ly Cisco I0S® XE B igle) IJodssy sldouvgsd.

o8 gJs Izojs 90ouss IUpeod Cisco Catalyst 9000 Series.

Bop 998 Jepdsle wy9e939) DHCP sldsle IJobdd gJds w9939 ) DHCP. «
Bop wuo9s Jesh DHCP 82 939, sdsd IJeszsd.

lJpdouvle lJpuuwegsped



ouwows Idpedypele 1Uglyo WO o3l ldpuwews IJs luesble Idolez 9ldedsule 1Jpbss IJeldss:

Core/Distribution switch: _juJ_wJé Cisco Catalyst 9600X
Access Switch:lJvJuvJé Cisco Catalyst 9300 Series
gpsd DHCP:zol; 1Jposed IJbyos *

¢bp DHCP: 0595 2306 Iy s Iy Jd5506

ped9ple luwluss

Suvodvd ol Idpwows odysule pgodls JJobwd eds «y9099d9d DHCP gJs peodle
Core/Distribution Switches. |Jp>0z6 pg &pdsle woudss IJgsl) DHCP ;8 82 gds peodle
Access. oo ¢JIJ lpeJs IJodssu IUe pdsé 9oedsd peesele 1Jze IJpdlods. s9 e o3l
lJ>Jsd Idovdled wsu o3 IJps)le sIgd wsiso Cisco Catalyst 9000 Series.

lLuwe ldogbsbs Jduyvods

CS-C9600-SVL CAT9300-Stackwise
CORE/Distribution Accgss

Gig 1/0/1

Gig 1/0/3

DHCP Server
| 10.88.2.63/24 |

[10.88.2.254/24 |

DHCP Client
| 74:88:bb:97:69:58 |

op wpdsu IJobydd eds w)y9w9d9d DHCP JJpeeed Idsissuns

op oebed 1gsl 82 Jezsd IsosJ

lpead lulms:



<tfroot>

<#root>

!
int fif2/1/0/4 ——> Downlink to Access Switch

ip dhcp snooping trust
I

ip dhcp snooping vlan 1-2048

i p dhcp snoopi ng

pulz 1Jgo9J:

!
int gigl/0/1 —> uplink to Core
ip dhcp snooping trust

switchport mode trunk
I

ip dhcp snooping vlan 1-1400

no i p dhcp snooping information option

ip dhcp snooping

!

int gigl/0/3 —---> End device connected port
switchport mode access

switchport access vlan 287
!

lJouwses:

vlze.

stwed Iegols Ik, s eds guslo IP waso puvd Js.

IJuie:

we wgbsd sh pzed 1dsuesd 82 9s,und Ideied [ds Idesd; 290 1desh 82. swpe wpdso sh
IJezod IJluwluws 82 v dJ 18 e,)luos: 909 suosd IJesh 82 Cluvesle eusly IP 1JElLo

w9dsd IJenzsd S 1Uzies 9siuwde lJs ¢l>pe DHCP.



IUzsed eds Idboolb wso ldepsd 9029 1Usu09J:

No. Time Source Destination Protoco Lengt Info

r 1 0.000000 0.0.0.0 255.255.255.255 DHCP 379 DHCP Discover — Transaction ID 0x1604
2 0.000156 0.0.0.0 255.255.255.255 DHCP 379 DHCP Discover - Transaction ID 0x1604
3 2.002663 10.88.39.254 255.255.255:255  DHEP 363 DHCP Offer — Transaction ID 0x1604
4 2.002977 10.88.39.254 255.255.255.255 DHCP 359 DHCP Offer — Transaction ID 0x1604
5 2.004966 0.0.0.0 25525525525 S EMNHER 397 DHCP Request - Transaction ID 0x1604

- 6 2.005228 0.0.0.0 255.255.255.255 DHCP 397 DHCP Request - Transaction ID 0x1604
7 2.007080 10.88.39.254 255.255.255.255 DHCP 363 DHCP ACK — Transaction ID 0x1604

Frame 1: Packet, 379 bytes on wire (3032 bits), 379 bytes captured (3032 bits) on interface /tmp/epc_\
Ethernet II, Src: Cisco_97:69:58 (74:88:bb:97:69:58), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@x01)
Hardware address length: 6
Hops: ©
Transaction ID: 0x00001604
Seconds elapsed: @
Bootp flags: ©x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: @
Next server IP address: 0.0.
Relay agent IP address: 0.0.
Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@) Vendor class identifier
Option: (124) V-I Vendor Class
Option: (255) End

S

pdlebbs: sop ldoylb 1Jgjes £36 pile 9098 vl IJoylb pogssse Joduw IUg psJ:
J3JY eglod peyus IUgyds.

lJziped eds ool s peed Access gldeez9d Distribution/Core:

Jszoss pe9d 1suesd eds el Iobdd eds Idpedsplo. oI cop lehs wozse IJzips
oS wol 136 pu Idgpsd IJs prod IJeysse.



Time Source Destination Protoco Lengt Info

5 11.360258 ©0.0.0.0 255.255.255.255 DHCP 379 DHCP Discover - Transaction ID @x1147
6 12.858224 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x8478fad8
7 12.858519 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x8478fad8
8 13.362861 10.88.39.254 255.255.255.255 DHCP 359 DHCP Offer - Transaction ID @x1147
9 13.364854 0.0.0.0 255.255.255.255 DHCP 397 DHCP Request - Transaction ID @x1147

- 10 13.469795 10.88.39.254  255.255.255.255 DRCP 358 DHCP ACK - Transaction ID 0x1147

Frame 5: Packet, 379 bytes on wire (3@32 bits), 379 bytes captured (3032 bits) on interface /tmp/epc_ws
Ethernet II, Src: Cisco_97:69:58 (74:88:bb:97:69:58), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: @
Transaction ID: 0x00001147
Seconds elapsed: @
Bootp flags: ©x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: 0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 0.0.0.0
Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@) Vendor class identifier
Option: (124) V-I Vendor Class
Option: (255) End

.0

Iz 506 wso 1dezsd IJiuulowes 9150 DHCP:

pe Sedsu IJebdd gds wy9e9dsd DHCP sodssue Joszsd: sop lole 1dezsd IJiusluvs
IU3s S89p wlels wozse 1Jzie6 lJs ¢lbe DHCP 10.88.2.63 Ll wegsle 9dsd IJeyzsd IP
leoube gusly IP 1o weo.



No. Time Source Destination Protoco Lengt Info

1 0.000000 10.88.39.254 10.88.2.63 DHCP 379 DHCP Discover - Transaction ID @x5df
2 0.000069 10.88.2.63 10.88.39.254 DHCP 359 DHCP Offer - Transaction ID @x5df
3 0.128743 10.88.39.254 10.88.2.63 DHCP 397 DHCP Request - Transaction ID @x5df
4 0.128997 10.88.2.63 10.88.39.254 DHCP 359 DHCP ACK - Transaction ID @x5df

Frame 1: Packet, 379 bytes on wire (3032 bits), 379 bytes captured (3032 bits) on interface /tmp/epc_
Ethernet II, Src: Cisco_de:46:05 (08:f3:fb:de:46:05), Dst: Cisco_f3:6c:e4 (00:aa:6e:f3:6c:ed)
Internet Protocol Version 4, Src: 10.88.39.254, Dst: 10.88.2.63
User Datagram Protocol, Src Port: 67, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (@x@1)

Hardware address length: 6

Hops: 1

Transaction ID: ©0x000005df

Seconds elapsed: @

Bootp flags: @0x8000, Broadcast flag (Broadcast)

Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Relay agent IP address: 10.88.39.254

Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)

Client hardware address padding: 00000000000000000000

Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)

Option: (57) Maximum DHCP Message Size

Option: (61) Client identifier

Option: (12) Host Name

Option: (55) Parameter Request List

Option: (6@) Vendor class identifier

Option: (124) V-I Vendor Class

Option: (255) End

op wpdsu IUgsh 82 Jezd 1Usosd

Jpesd IJluwluws:

<ffroot>

1
int fif2/1/0/4 ——> Downlink to Access Switch

ip dhcp snooping trust
|

ip dhcp snooping vlan 1-2048

i p dhcp snoopi ng
!

pBule 1y osd:

<#froot>



int gigl/0/1 — uplink to Core
ip dhcp snooping trust
switchport mode trunk

|

ip dhcp snooping vlan 1-1400

i p dhcp snooping information option

ip dhcp snooping
|

int gigl/0/3
switchport mode access
switchport access vlan 287

|
lJuwses:
vlee.

Sewed Idzol Idb,Ss eds eudlu IP w90 puvdJs.

lJuine:

wp edso esh prod Isuesd 82 9Jdu JI szess o3l ldpzsd eds SVIIUs e lugblse sesyumd
IJ25p6 Ids Idesds 290 Esb 82. swup wedsu esh Ipesd Idluwluws 82 wubdd lve,los: 909
SUPSI 1Ugshy 82 pe guslu IP 1Uglue wadsd Ideszsd B 1dzieps 9ssumdo 1Js ¢lbe DHCP.

U206 pu IJgpsd IJs pzod 1Uso9d:



Time Source Destination Protoco Lengt Info

1 0.000000 0.0.0.0 255.255.255.255 DHCP 379 DHCP Discover — Transaction ID
2 0.000161 0.0.0.0 255.255.255.255 DHCP 399 DHCP Discover - Transaction ID
3 1.110008 Cisco_9e:c8:c6 Broadcast ARP 64 Who has 10.88.0.2547 Tell 10.8¢
4 2.002486 10.88.39.254 255.255.255.255 DHCP 383 DHCP Offer — Transaction ID
5 2.002871 10.88.39.254 255.255.255.255 DHCP 379 DHCP Offer — Transaction ID
6 2.004750 0.0.0.0 255.255.255.255 DHCP 397 DHCP Request - Transaction ID
7 2.004994 0.0.0.0 255.255.255.255 DHCP 417 DHCP Request - Transaction ID
8 2.006887 10.88.39.254 AN AAN 0 At ZAss iR 383 DHCP ACK — Transaction ID
9

2.108976 10.88.39.254 255.255.255.255 DHCP 379 DHCP ACK Transaction ID

Frame 1: Packet, 379 bytes on wire (3032 bits), 379 bytes captured (3032 bits) on interf:
Ethernet II, Src: Cisco_97:69:58 (74:88:bb:97:69:58), Dst: Broadcast (ff:ff:ffiff:ff:ff)
Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: @

Transaction ID: 0x00000121

Seconds elapsed: @

Bootp flags: ©x8000, Broadcast flag (Broadcast)

Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Relay agent IP address: 0.0.0.0

Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)

Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier

Option: (12) Host Name

Option: (55) Parameter Request List
Option: (60) Vendor class identifier
Option: (124) V-I Vendor Class

Option: (255) End

lJzp6 pu Access Switch |Js Core/Distribution switch:

wpl 14 'ip dhep snooping information option' sdso pJdue lBe,luos! eds IJpBdole pods. sgJ
pulz 9,09J 1JEsl) 82 pg wipsd IP wluwe 0.0.0.0.

bodl Jelde 1ol eds wi9e9dsd DHCP. 030 2566 )36 952w luwdllool wsluwlbos IJezsd
lyssuws. 9J9Ju wpl 1o 1dpzad Core sogopu 1J9lzes 1Jp9esd ol Ouusepe peldes IJzips
Joszsd ues ¢lbe DHCP.



Time Source Destination Protoco Lengt Info

2 0.000129 0.0.0.0 255.255.255.255 DHCP 399 DHCP Discover - Transaction I
3 0.002398  10.88.39.254 255.255.255.255 DHCP 379 DHCP Offer - Transaction I
4 0.005010 0.0.0.0 255.255.255.255 DHCP 397 DHCP Request - Transaction I

Frame 2: Packet, 399 bytes on wire (3192 bits), 399 bytes captured (3192 bits) on interf:
Ethernet II, Src: Cisco_97:69:58 (74:88:bb:97:69:58), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: @
Transaction ID: @x000026a5
Seconds elapsed: @
Bootp flags: ©0x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: 0.0.
Next server IP address: 0.0.0.
Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@) Vendor class identifier
Option: (124) V-I Vendor Class
Option: (82) Agent Information Option
Length: 18
Option 82 Suboption: (1) Agent Circuit ID
Length: 6
Agent Circuit ID: 0004011f0103
Option 82 Suboption: (2) Agent Remote ID
Length: 8
Agent Remote ID: 000690eb5000eb80

Option: (255) End
Nntinn Fnd: 28K%

IS

0.0
0

12506 wsu 1dpesd IJlgulws 9¢1> DHCP:

wel i 9lzos IULowlb IJuwdds 0998 woli s 89p IJpeeed Core Ll wowsld 9dsd IJeyzsd pu
0.0.0.0 |Js 10.88.39.254 9|, ywldo |Js [J9 o Js.

g dJdc odopd gpdss DORA Uingss sszuad Iepsd eds euslu IP.



Time
1 0.000000
2 2.000064
3 2.003716
4 2.003963

Source Destination
10.88.39.254 10.88.2.63
10.88.2.63 10.88.39.254
10.88.39.254 10.88.2.63
10.88.2.63 10.88.39.254

Protoco Lengt Info

DHCP 399 DHCP Discover — Transaction ID @x9fc

DHCP 379 DHCP Offer — Transaction ID @x9fc
DHCP 417 DHCP Request - Transaction ID @x9fc
DHCP 379 DHCP ACK — Transaction ID @x9fc

Frame 1: Packet, 399 bytes on wire (3192 bits), 399 bytes captured (3192 bits) on interface /t
Ethernet II, Src: Cisco_de:46:05 (08:f3:fb:de:46:05), Dst: Cisco_f3:6c:e4 (00:aa:6e:f3:6c:e4)

Internet Protocol Version 4, Src: 10.88.39.254, Dst: 10.88.2.63

User Datagram Protocol, Src Port: 67, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6

Hops: 1

Transaction ID: @x@00009fc
Seconds elapsed: @

Bootp flags: ©0x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP

Option:
Option:
Option:
Option:
Option:
Option:
Option:
Option:

(53) DHCP Message Type (Discover)
(57) Maximum DHCP Message Size
(61) Client identifier

(12) Host Name

(55) Parameter Request List

(60) Vendor class identifier
(124) v-I Vendor Class

(82) Agent Information Option

Length: 18

Option 82 Suboption: (1) Agent Circuit ID
Length: 6
Agent Circuit ID: 00040110103

Option 82 Suboption: (2) Agent Remote ID
Length: 8
Agent Remote ID: 000690eb5000eb80

Option:

<tfroot>

(255) End

op websd ldobdd sds w90999J DHCP JJezod IUluwlus

e wedsu lJesh 82 Jpesd 1Usuosd

Int fif2/1/0/4

IJezed Iluwluws:

!
——> Downlink to Access Switch

no Ip dhcp snooping trust
!



no ip dhcp snooping vlan 1-2048

no i p dhcp snoopi ng

pule 1y osd:

<{froot>

!

int gigl/0/1 —> uplink to Core
ip dhcp snooping trust
switchport mode trunk

I

ip dhcp snooping vlan 1-1400

i p dhcp snooping information option

ip dhcp snooping
|

int gigl/0/3
switchport mode access

switchport access vlan 287
!

lJouoses:
lJogud.
Jl seued IJzol Idb,y,us gds ol IP.

IJuioe:

op wpdsu esh pesd 1Usuead 82 9JIy 03l Idpesd JI sgwss eds 9Jdsd SVI i_9 Relay. odsl
Souwd 1Uz506 1Us 1Ueu I pg sl 82 9 relay ip J 0.0.0.0. wpl Iy, DHCP g5 sobud eds IJ
core pdulzs sop websd IJozdd pu ldgsh 82 9uz)s50 9ls,lzo ould. J3JY s vd Idpdelz
Core Vs luolWes IJeyesd 9suwdlb 1Jgjpeo.

IJgpsd DHCP sdogivsd jolo $be o0 5090 98300 [Us puds pldule:



Time Source Destination Protoco Lengt Info

1 0.000000 0.0.0.0 255.255.255.255 DHCP 379 DHCP Discover - Transaction IL
2 0.000187 0.0.0.0 255.255.255.255 DHCP 399 DHCP Discover - Transaction IC
3 3.223897 0.0.0.0 255.255.255.255 DHCP 399 DHCP Discover - Transaction IC
4 7.224730 0.0.0.0 255.255.255.255 DHCP 399 DHCP Discover - Transaction IL

Frame 1: Packet, 379 bytes on wire (3032 bits), 379 bytes captured (3032 bits) on interfa
Ethernet II, Src: Cisco_97:69:58 (74:88:bb:97:69:58), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: ©@
Transaction ID: 0x00001617
Seconds elapsed: @
Bootp flags: 0x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address:
Next server IP address: 0.
Relay agent IP address: 0.0.
Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
> Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@8) Vendor class identifier
Option: (124) V-I Vendor Class
Option: (255) End

039G 1Uzipé pu peed 1Usuesd IJs 1Upsdsleeed 1Josise:

“Ssodds pvolz 1 osd IJio, ip dhcp snooping information option enabled. Is scuvow B
I>lz 1Jgsl 82 Ws zje DHCP. Ws 030 IJzldo: swp wessu guslu IP Jelpd IJo)zsd WS 1Ugsh)
82 £¢Js 0.0.0.0.

" Sepd prod Access wuvdd pzuo I IUbods Ideluss Jduveds Idppdss [Jblo,ss (VLAN)
LB p 287.

o0 puby,) 1dpzed 1wl s CEUW lJz)ed 3o 1dgsh 82 1Jes §Qp=!3jlaol w9luwlbé peod
IJ9uo9d €y Uingss. 9pg 3 wpl 1 9lzod Idouisd eds IUpzsd IUluwlus op wdssuol
Jp9899 wolc Wy IJpzed Core s 89p weeldes 1Jz)ips wadl pu luvdlbol gds puwess 1Uglzos.

" seess Idezsd lhssuws eds ldobod gds wi9e9dsd DHCP pebd. J3Jd Jl s99p wlels
wozso IJgip Idos weeys eds 1Jgsl) 82.

wdod pzod Core pg 2ip 1o uld DHCP:



Selod 1Jezed Core switch [glso huwld 2)pe0 1Yo ulo DHCP |Jia|)§6 IJs goslo IJpuules »
lJ3s wp wdosuwo 10.88.2.63.

JJSsle wodl ldlpled szo eds Idprsd Iossuns cesso euslo IP JJoszsd (GIADDR) -
WO 2jpo DHCP.

vl 1o 1Jgsl) 82 p529s LIJded pe IJuslole IJos wp gldol wsluvbs pzed 1Jsuesd:
Sew lu s02d8 1Jezsd Issuws o 1Jesh 82 $ud wesso IP Jdoszsd.

el o IJebdd eJs w9099 DHCP s boJ eJs Ipzsd CORE. Bl spdo IJozdd oo
IJgsl) 82.

ol Jesp 108256 030 gds IJezdd eu IJsh 82 sogssdor Jsuw Jdpesd Iluwluws s
¢sh w9 luwdlb 2506 I uld DHCP.

Time Source Destination Protoco Lengt Info
1 0.000000 0.0.0.0 255.255.255.255 DHCP 399 DHCP Discover - Transaction ID @
2 3.974135 0.0.0.0 255.255.255.255 DHCP 399 DHCP Discover - Transaction ID ¢
2 7 NTELOC (i O T . ] MEE DCE NECE MNEEC nurn D2AN NUFN NS s mavea e Terarme=—~ +aAanm THh

Frame 1: Packet, 399 bytes on wire (3192 bits), 399 bytes captured (3192 bits) on interfa
Ethernet II, Src: Cisco_97:69:58 (74:88:bb:97:69:58), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (@0x01)

Hardware address length: 6

Hops: @

Transaction ID: 0x000018bl

Seconds elapsed: @

Bootp flags: @x8000, Broadcast flag (Broadcast)

Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 0.0.0.0

Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)
Client hardware address padding: ©0000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@) Vendor class identifier
Option: (124) V-I Vendor Class
Option: (82) Agent Information Option
Length: 18
Option 82 Suboption: (1) Agent Circuit ID
Length: 6
Agent Circuit ID: 0004011f0103
Option 82 Suboption: (2) Agent Remote ID
Length: 8
Agent Remote ID: 000690eb5000eb80
Option: (255) End



<tfroot>

Jo sop 0 256 1o ild ey 1Jpzed CORE ¢29 ¢lse DHCP.

wuoese IJigble gds IJpzsd CORE Juusolisy &30 IJgpd:

DHCPD: Reload workspace interface V1an287 tableid O.

DHCPD: tableid for 10.88.39.254 on V1an287 is 0

DHCPD: client's VPN is .

DHCPD: No option 125

DHCPD: Option 124: Vendor Class Information

DHCPD: Enterprise ID: 9

DHCPD: Vendor-class-data-Ten: 13

DHCPD: Data: 43~~~~~ 58

DHCPD: inconsistent relay information.

DHCPD: relay information option exists, but giaddr is zero.

op webed 1gsl) 82 Jezsd Isosd

IUpzod Iigwlums:

!

int fif2/1/0/4 ——> Downlink to Access Switch
no ip dhcp snooping trust

!

no ip dhcp snooping vlan 1-2048

no i p dhcp snoopi ng

plule 1y osd:

!

int gigl/0/1 —> uplink to Core
ip dhcp snooping trust
switchport mode trunk

!

ip dhcp snooping vlan 1-1400

no ip dhcp snooping information option
ip dhcp snooping

!

int gigl/0/3

switchport mode access

switchport access vlan 287
!



lJuwses:
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Sewed IJzols Idb,ys eds sugly IP.

IJpdlzbos:

we websd gsb pead 1dsuesd 82 909 sruwd 1deies [Js 1derds 290 el 82 wsupl sedds
029J CORE IJ SVI 1Jp9z9> pe Relay suvdd. suos Idpwdelz core IJ relay 9dsd guslo |Js
leb 9syuwde |Js IJ DHCP olbd.

SYouvd IJgpsd DHCP 1Jzp6 lJos wuoyw pdele IJ9uo9d:



I

Time Source Destination Protoco Lengt Info

B ® Wo~NO

11.127914 0.0.0.0 255.255.255.255 DHCP 379 DHCP Discover - Transaction ID
12.467192 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID
12.467511 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover — Transaction ID
13.130633 10.88.39.254 255.255.255.255 DHCP 359 DHCP Offer — Transaction ID
13.132841 0.0.0.0 255.255.255.255 DHCP 397 DHCP Request - Transaction ID

13.236938 10.88.39.254 255.255.255.255 DHCP 359 DHCP ACK Transaction ID

Frame 6: Packet, 379 bytes on wire (3032 bits), 379 bytes captured (3032 bits) on interfa
Ethernet II, Src: Cisco_97:69:58 (74:88:bb:97:69:58), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: ©
Transaction ID: ©x00002336
Seconds elapsed: ©
Bootp flags: 0x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 0.0.0.0
Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@) Vendor class identifier
Option: (124) V-I Vendor Class
Option: (255) End

lJez9d pu Access Switch: oo Packet |Js Core:

wel 1o bgld 1Jgsl) 82 pebd s 1Jpz9d Access. Lusd9p Ipzod Access Llglé wozso 256
oo Jpl os eds b louold 1UguoJs.



Time Source Destination Protoco Lengt Info

10.652455 255.255.255.255 DHEP

379 DHCP Discover

Transaction ID

6

7 11.292839 C(Cisco_9e:c8:cb Broadcast ARP 64 Who has 10.88.0.2547 Tell 10.8
8 12.653654 10.88.39.254 255.255.255.255 DHCP 359 DHCP Offer — Transaction ID
9 12.655561 0.0.0.0 255.255.255.255 DHCP 397 DHCP Request - Transaction ID
10 12.655730 0.0.0.0 255.255.255.255 DHCP 397 DHCP Request - Transaction ID
11 12.760079 10.88.39.254 255.255.255.255 DHCP 359 DHCP ACK — Transaction ID

Frame 6: Packet, 379 bytes on wire (3032 bits), 379 bytes captured (3032 bits) on interf:
Ethernet II, Src: Cisco_97:69:58 (74:88:bb:97:69:58), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (0x@1)
Hardware address length: 6
Hops: @
Transaction ID: @x000003fd
Seconds elapsed: @
Bootp flags: @x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: 0.0
Next server IP address: 0.0.0.
Relay agent IP address: 0.0.0.0
Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@) Vendor class identifier
Option: (124) V-I Vendor Class
Option: (255) End

.0.0
0

lJzseo IJos syuvdol pdclz CORE 9 ¢l>p DHCP:



Time Source Destination Protoco Lengt Info

1 0.000000 10.88.39.254 10.88.2.63 DHCP 379 DHCP Discover — Transaction ID @x271
2 0.000139 10.88.2.63 10.88.39.254 DHCP 359 DHCP Offer - Transaction ID @x271
3 0.463381 10.88.39.254 10.88.2.63 DHCP 397 DHCP Request = Transaction ID @x271

4 0.463628 10.88.2.63 10.88.39.254 DHCP 359 DHCP ACK - Transaction ID @x271

Frame 1: Packet, 379 bytes on wire (3032 bits), 379 bytes captured (3032 bits) on interface /tm
Ethernet II, Src: Cisco_de:46:05 (08:f3:fb:de:46:05), Dst: Cisco_f3:6c:ed4 (00:aa:6e:f3:6c:e4)
Internet Protocol Version 4, Src: 10.88.39.254, Dst: 10.88.2.63
User Datagram Protocol, Src Port: 67, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (@0x01)

Hardware address length: 6

Hops: 1

Transaction ID: @0x00000271

Seconds elapsed: @

Bootp flags: @x808@, Broadcast flag (Broadcast)

Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)

Client hardware address padding: 00000000000000000000

Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)

Option: (57) Maximum DHCP Message Size

Option: (61) Client identifier

Option: (12) Host Name

Option: (55) Parameter Request List

Option: (6@0) Vendor class identifier

Option: (124) V-I Vendor Class

Option: (255) End

wuozse IJigble gds 1dpzad IJlpwloms:

Option 82 not present

DHCPD: Reload workspace interface V1an287 tableid 0.
DHCPD: tableid for 10.88.39.254 on V1an287 is 0
DHCPD: client's VPN is .

DHCPD: No option 125

DHCPD: No option 124

DHCPD: FSM state change INVALID

DHCPD: Workspace state changed from INIT to INVALID
DHCPD: Finding a relay for client ~~~~ on interface V1an287.
DHCPD : Locating relay for Subnet 10.88.39.254
DHCPD: there is no pool for 10.88.39.254.

DHCPD: Looking up binding using address 10.88.39.254
DHCPD: setting giaddr to 10.88.39.254

WO oo IJzlJo syveodod IJgpsd guslu IP.
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