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ةمدقملا

 Cat9000 ىلع ةئيب EVPN VxLAN يجراخ يف رادصإ DHCP ىرحتي نأ فيك ةقيثو اذه فصي
.ةصنم

ةيساسألا تابلطتملا

تابلطتملا

 :ةيلاتلا عيضاوملاب ةفرعم كيدل نوكت نأب Cisco يصوت
 



Cat9000 ةيساسألا ةمظنألا ىلع عيسوتلل ةلباقلا ةيرهاظلا ةيلحملا ةكبشلا •
VXlan تائيب ىلع فاشتكالا فيضم نيوكت تالوكوتورب •

(BGP) ةيدودحلا ةباوبلا لوكوتورب •

 
:ىلإ عجرا ،تاعوضوملا هذه لوح تامولعملا نم ديزمل

BGP EVPN VXLAN Fabric Cat9300 يف DHCP ليحرت نيوكت :لصفلا •
BGP EVPN VXLAN Fabric Cat9400 يف DHCP ليحرت نيوكت :لصفلا •
BGP EVPN VXLAN Fabric Cat9500 يف DHCP ليحرت نيوكت :لصفلا •
 BGP EVPN VXLAN Fabric Cat9600 يف DHCP ليحرت نيوكت :لصفلا

 
•

ةمدختسملا تانوكملا

 
.Cisco IOS XE جمانرب ىلإ دنتسملا اذه يف ةدراولا تامولعملا دنتست

 .ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
 تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب

.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ليغشتلا ديق كتكبش

 ةكبشلل يطيطختلا مسرلا
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DHCP VxLAN ططخم

 يجراخلا مداخلا نم IP ناونع ىلع لوصحلا رذعتي :1 ةلاح ةسارد
(ةينبلا لخاد ةيزكرملا ةباوبلا)

 IP نيوانع فيضملا بلطتي .250 مقر VLAN ةكبشل VxLAN 2 ةقبطلا ططخملا اذه مدختسي
 .يجراخلا DHCP مداخ نم

 



Leaf-01 ةحص نم ققحتلا

 نيفيضملل MAC ناونع ملعت نم ققحت ،1 ةيفرطلا ةدحولا ةحفص ىلع .1 ةوطخلا
.نييلحملا

 دكأت .ةيضارتفالا ةرابعلل MAC ناونع ىلع فرعتلا نم دكأت ،كلذ ىلإ ةفاضإلاب .2 ةوطخلا
 ةيضارتفالا ةرابعلل IP ناونعو اهيلع فرعتلا مت يتلا MAC نيوانع نم لك تيبثت نم

.BGP لودج يف تالاخدإك حيحص لكشب

 
<#root>

Leaf-1#

show mac address-table address

 

10b3.d68b.3be3

 (host mac address) 
            Mac Address Table 

------------------------------------------- 
 

Vlan    Mac Address     Type     Ports 
----   -----------      -------- ----- 

250    10b3.d68b.3be3   DYNAMIC  Twe1/0/1 
 

Centralized-Gateway#

show interface vlan 250 | include bia 

(remote mac address) 
Hardware is Ethernet SVI, address is 

3473.2db8.bee3

 (bia 3473.2db8.bee3)

 
 
<#root>

Leaf-1#

show bgp l2vpn evpn

 

10b3.d68b.3be3



 (local mac address) 
BGP routing table entry for [2][203.0.113.1:250][0][48][10B3D68B3BE3][0][*]/20, version 3 

Paths: (1 available, best #1, table evi_250) 
 Advertised to update-groups: 

    2  
Refresh Epoch 1 

Local 
 

 0.0.0.0 (via default) from 0.0.0.0 (203.0.113.1)

 
    Origin incomplete, localpref 100, weight 32768, valid, sourced, local, 

best

 
    EVPN ESI: 00000000000000000000, Label1 10250 

    Extended Community: RT:10:250 ENCAP:8 
    Local irb vxlan vtep: 

     vrf:not found, l3-vni:0 
     local router mac:0000.0000.0000 
     core-irb interface:(not found) 

 

vtep-ip:203.0.113.1

 
   rx pathid: 0, tx pathid: 0x0 

   Updated on Oct 14 2025 22:27:32 UTC 
 

Leaf-1#

show bgp l2vpn evpn 3473.2db8.bee3 

(remote mac address) 
BGP routing table entry for [2][203.0.113.1:250][0][48][34732DB8BEE3][32][192.0.2.254]/24, version 9 

Paths: (1 available, best #1, table evi_250) 
  Flag: 0x100 

  Not advertised to any peer 
  Refresh Epoch 4 

  Local, imported path from [2][203.0.113.4:250][0][48][34732DB8BEE3][32][192.0.2.254]/24 (global) 
    203.0.113.4 (metric 3) (via default) from 203.0.113.3 (203.0.113.3) 
      Origin incomplete, metric 0, localpref 100, valid, internal, best 

      EVPN ESI: 00000000000000000000, Label1 10250 
      Extended Community: RT:10:250 ENCAP:8 EVPN DEF GW:0:0 

      Originator: 203.0.113.4, Cluster list: 203.0.113.3 
      rx pathid: 0, tx pathid: 0x0 

      Updated on Oct 14 2025 14:48:35 UTC 
BGP routing table entry for [2][203.0.113.4:250][0][48][34732DB8BEE3][32][192.0.2.254]/24, version 8 

Paths: (1 available, best #1, table EVPN-BGP-Table) 
  Flag: 0x100 

  Not advertised to any peer 
  Refresh Epoch 4 

  Local 
    203.0.113.4 (metric 3) (via default) from 203.0.113.3 (203.0.113.3) 

      Origin incomplete, metric 0, localpref 100, valid, internal, 



best

 
      EVPN ESI: 00000000000000000000, Label1 10250 

      Extended Community: RT:10:250 ENCAP:8 EVPN DEF GW:0:0 
      Originator: 203.0.113.4, Cluster list: 203.0.113.3 

      rx pathid: 0, tx pathid: 0x0 
      Updated on Oct 14 2025 14:48:35 UTC

 

 ملعتت .ةيضارتفالا ةباوبلاو 1-ةقرولا نيب MAC ناونع ملعت ةحص نم ققحت .3 ةوطخلا
.BGP ربع ةديعبلا MAC نيوانعو لاصتالا طخ ذفنم ربع ةيلحملا MAC نيوانع 1 ةقرولا

 
<#root>

Leaf-1#

show l2route evpn mac

  
EVI         ETag  Prod    Mac Address                                          Next Hop(s) Seq Number 
----- ---------- ----- -------------- ---------------------------------------------------- ---------- 
250            0 L2VPN 10b3.d68b.3b81                                         Twe1/0/1:250          0 

250            0 

L2VPN 10b3.d68b.3be3

                                         Twe1/0/1:250          0 (Host local mac address) 
250            0 

 BGP 3473.2db8.bee3

                                  V:10250 203.0.113.4          0 (CGW SVI mac address) 
 

 

 
 EVPN ليثم لخاد Leaf-1 لوحملا ىلع ةيضارتفالا ةباوبلا ةفرعم نم ققحت .4 ةوطخلا

.2VPNل

 
<#root>

Leaf-1#

show l2vpn evpn default-gateway

  
Valid Default Gateway Address                  EVI  VLAN  MAC Address    Source 

----- --------------------------------------- ----- ----- -------------- ----------- 
Y     192.0.2.254                             250   250   3473.2db8.bee3 203.0.113.4

 



 ءاطخألا فاشكتسال DHCP ىلإ ةعباتملاب مقف ،احيحص VxLAN روظنم ناك اذإ .5 ةوطخلا
.اهحالصإو

 تنكم ،01 ةقبط ىلع .DHCP ةباوب ىلإ terminal-1 نم DORA ةيلمع نم دكأت .6 ةوطخلا
 ءاشنإ ثدحي مل اذإ .لخدم لجس دلي فاشتكإلا نإ ققديو طبر لفطتي ip dhcp لا طبضي
.يصخشلا رتويبمكلاب لصتت يتلا ةهجاولا ىلع مزحلا طاقتلا نيكمتب مقف ،لجسلا

 
<#root>

Leaf-1#

debug ip dhcp snooping packet

  
DHCP Snooping Packet debugging is on 

Leaf-1# 
*Oct 21 19:33:16.358: DHCP_SNOOPING: received new DHCP packet from input interface (TwentyFiveGigE1/0/1) 

*Oct 21 19:33:16.358: DHCP Memory dump is printed for process packet 
<snip> 

*Oct 21 19:33:16.367: 

DHCP_SNOOPING: process new DHCP packet, message type: DHCPDISCOVER, input interface: Twe1/0/1, MAC da: ffff.ffff.ffff

, MAC sa: 10b3.d68b.3be3, IP da: 255.255.255.255, IP sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr: 10b3.d68b.3be3, efp_id: -1865499306, vlan_id: 250, bootpflag:0x32768(Broadcast) 
*Oct 21 19:33:16.367: DHCP_SNOOPING: add relay information option. 

*Oct 21 19:33:16.367: DHCP_SNOOPING: Encoding opt82 CID in vlan-mod-port format 
*Oct 21 19:33:16.367: 

DHCP_SNOOPING:VxLAN : vlan_id 250 VNI 10250 mod 1 port 1

 
*Oct 21 19:33:16.367: DHCP_SNOOPING: Encoding opt82 RID in MAC address format 

*Oct 21 19:33:16.367: DHCP_SNOOPING: binary dump of relay info option, length: 26 data: 
0x52 0x18 0x1 0xC 0x1 0xA 0x0 0x8 0x0 0x0 0x28 0xA 0x1 0x1 0x0 0x0 0x2 0x8 0x0 0x6 0x4C 0x5D 0x3C 0xEB 0x43 0x40  

*Oct 21 19:33:16.367: DHCPS BRIDGE PAK: vlan=250 platform_flags=1 
*Oct 21 19:33:16.367: DHCP_SNOOPING: bridge packet get invalid mat entry: FFFF.FFFF.FFFF, packet is flooded to ingress VLAN: (250) 
*Oct 21 19:33:16.367: DHCP_SNOOPING: L2RELAY: sent unicast packet to default gw: 3473.2db8.bee3 vlan 0 src intf TwentyFiveGigE1/0/1 
*Oct 21 19:33:20.058: DHCP_SNOOPING: received new DHCP packet from input interface (TwentyFiveGigE1/0/1) 

*Oct 21 19:33:20.058: DHCP Memory dump is printed for process packet  
 

 

 نم ققحتلل ةمزحلا طاقتلا ءارجإب مقف ،ءاطخألا حيحصت ليغشت متي مل اذإ .7 ةوطخلا
:لوخدلا فاشتكا مزح طاقتلال ةددحملا ةغايصلا مدختسأ .ةحصلا

 

monitor capture <name> interface <int> in match ipv4 protocol udp any range 67 68 any range 67 68 start 
monitor capture <name> stop 

monitor capture export file flash:<name>.pcap 
show monitor capture <name> buffer display-filter "eth.addr==[mac address]" detailed

 



.Wireshark حشرم ةينبب مزتلت يتلا ضرعلا حشرم لسالس طقتلا :ةظحالم

 
<#root>

Leaf-1#

monitor capture cap interface twe1/0/1 in match ipv4 protocol udp any range 67 68 any range 67 68 start

  
Started capture point : cap 

Leaf-1# 
*Oct 21 22:57:04.719: %BUFCAP-6-ENABLE: Capture Point cap enabled. 

Leaf-1# 
Leaf-1#

monitor capture cap stop

  
Capture statistics collected at software: 

        Capture duration - 96 seconds 
 

  Packets received - 10

 
        Packets dropped - 0 

        Packets oversized - 0 
 

Bytes dropped in asic - 0 
 

Capture buffer will exists till exported or cleared 
 

Stopped capture point : cap 
 

*Oct 21 22:58:40.810: %BUFCAP-6-DISABLE: Capture Point cap disabled. 
 

Leaf-1#

show monitor capture cap buffer display-filter "eth,addr==10:b3:d6:8b:3b:e3" detailed 

Starting the packet display ........ Press Ctrl + Shift + 6 to exit 
Frame 1: 371 bytes on wire (2968 bits), 371 bytes captured (2968 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, id 0 

    Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe) 
        Interface name: /tmp/epc_ws/wif_to_ts_pipe 

    Encapsulation type: Ethernet (1) 
    Arrival Time: Oct 21, 2025 22:57:07.843851000 UTC 

     [Time shift for this packet: 0.000000000 seconds] 
    Epoch Time: 1761087427.843851000 seconds 

  <snip> 
    [Protocols in frame: eth:ethertype:vlan:ethertype:ip:udp:dhcp] 

Ethernet II, Src: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3), Dst: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff) 
   Destination: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff) 
       Address: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff) 

       .... ..1. .... .... .... .... = LG bit: Locally administered address (this is NOT the factory default) 



       .... ...1 .... .... .... .... = IG bit: Group address (multicast/broadcast) 
   Source: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3) 

       Address: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3) 
       .... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 

       .... ...0 .... .... .... .... = IG bit: Individual address (unicast) 
   Type: 802.1Q Virtual LAN (0x8100) 

802.1Q Virtual LAN, PRI: 0, DEI: 0, ID: 250 
    000. .... .... .... = Priority: Best Effort (default) (0) 

    ...0 .... .... .... = DEI: Ineligible 
    .... 0000 1111 1010 = ID: 250 

Type: IPv4 (0x0800) 
 

<snip> 
 

User Datagram Protocol, 

Src Port: 68, Dst Port: 67

 
    Source Port: 68 

    Destination Port: 67 
    Length: 333 

    Checksum: 0xdf55 [unverified] 
    [Checksum Status: Unverified] 

    [Stream index: 0] 
    [Timestamps] 

        [Time since first frame: 0.000000000 seconds] 
        [Time since previous frame: 0.000000000 seconds] 

Dynamic Host Configuration Protocol (Discover) 
Message type: Boot Request (1) 
Hardware type: Ethernet (0x01) 

Hardware address length: 6 
Hops: 0 

Transaction ID: 0x3bd7aadb 
Seconds elapsed: 7 

Bootp flags: 0x8000, Broadcast flag (Broadcast)

 
    1... .... .... .... = Broadcast flag: Broadcast 

    .000 0000 0000 0000 = Reserved flags: 0x0000 
Client IP address: 0.0.0.0 

Your (client) IP address: 0.0.0.0 
Next server IP address: 0.0.0.0 
Relay agent IP address: 0.0.0.0 

Client MAC address: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3)

 
Client hardware address padding: 00000000000000000000 

Server host name not given 
Boot file name not given 

Magic cookie: DHCP 

Option: (53) DHCP Message Type (Discover)

 
<snip>



 

 ةيفصت لماوع قيبطت .مزحلا طاقتلا ربع VxLAN ةمزح نيمضت نم ققحتلا .8 ةوطخلا
 .UDP 4789 ذفنم فظوي VxLAN .ةحصلا نم ققحتلا اذهل ةفلتخم

 

 

monitor capture cap interface <outgoing interface > out match ipv4 protocol udp any any eq 4789  (Interface that is pointing to the RR or VTEP via BGP)

 
 
<#root>

Leaf-1#

show ip bgp all summary

  
For address family: L2VPN E-VPN 

<snip> 
Neighbor       V           AS MsgRcvd MsgSent    TblVer InQ OutQ Up/Down   State/PfxRcd 

203.0.113.3

     4           10    4204    4122       365   0    0 2d13h            2 
 

Leaf-1#

show ip route 203.0.113.3 

 
Routing entry for 203.0.113.3/32 

Known via "ospf 1", distance 110, metric 2, type intra area 
Last update from 172.x.x.2 on TwentyFiveGigE1/0/2, 2d13h ago 

Routing Descriptor Blocks: 
* 172.x.x.2, from 203.0.113.3, 2d13h ago, via 

TwentyFiveGigE1/0/2 

 

Leaf-1#

monitor capture cap interface twe1/0/2 out match ipv4 protocol udp any any eq 4789 start

  
*Oct 21 23:51:07.689: %BUFCAP-6-ENABLE: Capture Point cap enabled. 

 
Leaf-1#

show monitor capture cap buffer display-filter "eth.addr==10:b3:d6:8b:3b:e3" detailed

  
Starting the packet display ........ Press Ctrl + Shift + 6 to exit 

 



Frame 1: 443 bytes on wire (3544 bits), 443 bytes captured (3544 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, id 0 
    Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe) 

        Interface name: /tmp/epc_ws/wif_to_ts_pipe 
    Encapsulation type: Ethernet (1) 

    Arrival Time: Oct 21, 2025 23:51:34.848693000 UTC 
    [Time shift for this packet: 0.000000000 seconds] 

    Epoch Time: 1761090694.848693000 seconds 
   <snip> 

   [Protocols in frame: eth:

ethertype:ip:udp:vxlan:eth:ethertype:ip:udp:dhcp]

 
Ethernet II, Src: 00:00:00:00:00:00 (00:00:00:00:00:00), Dst: 00:00:00:00:00:00 (00:00:00:00:00:00) 

    Destination: 00:00:00:00:00:00 (00:00:00:00:00:00) 
        Address: 00:00:00:00:00:00 (00:00:00:00:00:00) 

        .... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 
        .... ...0 .... .... .... .... = IG bit: Individual address (unicast) 

    Source: 00:00:00:00:00:00 (00:00:00:00:00:00) 
        Address: 00:00:00:00:00:00 (00:00:00:00:00:00) 

        .... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 
        .... ...0 .... .... .... .... = IG bit: Individual address (unicast) 

Type: IPv4 (0x0800) 

Internet Protocol Version 4, Src: 203.0.113.1, Dst: 203.0.113.4

 
    0100 .... = Version: 4 

    .... 0101 = Header Length: 20 bytes (5) 
    Differentiated Services Field: 0x00 (DSCP: CS0, ECN: Not-ECT) 

        0000 00.. = Differentiated Services Codepoint: Default (0) 
        .... ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0) 

<snip> 
User Datagram Protocol, Src Port: 65479, Dst Port: 4789 

    Source Port: 65479 
    Destination Port: 4789 

    Length: 409 
    [Checksum: [missing]] 

    [Checksum Status: Not present] 
    [Stream index: 0] 

    [Timestamps] 
        [Time since first frame: 0.000000000 seconds] 

        [Time since previous frame: 0.000000000 seconds] 

Virtual eXtensible Local Area Network

 
Flags: 0x0800, VXLAN Network ID (VNI) 

    0... .... .... .... = GBP Extension: Not defined 
    .... .... .0.. .... = Don't Learn: False 

    .... 1... .... .... = VXLAN Network ID (VNI): True 
    .... .... .... 0... = Policy Applied: False 

    .000 .000 0.00 .000 = Reserved(R): 0x0000 
Group Policy ID: 0 

VXLAN Network Identifier (VNI): 10250

 



Reserved: 0 
<snip> 

User Datagram Protocol, Src Port: 68, Dst Port: 67

 
    Source Port: 68 

    Destination Port: 67 
    Length: 359 

    Checksum: 0x767d [unverified] 
    [Checksum Status: Unverified] 

    [Stream index: 1] 
    [Timestamps] 

         [Time since first frame: 0.000000000 seconds] 
         [Time since previous frame: 0.000000000 seconds] 

Dynamic Host Configuration Protocol (Discover) 
    Message type: Boot Request (1) 
    Hardware type: Ethernet (0x01) 

    Hardware address length: 6 
    Hops: 0 

    Transaction ID: 0xd4c42ec1 
    Seconds elapsed: 0 

 

 Bootp flags: 0x8000, Broadcast flag (Broadcast)

 
        1... .... .... .... = Broadcast flag: Broadcast 

        .000 0000 0000 0000 = Reserved flags: 0x0000 
    Client IP address: 0.0.0.0 

    Your (client) IP address: 0.0.0.0 
    Next server IP address: 0.0.0.0 
    Relay agent IP address: 0.0.0.0 

 

 Client MAC address: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3)

 
    Client hardware address padding: 00000000000000000000 

    Server host name not given 
    Boot file name not given 

    Magic cookie: DHCP

 

 ةباوبلا نم يزكرملا ققحتلا
 

 L2 و BGP تاراسم ىلع هيلع فرعتلا مت يذلا فيضملل MAC ناونع ةحص نم ققحت .1 ةوطخلا
EVPN (ةيلوألا ةقرولا نم ققحتلا ءارجإ ةوطخلا هذه سكعت).

 
<#root>



Centralized-Gateway#

show bgp l2vpn evpn 10b3.d68b.3be3

 (remote host mac address) 
BGP routing table entry for [2][203.0.113.1:250][0][48][10B3D68B3BE3][0][*]/20, version 12 

Paths: (1 available, best #1, table EVPN-BGP-Table) 
  Not advertised to any peer 

  Refresh Epoch 1 
  Local 

 203.0.113.1 (metric 3) (via default) from 203.0.113.3 (203.0.113.3)

 (learned via RR) 
  Origin incomplete, metric 0, localpref 100, valid, internal, 

best

 
  EVPN ESI: 00000000000000000000, Label1 10250 

  Extended Community: RT:10:250 ENCAP:8 
  Originator: 203.0.113.1, Cluster list: 203.0.113.3 

  rx pathid: 0, tx pathid: 0x0 
  Updated on Oct 27 2025 17:53:37 UTC 

BGP routing table entry for [2][203.0.113.4:250][0][48][10B3D68B3BE3][0][*]/20, version 14 
Paths: (1 available, best #1, table evi_250) 

  Not advertised to any peer 
  Refresh Epoch 1 

  Local, imported path from [2][203.0.113.1:250][0][48][10B3D68B3BE3][0][*]/20 (global) 
    203.0.113.1 (metric 3) (via default) from 203.0.113.3 (203.0.113.3) 

    Origin incomplete, metric 0, localpref 100, valid, internal, best 
    EVPN ESI: 00000000000000000000, Label1 10250 

    Extended Community: RT:10:250 ENCAP:8 
    Originator: 203.0.113.1, Cluster list: 203.0.113.3 

    rx pathid: 0, tx pathid: 0x0 
    Updated on Oct 27 2025 17:53:37 UTC 

 
Centralized-Gateway#

show l2route evpn mac mac-address 10b3.d68b.3be3

  
EVI         ETag  Prod    Mac Address                                          Next Hop(s) Seq Number 
----- ---------- ----- -------------- ---------------------------------------------------- ---------- 

250            0 

BGP 10b3.d68b.3be3 

 

V:10250 203.0.113.1

          0

 



 ىلع DHCP لوكوتورب ىلع لفطتلا نيوكتو DHCP ليحرت تامولعم نم ققحت .2 ةوطخلا
.ةيزكرملا ةباوبلا

 
<#root>

Centralized-Gateway#

show running-config | section dhcp

 
ip dhcp-relay source-interface Loopback0 

ip dhcp relay information option vpn 
ip dhcp relay information option 

ip dhcp compatibility suboption link-selection standard 
ip dhcp compatibility suboption server-override standard 

ip dhcp snooping vlan 250 
ip dhcp snooping

 

.نراق VLAN 250 لا نم زيزأ ردصمو لدان DHCP لا ىلإ ةيلوصوم تققد .3 ةوطخلا

 
<#root>

Centralized-Gateway#

ping 198.51.100.10 source vlan 250

 
Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 198.51.100.10, timeout is 2 seconds: 
Packet sent with a source address of 192.0.2.254  

!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

 

 ةزهجألا نم فاشتكالا لئاسر تناك اذإ امم ققحتلل ةمزح طاقتلا ءارجإب مق .4 ةوطخلا
.ةيزكرملا ةباوبلا ىلإ لصت ةديعبلا ةفيضملا

 
<#root>

Centralized-Gateway#

monitor capture cap interface vlan250 in match ipv4 protocol udp any range 67 68 any range 67 68

 
Centralized-Gateway#monitor capture cap start 

Started capture point : cap

 
 
<#root>



Centralized-Gateway#

show monitor capture cap buffer display-filter "eth.addr==10:b3:d6:8b:3b:e3" detailed

  
Starting the packet display ........ Press Ctrl + Shift + 6 to exit 

 
Frame 1: 401 bytes on wire (3208 bits), 401 bytes captured (3208 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, id 0 

    Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe) 
        Interface name: /tmp/epc_ws/wif_to_ts_pipe 

    Encapsulation type: Ethernet (1) 
    Arrival Time: Oct 27, 2025 20:43:30.774923000 UTC 
    [Time shift for this packet: 0.000000000 seconds] 

    Epoch Time: 1761597810.774923000 seconds 
 <snip> 

    [Protocols in frame: eth:ethertype:cmd:ethertype:ip:udp:dhcp] 
Ethernet II, Src: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3), Dst: 34:73:2d:b8:be:e3 (34:73:2d:b8:be:e3) 

    Destination: 34:73:2d:b8:be:e3 (34:73:2d:b8:be:e3) 
        Address: 34:73:2d:b8:be:e3 (34:73:2d:b8:be:e3) 

        .... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 
        .... ...0 .... .... .... .... = IG bit: Individual address (unicast) 

    Source: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3) 
        Address: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3) 

        .... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 
        .... ...0 .... .... .... .... = IG bit: Individual address (unicast) 

   Type: CiscoMetaData (0x8909) 
<snip> 

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255 
    0100 .... = Version: 4 

    .... 0101 = Header Length: 20 bytes (5) 
    Differentiated Services Field: 0x00 (DSCP: CS0, ECN: Not-ECT) 

        0000 00.. = Differentiated Services Codepoint: Default (0) 
        .... ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0) 

    Total Length: 379 
    Identification: 0x0230 (560) 

    Flags: 0x00 
        0... .... = Reserved bit: Not set 

        .0.. .... = Don't fragment: Not set 
        ..0. .... = More fragments: Not set 

    Fragment Offset: 0 
    Time to Live: 255 

    Protocol: UDP (17) 
    Header Checksum: 0xb842 [validation disabled] 

    [Header checksum status: Unverified] 
 

 Source Address: 0.0.0.0

 

    Destination Address: 255.255.255.255

 

User Datagram Protocol, Src Port: 68, Dst Port: 67

 
    Source Port: 68 



    Destination Port: 67 
    Length: 359 

    Checksum: 0x8f64 [unverified] 
    [Checksum Status: Unverified] 

    [Stream index: 0] 
    [Timestamps] 

        [Time since first frame: 0.000000000 seconds] 
        [Time since previous frame: 0.000000000 seconds] 

    UDP payload (351 bytes) 

Dynamic Host Configuration Protocol (Discover)

 
    Message type: Boot Request (1) 
    Hardware type: Ethernet (0x01) 

    Hardware address length: 6 
    Hops: 0 

    Transaction ID: 0xf23af863 
    Seconds elapsed: 0 

    Bootp flags: 0x8000, Broadcast flag (Broadcast) 
        1... .... .... .... = Broadcast flag: Broadcast 

        .000 0000 0000 0000 = Reserved flags: 0x0000 
    Client IP address: 0.0.0.0 

    Your (client) IP address: 0.0.0.0 
    Next server IP address: 0.0.0.0 
    Relay agent IP address: 0.0.0.0 

 

Client MAC address: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3)

 
    Client hardware address padding: 00000000000000000000 

    Server host name not given 
    Boot file name not given 

    Magic cookie: DHCP 
 

Option: (53) DHCP Message Type (Discover)

 
        Length: 1 

        DHCP: Discover (1) 
    Option: (57) Maximum DHCP Message Size 

        Length: 2 
        Maximum DHCP Message Size: 1200 

    Option: (61) Client identifier 
        Length: 27 

        Type: 0 
 

Client Identifier: cisco-10b3.d68b.3be3-Vl250

 
<snip>

 



.لخدم ضرعو جرخم فاشتكإلا تققد .لوحملا ىلع قحال ةمزح طاقتلا ءارجإب مق .5 ةوطخلا

 
<#root>

Centralized-Gateway#

no monitor capture cap  

Centralized-Gateway#

monitor capture cap interface vlan 75 both match ipv4 protocol udp any range 67 68 any range 67 68  

Centralized-Gateway#

monitor capture cap start 

Started capture point : cap

 

 

Centralized-Gateway#

monitor capture cap stop

  
Capture statistics collected at software:

 

        Capture duration - 78 seconds 
 

Packets received - 0

 
        Packets dropped - 0 

        Packets oversized - 0 
Bytes dropped in asic - 0

 

 

 ققحتلاو DHCP ءاطخأ حيحصت ةعباتم كيلعف ،مزح يأ ةمزحلا طاقتلا رهظي مل اذإ .6 ةوطخلا
.يساسألا ماظنلا ىلع ةمزحلا ةلاح نم

 
<#root>

Centralized-Gateway#



debug ip dhcp snooping packet

 
<snip>  

*Oct 27 22:20:24.444: DHCP_SNOOPING: process 

new DHCP packet, message type: DHCPDISCOVER,

 input interface: Tu0, MAC da: 3473.2db8.bee3, 

MAC sa: 10b3.d68b.3be3

, IP da: 255.255.255.255, IP sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr: 10b3.d68b.3be3, efp_id: -1137609462, vlan_id: 250, bootpflag:0x32768(Broadcast) 
*Oct 27 22:20:24.445: DHCPS BRIDGE PAK: vlan=250 platform_flags=1 

*Oct 27 22:20:24.445: DHCP_SNOOPING: Packet destined to SVI Mac:3473.2db8.bee3 
*Oct 27 22:20:24.445: DHCP_SNOOPING: bridge packet send packet to cpu port: Vlan250. 

*Oct 27 22:20:24.445: DHCP_SNOOPING: bridge packet send packet to port: GigabitEthernet1/0/2, pak_vlan 250. 
*Oct 27 22:20:27.952: DHCP_SNOOPING: received new DHCP packet from input interface (Tunnel0) 

*Oct 27 22:20:27.952: DHCP Memory dump is printed for process packet. 
 

Centralized-Gateway#

debug ip dhcp server packet detail 

*Oct 27 22:27:58.009: DHCPD: BOOTREQUEST from 0063.6973.636f.2d31.3062.332e.6436.3862.2e33.6265.332d.566c.3235.30 forwarded to 198.51.100.10.

 

*Oct 27 22:28:02.008: DHCPD: tableid for 192.0.2.254 on Vlan250 is 0

 

*Oct 27 22:28:02.008: DHCPD: client's VPN is . 
*Oct 27 22:28:02.008: DHCPD: No option 125

 

*Oct 27 22:28:02.008: DHCPD: Option 124: Vendor Class Information 
*Oct 27 22:28:02.008: DHCPD: Enterprise ID: 9 

*Oct 27 22:28:02.008: DHCPD: Vendor-class-data-len: 13

 

*Oct 27 22:28:02.008: DHCPD: Data: 43393330304C2D3234502D3447 
*Oct 27 22:28:02.008: DHCPD: Option 125 not present in the msg. 
*Oct 27 22:28:02.008: DHCPD: Option 125 not present in the msg. 

*Oct 27 22:28:02.008: DHCPD: Looking up binding using address 192.0.2.254 
*Oct 27 22:28:02.008: DHCPD: setting giaddr to 192.0.2.254.

 

*Oct 27 22:28:02.008: DHCPD: relay information option before replacing suboptions



 

*Oct 27 22:28:02.008: DHCPD: 5218010c010a00080000280a01010000020800064c5d3ceb4340 
*Oct 27 22:28:02.008: DHCPD: replacing suboptions in relay information option. 
*Oct 27 22:28:02.008: DHCPD: relay information option content (add/replace):

 

*Oct 27 22:28:02.008: DHCPD: 52060504c00002fe 
*Oct 27 22:28:02.008: DHCPD: giaddr changed to 203.0.113.4

 

 عنمي اذهو) ددحملا رمألا نمضتتو DHCP مداخب لصتت يتلا تاهجاولا نم ققحت .7 ةوطخلا
.(DHCP ةمزح طاقسإ

 
<#root>

Centralized-Gateway#sh running-config interface gi1/0/2 
Building configuration... 

 
Current configuration : 149 bytes 

! 
interface GigabitEthernet1/0/2 

description to L2_switch 
switchport trunk allowed vlan 75,250 

switchport mode trunk 

ip dhcp snooping trust

 
end

 

.2 ةقبطلا لاصتا طخ تاهجاو ىلع طقف ip dhcp snooping trust رمأ قبطي :ةظحالم

ةلكشملا لح

 ىلإ DHCP دودر DHCP مداخ ليحرت لسري ،كلذ عمو .عقوتم وه امك VXlan ةكبش نيوكت فئاظو
 اذه نع جتن .اذه IP ناونع ىلإ لوصولا ةيناكمإ ىلإ DHCP مداخ رقتفا .IP 203.0.113.4 ناونع

.ةيزكرملا ةباوبلا يف يداحألا ثبلا مزح طاقسإ تايلمع لاصتالا يف صقنلا

 ريفوتل IP ناونعل راسم ءاشنإ متو ،ةديدج 1 عاجرتسإ ةهجاو نيوكت مت ،ةلكشملا هذه لحل
.اذه عاجرتسالا ليحرت ناونع مادختساب لاصتالا

 



:DHCP تالجس

 
<#root>

DHCP-Server#d

ebug ip dhcp server packet detail

 
DHCP server packet detail debugging is on. 

*Oct 28 00:23:43.464: 

DHCPD: DHCPDISCOVER

 received from client 0063.6973.636f.2d31.3062.332e.6436.3862.2e33.6265.332d.566c.3235.30 through relay 203.0.113.4.DHCPD: Setting only requested parameters 
*Oct 28 00:23:43.464: DHCPD: Option 125 not present in the msg. 

*Oct 28 00:23:43.465: DHCPD: egress Interfce GigabitEthernet0/0/4.75 

*Oct 28 00:23:43.465: DHCPD: unicasting BOOTREPLY for client 10b3.d68b.3be3 to relay 203.0.113.4. 

 

DHCP-Server#

ping 203.0.113.4 

Type escape sequence to abort.

 

Sending 5, 100-byte ICMP Echos to 203.0.113.4, timeout is 2 seconds:

 

.....

 

Success rate is 0 percent (0/5)

 

DHCP-Server#

 

.ليحرتلا ةفيظول ةديدجلا عاجرتسالا ةهجاوب لاصتالا نيوكتب مق :ةيزكرملا ةباوبلا

 
<#root>

Centralized-Gateway#



configure terminal 

Enter configuration commands, one per line. End with CNTL/Z.

 

Centralized-Gateway(config)#

interface loopback 1  

Centralized-Gateway(config-if)#

ip address 198.51.100.25 255.255.255.255 

Centralized-Gateway(config-if)#

router eigrp 1 

Centralized-Gateway(config-router)#

network 198.51.100.25 0.0.0.0 

Centralized-Gateway(config-router)#exit

 

Centralized-Gateway(config)#

no ip dhcp-relay source-interface Loopback0 

Centralized-Gateway(config)#

ip dhcp-relay source-interface Loopback1 

 

DHCP-Server#

ping 198.51.100.25 

Type escape sequence to abort.

 

Sending 5, 100-byte ICMP Echos to 198.51.100.25, timeout is 2 seconds: 
!!!!!

 

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/9 ms 
DHCP-Server#



 

 يجراخلا مداخلا نم IP ناونع ىلع لوصحلا رذعتي :2 ةلاح ةسارد
(ةينبلا جراخ ةيزكرملا ةباوبلا)

 ىلع فيضملا لصحي .250 مقر VLAN ةكبشل VXLAN نم 2 ةقبطلا ططخملا اذه مدختسي
.ةينبلا جراخ دوجوم يجراخ DHCP مداخ نم هب صاخلا IP ناونع

يجراخلا DHCP VXlan ططخم

Leaf-01 ةحص نم ققحتلا

 عقي DHCP مداخ نأ امب .gateway-ريصقتلا ىلع حيحص نالعإلا تققد ،1-ةقرو ىلع .1 ةوطخ
.IP ناونع نييعتل ةحيحصلا فئاظولل ايساسأ ابلطتم دعي اذه نإف ،VxLAN ةينب جراخ

 
<#root>



Leaf-1#

show l2vpn evpn default-gateway

  
Valid Default Gateway Address EVI VLAN MAC Address Source 

----- --------------------------------------- ----- ----- -------------- -----------

 

 DHCP ءاطخأ فاشكتسأ عم ةعباتملاب مقف ،اغراف قباسلا جارخإلا ناك اذإ .2 ةوطخلا
 ةزهجألا ىلع ةلصلا تاذ DHCP لوكوتورب ىلع لفطتلا تانيوكت دوجو نم ققحت .اهحالصإو

.ةيفرطلا

 
<#root>

Leaf-1#show running-config | section dhcp 

ip dhcp relay information option vpn

 

ip dhcp relay information option

 

ip dhcp compatibility suboption link-selection standard

 

ip dhcp compatibility suboption server-override standard

 

ip dhcp snooping vlan 250

 

ip dhcp snooping

 
 
<#root>

Leaf-2#show running-config | section dhcp 

ip dhcp relay information option vpn

 

ip dhcp relay information option



 

ip dhcp compatibility suboption link-selection standard

 

ip dhcp compatibility suboption server-override standard

 

ip dhcp snooping vlan 250

 

ip dhcp snooping

 

 رمألا نيكمتب مق ،DHCP مادختساب طشن لكشب IP ناونع بلطي زاهجلا ناك اذإ .3 ةوطخلا
.يساسألا ماظنلا ىلع ةمزحلا ةلاح نم ققحتلل ءاطخألا حيحصتل بسانملا

 
<#root>

*Dec 6 22:42:19.568:

 DHCP_SNOOPING: received new DHCP packet from input interface (TwentyFiveGigE1/0/1)

 
*Dec 6 22:42:19.568: DHCP Memory dump is printed for process packet  

<snip> 
*Dec 6 22:42:19.578: 

DHCP_SNOOPING: process new DHCP packet, message type: DHCPDISCOVER, input interface: Twe1/0/1

, MAC da: ffff.ffff.ffff, MAC sa: 10b3.d68b.3be3, IP da: 255.255.255.255, IP sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr: 10b3.d68b.3be3, efp_id: 1984524378, vlan_id: 250, bootpflag:0x32768(Broadcast) 
*Dec 6 22:42:19.578: DHCP_SNOOPING: add relay information option. 

*Dec 6 22:42:19.578: DHCP_SNOOPING: Encoding opt82 CID in vlan-mod-port format 
*Dec 6 22:42:19.578: DHCP_SNOOPING:VxLAN : vlan_id 250 VNI 10250 mod 1 port 1 
*Dec 6 22:42:19.578: DHCP_SNOOPING: Encoding opt82 RID in MAC address format 

*Dec 6 22:42:19.578: DHCP_SNOOPING: binary dump of relay info option, length: 26 data: 
0x52 0x18 0x1 0xC 0x1 0xA 0x0 0x8 0x0 0x0 0x28 0xA 0x1 0x1 0x0 0x0 0x2 0x8 0x0 0x6 0x4C 0x5D 0x3C 0xEB 0x43 0x40  

*Dec 6 22:42:19.579: DHCPS BRIDGE PAK: vlan=250 platform_flags=1 
*Dec 6 22:42:19.579: DHCP_SNOOPING: bridge packet get invalid mat entry: FFFF.FFFF.FFFF, packet is flooded to ingress VLAN: (250) 

*Dec 6 22:42:19.579: 

DHCP_SNOOPING: L2RELAY: cannot find default gw for bd 250: src intf TwentyFiveGigE1/0/1

 

 ديدحت نم نكمتي مل زاهجلا نأ ىلإ ةيئاهنلا ءاطخألا حيحصت ةلاسر ريشت :ةظحالم



.VLAN 250 ةكبشل ةيضارتفالا ةباوبلا

Leaf-02 ةحص نم ققحتلا

 هيجوت ةداعإ نع ةلوؤسم اهنإف ،VxLAN ةينب لخاد ةطشنلا دودحلا ةقرو يه Leaf-2 نأ امب
 .ةيضارتفالا ةباوبلاب ةقلعتملا تامولعملا

.ةيضارتفالا ةباوبلا نع نالعإلل L2VPN EVPN ةردق نم ققحتلا يف رمتسا .1 ةوطخلا

 
<#root>

Leaf-2#

show l2vpn evpn summary

 
L2VPN EVPN 

EVPN Instances (excluding point-to-point): 1 
VLAN Based: 1 

Vlans: 1 
BGP: ASN 65000, address-family l2vpn evpn configured 

Router ID: 203.0.113.2 
Global Replication Type: Ingress 

ARP/ND Flooding Suppression: Enabled 
Connectivity to Core: UP 

MAC Duplication: seconds 180 limit 5 
MAC Addresses: 5 

Local: 3 
Remote: 2 

Duplicate: 0 
IP Duplication: seconds 180 limit 5 

IP Addresses: 2 
Local: 2 

Remote: 0 
Duplicate: 0 

Advertise Default Gateway: No 

 
Default Gateway Addresses: 0 

Local: 0 
Remote: 0 

Maximum number of Route Targets per EAD-ES route: 200 
Multi-home aliasing: Enabled 

Multi-home send proxy MAC/IP: Enabled 
Multi-home device ID: 0000.5e00.0101 

Global IP Local Learn: Enabled 
IP local learning limits 

IPv4: 4 addresses per-MAC 
IPv6: 12 addresses per-MAC 

IP local learning timers 
Down: 10 minutes 



Poll: 1 minutes 
Reachable: 5 minutes 

Stale: 30 minutes 
Auto route-target: vni-based 

Advertise Multicast: No 
Global Anycast Gateway MAC: No

 

 ةرابعلا نع نالعإلاب Leaf-2 ةحص نم ققحتلاب قباسلا جارخإلا موقي ال .2 ةوطخلا
 نيوكتلا يف رمتسا .اهسفن VxLAN ةينب لخاد 1-ىرخألا ةيفرطلا ةدحولا هاجت ةيضارتفالا

.حيحصلا نالعإلا ذيفنتل بولطملا

 
<#root>

Leaf-2(config)#

l2vpn evpn

  
Leaf-2(config-evpn)#

default-gateway advertise 

 

.2VPNل EVPN ةردق نيكمت بجي ،نيوكتلا ةفاضإ درجمب .3 ةوطخلا

 
<#root>

Leaf-2#

show l2vpn evpn summary

 
--snip-- 

Advertise Default Gateway: Yes

 

 ةقرولا ىلإ ةيضارتفالا ةرابعلل بسانملا نالعإلا نيوكتب مق ،اهنيكمت درجمب .4 ةوطخلا
.VxLAN ةينب لخاد ىرخألا

1 ةلكشملا لح

 متي ال ،كلذ عمو .عقوتم وه امك DHCP و L2VPN لوكوتورب ىلع لفطتلا نيوكت فئاظو
 1-ةقروب ةلصتملا ةيفرطلا ةزهجألل نكمي ال ،كلذل .ةيضارتفالا ةرابعلا نالعإ ذيفنت



.DHCP مداخ نم IP ناونع يقلت

.نالعإلا نيوكت بجي ،ةلكشملا هذه لحل

 ةرابعلا نع نالعإلل راسم ةطيرخ عم ،(ACL) لوصولا يف مكحت ةمئاق نيوكتب مق .1 ةوطخلا
.ةكبشلا ىلع ىرخألا ةيفرطلا ةزهجألا ىلإ BGP ربع ةيضارتفالا

 
<#root>

Leaf-2(config)#

ip access-list extended GW250

 
Leaf-2(config-ext-nacl)#

10 permit ip host 192.0.2.254 any

 (permit the IP address if the GW) 
 

Leaf-2(config)#

route-map CGW

 
Leaf-2(config-route-map)#match ip address GW250 

Leaf-2(config-route-map)#

match evpn route-type 2-mac-ip

 
Leaf-2(config-route-map)#

set extcommunity default-gw

 
 

Leaf-2(config)#

router bgp 65000

 
Leaf-2(config-router)#address-family l2vpn evpn 

Leaf-2(config-router-af)#

neighbor 203.0.113.3 route-map CGW out

 

 



 لخدم-ريصقت حصي لا دهاشي نأ 1 ةقبط تققد ،قباس ليكشتلا تفضأ نأ دعب .2 ةوطخ
.نالعإ

 
<#root>

Leaf-1#

show l2vpn evpn default-gateway

  
Valid Default Gateway Address                 EVI   VLAN  MAC Address    Source 

----- --------------------------------------- ----- ----- -------------- ----------- 
  Y   192.0.2.254                             250   250   3473.2db8.bee3 203.0.113.2

 

 اذه .ةغراف ةميق ضرعي ةيضارتفالا ةباوبلا نم ققحتلا ،VTEP دحلا ىلع :ةظحالم
.دحلا VTEP ب ةرشابم ةلصتم ةيزكرملا ةباوبلا نأل ،عقوتم كولس

 
<#root>

Leaf-2#

show l2vpn evpn default-gateway

  
Valid Default Gateway Address EVI VLAN MAC Address Source 

----- --------------------------------------- ----- ----- -------------- -----------

 

 ةزهجألا تناك اذإ امم ققحت .ةيضارتفالا ةرابعلا نالعإ حيحص لكشب ةقرولا ةزهجأ رهظت نآلا
.DHCP نم حيحص لكشب IP ناونع ىقلتت ةيفرطلا

ققحتلا 1 فيضملا

:DHCP ربع IP ناونع بلطا ،1 فيضملا ىلع .1 ةوطخلا

 
<#root>

Host1#

show running-config interface vlan 250

 
Building configuration... 

Current configuration : 42 bytes 



! 
interface Vlan250 

ip address dhcp

 
end

 

:حيحص لكشب IP ناونع نييعت نم ققحت .2 ةوطخلا

 

Host1#show ip interface brief | include DHCP 
Vlan250   unassigned   YES    DHCP    up    up 

 

 ةيضارتفالا ةباوبلا نع نالعإلا دعب حيحص لكشب IP ناونع نييعت متي مل اذإ .3 ةوطخلا
.اهحالصإو DHCP ءاطخأ فاشكتسأ عم ةعباتملاب مقف ،دودحلا ةقرو ةطساوب حيحص لكشب

ةيناثلا ةدحولا نم ققحتلا

 لوكوتورب ىلع لفطتلل اديدحتو ،DHCP لوكوتورب ءاطخأ حيحصت نيكمتب مق .1 ةوطخلا
DHCP، ةينب جراخ اههيجوت ةداعإ دنع مزحلل زاهجلا ةجلاعم ةيفيك ةبقارمل VXLAN.

 
<#root>

Leaf-2#

debug ip dhcp snooping packet

 
DHCP Snooping Packet debugging is on

 

:تالجسلا عجارو فيضملا زاهجلا ىلع DHCP ةيلمع ليغشت ةداعإب مق .2 ةوطخلا

 
<#root>

Leaf-2#

debug ip dhcp snooping packet

 
*Dec 12 20:11:43.891: DHCP_SNOOPING: received new DHCP packet from input interface (Tunnel0) 

*Dec 12 20:11:43.891: DHCP Memory dump is printed for process packet  
<snip> 

*Dec 12 20:11:43.902: 



DHCP_SNOOPING: process new DHCP packet, message type: DHCPDISCOVER

, input interface: Tu0, MAC da: 3473.2db8.bee3, MAC sa: 10b3.d68b.3be3, IP da: 255.255.255.255, IP sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr: 10b3.d68b.3be3, efp_id: -2136403878, vlan_id: 250, bootpflag:0x32768(Broadcast) 
*Dec 12 20:11:43.902: DHCPS BRIDGE PAK: vlan=250 platform_flags=1 

*Dec 12 20:11:43.902: 

DHCP_SNOOPING: bridge packet output port set is null, packet is dropped.

 

 ةزيم نأ ةلاسرلا هذه ينعت .ةمزحلا طاقسإ ىلإ ةقباسلا (تالجسلا) لجسلا ريشي .3 ةوطخلا
 اههيجوت ةداعإ نكمي ال يتلا DHCP ةمزح تقلت لوحملا ىلع DHCP لوكوتورب ىلع لفطتلا
 ريغ DHCP لوكوتورب ىلع لفطتلا نوكي امدنع ةداع اذه ثدحي .حلاص ريغ جارخإلا ذفنم نأل

.DHCP ةمزح هيجوت ةداعإل بسانملا جرخملا ذفنم ديدحت ىلع رداق

 ةهجاوك ةيزكرملا ةباوبلا ىلإ ريشت يتلا ةهجاولا نيوكت بجي ،ةلكشملا هذه لحل .4 ةوطخلا
.اهب قوثوم

 
<#root>

Leaf-2(config)#

interface fortyGigabitEthernet 2/0/1

 
Leaf-2(config-if)#

ip dhcp snooping trust

 

 

.نآلا عقوتم وه امك لمعي DHCP ربع IP ناونع نييعت ناك اذإ امم ققحت .5 ةوطخلا

 
<#root>

Leaf-2#

debug ip dhcp snooping packet

 
*Dec 12 20:33:54.156: DHCP Memory dump is printed for process packet  

 
<snip> 

*Dec 12 20:33:54.167: 

DHCP_SNOOPING: process new DHCP packet, message type: DHCPDISCOVER

, input interface: Tu0, MAC da: 3473.2db8.bee3, MAC sa: 10b3.d68b.3be3, IP da: 255.255.255.255, IP sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr: 10b3.d68b.3be3, efp_id: -2136403878, vlan_id: 250, bootpflag:0x32768(Broadcast) 



*Dec 12 20:33:54.167: DHCPS BRIDGE PAK: vlan=250 platform_flags=1 
*Dec 12 20:33:54.167: 

DHCP_SNOOPING: bridge packet send packet to port: FortyGigabitEthernet2/0/1, pak_vlan 250.

 

 ةمزح لالخ نم ةيداملا ةهجاولا حيحص لكشب نآلا فرعي زاهجلا نأ ىلإ ليلدلا ريشي .6 ةوطخلا
DHCPdiscover روظنم نم اهب قوثومك ةهجاولا ىلع ةمالع عضو متي ثيح اههيجوت ةداعإ بجيو 

.عقوتم وه امك لمعي ال IP ناونع نييعت لازي ال ،كلذ عمو .DHCP لوكوتورب ىلع لفطتلا

ةباوبلا نم يزكرملا ققحتلا

 اذإ ،ةبسانملا ةهجاولا لالخ نم نآلا دودحلا ةقرو ةطساوب DHCP مزح هيجوت ةداعإ عم .1 ةوطخلا
 اهحالصإو DHCP ءاطخأ فاشكتسأ تاءارجإ ةعباتم كيلعف ،IP ناونع نييعت لشف رمتسا

.ةيسايقلا

 
<#root>

Centralized-Gateway#debug ip dhcp server packet

 
DHCP server packet debugging is on. 

 
*Dec 12 20:39:36.029: DHCPD: tableid for 192.0.2.254 on Vlan250 is 0 

*Dec 12 20:39:36.029: DHCPD: client's VPN is . 
*Dec 12 20:39:36.029: DHCPD: No option 125 

*Dec 12 20:39:36.029: DHCPD: Option 124: Vendor Class Information 
*Dec 12 20:39:36.029: DHCPD: Enterprise ID: 9 

*Dec 12 20:39:36.029: DHCPD: Vendor-class-data-len: 13 
*Dec 12 20:39:36.029: DHCPD: Data: 43393330304C2D3234502D3447 
*Dec 12 20:39:36.029: DHCPD: inconsistent relay information. 

*Dec 12 20:39:36.029: 

DHCPD: relay information option exists, but giaddr is zero

 

 ،ةمزحلا طاقتلا جئاتنو ةيزكرملا ةباوبلا نم ءاطخألا حيحصت جارخإ ىلإ ادانتسا .2 ةوطخلا
.رفص ىلع giaddr لقح نييعت متي امدنع مزحلا لهاجت نم زاهجلا عنمل يفاضإ نيوكت مزلي

 IP ناونع نييعت متي نكلو ليحرتلا تامولعم رايخ دوجو عم DHCP ةمزح يقلت متي امدنع
 طاقسإب ،يضارتفا لكشب ،DHCP ليحرت ليكو موقي ،رافصألا عيمج ىلع (giaddr) ةرابعلل

.ip dhcp ليحرت تامولعمب قوثوملا رمألا نيوكتب مق ،كولسلا اذه ةجلاعمل .ةمزحلا

:ةمزحلا طاقتلا ذيفنتب مق ،ةمزحلا ملتسي زاهجلا نأ نم ققحتلل .3 ةوطخلا

 



<#root>

Configure an Access-list to filter the interested traffic. 

Extended IP access list dhcp

 

 10 permit udp any any eq 67

 

 20 permit udp any eq 67 any

 
 

Configure the capture. 
Centralized-Gateway#

monitor capture tac interface gigabitethernet1/0/1 both access-list dhcp buffer size 10

 
Centralized-Gateway#

monitor capture cap start 

Started capture point : cap

 

 

Centralized-Gateway#

monitor capture cap stop

  
Capture statistics collected at software:

 

 Capture duration - 58 seconds 

 Packets received - 6

 
 Packets dropped - 0 

 Packets oversized - 0 
 Bytes dropped in asic - 0 

 
Centralized-Gateway#

show monitor capture cap buffer display-filter "eth.addr==10:b3:d6:8b:3b:e3" detailed



  
Starting the packet display ........ Press Ctrl + Shift + 6 to exit 

 
Frame 1: 397 bytes on wire (3176 bits), 397 bytes captured (3176 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, id 0 

    Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe) 
        Interface name: /tmp/epc_ws/wif_to_ts_pipe 

    Encapsulation type: Ethernet (1) 
    Arrival Time: Dec 12, 2025 18:35:21.821468000 UTC 
    [Time shift for this packet: 0.000000000 seconds] 

    Epoch Time: 1765564521.821468000 seconds 
    [Time delta from previous captured frame: 0.000000000 seconds] 

    [Time delta from previous displayed frame: 0.000000000 seconds] 
    [Time since reference or first frame: 0.000000000 seconds] 

    Frame Number: 1 
    Frame Length: 397 bytes (3176 bits) 

    Capture Length: 397 bytes (3176 bits) 
    [Frame is marked: False] 

    [Frame is ignored: False] 
    [Protocols in frame: eth:ethertype:vlan:ethertype:ip:udp:dhcp] 

Ethernet II, Src: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3), Dst: 34:73:2d:b8:be:e3 (34:73:2d:b8:be:e3) 
    Destination: 34:73:2d:b8:be:e3 (34:73:2d:b8:be:e3) 
        Address: 34:73:2d:b8:be:e3 (34:73:2d:b8:be:e3) 

        .... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 
        .... ...0 .... .... .... .... = IG bit: Individual address (unicast) 

    Source: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3) 
        Address: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3) 

        .... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 
        .... ...0 .... .... .... .... = IG bit: Individual address (unicast) 

    Type: 802.1Q Virtual LAN (0x8100) 

802.1Q Virtual LAN, PRI: 0, DEI: 0, ID: 250

 
    000. .... .... .... = Priority: Best Effort (default) (0) 

    ...0 .... .... .... = DEI: Ineligible 
    .... 0000 1111 1010 = ID: 250 

    Type: IPv4 (0x0800) 
Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255 

    0100 .... = Version: 4 
    .... 0101 = Header Length: 20 bytes (5) 

    Differentiated Services Field: 0x00 (DSCP: CS0, ECN: Not-ECT) 
        0000 00.. = Differentiated Services Codepoint: Default (0) 

        .... ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0) 
    Total Length: 379 

    Identification: 0x4b04 (19204) 
    Flags: 0x00 

        0... .... = Reserved bit: Not set 
        .0.. .... = Don't fragment: Not set 
        ..0. .... = More fragments: Not set 

    Fragment Offset: 0 
    Time to Live: 255 

    Protocol: UDP (17) 
    Header Checksum: 0x6f6e [validation disabled] 

    [Header checksum status: Unverified] 
 

Source Address: 0.0.0.0

 



    Destination Address: 255.255.255.255

 

User Datagram Protocol, Src Port: 68, Dst Port: 67

 
    Source Port: 68 

    Destination Port: 67 
    Length: 359 

    Checksum: 0x2ae5 [unverified] 
    [Checksum Status: Unverified] 

    [Stream index: 0] 
    [Timestamps] 

        [Time since first frame: 0.000000000 seconds] 
        [Time since previous frame: 0.000000000 seconds] 

    UDP payload (351 bytes) 

Dynamic Host Configuration Protocol (Discover)

 
    Message type: Boot Request (1) 
    Hardware type: Ethernet (0x01) 

    Hardware address length: 6 
    Hops: 0 

    Transaction ID: 0xe9986585 
    Seconds elapsed: 0 

    Bootp flags: 0x8000, Broadcast flag (Broadcast) 
        1... .... .... .... = Broadcast flag: Broadcast 

        .000 0000 0000 0000 = Reserved flags: 0x0000 
    Client IP address: 0.0.0.0 

    Your (client) IP address: 0.0.0.0 
    Next server IP address: 0.0.0.0 
    Relay agent IP address: 0.0.0.0 

 

Client MAC address: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3)

 
    Client hardware address padding: 00000000000000000000 

    Server host name not given 
    Boot file name not given 

    Magic cookie: DHCP 
 

Option: (53) DHCP Message Type (Discover)

 
        Length: 1 

        DHCP: Discover (1) 
    Option: (57) Maximum DHCP Message Size 

        Length: 2 
        Maximum DHCP Message Size: 1200 

    Option: (61) Client identifier 
        Length: 27 

        Type: 0 
 



Client Identifier: cisco-10b3.d68b.3be3-Vl250

 

 ةطساوب حيحص لكشب DHCP ةمزح مالتسإ متي ،ةقباسلا ةمزحلا طاقتلال اقفو .4 ةوطخلا
.زاهجلا

2 ةلكشملا لح

 ،ةمزحلا طاقتلا جئاتنو ةيزكرملا ةباوبلا نم ءاطخألا حيحصت جارخإ ىلإ ادانتسا .1 ةوطخلا
.رفص ىلع giaddr لقح نييعت متي امدنع مزحلا لهاجت نم زاهجلا عنمل يفاضإ نيوكت مزلي

 IP ناونع نييعت متي نكلو ،ليحرتلا تامولعم رايخ دوجو عم DHCP ةمزح يقلت متي امدنع
.ةمزحلا طاقسإب ةداع DHCP ليحرت ليكو موقي ،رافصألا عيمج ىلع (giaddr) ةرابعلل

.ip dhcp تامولعم ليحرتل هب قوثوملا رمألا نيوكتب مق ،كولسلا اذه ةجلاعمل

 
<#root>

Centralized-Gateway(config)#

interface vlan 250

 
Centralized-Gateway(config-if)

#ip dhcp relay information trusted

 

.1 فيضملا نم IP ناونع بلط نم ققحتلا يف رمتسا .2 ةوطخلا

 
<#root>

Host1#

 
*Dec 12 21:32:12.659: %DHCP-6-ADDRESS_ASSIGN: Interface Vlan250 assigned DHCP address 192.0.2.1, mask 255.255.255.0, hostname Host1 

 

Leaf-2#

 
*Dec 12 21:36:03.232: DHCP_SNOOPING: received new DHCP packet from input interface (Tunnel0) 

<snip> 
*Dec 12 21:36:03.243: 



DHCP_SNOOPING: process new DHCP packet, message type: DHCPDISCOVER

, input interface: Tu0, MAC da: 3473.2db8.bee3, MAC sa: 10b3.d68b.3be3, IP da: 255.255.255.255, IP sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr: 10b3.d68b.3be3, efp_id: -2136403878, vlan_id: 250, bootpflag:0x32768(Broadcast) 
*Dec 12 21:36:03.243: DHCPS BRIDGE PAK: vlan=250 platform_flags=1 

*Dec 12 21:36:03.243: 

DHCP_SNOOPING: bridge packet send packet to port: FortyGigabitEthernet2/0/1

, pak_vlan 250. 
*Dec 12 21:36:03.245: DHCP_SNOOPING: received new DHCP packet from input interface (FortyGigabitEthernet2/0/1) 

<snip> 
*Dec 12 21:36:03.255: 

DHCP_SNOOPING: process new DHCP packet, message type: DHCPOFFER

, input interface: Fo2/0/1, MAC da: ffff.ffff.ffff, MAC sa: 3473.2db8.bee3, IP da: 255.255.255.255, IP sa: 192.0.2.254, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 192.0.2.1, DHCP siaddr: 0.0.0.0, DHCP giaddr: 192.0.2.254, DHCP chaddr: 10b3.d68b.3be3, efp_id: -2136403878, vlan_id: 250, bootpflag:0x32768(Broadcast) 
*Dec 12 21:36:03.255: DHCP_SNOOPING: binary dump of option 82, length: 26 data: 

0x52 0x18 0x1 0xC 0x1 0xA 0x0 0x8 0x0 0x0 0x28 0xA 0x1 0x1 0x0 0x0 0x2 0x8 0x0 0x6 0x4C 0x5D 0x3C 0xEB 0x43 0x40  
*Dec 12 21:36:03.256: DHCP_SNOOPING: binary dump of extracted circuit id, length: 14 data: 

0x1 0xC 0x1 0xA 0x0 0x8 0x0 0x0 0x28 0xA 0x1 0x1 0x0 0x0  
*Dec 12 21:36:03.256: DHCP_SNOOPING: binary dump of extracted remote id, length: 10 data: 

0x2 0x8 0x0 0x6 0x4C 0x5D 0x3C 0xEB 0x43 0x40  
*Dec 12 21:36:03.256: actual_fmt_cid OPT82_FMT_CID_VXLAN_MOD_PORT_INTF global_opt82_fmt_rid OPT82_FMT_RID_DEFAULT_GLOBAL global_opt82_fmt_cid OPT82_FMT_CID_DEFAULT_GLOBAL cid: sub_option_length 12 
*Dec 12 21:36:03.256: dhcp_snooping_platform_is_local_dhcp_packet: VXLAN-MOD-PORT opt82 vni 10250, vlan_id 250 

*Dec 12 21:36:03.256: DHCP_SNOOPING: opt82 data indicates not a local packet 
*Dec 12 21:36:03.256: DHCP_SNOOPING: EVPN enabled Ex GW:fabric relay can't parse option 82 data of the message,it is either in wrong format or not inserted by local switch  
*Dec 12 21:36:03.256: DHCP_SNOOPING: client address lookup failed to locate client interface, retry lookup using packet mac DA: ffff.ffff.ffff 
*Dec 12 21:36:03.256: DHCP_SNOOPING: lookup packet destination port failed to get mat entry for mac: 10b3.d68b.3be3 vlan_id 250 

*Dec 12 21:36:03.256: 

DHCP_SNOOPING: L2RELAY: Ex GW unicast bridge packet to fabric: vlan id 250 from Fo2/0/1

 
<snip> 

*Dec 12 21:36:03.401: 

DHCP_SNOOPING: process new DHCP packet, message type: DHCPREQUEST

, input interface: Tu0, MAC da: 3473.2db8.bee3, MAC sa: 10b3.d68b.3be3, IP da: 255.255.255.255, IP sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr: 10b3.d68b.3be3, efp_id: -2136403878, vlan_id: 250, bootpflag:0x32768(Broadcast) 
*Dec 12 21:36:03.401: DHCPS BRIDGE PAK: vlan=250 platform_flags=1 

*Dec 12 21:36:03.401: 

DHCP_SNOOPING: bridge packet send packet to port: FortyGigabitEthernet2/0/1

, pak_vlan 250. 
*Dec 12 21:36:03.402: DHCP_SNOOPING: received new DHCP packet from input interface (FortyGigabitEthernet2/0/1) 

<snip> 
*Dec 12 21:36:03.413: 

DHCP_SNOOPING: process new DHCP packet, message type: DHCPACK

, input interface: Fo2/0/1, MAC da: ffff.ffff.ffff, MAC sa: 3473.2db8.bee3, IP da: 255.255.255.255, IP sa: 192.0.2.254, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 192.0.2.1, DHCP siaddr: 0.0.0.0, DHCP giaddr: 192.0.2.254, DHCP chaddr: 10b3.d68b.3be3, efp_id: -2136403878, vlan_id: 250, bootpflag:0x32768(Broadcast) 
*Dec 12 21:36:03.413: DHCP_SNOOPING: binary dump of option 82, length: 26 data: 

0x52 0x18 0x1 0xC 0x1 0xA 0x0 0x8 0x0 0x0 0x28 0xA 0x1 0x1 0x0 0x0 0x2 0x8 0x0 0x6 0x4C 0x5D 0x3C 0xEB 0x43 0x40  
*Dec 12 21:36:03.413: DHCP_SNOOPING: binary dump of extracted circuit id, length: 14 data: 

0x1 0xC 0x1 0xA 0x0 0x8 0x0 0x0 0x28 0xA 0x1 0x1 0x0 0x0  



*Dec 12 21:36:03.413: DHCP_SNOOPING: binary dump of extracted remote id, length: 10 data: 
0x2 0x8 0x0 0x6 0x4C 0x5D 0x3C 0xEB 0x43 0x40  

*Dec 12 21:36:03.413: actual_fmt_cid OPT82_FMT_CID_VXLAN_MOD_PORT_INTF global_opt82_fmt_rid OPT82_FMT_RID_DEFAULT_GLOBAL global_opt82_fmt_cid OPT82_FMT_CID_DEFAULT_GLOBAL cid: sub_option_length 12 
*Dec 12 21:36:03.413: dhcp_snooping_platform_is_local_dhcp_packet: VXLAN-MOD-PORT opt82 vni 10250, vlan_id 250 

*Dec 12 21:36:03.413: DHCP_SNOOPING: opt82 data indicates not a local packet 
*Dec 12 21:36:03.413: DHCP_SNOOPING: EVPN enabled Ex GW:fabric relay can't parse option 82 data of the message,it is either in wrong format or not inserted by local switch  
*Dec 12 21:36:03.413: DHCP_SNOOPING: client address lookup failed to locate client interface, retry lookup using packet mac DA: ffff.ffff.ffff 
*Dec 12 21:36:03.413: DHCP_SNOOPING: lookup packet destination port failed to get mat entry for mac: 10b3.d68b.3be3 vlan_id 250 
*Dec 12 21:36:03.413: DHCP_SNOOPING: can't find client's destination port, packet is assumed to be not from local switch, no binding update is needed. 
*Dec 12 21:36:03.413: DHCP_SNOOPING: client address lookup failed to locate client interface, retry lookup using packet mac DA: ffff.ffff.ffff 
*Dec 12 21:36:03.413: DHCP_SNOOPING: lookup packet destination port failed to get mat entry for mac: 10b3.d68b.3be3 vlan_id 250 

*Dec 12 21:36:03.413: 

DHCP_SNOOPING: L2RELAY: Ex GW unicast bridge packet to fabric: vlan id 250 from Fo2/0/1

 

 نم هسفن كولسلا ةحص نم ققحتلا حرتقيو حيحص لكشب IP ناونع نييعت مت .3 ةوطخلا
.2 فيضملا روظنم

 
<#root>

Host2# 
*Dec 12 21:13:03.926: 

%DHCP-6-ADDRESS_ASSIGN: Interface Vlan250 assigned DHCP address 192.0.2.2, mask 255.255.255.0, hostname Host2

 
 

Leaf-2# 
*Dec 12 22:08:15.417: DHCP_SNOOPING: received new DHCP packet from input interface (FortyGigabitEthernet2/0/2) 

<snip> 
*Dec 12 22:08:15.428: 

DHCP_SNOOPING: process new DHCP packet, message type: DHCPDISCOVER

, input interface: Fo2/0/2, MAC da: ffff.ffff.ffff, MAC sa: 10b3.d68b.1963, IP da: 255.255.255.255, IP sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr: 10b3.d68b.1963, efp_id: -2136403878, vlan_id: 250, bootpflag:0x32768(Broadcast) 
*Dec 12 22:08:15.428: DHCP_SNOOPING: add relay information option. 

*Dec 12 22:08:15.428: DHCP_SNOOPING: Encoding opt82 CID in vlan-mod-port format 
*Dec 12 22:08:15.428: 

DHCP_SNOOPING:VxLAN : vlan_id 250 VNI 10250 mod 2 port 2

 
*Dec 12 22:08:15.428: DHCP_SNOOPING: Encoding opt82 RID in MAC address format 

*Dec 12 22:08:15.428: DHCP_SNOOPING: binary dump of relay info option, length: 26 data: 
0x52 0x18 0x1 0xC 0x1 0xA 0x0 0x8 0x0 0x0 0x28 0xA 0x2 0x2 0x0 0x0 0x2 0x8 0x0 0x6 0x68 0x7D 0xB4 0xA8 0xAF 0x0  

*Dec 12 22:08:15.428: DHCPS BRIDGE PAK: vlan=250 platform_flags=1 
*Dec 12 22:08:15.428: DHCP_SNOOPING: bridge packet get invalid mat entry: FFFF.FFFF.FFFF, packet is flooded to ingress VLAN: (250) 

*Dec 12 22:08:15.428: 

DHCP_SNOOPING: L2RELAY: cannot find default gw for bd 250: src intf FortyGigabitEthernet2/0/2

 
*Dec 12 22:08:15.430: DHCP_SNOOPING: received new DHCP packet from input interface (FortyGigabitEthernet2/0/1) 



<snip> 
*Dec 12 22:08:15.440: 

DHCP_SNOOPING: process new DHCP packet, message type: DHCPOFFER

, input interface: Fo2/0/1, MAC da: ffff.ffff.ffff, MAC sa: 3473.2db8.bee3, IP da: 255.255.255.255, IP sa: 192.0.2.254, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 192.0.2.2, DHCP siaddr: 0.0.0.0, DHCP giaddr: 192.0.2.254, DHCP chaddr: 10b3.d68b.1963, efp_id: -2136403878, vlan_id: 250, bootpflag:0x32768(Broadcast) 
*Dec 12 22:08:15.440: DHCP_SNOOPING: binary dump of option 82, length: 26 data: 

0x52 0x18 0x1 0xC 0x1 0xA 0x0 0x8 0x0 0x0 0x28 0xA 0x2 0x2 0x0 0x0 0x2 0x8 0x0 0x6 0x68 0x7D 0xB4 0xA8 0xAF 0x0  
*Dec 12 22:08:15.440: DHCP_SNOOPING: binary dump of extracted circuit id, length: 14 data: 

0x1 0xC 0x1 0xA 0x0 0x8 0x0 0x0 0x28 0xA 0x2 0x2 0x0 0x0  
*Dec 12 22:08:15.440: DHCP_SNOOPING: binary dump of extracted remote id, length: 10 data: 

0x2 0x8 0x0 0x6 0x68 0x7D 0xB4 0xA8 0xAF 0x0  
*Dec 12 22:08:15.440: actual_fmt_cid OPT82_FMT_CID_VXLAN_MOD_PORT_INTF global_opt82_fmt_rid OPT82_FMT_RID_DEFAULT_GLOBAL global_opt82_fmt_cid OPT82_FMT_CID_DEFAULT_GLOBAL cid: sub_option_length 12 
*Dec 12 22:08:15.440: dhcp_snooping_platform_is_local_dhcp_packet: VXLAN-MOD-PORT opt82 vni 10250, vlan_id 250 

*Dec 12 22:08:15.440: DHCP_SNOOPING: opt82 data indicates local packet 
*Dec 12 22:08:15.440: DHCP_SNOOPING: remove relay information option. 

*Dec 12 22:08:15.440: DHCP_SNOOPING opt82_fmt_cid_intf OPT82_FMT_CID_VXLAN_MOD_PORT_INTF opt82_fmt_cid_global OPT82_FMT_CID_DEFAULT_GLOBAL cid: sub_option_length 12 
*Dec 12 22:08:15.440: DHCP_SNOOPING: VxLAN vlan_id 250 VNI 10250 mod 2 port 2 

*Dec 12 22:08:15.440: 

DHCP_SNOOPING: mod 2 port 2 idb Fo2/0/2 found for 10b3.d68b.1963

 
*Dec 12 22:08:15.441: DHCP_SNOOPING: calling forward_dhcp_reply 

*Dec 12 22:08:15.441: platform lookup dest vlan for input_if: FortyGigabitEthernet2/0/1, is NOT tunnel, if_output: NULL, if_output->vlan_id: 99999, pak->vlan_id: 250 
*Dec 12 22:08:15.441: DHCP_SNOOPING opt82_fmt_cid_intf OPT82_FMT_CID_VXLAN_MOD_PORT_INTF opt82_fmt_cid_global OPT82_FMT_CID_DEFAULT_GLOBAL cid: sub_option_length 12 

*Dec 12 22:08:15.441: DHCP_SNOOPING: VxLAN vlan_id 250 VNI 10250 mod 2 port 2 
*Dec 12 22:08:15.441: DHCP_SNOOPING: mod 2 port 2 idb Fo2/0/2 found for 10b3.d68b.1963 

*Dec 12 22:08:15.441: DHCP_SNOOPING: vlan 250 after pvlan check 
<snip> 

*Dec 12 22:08:15.930: 

DHCP_SNOOPING: process new DHCP packet, message type: DHCPREQUEST

, input interface: Fo2/0/2, MAC da: ffff.ffff.ffff, MAC sa: 10b3.d68b.1963, IP da: 255.255.255.255, IP sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr: 10b3.d68b.1963, efp_id: -2136403878, vlan_id: 250, bootpflag:0x32768(Broadcast) 
*Dec 12 22:08:15.930: DHCP_SNOOPING: add relay information option. 

*Dec 12 22:08:15.930: DHCP_SNOOPING: Encoding opt82 CID in vlan-mod-port format 
*Dec 12 22:08:15.930: DHCP_SNOOPING:VxLAN : vlan_id 250 VNI 10250 mod 2 port 2 
*Dec 12 22:08:15.930: DHCP_SNOOPING: Encoding opt82 RID in MAC address format 

*Dec 12 22:08:15.930: DHCP_SNOOPING: binary dump of relay info option, length: 26 data: 
0x52 0x18 0x1 0xC 0x1 0xA 0x0 0x8 0x0 0x0 0x28 0xA 0x2 0x2 0x0 0x0 0x2 0x8 0x0 0x6 0x68 0x7D 0xB4 0xA8 0xAF 0x0  

*Dec 12 22:08:15.930: DHCPS BRIDGE PAK: vlan=250 platform_flags=1 
*Dec 12 22:08:15.930: DHCP_SNOOPING: bridge packet get invalid mat entry: FFFF.FFFF.FFFF, packet is flooded to ingress VLAN: (250) 

*Dec 12 22:08:15.930: 

DHCP_SNOOPING: L2RELAY: cannot find default gw for bd 250: src intf FortyGigabitEthernet2/0/2

 
*Dec 12 22:08:15.932: DHCP_SNOOPING: received new DHCP packet from input interface (FortyGigabitEthernet2/0/1) 

<snip> 
*Dec 12 22:08:15.940: 

DHCP_SNOOPING: process new DHCP packet, message type: DHCPACK

, input interface: Fo2/0/1, MAC da: ffff.ffff.ffff, MAC sa: 3473.2db8.bee3, IP da: 255.255.255.255, IP sa: 192.0.2.254, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 192.0.2.2, DHCP siaddr: 0.0.0.0, DHCP giaddr: 192.0.2.254, DHCP chaddr: 10b3.d68b.1963, efp_id: -2136403878, vlan_id: 250, bootpflag:0x32768(Broadcast) 
*Dec 12 22:08:15.943: DHCP_SNOOPING: binary dump of option 82, length: 26 data: 

0x52 0x18 0x1 0xC 0x1 0xA 0x0 0x8 0x0 0x0 0x28 0xA 0x2 0x2 0x0 0x0 0x2 0x8 0x0 0x6 0x68 0x7D 0xB4 0xA8 0xAF 0x0  



*Dec 12 22:08:15.943: DHCP_SNOOPING: binary dump of extracted circuit id, length: 14 data: 
0x1 0xC 0x1 0xA 0x0 0x8 0x0 0x0 0x28 0xA 0x2 0x2 0x0 0x0  

<snip>

 



ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


