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<#froot>

<ttroot>

wubdd Lozt Ibeldle S z29J BGP.

Leaf-1#

show mac address-tabl e address

10b3. d68b. 3be3

(host mac address)
Mac Address Table

Vlan Mac Address Type Ports

250 10b3.d68b.3be3  DYNAMIC Twel/0/1

Centralized-Gateway#

show interface vlan 250 | include bia

(remote mac address)
Hardware is Ethernet SVI, address is

3473. 2db8. bee3

(bia 3473.2db8.bee3)

Leaf-1#

show bgp | 2vpn evpn

10b3. d68b. 3be3



(local mac address)
BGP routing table entry for [2][203.0.113.1:250][0][48][10B3D68B3BE3][0][*]/20, version 3
Paths: (1 available, best #1, table evi_250)
Advertised to update-groups:
2
Refresh Epoch 1
Local

0.0.0.0 (via default) from0.0.0.0 (203.0.113.1)

Origin incomplete, Tocalpref 100, weight 32768, valid, sourced, Tocal,

best

EVPN ESI: 00000000000000000000, Labell 10250
Extended Community: RT:10:250 ENCAP:8

Local 1irb vxlan vtep:

vrf:not found, 13-vni:0

local router mac:0000.0000.0000

core-irb interface:(not found)

vtep-ip:203.0.113.1

rx pathid: 0, tx pathid: 0x0
Updated on Oct 14 2025 22:27:32 UTC

Leaf-1#
show bgp | 2vpn evpn 3473. 2db8. bee3

(remote mac address)
BGP routing table entry for [2][203.0.113.1:250][0][48][34732DB8BEE3][32][192.0.2.254]/24, version 9
Paths: (1 available, best #1, table evi_250)
Flag: 0x100
Not advertised to any peer
Refresh Epoch 4
Local, imported path from [2][203.0.113.4:250][0][48][34732DB8BEE3][32][192.0.2.254]/24 (global)
203.0.113.4 (metric 3) (via default) from 203.0.113.3 (203.0.113.3)
Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000, Labell 10250
Extended Community: RT:10:250 ENCAP:8 EVPN DEF GW:0:0
Originator: 203.0.113.4, Cluster Tlist: 203.0.113.3
rx pathid: 0, tx pathid: 0x0
Updated on Oct 14 2025 14:48:35 UTC
BGP routing table entry for [2][203.0.113.4:250][0][48][34732DB8BEE3][32][192.0.2.254]/24, version 8
Paths: (1 available, best #1, table EVPN-BGP-Table)
Flag: 0x100
Not advertised to any peer
Refresh Epoch 4
Local
203.0.113.4 (metric 3) (via default) from 203.0.113.3 (203.0.113.3)
Origin incomplete, metric 0, localpref 100, valid, internal,



best

EVPN ESI: 00000000000000000000, Labell 10250

Extended Community: RT:10:250 ENCAP:8 EVPN DEF GW:0:0
Originator: 203.0.113.4, Cluster Tlist: 203.0.113.3

rx pathid: 0, tx pathid: 0x0

Updated on Oct 14 2025 14:48:35 UTC

IJ2196 3. 2838 pu wozs wede guslo MAC Lo 1dgsrde-1 9ldwsles IJIe,lgass. wogde
1U9,36 1 gulsse MAC 1Jpedss gy puds ¢b IJleold 9golsse MAC 1Jwgssé gy BGP.

<#root>
Leaf-1#
show | 2route evpn nmac
EVI ETag Prod Mac Address Next Hop(s) Seq Number
250 0 L2VPN 10b3.d68b.3b81 Twel/0/1:250 0

250 0

L2VPN 10b3. d68b. 3be3

Twel/0/1:250 0 (Host local mac address)
250 0

BGP 3473. 2db8. bee3

V:10250 203.0.113.4 0 (CGW SVI mac address)

IUs 096 4. 288 po perd6 IJuslus IUIG el oss eds Idpzed Leaf-1 515 pesd EVPN
J2VPN.

<tfroot>

Leaf-1#

show | 2vpn evpn def aul t - gat eway

Valid Default Gateway Address EVI VLAN MAC Address Source

Y 192.0.2.254 250 250 3473.2db8.bee3 203.0.113.4
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<tfroot>

Leaf-1#

debug i p dhcp snoopi ng packet

DHCP Snooping Packet debugging is on

Leaf-1#
*0ct 21 19:33:16.358: DHCP_SNOOPING: received new DHCP packet from input interface (TwentyFiveGigE1l/0/1

*0ct 21 19:33:16.358: DHCP Memory dump is printed for process packet
<snip>
*Oct 21 19:33:16.367:

DHCP_SNOOPI NG process new DHCP packet, message type: DHCPDI SCOVER, input interface: Twel/0/1, MAC da: f

, MAC sa: 10b3.d68b.3be3, IP da: 255.255.255.255, IP sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.
*Oct 21 19:33:16.367: DHCP_SNOOPING: add relay information option.
*Oct 21 19:33:16.367: DHCP_SNOOPING: Encoding opt82 CID in vlan-mod-port format
*Oct 21 19:33:16.367:

DHCP_SNOOPI NG VXLAN : vlan_id 250 VNI 10250 nod 1 port 1

*Oct 21 19:33:16.367: DHCP_SNOOPING: Encoding opt82 RID in MAC address format
*0ct 21 19:33:16.367: DHCP_SNOOPING: binary dump of relay info option, length: 26 data:
0x52 0x18 0x1 OxC Ox1 OxA 0x0 0x8 0x0 Ox0 0x28 OxA Ox1 Ox1 Ox0O Ox0O Ox2 0x8 0x0 0x6 0x4C Ox5D O0x3C OxEB
*0ct 21 19:33:16.367: DHCPS BRIDGE PAK: vlan=250 platform_flags=1
*0ct 21 19:33:16.367: DHCP_SNOOPING: bridge packet get invalid mat entry: FFFF.FFFF.FFFF, packet is flo
*Oct 21 19:33:16.367: DHCP_SNOOPING: L2RELAY: sent unicast packet to default gw: 3473.2db8.bee3 vlan 0
*0ct 21 19:33:20.058: DHCP_SNOOPING: received new DHCP packet from input interface (TwentyFiveGigE1l/0/1
*Oct 21 19:33:20.058: DHCP Memory dump is printed for process packet

lJglo9s 7. I3l Jp Swp wubgs LuUPTST IJigble. B§po Llp)le IJodlb 1Uz506 JJoedd pu
lJuogs. luwegse lduosles 1Jpesse JIJod@lb 2jp 1doyuld 1U>ged:

monitor capture <name> interface <int> in match ipv4 protocol udp any range 67 68 any range 67 68 start

monitor capture <name> stop
monitor capture export file flash:<name>.pcap
show monitor capture <name> buffer display-filter "eth.addr==[mac address]" detailed



S

pdlz s IJe bl Gudluund pogivg IJerue IJes adase wonss eyuie Wireshark.

<tfroot>

Leaf-1#

nonitor capture cap interface twel/0/1 in match ipv4 protocol udp any range 67 68 any range 67 68 start

Started capture point : cap

Leaf-1#

*0ct 21 22:57:04.719: %BUFCAP-6-ENABLE: Capture Point cap enabled.
Leaf-1#

Leaf-1#

moni tor capture cap stop

Capture statistics collected at software:
Capture duration - 96 seconds

Packets received - 10

Packets dropped - 0
Packets oversized - 0

Bytes dropped in asic - 0

Capture buffer will exists till exported or cleared

Stopped capture point : cap

*0ct 21 22:58:40.810: %BUFCAP-6-DISABLE: Capture Point cap disabled.

Leaf-1#
show nonitor capture cap buffer display-filter "eth, addr==10: b3: d6: 8b: 3b: e3" detail ed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
Frame 1: 371 bytes on wire (2968 bits), 371 bytes captured (2968 bits) on interface /tmp/epc_ws/wif_to_
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 21, 2025 22:57:07.843851000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1761087427.843851000 seconds
<snip>
[Protocols in frame: eth:ethertype:vlan:ethertype:ip:udp:dhcp]
Ethernet II, Src: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3), Dst: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:FF)
Destination: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:fF)
Address: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:fF)
1. ..., ... ..., .... = LG bit: Locally administered address (this is NOT the factory de



. = IG bit: Group address (multicast/broadcast)
Source: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3)
Address: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3)

. = LG bit: Globally unique address (factory default)
. = IG bit: Individual address (unicast)

Type: 802.1Q Virtual LAN (0x8100)

802.1Q Virtual LAN, PRI: O, DEI: 0, ID: 250

000. .... .... .... = Priority: Best Effort (default) (0)
..0 .... .... .... = DEI: Ineligible

. 0000 1111 1010 = ID: 250

Type: IPv4 (0x0800)

<snip>

User Datagram Protocol,

Src Port: 68, Dst Port: 67

Source Port: 68

Destination Port: 67

Length: 333

Checksum: 0xdf55 [unverified]

[Checksum Status: Unverified]

[Stream index: 0]

[Timestamps]

[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: O

Transaction ID: Ox3bd7aadb

Seconds elapsed: 7

Bootp flags: 0x8000, Broadcast flag (Broadcast)

1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000

Client IP address: 0.0.0.0

Your (cTlient) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 0.0.0.0

Client MAC address: 10:b3:d6:8b: 3b:e3 (10: b3: d6: 8b: 3b: e3)

Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)

<snip>



196 8. 1Jo288 pu wuppsu ied VXLAN o, IJodlb IUzge. wbosd edlpd oo dsé
peodd6 Josl 1oz 8 pu 1uoes. VXLAN sglbls pods UDP 4789.

monitor capture cap interface <outgoing interface > out match ipv4 protocol udp any any eq 4789 (Inter

<tfroot>

Leaf-1#

show ip bgp all summary

For address family: L2VPN E-VPN

<snip>

Neighbor \Y AS MsgRcvd MsgSent TbTVer InQ OutQ Up/Down State/PfxRcd
203.0.113.3

4 10 4204 4122 365 0 0 2d13h 2

Leaf-1#

show i p route 203.0.113.3

Routing entry for 203.0.113.3/32

Known via "ospf 1", distance 110, metric 2, type intra area
Last update from 172.x.x.2 on TwentyFiveGigEl/0/2, 2d13h ago
Routing Descriptor Blocks:

* 172.x.x.2, from 203.0.113.3, 2d13h ago, via

Twent yFi veG gE1/ 0/ 2

Leaf-1#

nonitor capture cap interface twel/0/2 out match ipv4 protocol udp any any eq 4789 start

*0ct 21 23:51:07.689: %BUFCAP-6-ENABLE: Capture Point cap enabled.

Leaf-1#

show nonitor capture cap buffer display-filter "eth.addr==10: b3: d6: 8b: 3b: e3" detail ed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit



Frame 1: 443 bytes on wire (3544 bits), 443 bytes captured (3544 bits) on interface /tmp/epc_ws/wif_to_
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 21, 2025 23:51:34.848693000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1761090694 .848693000 seconds
<snip>
[Protocols in frame: eth:

et hertype:ip:udp: vxl an: et h: et hertype:ip: udp: dhcp]

Ethernet II, Src: 00:00:00:00:00:00 (00:00:00:00:00:00), Dst: 00:00:00:00:00:00 (00:00:00:00:00:00)
Destination: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
.00 ... ... .... .... = LG bit: Globally unique address (factory default)
.0 ... ... .... .... =1IG bit: Individual address (unicast)
Source: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
.0, ... ... .... .... = LG bit: Globally unique address (factory default)
.0 ... ... ..., .... =1IG bit: Individual address (unicast)
Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 203.0.113.1, Dst: 203.0.113.4

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)

0000 00.. = Differentiated Services Codepoint: Default (0)
..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
<snip>

User Datagram Protocol, Src Port: 65479, Dst Port: 4789
Source Port: 65479

Destination Port: 4789

Length: 409

[Checksum: [missing]]

[Checksum Status: Not present]

[Stream index: 0]

[Timestamps]

[Time since first frame: 0.000000000 seconds]

[Time since previous frame: 0.000000000 seconds]

Virtual eXtensible Local Area Network

Flags: 0x0800, VXLAN Network ID (VNI)

0... .... .... .... = GBP Extension: Not defined
veve wvu. 0., .... =Don't Learn: False

. 1... .... .... = VXLAN Network ID (VNI): True
vee wuue wu.. 0... = Policy Applied: False

.000 .000 0.00 .000 = Reserved(R): 0x0000

Group Policy ID: O

VXLAN Network Identifier (VNI'): 10250



Reserved: 0
<snip>

User Datagram Protocol, Src Port: 68, Dst Port: 67

Source Port: 68

Destination Port: 67

Length: 359

Checksum: 0x767d [unverified]

[Checksum Status: Unverified]

[Stream index: 1]

[Timestamps]

[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: O

Transaction ID: Oxd4c42ecl

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)

1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0

Your (cTlient) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Relay agent IP address: 0.0.0.0

Client MAC address: 10:b3:d6:8b: 3b:e3 (10: b3: d6: 8b: 3b: e3)

Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

IJezd8 Jesdss pu ldoslod

IJge9s 1. 0288 pu Lord euslu MAC Jdpuos IUss wp log,o edse eds puwble BGP 9 L2
EVPN (oeduw 050 IUgbos Iz)le 1Jezdd po 1J9)86 1JisJss).

<ffroot>



Centralized-Gateway#

show bgp | 2vpn evpn 10b3. d68b. 3be3

(remote host mac address)

BGP routing table entry for [2][203.0.113.1:250][0][48][10B3D68B3BE3][0][*]/20, version 12
Paths: (1 available, best #1, table EVPN-BGP-Table)

Not advertised to any peer

Refresh Epoch 1

Local

203.0.113.1 (netric 3) (via default) from 203.0.113.3 (203.0.113. 3)

(Tearned via RR)
Origin incomplete, metric 0, localpref 100, valid, internal,

best

EVPN ESI: 00000000000000000000, Labell 10250

Extended Community: RT:10:250 ENCAP:8

Originator: 203.0.113.1, Cluster Tist: 203.0.113.3

rx pathid: 0, tx pathid: 0x0

Updated on Oct 27 2025 17:53:37 UTC

BGP routing table entry for [2][203.0.113.4:250][0][48][10B3D68B3BE3][0][*]/20, version 14
Paths: (1 available, best #1, table evi_250)

Not advertised to any peer

Refresh Epoch 1

Local, imported path from [2][203.0.113.1:250][0][48][10B3D68B3BE3][0][*]/20 (global)
203.0.113.1 (metric 3) (via default) from 203.0.113.3 (203.0.113.3)

Origin incomplete, metric 0, localpref 100, valid, internal, best

EVPN ESI: 00000000000000000000, Labell 10250

Extended Community: RT:10:250 ENCAP:8

Originator: 203.0.113.1, Cluster Tist: 203.0.113.3

rx pathid: 0, tx pathid: 0x0

Updated on Oct 27 2025 17:53:37 UTC

Centralized-Gateway#

show | 2route evpn mac mac- address 10b3. d68b. 3be3

EVI ETag Prod Mac Address Next Hop(s) Seq Number

BGP 10b3. d68b. 3be3

V: 10250 203.0.113.1



1Jglo9s 2. w299 pu ped9ple wyzsd DHCP godysy IJobdd eds «y9e999d DHCP gJs
lJosled ey djss.

<#froot>

Centralized-Gateway#

show runni ng-config | section dhcp

ip dhcp-relay source-interface LoopbackO

ip dhcp relay information option vpn

ip dhcp relay information option

ip dhcp compatibility suboption Tink-selection standard
ip dhcp compatibility suboption server-override standard
ip dhcp snooping vlan 250

ip dhcp snooping

lJglo9s 3. 5939w p909Js6 IJs IJ DHCP ulsd 90005 i_)'@_j o0 IJ VLAN 250 1)

<tfroot>

Centralized-Gateway#

pi ng 198.51.100. 10 source vlan 250

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 198.51.100.10, timeout is 2 seconds:
Packet sent with a source address of 192.0.2.254

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

IJgb9s 4. Bp Llple IJodlb 2506 JJozdd ppel 131 oo Huwlisd IJIJouuld oo 1Jizoj6
lJeos96 lJogssé wuod IUs [Juslus 1Ue,djss.

<{froot>

Centralized-Gateway#

nonitor capture cap interface vlan250 in match ipv4 protocol udp any range 67 68 any range 67 68

Centralized-Gateway#monitor capture cap start
Started capture point : cap

<#root>



Centralized-Gateway#

show nonitor capture cap buffer display-filter "eth.addr==10: b3: d6: 8b: 3b: e3" detail ed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 401 bytes on wire (3208 bits), 401 bytes captured (3208 bits) on interface /tmp/epc_ws/wif_to_
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 27, 2025 20:43:30.774923000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1761597810.774923000 seconds
<snip>
[Protocols in frame: eth:ethertype:cmd:ethertype:ip:udp:dhcp]
Ethernet II, Src: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3), Dst: 34:73:2d:b8:be:e3 (34:73:2d:b8:be:e3)
Destination: 34:73:2d:b8:be:e3 (34:73:2d:b8:be:e3)
Address: 34:73:2d:b8:be:e3 (34:73:2d:b8:be:e3)

..0. . vevs «v.. = LG bit: Globally unique address (factory default)
.0 ... ... ..., .... =1IG bit: Individual address (unicast)

Source: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3)

Address: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3)

..0. vevv 2v.. = LG bit: Globally unique address (factory default)
.0 ... ... ..., .... =1IG bit: Individual address (unicast)

Type: CiscoMetaData (0x8909)

<snip>

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)

0000 00.. = Differentiated Services Codepoint: Default (0)

..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 379

Identification: 0x0230 (560)

Flags: 0x00

0... .... = Reserved bit: Not set
.0.. = Don't fragment: Not set
..0. = More fragments: Not set

Fragment Offset: 0

Time to Live: 255

Protocol: UDP (17)

Header Checksum: 0xb842 [validation disabled]
[Header checksum status: Unverified]

Source Address: 0.0.0.0

Desti nation Address: 255.255.255. 255

User Datagram Protocol, Src Port: 68, Dst Port: 67

Source Port: 68



Destination Port: 67

Length: 359

Checksum: 0x8f64 [unverified]

[Checksum Status: Unverified]

[Stream index: 0]

[Timestamps]

[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
UDP payload (351 bytes)

Dynani ¢ Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: O

Transaction ID: 0xf23af863

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000

Client IP address: 0.0.0.0

Your (cTlient) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 0.0.0.0

Client MAC address: 10:b3:d6:8b: 3b:e3 (10: b3: d6: 8b: 3b: e3)

Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)

Length: 1

DHCP: Discover (1)

Option: (57) Maximum DHCP Message Size
Length: 2

Maximum DHCP Message Size: 1200
Option: (61) Client identifier

Length: 27

Type: 0

Client ldentifier: cisco-10b3.d68b. 3be3-VI 250

<snip>



IUg 096 5. 3 lz)le Idedlb 2506 Jizd £Js 1dpzod. 338 IUIJounld piz 98,00 6.

<{froot>

Centralized-Gateway#

no nonitor capture cap

Centralized-Gateway#

moni tor capture cap interface vlan 75 both match ipv4 protocol udp any range 67 68 any range 67 68

Centralized-Gateway#

nmoni tor capture cap start

Started capture point : cap

Centralized-Gateway#

moni tor capture cap stop

Capture statistics collected at software:

Capture duration - 78 seconds

Packets received - 0

1
o

Packets dropped
Packets oversized
Bytes dropped in asic - 0

1
o

IJe1b98 6. 131 Je sboo, Il IUzips ks 25e: Bedsd pulogs worse léble DHCP sldoz$
eu eldo Idegpd eds Idouble IUIuwlgus.

<{froot>

Centralized-Gateway#



debug i p dhcp snoopi ng packet

<snip>
*0ct 27 22:20:24.444: DHCP_SNOOPING: process

new DHCP packet, nessage type: DHCPDI SCOVER

input interface: TuO, MAC da: 3473.2db8.bee3,

MAC sa: 10b3. d68b. 3be3

, IP da: 255.255.255.255, IP sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.
*Oct 27 22:20:24.445: DHCPS BRIDGE PAK: vlan=250 platform_flags=1
*Qct 27 22:20:24.445: DHCP_SNOOPING: Packet destined to SVI Mac:3473.2db8.bee3
*0ct 27 22:20:24.445: DHCP_SNOOPING: bridge packet send packet to cpu port: Vlan250.
*0ct 27 22:20:24.445: DHCP_SNOOPING: bridge packet send packet to port: GigabitEthernetl/0/2, pak_vlan
*0ct 27 22:20:27.952: DHCP_SNOOPING: received new DHCP packet from input interface (TunnelO)
*Qct 27 22:20:27.952: DHCP Memory dump is printed for process packet.

Centralized-Gateway#

debug i p dhcp server packet detail

*0ct 27 22:27:58.009: DHCPD: BOOTREQUEST from 0063.6973.636f.2d31.3062.332e.6436.3862.2e33.6265.332d.56

*0ct 27 22:28:02.008: DHCPD: tableid for 192.0.2.254 on Vlan250 is 0

*Qct 27 22:28:02.008: DHCPD: client's VPN is .
*0ct 27 22:28:02.008: DHCPD: No option 125

*0Qct 27 22:28:02.008: DHCPD: Option 124: Vendor Class Information
*Qct 27 22:28:02.008: DHCPD: Enterprise ID: 9
*0ct 27 22:28:02.008: DHCPD: Vendor-class-data-len: 13

*Oct 27 22:28:02.008: DHCPD: Data: 43393330304C2D3234502D3447

*0ct 27 22:28:02.008: DHCPD: Option 125 not present in the msg.

*0ct 27 22:28:02.008: DHCPD: Option 125 not present in the msg.

*0ct 27 22:28:02.008: DHCPD: Looking up binding using address 192.0.2.254
*Oct 27 22:28:02.008: DHCPD: setting giaddr to 192.0.2.254.

*Qct 27 22:28:02.008: DHCPD: relay information option before replacing suboptions



*Qct 27 22:28:02.008: DHCPD: 5218010c010a00080000280a01010000020800064c5d3ceb4340
*Qct 27 22:28:02.008: DHCPD: replacing suboptions in relay information option.
*OQct 27 22:28:02.008: DHCPD: relay information option content (add/replace):

*Oct 27 22:28:02.008: DHCPD: 52060504c00002fe
*Qct 27 22:28:02.008: DHCPD: giaddr changed to 203.0.113.4

lJglbeé 7. w288 pu ldslzole IJos wouod wiglbe DHCP sowopu |.Jiro_) lJee>s (9031 Spug
luv$lb g506 DHCP).

<ffroot>

Centralized-Gateway#sh running-config interface gil/0/2
Building configuration...

Current configuration : 149 bytes
I

interface GigabitEthernetl/0/2
description to L2_switch

switchport trunk allowed vlan 75,250
switchport mode trunk

i p dhcp snooping trust

end

S

edlebs: sbu® ip_) ip dhcp snooping trust W 9l gJs glzole gb louold Idbo 6 2.

ed 1Jpuind b

9blisd wdysy yvwdo VXIan Jel 09 pu9de. 9o 3JY SHuwd wygsd élbe DHCP ;595 DHCP |Js
eudly IP 203.0.113.4. 18w @) ¢lbpe DHCP |Js lpdluss 19uo9d IJs guslu IP o3l woz gu 03l
lJodue Vs Idlouold gpdsle luwdlb e ldow Idlzbs Ws 1dwsles [Jeydjss.

Jed 030 ldpundJé: wp odasu Slzod luwenzle 123836 90p luuble puwly Jewslu IP Jogss,)
IJlouold oluwaegsle gouslo wyesd IUluwozle o3l



wwedle DHCP:

<#root>
DHCP-Server#d

ebug i p dhcp server packet det ai

DHCP server packet detail debugging 1is on.
*0ct 28 00:23:43.464:

DHCPD: DHCPDI SCOVER

received from client 0063.6973.636f.2d31.3062.332e.6436.3862.2e33.6265.332d.566c.3235.30 through relay
*0Oct 28 00:23:43.464: DHCPD: Option 125 not present in the msg.
*0ct 28 00:23:43.465: DHCPD: egress Interfce GigabitEthernet0/0/4.75

*QOct 28 00: 23:43.465: DHCPD: uni casting BOOTREPLY for client 10b3.d68b.3be3 to relay 203.0.113. 4.

DHCP-Server#

pi ng 203.0.113. 4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 203.0.113.4, timeout is 2 seconds:

Success rate is 0 percent (0/5)

DHCP-Server#

lJe9leo 1deydiss: Ge vodssu Idleuold wlzos IJluwezle [Jzrs6 J9bswds IUe)zsd.

<tfroot>

Centralized-Gateway#



configure termninal

Enter configuration commands, one per line. End with CNTL/Z.

Centralized-Gateway(config)#

interface | oopback 1

Centralized-Gateway(config-if)#

i p address 198.51.100. 25 255. 255. 255. 255

Centralized-Gateway(config-if)#

router eigrp 1

Centralized-Gateway(config-router)#

network 198.51.100.25 0.0.0.0

Centralized-Gateway(config-router)#exit

Centralized-Gateway(config)#

no i p dhcp-relay source-interface LoopbackO

Centralized-Gateway(config)#

i p dhcp-relay source-interface Loopbackl

DHCP-Server#

pi ng 198.51.100. 25

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 198.51.100.25, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/9 ms
DHCP-Server#



Dluwé 2lde 20 sogd) 1deuesd eds eudlu IP oo 1Ughe IJEhzs
(Idosled 1Jpydiss ehe ldouss)

Suwosp 03l IJpgbb 1Jbw s 2 oo VXLAN Juivwds VLAN L6 e 250. seood IJpuosd eds
guslu IP1JElLe wo pu gbp DHCP Ehes p9e9s ehe IJouss.

Spine

LoopbackDd @
203.0.113.3/32 E ;

Centralized Gateway

Leat0t el | Leaf-02 [ VL250 I
Loopbackd T { 192.0.2.254/24 -—{.\-
203.0.113.1/32 203.0.113.2/32 i
X X
VLTS

VL250 198.51.100.254/24
Propagation over VxLAN

DHCP
Server

= —
o e,

Host 1 Host 2
VL250 VL250 198.51.100.10/24
10b3.068b.3be3 10b3.d68b.1963

pilolo DHCP VXlan IUghz.s

lJogdl pu wogé Leaf-01

¢bo9s 1. eds 9,88-1 588 Uledlu worse eds Ioduos -gateway. el I ¢bp DHCP sde
¢bz wusoé VXLAN: W]y o3l sgs pobdol luwlgwsl JJebliswd IUoeses Jogssu guslu IP.

<tfroot>



Leaf-1#

show | 2vpn evpn def aul t - gat eway

Valid Default Gateway Address EVI VLAN MAC Address Source

IJgo9s 2. 31 Jlo IJIg)lz Iduwlod BLEL BBp wldpolugs ot luveduld igble DHCP
luodlzol. w2 dd pu 929> wdssule IJobdd gds wy9e9d9d DHCP 3le Iduods eds IJlzojo

<#root>
Leaf-1#show running-config | section dhcp
i p dhcp relay information option vpn
ip dhcp relay information option
i p dhcp conpatibility suboption Iink-selection standard
i p dhcp conpatibility suboption server-override standard
i p dhcp snooping vlan 250
i p dhcp snoopi ng
<#root>

Leaf-2#show running-config | section dhcp

ip dhcp relay information option vpn

ip dhcp relay information option



i p dhcp conpatibility suboption |ink-selection standard

ip dhcp conpatibility suboption server-override standard

i p dhcp snooping vlan 250

i p dhcp snoopi ng

lJglogs 3. I3l Iy Idzoly sbde gusly IP ouvdd ol wluwegsle DHCP. 9p wopdsy Uiro_)
IJpoluwe Jouozse IJIRble JJozdd pu 2ldé IUzieé eds IJuble 1dlgulgws.

<tfroot>

*Dec 6 22:42:19.568:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (TwentyFiveG gE1l/0/1)

*Dec 6 22:42:19.568: DHCP Memory dump is printed for process packet
<snip>
*Dec 6 22:42:19.578:

DHCP_SNOOPI NG process new DHCP packet, nessage type: DHCPDI SCOVER, input interface: Twel/0/1

, MAC da: ffff.ffff.ffff, MAC sa: 10b3.d68b.3be3, IP da: 255.255.255.255, IP sa: 0.0.0.0, DHCP ciaddr:

*Dec 6 22:42:19.578: DHCP_SNOOPING: add relay information option.
*Dec 6 22:42:19.578: DHCP_SNOOPING: Encoding opt82 CID in vlan-mod-port format
*Dec 6 22:42:19.578: DHCP_SNOOPING:VXLAN : vlan_id 250 VNI 10250 mod 1 port 1
*Dec 6 22:42:19.578: DHCP_SNOOPING: Encoding opt82 RID in MAC address format
*Dec 6 22:42:19.578: DHCP_SNOOPING: binary dump of relay info option, length: 26 data:

0x52 0x18 0x1 OxC Ox1 OxA O0x0 Ox8 Ox0 Ox0O 0x28 OxA Ox1 Ox1 Ox0 Ox0O 0Ox2 0x8 O0x0 Ox6 0x4C Ox5D 0x3C OxEB
*Dec 6 22:42:19.579: DHCPS BRIDGE PAK: vlan=250 platform_flags=1

*Dec 6 22:42:19.579: DHCP_SNOOPING: bridge packet get invalid mat entry: FFFF.FFFF.FFFF, packet is floo
*Dec 6 22:42:19.579:

DHCP_SNOOPI NG L2RELAY: cannot find default gw for bd 250: src intf TwentyFiveG gE1/0/1

S

pdlebs: o uuvs) Huwldé wuoese Ui'a]olc lJuolisss |Js Io lJzol) Jp swpdy pu wprsd



IJoslos IUIBe,luoss Juiods VLAN 250.

lJoz8l pu uogd Leaf-02

wpol I Leaf-2 08 9,890 1Jz>9> IJuibs slgd wusé VXLAN. Oluoel pw9edo gu lels wyzso
IJpedyple IJpoedBo wldwsles IJIGe,)lose.

lJglogs 1. luwe ey O Idozdd pu W>y0 L2VPN EVPN JJleJlu gu ldwdles IUIwo,)l o ss.

<ffroot>

Leaf-2#

show | 2vpn evpn sunmmary

L2VPN EVPN

EVPN Instances (excluding point-to-point): 1
VLAN Based: 1

Vlans: 1

BGP: ASN 65000, address-family 12vpn evpn configured
Router ID: 203.0.113.2

Global Replication Type: Ingress

ARP/ND Flooding Suppression: Enabled
Connectivity to Core: UP

MAC Duplication: seconds 180 Timit 5

MAC Addresses: 5

Local: 3

Remote: 2

Duplicate: 0

IP Duplication: seconds 180 Timit 5

IP Addresses: 2

Local: 2

Remote: 0

Duplicate: 0

Advertise Default Gateway: No

Default Gateway Addresses: 0

Local: O

Remote: 0

Maximum number of Route Targets per EAD-ES route: 200
Multi-home aliasing: Enabled
Multi-home send proxy MAC/IP: Enabled
Multi-home device ID: 0000.5e00.0101
Global IP Local Learn: Enabled

IP Tocal Tearning 1limits

IPv4: 4 addresses per-MAC

IPv6: 12 addresses per-MAC

IP Tocal Tearning timers

Down: 10 minutes



Pol1: 1 minutes

Reachable: 5 minutes

Stale: 30 minutes

Auto route-target: vni-based
Advertise Multicast: No

Global Anycast Gateway MAC: No

16 2. Jl s IIle Iduwlo§ wldezdd po wors Leat-2 Lldledlu gu ldewlis
IJle,)loss eelo 1Ugers 1,866 1JIE)s-1513d wousé VXLAN g wol. [guepy b6 IJodssy
IJebdse Joudss IJledlo Iduozse.

<#root>
Leaf-2(config)#
| 2vpn evpn
Leaf-2(config-evpn)#
defaul t - gateway adverti se
196 3. wpzys luolbs IJodsse: sSzo opdsy $3,6 EVPN J2VPN,
<#root>

Leaf-2#

show | 2vpn evpn sunmary

--snip--

Advertise Default Gateway: Yes

lJglb9é 4. Lpz)yd wepdsuol §p vodssu IJlgdlu Idpoluve Jdewl)é |4|;§oJlub§6 IJs 1Jgy 96
lJIg)s s1gd wusé VXLAN.

>J 1Jp i J6 1

9blisw wdysy IJobdd gds wy909d9J L2VPN 9 DH?P Jpl 09 pu99e. 9pe 3JIJ Jl swp
oudss ledlo Idewlo IJlve,)luoss. J3dd. I spdo Jdlgoss IUb,dss IJpouodo w9y 96-1



oJdds gu9lu IP oy El>p DHCP.

Jed 030 IJpuvdJs: spo odssu IJledlo.

1glo9s 1. B wodasy Blisps wede S 1Usuosd (ACL): pe 2rsbs punl Jdledlo gu IJewhd

<#root>

IJlwe,loss gy BGP [Js Uia_o_jc's lJb, 856 Uié)s eds IJyveds.

Leaf-2(config)#

i p access-list extended GA250

Leaf-2(config-ext-nacl)#

10 permt ip host 192.0.2.254 any

(permit the IP address if the GW)

Leaf-2(config)#

route-map CGWV

Leaf-2(config-route-map)#match ip address GW250
Leaf-2(config-route-map)#

mat ch evpn route-type 2-nmac-ip

Leaf-2(config-route-map)#

set extconmunity defaul t-gw

Leaf-2(config)#

router bgp 65000

Leaf-2(config-router)#address-family 12vpn evpn
Leaf-2(config-router-af)#

nei ghbor 203.0.113. 3 route-map CGW out



tb9s 2. Les Iy lLove Idouvdsd wlud 388 buws 11y susles IJ suoe wdLoS e3¢

ledlo.
<#root>
Leaf-1#
show | 2vpn evpn def aul t - gat enay
Valid Default Gateway Address EVI VLAN MAC Address Source
Y 192.0.2.254 250 250 3473.2db8.bee3 203.0.113.2
pdlz s £Js 1Jzs VTEP. 1Jez 86 pu IJwslus 1UIB el oss S8)uo Bspes BLEs. o)l
wdod pe9de. Jio IJuslus 1Ue,dissé pouodsd puluiné o VTEP IJgs.
<#root>

Leaf-2#

show | 2vpn evpn def aul t - gat enay

Valid Default Gateway Address EVI VLAN MAC Address Source

IJlo oo, Tzos6 18)ds wuvdd Lozst ledlu IJgwbs IUIBe,)lgoss. cedd pel 13l Jlo 1Jizejs
IJb,8s6 wodds gusl IP wuvdd uoese e DHCP.

oo 11Jozdd
Igo96 1. g Ipuosd 1. lbdo guslo IP g, DHCP:

<tfroot>

Hostl#

show runni ng-config interface vlan 250

Building configuration...
Current configuration : 42 bytes



!
interface V1an250

i p address dhcp

end

lJglo9é 2. 299 pu wesSU guslu IP wuudd Logse:

Hostl#show ip interface brief | include DHCP
V1an250 unassigned YES DHCP up up

IUglogs 3. bl Jp sop wessu ewslu IP wuvdd wozse v Uledlu eu Idwslos IUlbe,luoss
cuidd Loz wluwbs 9,66 12393 B8e Lldpclogs pg luved il iglble DHCP s oJlzol.

lJoedd pu ldoessd IJeluss

IJgbb96 1. G wopdsu wuoese ltble wy908dsd DHCP. gezsssl Jdobdd gds w9esdsd
DHCP. Jp,l8w6 Js9s6 peldes IJzoly JJzie gws lelo wozsool ¢hz wuso VXLAN.

<#root>
Leaf-2#
debug i p dhcp snoopi ng packet
DHCP Snooping Packet debugging is on
I¢bo9é 2. S leghs wubgsd gpdsé DHCP eds IJzols Idpuosod g)lze IJuwedle:
<#root>

Leaf-2#

debug i p dhcp snoopi ng packet

*Dec 12 20:11:43.891: DHCP_SNOOPING: received new DHCP packet from input interface (TunnelO)
*Dec 12 20:11:43.891: DHCP Memory dump is printed for process packet

<snip>

*Dec 12 20:11:43.902:



DHCP_SNOOPI NG process new DHCP packet, message type: DHCPDI SCOVER

, input interface: TuO, MAC da: 3473.2db8.bee3, MAC sa: 10b3.d68b.3be3, IP da: 255.255.255.255, IP sa:
*Dec 12 20:11:43.902: DHCPS BRIDGE PAK: vlan=250 platform_flags=1
*Dec 12 20:11:43.902:

DHCP_SNOOPI NG bri dge packet output port set is null, packet is dropped

lJgb9é 3. suvs) Iduwed (Iduvedle) Iduwleo@s |Js luwdl 1Jz5eé. wgus 030 IUyuwldé io £S)0
lJobwd eds wi9e9d9d DHCP gJs 1dpzed oddw zjpo DHCP IJos Jl spdu lglhs w9zsool
Jio pu 9 IJIE)lz £ wolde: seae 03l gbo guspl sYyu 1wl gds wy9w99d9d DHCP ¢,
I £ds wpdss puds Idpdz IJpuluve Jlgho wozso zipes DHCP.

lJglbgs 4. Jgd 030 lUpuvdJé: sSzo wdsy lUglgoes IJos wubs) IJs 1dogleé 1Up,d 586 Jglgosd
LIS wol.

<#froot>

Leaf-2(config)#

interface fortyG gabi tEthernet 2/0/1

Leaf-2(config-if)#

i p dhcp snooping trust

IJs 1096 5. <2808 pel I3l Jlo oesse gusle IP gy DHCP sgpd Jpol 08 pesde IUle.

<tfroot>

Leaf-2#

debug i p dhcp snoopi ng packet

*Dec 12 20:33:54.156: DHCP Memory dump is printed for process packet

<snip>
*Dec 12 20:33:54.167:

DHCP_SNOOPI NG process new DHCP packet, message type: DHCPDI SCOVER

, input interface: TuO, MAC da: 3473.2db8.bee3, MAC sa: 10b3.d68b.3be3, IP da: 255.255.255.255, IP sa:



*Dec 12 20:33:54.167: DHCPS BRIDGE PAK: vlan=250 platform_flags=1
*Dec 12 20:33:54.167:

DHCP_SNOOPI NG bri dge packet send packet to port: FortyG gabitEthernet2/0/1, pak_vlan 250

lJglogs 6. suvs) Id>dsd 1Js ig, IJzol; sgy8 IJTe cuvdd uozse 1Uslzod 1Uplbséd po edld 2)ped
DHCPdiscover 9sgu lghé wozsool pse sop 9u2¢ dlpé gJs 1U9lgod Jp9i9 g wol pu pulby,
IJobd eds w)9e93d9d DHCP. 9p0¢ 3JY. Jl 3l cessu gudlo IP Jl sgpd Jel 09 pe9de.

IJo2dd IJesdss pu ldwslosd

J¢1o9 1. g lglos w9zse 23p DHCP wloulbos 9,56 1Jz293 116 ao eI 1Uslzod 1ol mes. I3
luwe ey Ouvd vessu guslu IPc Vedsy polugs lplele [gweduled [@ble DHCP gl oJlzol
IJSsluwess.

<tfroot>

Central i zed- Gat eway#debug i p dhcp server packet

DHCP server packet debugging is on.

*Dec 12 20:39:36.029: DHCPD: tableid for 192.0.2.254 on V1an250 is 0O
*Dec 12 20:39:36.029: DHCPD: client's VPN is .

*Dec 12 20:39:36.029: DHCPD: No option 125

*Dec 12 20:39:36.029: DHCPD: Option 124: Vendor Class Information
*Dec 12 20:39:36.029: DHCPD: Enterprise ID: 9

*Dec 12 20:39:36.029: DHCPD: Vendor-class-data-Tlen: 13

*Dec 12 20:39:36.029: DHCPD: Data: 43393330304C2D3234502D3447

*Dec 12 20:39:36.029: DHCPD: inconsistent relay information.

*Dec 12 20:39:36.029:

DHCPD: relay information option exists, but giaddr is zero

IJg 096 2. luwaobl Ids 18z wuoese IJigble po IJwslus 1Upe,d5s6 suolkse 1dodlb 1z 0.
Sdip wdasu luolds Jeug 1dzols pu welod Idze ewsel sop wessu pdd giaddr eds wo,.

ewdel sop ©dds z5ps DHCP pg 929> ¢l pedsple ldesesd 9JJo sop wesso guslo IP
Jdewbs (giaddr) edss zese IJluo b s89p 99sd wozsd DHCP. wuvdJ 100)luos: wluwdlb
IJ25p6. Jeeldes o3l 1duudsd: §p wodsu Ul 1Jpsend weedsple wizsd ip dhep.

lJglogs 3. JJwz vl pu i IJzoll suwede 1Jzipd §p woudss IJodlb 1Jg;pes:



<tfroot>

Configure an Access-Tist to filter the interested traffic.

Extended | P access |ist dhcp

10 permit udp any any eq 67

20 permt udp any eq 67 any

Configure the capture.
Centralized-Gateway#

nmoni tor capture tac interface gigabitethernetl/0/1 both access-list dhcp buffer size 10

Centralized-Gateway#

moni tor capture cap start

Started capture point : cap

Centralized-Gateway#

moni tor capture cap stop

Capture statistics collected at software:

Capture duration - 58 seconds

Packets received - 6

Packets dropped 0
Packets oversized - 0
Bytes dropped in asic - 0

Centralized-Gateway#

show nonitor capture cap buffer display-filter "eth.addr==10:b3: d6: 8b: 3b: e3" detail ed



Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 397 bytes on wire (3176 bits), 397 bytes captured (3176 bits) on interface /tmp/epc_ws/wif_to_
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Dec 12, 2025 18:35:21.821468000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1765564521.821468000 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 397 bytes (3176 bits)
Capture Length: 397 bytes (3176 bits)
[Frame 1is marked: False]
[Frame 1is 1ignored: Falsel]
[Protocols in frame: eth:ethertype:vlan:ethertype:ip:udp:dhcp]
Ethernet II, Src: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3), Dst: 34:73:2d:b8:be:e3 (34:73:2d:b8:be:e3)
Destination: 34:73:2d:b8:be:e3 (34:73:2d:b8:be:e3)
Address: 34:73:2d:b8:be:e3 (34:73:2d:b8:be:e3)

..0. . vevs «v.. = LG bit: Globally unique address (factory default)
.0 ... ... ..., .... =1IG bit: Individual address (unicast)

Source: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3)

Address: 10:b3:d6:8b:3b:e3 (10:b3:d6:8b:3b:e3)

..0. = LG bit: Globally unique address (factory default)

.0 ... ... o... ... = 1IG bit: Individual address (unicast)
Type: 802.1Q Virtual LAN (0x8100)

802.1Q Virtual LAN, PRI: 0, DEI: 0, ID 250

000. .... .... .... = Priority: Best Effort (default) (0)

..0 .... .... .... = DEI: Ineligible

. 0000 1111 1010 = ID: 250

Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)

..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 379

Identification: 0x4b04 (19204)

Flags: 0x00

0... .... = Reserved bit: Not set
.0.. = Don't fragment: Not set
..0. = More fragments: Not set

Fragment Offset: 0

Time to Live: 255

Protocol: UDP (17)

Header Checksum: Ox6f6e [validation disabled]
[Header checksum status: Unverified]

Source Address: 0.0.0.0



Destination Address: 255.255.255. 255

User Datagram Protocol, Src Port: 68, Dst Port: 67

Source Port: 68

Destination Port: 67

Length: 359

Checksum: 0x2ae5 [unverified]

[Checksum Status: Unverified]

[Stream index: 0]

[Timestamps]

[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
UDP payload (351 bytes)

Dynani ¢ Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: O

Transaction ID: 0xe9986585

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000

Client IP address: 0.0.0.0

Your (cTlient) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 0.0.0.0

Client MAC address: 10:b3:d6:8b: 3b:e3 (10: b3: d6: 8b: 3b: e3)

Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)

Length: 1

DHCP: Discover (1)

Option: (57) Maximum DHCP Message Size
Length: 2

Maximum DHCP Message Size: 1200
Option: (61) Client identifier

Length: 27

Type: 0



Cient ldentifier: cisco-10b3.d68b. 3be3-VI 250

12196 4. 90881 UIJodlb 1506 Idumlods: sop luwedle 2506 DHCP L udd Lozse wiluwlbé
IJzol;.

2d IpudJs 2

lJglogs 1. luwoubl |ds [E)lz ouoese Uitblc eu IJosled ldpe,d5s6 suolisz oyl 1Jg ;6.
Sdie odosu luolds Jeue Izols pu welod IUzie gusel sop wessu 2dd giaddr eds Lo,

ewdel sop odds 2ied DHCP pg 929> b pedsele Ideszsd 9ddu swp wesso guslo IP
Jdechs (giaddr) eds zese 1JluoSl: $89p 99sJ wozsd DHCP glss Lluw$lbo 1Jz5e6.

Jpeldzs 031 1dumwdsd: §p wodssu Idle) 1Jpsess wo Joszsd pedsele ip dhep.

<#root>
Centralized-Gateway(config)#
interface vlan 250
Centralized-Gateway(config-if)
#ip dhcp relay information trusted
lJglo9s 2. luwe ey BOs Idozdd pu bde £0910 IP pu 1Jpuoseo 1.
<#root>

Host 1#

*Dec 12 21:32:12.659: %DHCP-6-ADDRESS_ASSIGN: Interface V1an250 assigned DHCP address 192.0.2.1, mask 2

Leaf - 2#

*Dec 12 21:36:03.232: DHCP_SNOOPING: received new DHCP packet from input interface (TunnelO)
<snip>
*Dec 12 21:36:03.243:



DHCP_SNOOPI NG process new DHCP packet, message type: DHCPDI SCOVER

, input interface: TuO, MAC da: 3473.2db8.bee3, MAC sa: 10b3.d68b.3be3, IP da: 255.255.255.255, IP sa:
*Dec 12 21:36:03.243: DHCPS BRIDGE PAK: vlan=250 platform_flags=1
*Dec 12 21:36:03.243:

DHCP_SNOOPI NG bri dge packet send packet to port: FortyG gabitEthernet2/0/1

, pak_vlan 250.

*Dec 12 21:36:03.245: DHCP_SNOOPING: received new DHCP packet from input interface (FortyGigabitEtherne
<snip>
*Dec 12 21:36:03.255:

DHCP_SNOOPI NG process new DHCP packet, nessage type: DHCPOFFER

, input interface: Fo2/0/1, MAC da: ffff.ffff.ffff, MAC sa: 3473.2db8.bee3, IP da: 255.255.255.255, IP
*Dec 12 21:36:03.255: DHCP_SNOOPING: binary dump of option 82, length: 26 data:
0x52 0x18 0x1 OxC Ox1 OxA O0x0 Ox8 Ox0 Ox0O 0x28 OxA Ox1 Ox1 Ox0 Ox0O 0Ox2 0x8 O0x0 Ox6 0x4C Ox5D 0x3C OxEB
*Dec 12 21:36:03.256: DHCP_SNOOPING: binary dump of extracted circuit id, length: 14 data:
0Ox1 OxC Ox1 OxA Ox0 O0x8 0x0 0Ox0 0x28 OxA 0Ox1 Ox1 Ox0 OxO
*Dec 12 21:36:03.256: DHCP_SNOOPING: binary dump of extracted remote id, length: 10 data:
0x2 0x8 0x0 O0x6 0x4C Ox5D 0x3C OxEB 0x43 0x40
*Dec 12 21:36:03.256: actual_fmt_cid OPT82_FMT_CID_VXLAN_MOD_PORT_INTF global_opt82_fmt_rid OPT82_FMT_R
*Dec 12 21:36:03.256: dhcp_snooping_platform_is_local_dhcp_packet: VXLAN-MOD-PORT opt82 vni 10250, vlan
*Dec 12 21:36:03.256: DHCP_SNOOPING: opt82 data indicates not a local packet
*Dec 12 21:36:03.256: DHCP_SNOOPING: EVPN enabled Ex GW:fabric relay can't parse option 82 data of the
*Dec 12 21:36:03.256: DHCP_SNOOPING: client address lookup failed to Tocate client interface, retry Too
*Dec 12 21:36:03.256: DHCP_SNOOPING: Tookup packet destination port failed to get mat entry for mac: 10
*Dec 12 21:36:03.256:

DHCP_SNOOPI NG L2RELAY: Ex GWuni cast bridge packet to fabric: vlian id 250 from Fo2/0/1

<snip>
*Dec 12 21:36:03.401:

DHCP_SNOOPI NG process new DHCP packet, nessage type: DHCPREQUEST

, input interface: TuO, MAC da: 3473.2db8.bee3, MAC sa: 10b3.d68b.3be3, IP da: 255.255.255.255, IP sa:
*Dec 12 21:36:03.401: DHCPS BRIDGE PAK: vlan=250 platform_flags=1
*Dec 12 21:36:03.401:

DHCP_SNOOPI NG bri dge packet send packet to port: FortyG gabitEthernet2/0/1

, pak_vlan 250.

*Dec 12 21:36:03.402: DHCP_SNOOPING: received new DHCP packet from input interface (FortyGigabitEtherne
<snip>
*Dec 12 21:36:03.413:

DHCP_SNOOPI NG process new DHCP packet, message type: DHCPACK

, input interface: Fo2/0/1, MAC da: ffff.ffff.ffff, MAC sa: 3473.2db8.bee3, IP da: 255.255.255.255, IP
*Dec 12 21:36:03.413: DHCP_SNOOPING: binary dump of option 82, length: 26 data:
0x52 0x18 0x1 OxC Ox1 OxA O0x0 Ox8 O0x0 Ox0O 0x28 OxA Ox1 Ox1 Ox0 Ox0O 0x2 0x8 O0x0 Ox6 0x4C Ox5D 0Ox3C OxEB
*Dec 12 21:36:03.413: DHCP_SNOOPING: binary dump of extracted circuit id, length: 14 data:
0Ox1 OxC Ox1 OxA Ox0 O0x8 0x0 0Ox0 0x28 OxA 0Ox1 Ox1 Ox0 OxO0



*Dec 12 21:36:03.413: DHCP_SNOOPING: binary dump of extracted remote id, length: 10 data:
0x2 0x8 0x0 O0x6 0x4C Ox5D 0x3C OxEB 0x43 0x40
*Dec 12 21:36:03.413: actual_fmt_cid OPT82_FMT_CID_VXLAN_MOD_PORT_INTF global_opt82_fmt_rid OPT82_FMT_R
*Dec 12 21:36:03.413: dhcp_shooping_platform_is_local_dhcp_packet: VXLAN-MOD-PORT opt82 vni 10250, vlan
*Dec 12 21:36:03.413: DHCP_SNOOPING: opt82 data indicates not a local packet
*Dec 12 21:36:03.413: DHCP_SNOOPING: EVPN enabled Ex GW:fabric relay can't parse option 82 data of the
*Dec 12 21:36:03.413: DHCP_SNOOPING: client address lookup failed to Tocate client interface, retry Too
*Dec 12 21:36:03.413: DHCP_SNOOPING: Tookup packet destination port failed to get mat entry for mac: 10
*Dec 12 21:36:03.413: DHCP_SNOOPING: can't find client's destination port, packet is assumed to be not
*Dec 12 21:36:03.413: DHCP_SNOOPING: client address lookup failed to Tocate client interface, retry Too
*Dec 12 21:36:03.413: DHCP_SNOOPING: Tookup packet destination port failed to get mat entry for mac: 10
*Dec 12 21:36:03.413:

DHCP_SNOOPI NG L2RELAY: Ex GWuni cast bridge packet to fabric: vlian id 250 from Fo2/0/1

IJglb9s 3. wp wessu ewslu IP wuvdd Lozse 9sdenz IJezdd pu uors IJuvdsd uduwo ey
puby, IJp o582,

<tfroot>

Host2#
*Dec 12 21:13:03.926:

YOHCP- 6- ADDRESS_ASSI GN: I nterface VI an250 assi gned DHCP address 192.0.2.2, mask 255.255.255.0, hostnane

Leaf-2#

*Dec 12 22:08:15.417: DHCP_SNOOPING: received new DHCP packet from input interface (FortyGigabitEtherne
<snip>
*Dec 12 22:08:15.428:

DHCP_SNOOPI NG process new DHCP packet, message type: DHCPDI SCOVER

, input interface: Fo2/0/2, MAC da: ffff.ffff.ffff, MAC sa: 10b3.d68b.1963, IP da: 255.255.255.255, IP
*Dec 12 22:08:15.428: DHCP_SNOOPING: add relay information option.
*Dec 12 22:08:15.428: DHCP_SNOOPING: Encoding opt82 CID in vlan-mod-port format
*Dec 12 22:08:15.428:

DHCP_SNOOPI NG VXLAN : vlan_id 250 VNI 10250 nod 2 port 2

*Dec 12 22:08:15.428: DHCP_SNOOPING: Encoding opt82 RID in MAC address format
*Dec 12 22:08:15.428: DHCP_SNOOPING: binary dump of relay info option, length: 26 data:

0x52 0x18 0x1 OxC Ox1 OxA Ox0 O0x8 0x0 Ox0 0x28 OxA O0x2 O0x2 Ox0O Ox0O Ox2 Ox8 O0x0 Ox6 0x68 O0x7D O0xB4 OxA8
*Dec 12 22:08:15.428: DHCPS BRIDGE PAK: vlan=250 platform_flags=1

*Dec 12 22:08:15.428: DHCP_SNOOPING: bridge packet get invalid mat entry: FFFF.FFFF.FFFF, packet is flo
*Dec 12 22:08:15.428:

DHCP_SNOOPI NG L2RELAY: cannot find default gw for bd 250: src intf FortyG gabitEthernet2/0/2

*Dec 12 22:08:15.430: DHCP_SNOOPING: received new DHCP packet from input interface (FortyGigabitEtherne



<snip>
*Dec 12 22:08:15.440:

DHCP_SNOOPI NG process new DHCP packet, nessage type: DHCPOFFER

, input interface: Fo2/0/1, MAC da: ffff.ffff.ffff, MAC sa: 3473.2db8.bee3, IP da: 255.255.255.255, IP
*Dec 12 22:08:15.440: DHCP_SNOOPING: binary dump of option 82, length: 26 data:
0x52 0x18 0x1 OxC Ox1 OxA 0x0 Ox8 Ox0 Ox0O 0x28 OxA 0x2 0x2 O0x0 O0x0 Ox2 O0x8 0x0O 0Ox6 0x68 0x7D OxB4 0OxA8
*Dec 12 22:08:15.440: DHCP_SNOOPING: binary dump of extracted circuit id, length: 14 data:
0Ox1 OxC Ox1 OxA Ox0 O0x8 0x0 0Ox0 0x28 OxA 0x2 0x2 0x0 Ox0
*Dec 12 22:08:15.440: DHCP_SNOOPING: binary dump of extracted remote id, length: 10 data:
0x2 0x8 0x0 Ox6 0x68 0x7D OxB4 OxA8 OxAF 0x0
*Dec 12 22:08:15.440: actual_fmt_cid OPT82_FMT_CID_VXLAN_MOD_PORT_INTF global_opt82_fmt_rid OPT82_FMT_R
*Dec 12 22:08:15.440: dhcp_snooping_platform_is_local_dhcp_packet: VXLAN-MOD-PORT opt82 vni 10250, vlan
*Dec 12 22:08:15.440: DHCP_SNOOPING: opt82 data indicates local packet
*Dec 12 22:08:15.440: DHCP_SNOOPING: remove relay information option.
*Dec 12 22:08:15.440: DHCP_SNOOPING opt82_fmt_cid_intf OPT82_FMT_CID_VXLAN_MOD_PORT_INTF opt82_fmt_cid_
*Dec 12 22:08:15.440: DHCP_SNOOPING: VxLAN vlan_id 250 VNI 10250 mod 2 port 2
*Dec 12 22:08:15.440:

DHCP_SNOOPI NG mod 2 port 2 idb Fo2/0/2 found for 10b3.d68b. 1963

*Dec 12 22:08:15.441: DHCP_SNOOPING: calling forward_dhcp_reply
*Dec 12 22:08:15.441: platform Tookup dest vlian for input_if: FortyGigabitEthernet2/0/1, is NOT tunnel,
*Dec 12 22:08:15.441: DHCP_SNOOPING opt82_fmt_cid_intf OPT82_FMT_CID_VXLAN_MOD_PORT_INTF opt82_fmt_cid_

*Dec 12 22:08:15.441: DHCP_SNOOPING: VxLAN vlan_id 250 VNI 10250 mod 2 port 2

*Dec 12 22:08:15.441: DHCP_SNOOPING: mod 2 port 2 1idb Fo2/0/2 found for 10b3.d68b.1963

*Dec 12 22:08:15.441: DHCP_SNOOPING: vlan 250 after pvlan check

<snip>

*Dec 12 22:08:15.930:

DHCP_SNOOPI NG process new DHCP packet, nessage type: DHCPREQUEST

, input interface: Fo2/0/2, MAC da: ffff.ffff.ffff, MAC sa: 10b3.d68b.1963, IP da: 255.255.255.255, IP
*Dec 12 22:08:15.930: DHCP_SNOOPING: add relay information option.
*Dec 12 22:08:15.930: DHCP_SNOOPING: Encoding opt82 CID in vlan-mod-port format
*Dec 12 22:08:15.930: DHCP_SNOOPING:VXLAN : vlan_id 250 VNI 10250 mod 2 port 2
*Dec 12 22:08:15.930: DHCP_SNOOPING: Encoding opt82 RID in MAC address format
*Dec 12 22:08:15.930: DHCP_SNOOPING: binary dump of relay info option, length: 26 data:

0x52 0x18 0x1 OxC Ox1 OxA O0x0 Ox8 0x0 Ox0 0x28 OxA O0x2 O0x2 Ox0O Ox0O Ox2 Ox8 O0x0 Ox6 0x68 O0x7D O0xB4 OxA8
*Dec 12 22:08:15.930: DHCPS BRIDGE PAK: vlan=250 platform_flags=1

*Dec 12 22:08:15.930: DHCP_SNOOPING: bridge packet get invalid mat entry: FFFF.FFFF.FFFF, packet is flo

*Dec 12 22:08:15.930:

DHCP_SNOOPI NG L2RELAY: cannot find default gw for bd 250: src intf FortyG gabitEthernet2/0/2

*Dec 12 22:08:15.932: DHCP_SNOOPING: received new DHCP packet from input interface (FortyGigabitEtherne
<snip>
*Dec 12 22:08:15.940:

DHCP_SNOOPI NG process new DHCP packet, message type: DHCPACK

, input interface: Fo2/0/1, MAC da: ffff.ffff.ffff, MAC sa: 3473.2db8.bee3, IP da: 255.255.255.255, IP
*Dec 12 22:08:15.943: DHCP_SNOOPING: binary dump of option 82, length: 26 data:
0x52 0x18 0x1 OxC Ox1 OxA 0x0 Ox8 O0x0 Ox0 0x28 OxA 0x2 0x2 Ox0 O0x0 Ox2 0x8 0x0 0Ox6 0x68 0x7D OxB4 0xA8



*Dec 12 22:08:15.943: DHCP_SNOOPING: binary dump of extracted circuit id, length: 14 data:
0x1 OxC Ox1 OxA Ox0 O0x8 0Ox0 Ox0 0x28 OxA 0x2 0x2 0x0 0xO
<snip>
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