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Image Link: e>5) lJosulez 133s lJJpos9e, - 8-202401

Lﬁc_ﬁ Datastore browser

4 Upload [ Download [5} Delete [ Move [[Copy ("7 Create directory | (3 Refresh

3 datastore1 .sdd.sf
("o
H HoD2 @ SSM_On-Prem-8-2... N
a HDD3 S3M_On-Prem-8-2024...

2.69 GB
| W0t Wecesday, Septembe..

Il 1] 1]
B [HDD4] 55M_On-Prem-8-202401.iso

| Close
3
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https://software.cisco.com/download/home/286285506/type/286326948/release/8-202401

‘ “I% Navigator = | | [%1 localhost.localdomain - Virtual Machines

~ [ Host
Manage | 1 Create / Register VM | Console | Poweron @ Power off Suspend | (G Refresh | Actions

3. VBSOS W WIE IJluuble: 235 lugble zols bloys 238> 9lu@y Wl IJolds Jdpwlugs
IJs 1Jgbgs IJolJss.

1 New virtual machine

v(ESTITITNEES  Select creation type

4 Select a name and guest 05
5 Select storage

6 Customize settings
10 Ready to complete Create a new virtual machine

How would you like to create a Virtual Machine?

This option guides you through creating a new virtual
machine. You will be able to customize processors,
Deploy a virtual machine from an OVF or OVA file memory, network connections, and storage. You will need
to install a guest operating system after creation.

Register an existing virtual machine

Back P

e

4. 23 lgwp VM 9uble 1o bgsd IJuosas. ol oU i U9E uble IJoui:é_@J pesuU lJs Linuxgio
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. 1 New virtual machine - DEMO-55M-ON-PREM (ESXi 6.5 virtual machine)

¥ 1 Select creation type Select a name and guest OS
SSslsciminama B ptinaties Specify a unique name and 0S
5 Select storage
6 Customize settings Name
10 Ready to complete

| DEMO-SSM-0ON-PREM

Virtual machine names can contain up to 80 characters and they must be unigue within each ESXI instance.
Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.
Compatibility ESXi 6.5 virtual machine v
Guest OS5 family Lirux v
Guest OS version Other Linux (64-bit) v

| Back || Next || Finisn || Gancel

5. 233 9236 wgisu JJuui i&ole lJozuos)- Sogs IJolds PU w9 pwleo JILss.

‘51 New virtual machine - DEMO-SSM-ON-PREM (ESXI 6.5 virtual machine)

¥ 1 Select creation type Select storage
+ 4 Select a name and guest 0S8

b4 5 Select storage

6 Customize settings

Select the datastore in which to store the configuration and disk files.

The following datastores are accessible from the destination resource that you selected. Select the destination datastore for

10 Ready to complete the virtual machine configuration files and all of the virtual disks.
MName ~ Capacity ~ Free ~ | Type ~ | Thinpro... v~ Access
datastore1 922.75 GB 918.34 GB VMFS5 Supported Single
HDD2 930.25 GB 67.65 GB VMFS6 Supported Single
HODD3 930.25 GB 284.38 GB VMFS6 Supported Single
HDD4 930.25 GB 928.83 GB VMFS6 Supported Single
4 items
| Back || Net | Fimsh || cancel |

Fl
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Small Medium Large Maximum
Products 4000 50,000 100,000 300,000
Hard Disk 200 Gig 200 Gig 200 Gig 200 Gig
Memory 8 Gigabyte 8 Gigabyte 16 Gigabyte 16 Gigabyte
vCPU 2 vCPU 4 vCPU 6 vVCPU 8 vCPU

‘31 New virtual machine - DEMO-SSM-ON-PREM (ESXi 6.5 virtual machine)

¥ 1 Select creation type Customize settings

¥ 4 Select aname and guest 0S Configure the virtual machine hardware and virtual machine additional options

+ 5 Select storage

L4 6 Customize settings -
[ Virtual Hardware ] VM Options |

10 Ready to complete

0 Add hard disk MM Add network adapter (=] Add other device

» [ cPu 4+ O

b (2 Hard disk 1 200 GB v

» [ SCSI Controller 0 LSI Logic Parallel v
USB controller 1 USE 2.0 v

» N Network Adapter 1 WM Network

¥ | i@ Connect

™ 5 GD/DVD Drive 1 Datastore ISO file

Status Connect at power on
CD/DVD Media | [HDD4] 55M_On-Prem-8-202401.is0 | | Browse...
Virtual Device Node IDE controller 0 v Master v
' @ Video Card Specify custom settings v
| Bacx N || Fnish || Cancel |

F
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31 New virtual machine - DEMO-SSM-ON-PREM (ESXI 6.5 virtual machine)

+ 1 Select creation type
+ 4 Select a name and guest 0S8

Ready to complete

Review your settings selection before finishing the wizard

+ 5 Select storage
+ & Customize settings

b4 10 Ready to complete

MName

Datastore

Guest OS name
Compatibility

vCPUs

Memaory

Metwork adapters
Metwork adapter 1 network
Network adapter 1 type
IDE controller 0

IDE controller 1

SCSI controller 0

DEMO-SSM-0ON-PREM
HOD4

Other Linux (64-bit)
ESXi 6.5 virtual machine
4

8GB

1

VM Network

E1000

IDED

IDE1

LSI Logic Parallel

Hard disk 1
Capacity 200GE
Datastore [HDD4] DEMO-SSM-ON-PREN/
Mode Dependent
Pravisioning Thick provisioned, lazily zeroed
Controller SCS| controller 0: 0

CD/DVD drive 1
Backing [HDD4] $SM_On-Prem-8-202401.is0
Connected Yes

USB controller 1 USE 2.0

Next | Finish || Cancel |

&
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T Navigator + || 5 tocainostocaldomain - Virtual Machines
~ [ Host
Manage 431 Create / Register VM | nsolk o @ Refresh | 4% Actions
ooy (.. Virtual machine a ~ | Status -
& Virtual Machines n 8. 51 DEMO-SSM-ON-PREM @ Nomal
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DEMO-55M-0ON-PREM

Cisco Smart Software Manager On—Prem

Install Cisco S55M On—Prem
Test this media & install Lisco 33M On—Prem

Troubleshoot ing

Automatic boot in 44 =seconds...




DEMO-55M-ON-PREM

- Press the key to begin the installation process.

8.404971]1 dracut—pre-udev[342]1: modprobe: ERROR: could not insert ' floppy’:
No such device
1 Started Device-Mapper Multipath Device Controller.
Starting Open-iSCSI...
] Started Shouw Plymouth Boot Screen.
1 Reached target Paths.
] Reached target Ba=zic System.
] Started Open—-iSC3I.
Starting dracut initquewe hook...
9.6936371 =d 2:0:0:0: [sdal fAssuming drive cache: write through
12.293693]1 dracut-initqueuel693]: mount: rdeuvssr0 is write-protected. mounting read-only
1 Started Device-Mapper Multipath Dewvice Controller.
Starting Open—-iSCSI...
Started Show Plymouth Boot Screen.
Reached target Paths.
Reached target Basic System.
Started Open—iSCSI.
Starting dracut initqueuwe hook...
12.2936931 dracut-initqueuel693]1: mount: rdevssr0 is write-protected, mounting read-omly
1 Created =lice system—checkizomdS.=zlice.
Starting Media check on ~deursr0...
devssro: £91881cc0?d4cbeb48635e41e57a0dcS
ragment sums: 11fef97cf54?8a6814e?cbbZaebBdBeoci9cc145db1362bd82424820b23d
ragment count: 20
Press [Esc]l to abort check.
hecking: 013.3x_

]
1
]
]
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DEMO-S5M-ON-PREM 1= L} Actions

Cisco SSM On-Prem Installation

System Settings:

Message Of The Day:  UNCLASSIFIED ¥ | Security Profile:  Standard ¥ | FIPS 140-2 Mode:  Enablec™

Hardware Settings:
CPU Model: Intel(R) Xeon(R) CPU E5-2640 0 @ 2.50GHz CPU Threads: 4 Architecture: 54-bit
Total Systern Memory: 8174688 kB Free Memory: 7414008 kB

Available Disks: sda (200Gh) Encrypt Drive with LUKS:  Disabled 7 Enable USE:  Disabled =

Network Settings:

Network Device: ens33 ¥

IPv4d Configuration IPv6 Configuration
Method: Static - Method: Disabled =
Address: Address:
Metmask: Prefix:
Gateway: Gateway:
Configure DNS: specify more than one with commas

Help | OK

1. 0 1Jody 893 "esl 83" sbdo pud IJuble cesss Jddes pi9). Sz lu odss ddele
IJe,9 [dos wrgdel pyosu 08 udwol. swp luwwgsle JJdps 1,9, 030 Jouwesd 1J>¢9d IUs
CLI Jlz .



Actions

DEMO-S5M-ON-PREM

r

System Settings:

Hostname: SSM-0n-Prem
Message Of The Day:  UMCLASSIFIED * | Security Profile:  Standard ¥ | FIPS 140-2 Mode:  Enablec™

Hardware Settings:
CPU Model: Intel(R) X¥eon(R) CPU E5-2640 0 @ 2.50GHz  CPU Threads: 4  Architecture: &64-hbit
Total System Memory: 8174688 kB Free Memory: 7414008 kB

Available Disks: sda (200Ghk) Encrypt Drive with LUKS:  Disahled

- Enable USE: Disabled hd

Network Settings:
Configure System Password

Network Device: ens33 *
figuration

IPv4 Configuration
2000000000004

Werify Password:
Method: Static w7 r
Cancel | oK ‘

Address: 192.168.1.1
|

Metmask: 255.255.255.0 Prefix:

Gateway: 192.,168.,1.254 Gateway:

Configure DNS: specify more than one with cormmas
192.168.1.253

Help | OK |

12. 0g> 3Jd wuwop) £pJs6 o use SSM On-Prem. o ueérd IJepdsé wldpdol zolds 30
38896. upeyd [Jupldo swil wuugsd lJzol) IUbloys odllissl. ves 3Jdd ouwep) gpdso

oowse SSM On-Prem.



[E] DEMO-S5M-0ON-PREM

Ftarting automated install

hecking software selection

enerating updated storage configuration
hecking storage configuration...

[x]1 Language =ettings [x] Time settings
(English (United States)) (Etc/UTC timezone)
[%]1 Installation source 1) [x] Software =zelection
(Local medial (Custom software selected)
[x] Installation Destination 6) [x] Kdump
(Custom partitioning selected) (Kdump is enabled)
[x] Network configuration
(Wired (ens32) comected)

disklabel on ~devssda

xfs on sdevrzdal

lumpy on ~sdevrsdaZ

xfs on sdewmapper-wyl-1v_home
x*fs on sdevsmapper-ugl-1luv audit
xf's on sdevwmapper-vgl-lv_log

xf's on sdewmapper-uvgl-luv_var

13. ves [Jopld lebé IJogvesd: spdud ouwzsd [Usged |Js CLIE ddweg 8. luwe [Jpuueésp 09
admin 9JJpeé 1Jp,9) os lJus pw vogssuol JJws.

bSM-On-Prem login:

[ HHAE SR T T R T A R A 1 R T A A R T A R T S A i
! Authorized access onlyt #
#

Disconmect IMMEDIATELY if yowu are not an authorized usert?? #

All actions Will be monitored and recorded #

P g R R R R R R R R R R R R

E3M-0n-Prem login: admin

Password :

ast login: Tue Sep 2 B6:24:16 UTC 2825 on ttyl
ast login: Tue Sep 2 H6:48:51 on ttyl
admin@35HM-On-Prem ~15

14.085 Jopld Idovoso spdod luwogsle ldpuvo s uo Jouvesd 1U>¢9d 1Us p9de
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095 Wisdisé Jisd uwzsd 529 [Js On-Prem.

alvan)
CISCO

Welcome to Smart Seftware Manager On-Prem where you ¢an locally manage
Smart Licensing and perform local Account Management functions for your

Log into an Ex{s-ting ACCOUHT organization,

User Name

Password

Forgot Password

15. wes 1Jud) W9d wuwesd 1Usgad: xgd IJuuiv leole lJoguos) lJeyedd IJoldss: wael pu
weass Jeb Iduble.
Welcome to Cisco Smart Software Manager On-Prem
System Language Selection *assword F t 3 ia view and

Please select your preferred system wide language from the list of supported languages here. Your language selection may be changed latter in the Settings widget under the

Language tab.

After you select and save a language, refresh the screen by navigating to another screen and then returm to your original screen. The screen will now open In your selected

English

[ et ]
16. B Lo W26 lgls wessu JJps 1Uess) [Jpd§ws: w§9p 00 IJglogs Llglhs wessy JJed 019,

9lzod IJpuwesp IUyuuspss (GUI).



Welcome to Cisco Smart Software Manager On-Prem

STEP 1 STEP 2 STEP 3 STEP 4

System Language Selection Temporary Password Reset Host Common MNama Review and Confirm

The one-time temporary password has been provided to allow for initial access to Cisco SSM On-Prem installation. For your security, the temporary password may only be
used once, and must now be changed in order to continue the configuration procedure.

The new password may not be the same as the default, and must be at least 15 characters. It should include at least 1 uppercase letter, 1 lowercase letter, and 1 number.
Passwords are case-sensitive. It may include symbols, but not these: = 7<> () * * /\ & When all requirements are met, you will be able to change the password. Securely store
the password as it will be needed each time the admin user logs in.

Once you have successfully changed the temporary password, you will be directed back the Login Screen.

Password *

Reanter Password

arrranrrananenn

o ]

17. we> 3 sos wessu Ulgwe Iduilise JJpuosod.

Welcome to Cisco Smart Software Manager On-Prem

STEP 1 STEP 2 STEP 3 STEP 4

System Language Sedection Temporary Password Resat Hest Common Name Review and Confirm

Products that support String SSL Cert Checking require the SSM On-Prem's "Host Commen Name" to match the "destination® URL address. For example:
+ Products using Smart Transport must use both the “license smart url™ configuration and the *10.124.38.112" value in the URL string.
+ Legacy products using Smart Call Home must use both the "destination address http™ configuration and the "10.124.38.112" value in the URL string.

If the above URLs do not match expectations, refer to the S55M On-Prem AdminWorkspace -> Secruity Widget to change the Host Common Name to the correct
value.

The option to configure alternative names (SAN) is available in Admin Console under Security -> Certificates and can be configured after the initial setup.

* Host Comman Name

10.124.38.112

oo (I
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Welcome to Cisco Smart Software Manager On-Prem

- 1 stee 2 e 3 stee 4

Review and Gonfirm

Once you click "Apply*, you will be redirected to the login page where you will need to login with your new password. Please ensure you have securely stored your password
for future logins.

Review and Confirm
Language Selected: English
Password Reset: Yes
Host Commen Name: 10.124.38.112

o (I
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Welcome to Smart Software Manager On-Prem where you can locally manage

Log I[ﬂto aﬂ EXiStlng ACCOU ﬂt Smart Licensing and perform local Account Management functions for your

organization.

Forgot Password

ouwesd pe9dle Catalyst 9000 Series

1. 108, B938 puwled £pd IJpuwdsd B 1o IJedss IUlspw JIsgld puwles &od IJpundod B
1leshs 1 pwods.

— s =

Smart Software Manager On-Prem

- Tt

Licarse
Adminigiration

rscmicn. Tha hosount maat ba aogreved by your Sy
Betorn
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On-Prem Admin Workspace
Smart Software Manager On-Prem

e i

Access Users
Management
Accounts €3

. Account Account Requests Event Log

Accounts
New Account Search by Account Name

Account Account Requests Event Log

New Account Search by Account Name

Showing All 1 Records

Account Requested By Cisco Smart Account Cisco Virtual Account | Account Status Actions
st BN P e bl Cisco Systems, ... i Active Actions

Showing All 1 Records

3. wopelu lpdluss [Jguosd 1ds Iduveds JJlouold 1J3s wlo posd lJpuog.

#conf t

(config)#ip http server

(config)#ip http secure-server

(config)#ip http secure-trustpoint SLA-TrustPoint
(config)#ip http client source-interface g x/x/x
(config)#ip name-server X.x.X.X

(config)#ip domain lookup source-interface g x/x/x
(config)#ip domain name xxx

(config)#crypto pki trustpoint SLA-TrustPoint
(ca-trustpoint)#enrollment terminal

(ca-trustpoint)#revocation-check none

(config)#exit
#copy running-config startup-config

4. 1gues guslo URL IUZLo LlJudd pu sy Idwsler IU3ds 1desess eds 1Jehe > 1desgsue


https://www.cisco.com/web/software/286326948/167719/SSM_On-Prem_8_User_Guide.pdf
https://www.cisco.com/web/software/286326948/167719/SSM_On-Prem_8_User_Guide.pdf
https://www.cisco.com/web/software/286326948/167719/SSM_On-Prem_8_User_Guide.pdf
https://www.cisco.com/web/software/286326948/167719/SSM_On-Prem_8_User_Guide.pdf

IU>ds > 1dpiso > gle.

wtlvan]ie - oome kMo, Local Admin  LoqEad
cisco s it d Hello local Aams Laa Out

ew IJud)y W98 euslu URL IJglLo wuwd CSLU: s 990 On-Prem Llzle ewsle URL Jowesd
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Product Registration URL Y

https:/18 LEF 3% MOE/cslufv ] /pi s - i

Fress ctrl + ¢ to copy selected text to clipboard.

5. lesls wog 1Jodd: ewslo URL gJis pzoJ Catalyst.

#conf t

(config)#license smart transport cslu

(config)#license smart url csTu https://x.x.x.x/csTu/v1/pi/XXXXXBXXXX~X
(config)#exit

#copy running-config startup-config

6. $p voilpus posd lJpuoe pg SSM On-Prem. 95996 1Upzad wode Ipslpus wuvdd wuilb
o0& SSM On-Prem.

#1icense smart sync all

7. 02838 po posdle Ipooe IUglL0s o SSM loule IJouvgsd: 9spdu pdlebd pedople
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] 2ot Manaoet On Frees » Bmart Litensing

Smart Licensing

sty vaosony ContmBeatlceeg  Fasom e .

Local Virtual Account:  Diefault

@]
W
e, - - setees
[ provey T -
e
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On-Prem License Workspace cISCo

Smart Software Managor On-Prom > Smart Licensing

Smart Licensing

Aerts Ierenntony Cowrvart b Srran Licensing Prisfensnces Asthity

Reports
Reports Uznge Schadules
Synchronization schedule with Glsco Synchronization pull schedule with the devices

Synchronization schedule with Gisco

5 times

Tirred Of Day: 1 1

B2 e

9. 8p vouesd U>2,9-:J IJs p25) Lonlez 133 90288 ppl Bl Jlue gpdss 1deslews o SSM
B> IJouvgsd ulges e JI.

Cisco Software Central > Smart Software Licensing iy Cisco Systems, s

Smart Software Licensing SL Product Detalls Support Help

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity Commercial Consumption

Virtual Account: pass = © Major | Hide Aleris
On-Prem Virtual Account (ke &)
General Licenses Product Instances Event Log
Authorize License-Enforced Features. .. | (3 Search by Device or by Product Type o,
Mame Product Type Managed By Install Site 1D Last Contact Alerts Actions
C9300-48UXM Ea8A0 - _ 2025-5ep-02 0T-33:54

pedyple Sl LoJs


https://software.cisco.com/software/smart-licensing



https://www.cisco.com/web/software/286326948/167719/SSM_On-Prem_8_User_Guide.pdf
https://www.cisco.com/web/software/286326948/167719/SSM_On-Prem_8_User_Guide.pdf
https://www.cisco.com/web/software/286326948/167719/SSM_On-Prem_8_Quick_Start_Guide.pdf
https://www.cisco.com/web/software/286326948/167719/SSM_On-Prem_8_Quick_Start_Guide.pdf
https://www.cisco.com/web/software/286326948/167719/SSM_On-Prem_8_Quick_Start_Guide.pdf
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_9000/b_smart-licensing-using-policy-cat9k-switches/cat9k-how-smart-licensing-works.html#c-wrkflw-ssm-on-prem-deployment
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_9000/b_smart-licensing-using-policy-cat9k-switches/cat9k-how-smart-licensing-works.html#c-wrkflw-ssm-on-prem-deployment
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