
ىلع ERSPAN و نيتماعد نيب ةحسف تققد
 حاتفم sery 9000 ةزافح ةدام
تايوتحملا

ةمدقملا
ةيساسألا تابلطتملا
تابلطتملا
ةمدختسملا تانوكملا
نيتماعد نيب ةحسف تققد
ةكبشلل يطيطختلا مسرلا
 ليكشت نيتماعد نيب ةحسف
ERSPAN تققد
ةكبشلل يطيطختلا مسرلا
ERSPAN ليكشت
ردصملا زاهجلا
ERSPAN ةادأ ةياغ
ةلصلا تاذ تاريثأتلاو ءاطخألا حيحصت تايلمع
 ةلص تاذ تامولعم

ةمدقملا

sery 9000 ةزافح ةدام ىلع ERSPAN و نيتماعد نيب ةحسف ققدي نأ فيك ةقيثو اذه فصي
.حاتفم

ةيساسألا تابلطتملا

تابلطتملا

.دنتسملا اذهل ةصاخ تابلطتم دجوت ال

ةمدختسملا تانوكملا

:ةيلاتلا ةيداملا تانوكملاو جماربلا تارادصإ ىلإ دنتسملا اذه يف ةدراولا تامولعملا دنتست

Catalyst 9300 (Cisco IOS®-XE 17.3.5)●

Catalyst 9500 (Cisco IOS®-XE 17.3.5)●

.ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب
.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ليغشتلا ديق كتكبش

 ةلصلا تاذ تاجتنملا

:ةغيص ةيجمربو زاهج اذه عم تلمعتسا تنك اضيأ عيطتسي ةقيثو اذه



Catalyst 9200●

Catalyst 9300●

Catalyst 9500●

Catalyst 9400●

Catalyst 9600●

نيتماعد نيب ةحسف تققد

ةكبشلل يطيطختلا مسرلا

 ليكشت نيتماعد نيب ةحسف

monitor session 1 source interface Twe1/0/1

monitor session 1 destination interface Twe1/0/2

نيب ةحسف ةياغو ردصملا نم تظحال .ليكشت ةيجمرب نيتماعد نيب ةحسفلا تققد
.طاقتلا نيتماعد نيب ةحسفلا نم هاجتالاو نراق نيتماعد

C9500-SPAN#show monitor session all

Session 1

---------

Type                     : Local Session

Source Ports             :

    Both                 : Twe1/0/1

Destination Ports        : Twe1/0/2

    Encapsulation        : Native

          Ingress        : Disabled

ةحسف لكل ديرف نوكي يأ id ةسلج FEDمدختسأ .لخدم زاهج نيتماعد نيب ةحسفلا تققد
يف FED ةئيهتب لمع تاسلج 8 ىلإ لصي ام كانه نوكي نأ نكمي .ليكشت نيتماعد نيب
.(7 ىلإ 0 نم FED تاسلج نم) تقولا سفن

C9500-SPAN# show platform software monitor session 1

Span Session 1 (FED Session 0):

  Type:      Local SPAN

  Prev type: Local SPAN

  Ingress Src Ports: Twe1/0/1    <-- Hardware entry for source interface.

  Egress Src Ports:  Twe1/0/1    <-- Hardware entry for source interface.

  Ingress Local Src Ports: (null)

  Egress Local Src Ports: (null)

  Destination Ports:  Twe1/0/2   <-- Hardware entry for destination interface.

  Ingress Src Vlans:



  Egress Src Vlans:

  Ingress Up Src Vlans: (null)

  Egress Up Src Vlans:  (null)

  Src Trunk filter Vlans:

  RSPAN dst vlan: 0

  RSPAN src vlan: 0

  RSPAN src vlan sav: 0

  Dest port encap = 0x0000

  Dest port ingress encap = 0xFFFFFFFFFFFFFFFF

  Dest port ingress vlan = 0x0

  SrcSess: 1  DstSess: 0 DstPortCfgd: 1  RspnDstCfg: 0  RspnSrcVld: 0

  DstCliCfg: 0  DstPrtInit: 1  PsLclCfgd: 0

  Flags: 0x00000031 PSPAN

  Remote dest port: 0   Dest port group: 0

  FSPAN disabled

FSPAN not notified

بلطتي .ءانيم نيتماعد نيب ةحسف ةياغو لكشي ردصملل رسيأ ماقرأو ،بل ،ASIC تعمج
نإو حيحص لكشب نراق تجمرب نيتماعد نيب ةحسف ردصملا نإ دكؤي نأ رسيأ مقرلا
.نراق نيتماعد نيب ةحسف ةياغ نيميلا ىلإ ةطقن نوكي نيتماعد نيب ةحسفلا

وأ طشن لكشب اهتيذغت متي يتلا يساسألا ماظنلا ةزهجأ/جمارب ضرع مدختسأ :حيملت
.<show platform software/hardware fed switch <number سدكم زاهج

C9500-SPAN# show platform software fed active ifm mappings

Interface                 IF_ID    Inst Asic Core Port SubPort Mac  Cntx LPN  GPN  Type Active

TwentyFiveGigE1/0/1       0x8        1   0   1    20     0      16   4    1    101  NIF  Y

TwentyFiveGigE1/0/2       0x9        1   0   1    21     0      17   5    2    102  NIF  Y

اعضاخ ذفنملا ناك اذإ ام ديدحتل Doppler IlePortLeSpanBitMapTable لجس مادختسإ متي
نيب ةحسف ردصم لكشي لا دكؤي نأ .(Rx) لخدملا هاجتإ يف نيتماعد نيب ةحسفلل
:(0 ةسلج) ةسلج FED نيميلا ىلإ تنيع (20 ءانيم ASIC) ءانيم نيتماعد

C9500-SPAN# show platform hardware fed active fwd-asic register read register-name

IlePortLeSpanBitMapTable-20 asic 0 core 1

For asic 0 core 1

Module 0 - IlePortLeSpanBitMapTable[0][20]

ssbm                      : 0x1     <-- Convert from Hexadecimal to Binary: 0b00000001. Bit 0 is

set.

لقألا تب :FED ةسلج لثامي تب لك .لجس تب-8 ةطيرخ تب ةسلج نيتماعد نيب ةحسفلا
نيب ةحسف نم ىصقألا ددعلا ،كلذل .FED 7 ةسلج لثامي تب مهأ ،FED 0 ةسلج لثامي ةميق
.اقباس ركذ امك ،8 دناسي ةسلج نيتماعد

نيتماعد نيب ةحسف ددعتي ل ءانيم ردصم نيتماعد نيب ةحسفك نوكي نراق تلكش نإ
عم SSBM ،لاثملا ليبس ىلع .لجس SSBM لا يف ترهظ يغبني ةسلج all the FED ،ةسلج
لمع ةسلج نم لكل ردصم نيتماعد نيب ةحسف نوكي نراقلا ينعي 0x5 (0b0000101) ةميق
FED 0 ةسلجو FED 2.

نيب ةحسفل اعضاخ ءانيم ناك اذإ ام Doppler ElportLeSpanBitMapTable لجس ددحي ،لثملاب
لا دكؤي نأ .IlePortLeSpanBitMapTable لجس سفن وه ليلحتلا .(TX) جرخم هاجتإ يف نيتماعد
ةسلج FED نيميلا ىلإ تنيع (20 ءانيم ASIC) ءانيم نيتماعد نيب ةحسف ردصم لكشي
:(0 ةسلج)



C9500-SPAN# show platform hardware fed active fwd-asic register read register-name

ElePortLeSpanBitMapTable-20 asic 0 core 1

For asic 0 core 1

Module 0 - ElePortLeSpanBitMapTable[0][20]

ssbm                      : 0x1

ءاوس دح ىلع ل ةسلج FED نيمي لا ىلإ نراق تططخ نيتماعد نيب ةحسف ردصملا دكؤي اذه 
Rx و Tx هاجتإ.

نيتماعد نيب ةحسفلل (ذفانم) ءانيم ةياغلا تدجو عيطتسي نحن ،id ةسلج FED لا عم
ةحسفلا ىلإ ريشي Fed 0 لمع ةسلج ديكأتل .لجس AqmRepSpanPortMap Doppler نمض
:(21 ءانيم ASIC) ءانيم ةياغ نيمي نيتماعد نيب

C9500-SPAN# show platform hardware fed active fwd-asic register read register-name

AqmRepSpanPortMap-0 asic 0 core 1

For asic 0 core 1

Module 0 - AqmRepSpanPortMap[0][0]

cpuQueueNum               : 0x0

cpuSpanValid              : 0x0

indirectApPortMap         : 0x0

portMap0                  : 0x200000     <-- Convert from Hexadecimal to Binary:

0b00100000000000000000000. Bit 21 is set.

rcpPortMap                : 0x0

spanCtiLo                 : 0x0

نراق نم خوسنم تيدبأ تنك يغبني نيتماعد نيب ةحسف عم ضبق ىلع طبرلا دكؤي اذه
tw1/0/2 (ASIC 21 ءانيم). تيدبأ اذه ،لكشي ءانيم ةياغ نيتماعد نيب ةحسف ريثك كانه نإ
.لجس AqmRepSpanPortMap لا يف

ERSPAN تققد

ةكبشلل يطيطختلا مسرلا

.C9200 ERSPAN ةزافح ةدام دناسي ال :ةظحالم

.بولطم يوونلا ضمحلا ةزيم صيخرت :ةظحالم



ERSPAN ليكشت

### Source ESRPAN Device ###

C9300-ERSPAN# show run | section monitor

monitor session 1 type erspan-source

 source vlan 10

 destination

  erspan-id 3                     <-- ERSPAN id must be identical on source and destination.

  ip address 192.168.1.1          <-- GRE tunnel destination IP (IP addr configured on ERSPAN

destination switch).

  origin ip address 192.168.1.2   <-- GRE tunnel source IP (IP addr configured on ERSPAN source

switch).

C9300-ERSPAN# show ip interface brief | exclude unassigned

Interface              IP-Address      OK? Method Status                Protocol

<snip>

Loopback0              192.168.1.2     YES NVRAM  up                    up

### Destination ERSPAN Device ###

C9500-ERSPAN# show run | section monitor

monitor session 1 type erspan-destination

destination interface Twe1/0/3

source

erspan-id 3 <-- ERSPAN id must be identical on source and destination.

ip address 192.168.1.1  <-- GRE tunnel destination IP (IP addr configured on ERSPAN destination

switch).

C9500-ERSPAN# show ip interface brief | exclude unassigned

Interface IP-Address OK? Method Status Protocol

<snip>

Loopback0 192.168.1.1 YES NVRAM up up

ردصملا زاهجلا

.ةهجولاو ردصملل IP ناونع نيب لوصولا ةيناكمإ نم ققحت

C9300-ERSPAN#ping 192.168.1.1 source 192.168.1.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:

Packet sent with a source address of 192.168.1.2

!!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms

Cisco نم IOS جمانرب ةجمرب

.ةسلج ERSPAN ل لاخدإلا ةيجمرب cisco ios يف تققد

C9300-ERSPAN#show monitor session 1

Session 1

---------

Type                     : ERSPAN Source Session

Status                   : Admin Enabled

Source VLANs             :

    Both                 : 10

Destination IP Address   : 192.168.1.1



Destination ERSPAN ID    : 3

Origin IP Address        : 192.168.1.2

SHIM ةجمرب

.(SHIM نئاك) جمانربلا زاهج ىلإ جمانربلا هلسري ام نم ققحت

C9300-ERSPAN#show platform software monitor session 1

Span Session 1 (FED Session 0):

  Type:      ERSPAN Source

  Prev type: Unknown

  Ingress Src Ports:

  Egress Src Ports:

  Ingress Local Src Ports: (null)

  Egress Local Src Ports: (null)

  Destination Ports:

  Ingress Src Vlans: 10     <-- Replicate Traffic.

  Egress Src Vlans:  10     <-- Replicate Traffic.

  Ingress Up Src Vlans: 10

  Egress Up Src Vlans:  10

  Src Trunk filter Vlans:

  RSPAN dst vlan: 0

  RSPAN src vlan: 0

  RSPAN src vlan sav: 0

  Dest port encap = 0x0000

  Dest port ingress encap = 0x0000

  Dest port ingress vlan = 0x0

  SrcSess: 1  DstPortCfgd: 0  RspnDstCfg: 0  RspnSrcVld: 0    <-- Monitor session number.

  DstCliCfg: 0  DstPrtInit: 0  PsLclCfgd: 0

  Flags: 0x00000002 VSPAN

  Remote dest port: 0   Dest port group: 0

  FSPAN disabled

  FSPAN not notified

  ERSPAN Id    : 3           <-- Value match with the software setting.

  ERSPAN Org Ip: 192.168.1.2  <-- Value match with the software setting.

  ERSPAN Dst Ip: 192.168.1.1  <-- Value match with the software setting.

  ERSPAN Ip Ttl: 255

  ERSPAN State : Enabled

  ERSPAN Tun id: 77

هيجوتلا ةداعإ ريدم هيجوت جلاعم

.(FMAN RP ةقبط) جمانربلا زاهج ىلإ جمانربلا هلسري ام نم ققحت

C9300-ERSPAN#show platform software swspan switch active R0 source

Showing SPAN source table summary info

Sess-id   IF-type   IF-id   Sess-type   Dir

--------------------------------------------------

0         VLAN      10      ERSPAN SRC  Ingress

0         VLAN      10      ERSPAN SRC  Egress

C9300-ERSPAN#show platform software swspan switch active R0 source sess-id 0

Showing SPAN source detail info

Session ID : 0 Intf Type : VLAN Vlan id : 10 <-- Vlan entry

PD Sess ID : 0

Session Type : ERSPAN SRC

Direction : Ingress

Filter Enabled : No

ACL Configured : No



ERSPAN Enable : Yes

Session ID : 0

Intf Type : VLAN

Vlan id : 10    <-- Match with the Vlan/Interface SPAN.

PD Sess ID : 0

Session Type : ERSPAN SRC

Direction : Egress

Filter Enabled : No

ACL Configured : No

ERSPAN Enable : Yes

Forward Manager هيجوت ةداعإ جلاعم

.(ةقبط FMAN fp) زاهج ةيجمرب ىلإ لسري ةيجمرب ام تققد

C9300-ERSPAN#show platform software swspan switch active F0 source

Showing SPAN source table summary info

Sess-id   IF-type   IF-id   Sess-type   Dir

--------------------------------------------------

0         VLAN      10      ERSPAN SRC  Ingress

0         VLAN      10      ERSPAN SRC  Egress

C9300-ERSPAN#show platform software swspan switch active F0 source sess-id 0

Showing SPAN source detail info

Session ID : 0

Intf Type : VLAN

Vlan id : 10

PD Sess ID : 0

Session Type : ERSPAN SRC   <-- Source Interface.

Direction : Ingress

Filter Enabled : No

ACL Configured : No

AOM Object id : 519

AOM Object Status : Done

Parent AOM object Id : 30

Parent AOM object Status : Done

Session ID : 0

Intf Type : VLAN

Vlan id : 10

PD Sess ID : 0

Session Type : ERSPAN SRC  <-- Source Interface.

Direction : Egress

Filter Enabled : No

ACL Configured : No

AOM Object id : 520

AOM Object Status : Done

Parent AOM object Id : 30

Parent AOM object Status : Done

C9300-ERSPAN#show platform software swspan switch active F0 counters  <-- Check for any err

counters that increment on PI/PD/HW

Dump Switch SPAN FP operation counters  <-- Operational Counters.

Source SPAN Config Counters



PI: Create 2 (err 0), Modify 0 (err 0), Delete 0 (err 0) <-- PI = platform independent

(Software/IOS).

PD: Create 2 (err 0), Modify 0 (err 0), Delete 0 (err 0) <-- PD = platform dependent

(SHIM/FMAN/FED).

HW: Create 2 (err 0), Modify 0 (err 0), Delete 0 (err 0) <-- HW = hardware (FED/ASIC).

Destination SPAN Config Counters

PI: Create 1 (err 0), Modify 0 (err 0), Delete 0 (err 0)

PD: Create 1 (err 0), Modify 0 (err 0), Delete 0 (err 0)

HW: Create 1 (err 0), Modify 0 (err 0), Delete 0 (err 0)

Filter SPAN Config Counters

PI: Create 0 (err 0), Modify 0 (err 0), Delete 0 (err 0)

PD: Create 0 (err 0), Modify 0 (err 0), Delete 0 (err 0)

HW: Create 0 (err 0), Modify 0 (err 0), Delete 0 (err 0)

هيجوتلا ةداعإ كرحم

.ASIC (FED) لا جمربي نأ ةقبطلا تققد

C9300-ERSPAN#show platform software fed switch active monitor 0

Session 0

---------

  Session Type         : ERSPAN Source Session

  Source Ports         : RX: None  TX: None

  Destination Ports    : None

  Source VLANs         : VLAN-10

  Destination VLANs    : VLAN-10

  Source RSPAN VLAN    : 0

  DST RSPAN VLAN       : 0

  Encap                : Native

  Ingress Forwarding   : Disabled

  Filter VLANs         : None

  ERSPAN Enable        : 1         <-- 1 = On/Completed.

  ERSPAN Hw Programmed : 1         <-- 1 = On/Completed.

  ERSPAN Mandatory Cfg : 1         <-- 1 = On/Completed.

  ERSPAN Id            : 3

  Gre Prot             : 88be

  MTU                  : 9000

  Ip Tos               : 0

  Ip Ttl               : 255

  Cos                  : 0

  Vrf Id               : 0

  Dst Ip               : 192.168.1.1

Org Ip : 192.168.1.2

Dst Ipv6 : ::

Org Ipv6 : ::

SGT count : 0

SGT Tag(s) :

.(FED) ةزهجألا قفن ةجمرب نم ققحتلا

C9300-ERSPAN#show platform software fed switch active ifm interfaces tunnel

Interface                         IF_ID               State

----------------------------------------------------------------------

Tunnel1000000000                  0x00000035          READY            <-- 0x35 in Hex is 53 in

Decimal (tunnel number 53).



C9300-ERSPAN#show platform software fed switch active ifm if-id 0x35 <-- Hardware tunnel number

0x35.

Interface IF_ID : 0x0000000000000035

Interface Name : Tunnel1000000000

Interface Block Pointer : 0x55d0ff5b6c98

Interface Block State : READY

Interface State : Enabled

Interface Status : ADD

Interface Ref-Cnt : 4

Interface Type : TUNNEL

Unit : 0

SNMP IF Index : 0

Encap L3If LE Handle : 0x7f00e0a50a28 <-- Hardware handle info (used to check final Hardware

program state).

Decap L3If LE Handle : 0x7f00e0a50bd8 <-- Hardware handle info (used to check final Hardware

program state).

Tunnel Mode : 0 [gre] <-- Tunnel Protocol Enable.

Tunnel Sub-mode: 0 [none]

Hw Support : Yes

Tunnel Vrf : 0

IPv4 MTU : 0

IPv6 MTU : 0

IPv4 VRF ID : 0

IPv6 VRF ID : 0

Protocol flags : 0x0001 [ ipv4 ]

Misc flags : 0x0000 [ None ]

ICMPv4 flags : 0x03 [ unreachable redirect ]

ICMPv6 flags : 0x03 [ unreachable redirect ]

Port Information

Handle ............ [0xcf000051]

Type .............. [L3-Tunnel]

Identifier ........ [0x35]

Unit .............. [53]

Port Logical Tunnel Subblock

Encap-L3ifle.......[0x7f00e0a50a28] <-- Same number as previous highlighted output.

Decap-L3ifle.......[0x7f00e0a50bd8] <-- Same number as previous highlighted output.

decap-portle.......[0x0]

RI-decap...........[0x7f00e0a5a1a8]

SI-decap...........[0x7f00e0a5a678]

Decap-Tcam_handle..[0x7f00e0a5a9a8]

Tunnel_capability..[0x3]

Encap-RCP-PMAP.....[0x0]

GPN................[0]

C9300-ERSPAN#show platform software fed switch active ifm mappings l3if-le | include L3IF|Tunnel

L3IF_LE                   Interface                         IF_ID               Type

0x00007f00e0a50a28        Tunnel1000000000                  0x00000035          ENCAP_L3_LE <--

L3IF + IF_ID (ENCAP) match here.

0x00007f00e0a50bd8        Tunnel1000000000                  0x00000035          DECAP_L3_LE <--

L3IF + IF_ID (DECAP) match here.

Encapsulation LE

C9300-ERSPAN#show platform hardwware fed switch active fwd-asic abstraction print-resource-

handle 0x00007f00e0a50a28 0 <-- ENCAP.

Handle:0x7f00e0a50a28 Res-Type:ASIC_RSC_L3IF_LE Res-Switch-Num:255 Asic-Num:255 Feature-

ID:AL_FID_IFM Lkp-ftr-id:LKP_FEAT_INVALID ref_count:1

priv_ri/priv_si Handle: (nil)Hardware Indices/Handles: index0:0x27 mtu_index/l3u_ri_index0:0x5

sm handle [ASIC 0]: 0x7f00e0a56d08 index1:0x27 mtu_index/l3u_ri_index1:0x5

==============================================================



Decapsulation LE

C9300-ERSPAN#show platform hardware fed switch active fwd-asic abstraction print-resource-handle

0x00007f00e0a50a28 0 <-- DECAP.

Handle:0x7f00e0a50bd8 Res-Type:ASIC_RSC_L3IF_LE Res-Switch-Num:255 Asic-Num:255 Feature-

ID:AL_FID_IFM Lkp-ftr-id:LKP_FEAT_INVALID ref_count:1

priv_ri/priv_si Handle: (nil)Hardware Indices/Handles: index0:0x28 mtu_index/l3u_ri_index0:0x0

sm handle [ASIC 0]: 0x7f00e0a559c8 index1:0x28 mtu_index/l3u_ri_index1:0x0

==============================================================

لماع قيبطت نكمي .حاتفم ةياغلا هاجت ءانيم جرخملا ىلع طاقتلا طبر جمدم تضكر
.(ةفلغم ةمزح يه ةمزحلا) GRE قفنل ةهجولاو ردصملا IP ناونع مدختسأ ،ةيفصت

Frame 1: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface 0

 <snip>

Internet Protocol Version 4, Src: 192.168.1.2, Dst: 192.168.1.1 <-- ERSPAN IP HEADER.

    0100 .... = Version: 4

    .... 0101 = Header Length: 20 bytes (5)

    Differentiated Services Field: 0x00 (DSCP: CS0, ECN: Not-ECT)

        0000 00.. = Differentiated Services Codepoint: Default (0)

        .... ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0)

    Total Length: 96

    Identification: 0x1018 (4120)

    Flags: 0x00

        0... .... = Reserved bit: Not set

        .0.. .... = Don't fragment: Not set

        ..0. .... = More fragments: Not set

    Fragment offset: 0

    Time to live: 255

    Protocol: Generic Routing Encapsulation (47)  <-- GRE tunnel encapsulation.

    Header checksum: 0x9c56 [validation disabled]

        [Good: False]

        [Bad: False]

    Source: 192.168.1.2              <-- Source GRE IP tunnel.

    Destination: 192.168.1.1         <-- Destination GRE IP tunnel.

Generic Routing Encapsulation (ERSPAN)

    Flags and Version: 0x1000

        0... .... .... .... = Checksum Bit: No

        .0.. .... .... .... = Routing Bit: No

        ..0. .... .... .... = Key Bit: No

        ...1 .... .... .... = Sequence Number Bit: Yes

        .... 0... .... .... = Strict Source Route Bit: No

        .... .000 .... .... = Recursion control: 0

        .... .... 0000 0... = Flags (Reserved): 0

        .... .... .... .000 = Version: GRE (0)

    Protocol Type: ERSPAN (0x88be)         <--ERSPAN enable.

    Sequence Number: 0

Encapsulated Remote Switch Packet Analysis

    0001 .... .... .... = Version: Type II (1)

    .... 0000 0001 1000 = Vlan: 10

    000. .... .... .... = Priority: 0

    ...1 .... .... .... = Unknown2: 1

    .... 1... .... .... = Direction: Outgoing (1)

    .... .0.. .... .... = Truncated: Not truncated (0)

    .... ..00 0000 0011 = SpanID: 3       <--ERSPAN ID.

    Unknown7: 00000002

Ethernet II, Src: Xerox_00:02:00 (00:00:08:00:02:00), Dst: Cisco_eb:90:68 (00:9e:1e:eb:90:68)

  <snip>

(Internal data packet comes here, output truncated)

ERSPAN ةادأ ةياغ

Cisco نم IOS ةجمرب



C9500-ERSPAN#show monitor session 1

Session 1

---------

Type                     : ERSPAN Destination Session

Status                   : Admin Enabled

Destination Ports        : Twe1/0/3

Source IP Address        : 192.168.1.1

Source ERSPAN ID         : 3

SHIM ةجمرب

.(SHIM نئاك) جمانربلا زاهج ىلإ جمانربلا هلسري ام نم ققحت

C9500-ERSPAN#show platform software monitor session 1

Span Session 1 (FED Session 0):

  Type:      ERSPAN Destination

  Prev type: Unknown

  Ingress Src Ports:

  Egress Src Ports:

  Ingress Local Src Ports: (null)

  Egress Local Src Ports: (null)

  Destination Ports:  Twe1/0/3

  Ingress Src Vlans:

  Egress Src Vlans:

  Ingress Up Src Vlans: (null)

  Egress Up Src Vlans:  (null)

  Src Trunk filter Vlans:

  RSPAN dst vlan: 0

  RSPAN src vlan: 0

  RSPAN src vlan sav: 0

  Dest port encap = 0x0004

  Dest port ingress encap = 0x0000

  Dest port ingress vlan = 0x0

  SrcSess: 0  DstSess: 1 DstPortCfgd: 1  RspnDstCfg: 0  RspnSrcVld: 0

  DstCliCfg: 0  DstPrtInit: 1  PsLclCfgd: 0

  Flags: 0x00000000

  Remote dest port: 0   Dest port group: 0

  FSPAN disabled

  FSPAN not notified

  ERSPAN Id    : 3

  ERSPAN Dst Ip: 192.168.1.1

  ERSPAN Vrf   : 0

Forward Manager هيجوت ةداعإ جلاعم

.(ةقبط FMAN FP) زاهج ةيجمرب ىلإ لسري ةيجمرب ام تققد

C9500-ERSPAN#show platform software swspan switch active r0 destination

Showing SPAN destination table summary info Sess-id IF-type IF-id Sess-type --------------------

------------------ 0 PORT 11  Local        <-- IF-if 0xb maps to Twe1/0/3 (Check under 'show

platform software fed active ifm mapping').

0         ERSPAN    ERSPAN   DST

C9500-ERSPAN#show platform software swspan R0 destination sess-id 0

Showing SPAN destination detail info



Session ID : 0

Intf Type : PORT

Port dpidx :11         <--Match with IF-id

PD Sess Id : 0

Session Type : Local   <-- Type of monitor session

Ingress Fwd : No

Ingress Encape : Disabled

Ingress Vlan : 0

Encap Value : Replicate

RSPAN Vlan : 0

Session ID : 0

Intf Type : ERSPAN

Vlan id :

PD Sess Id : 0

Session Type : ERSPAN DST

ERSPAN Id : 3

ERSPAN Dst Ip: 192.168.1.1

ERSPAN Src Ip: 0.0.0.0

GRE Prot  : 35006

MTU       : 0

IP Tos    : 0

IP Ttl    : 255

Cos       : 0

Vrf Id    : 0

Tunnel Ifid: 38         <-- 38 in Decimal is 0x26 in Hex which is the IF_ID of Tunnel1

ERSPAN En : TDL_TRUE

Forward Manager هيجوت ةداعإ جلاعم

.(ةقبط FMAN FP) زاهج ةيجمرب ىلإ لسري ةيجمرب ام تققد

C9500-ERSPAN#show platform software swspan switch active F0 counters  <-- (check for any error

counters on PI/PD/HW).

Dump Switch SPAN FP operation counters

Source SPAN Config Counters

PI: Create 0 (err 0), Modify 0 (err 0), Delete 0 (err 0)  <-- PI = platform independent

(Software/IOS).

PD: Create 0 (err 0), Modify 0 (err 0), Delete 0 (err 0)  <-- PD = platform dependent

(SHIM/FMAN/FED).

HW: Create 0 (err 0), Modify 0 (err 0), Delete 0 (err 0)  <-- HW = hardware (FED/ASIC).

Destination SPAN Config Counters

PI: Create 10 (err 0), Modify 6 (err 0), Delete 4 (err 0)

PD: Create 4 (err 0), Modify 0 (err 0), Delete 2 (err 0)

HW: Create 4 (err 0), Modify 0 (err 0), Delete 2 (err 0)

Filter SPAN Config Counters

PI: Create 0 (err 0), Modify 0 (err 0), Delete 0 (err 0)

PD: Create 0 (err 0), Modify 0 (err 0), Delete 0 (err 0)

HW: Create 0 (err 0), Modify 0 (err 0), Delete 0 (err 0)

C9500-ERSPAN#show platform software swspan switch active F0 destination

Showing SPAN destination table summary info

Sess-id   IF-type   IF-id   Sess-type



--------------------------------------

0         PORT      11       Local

0         VLAN      0       ERSPAN DST

هيجوتلا ةداعإ كرحم

.ASIC (FED) لا جمربي نأ ةقبطلا تققد

C9500-ERSPAN#show platform software fed switch active monitor 0

Session 0

---------

  Session Type         : ERSPAN Destination Session

Source Ports : RX: None TX: Tunnel1000000000 Destination Ports    : TwentyFiveGigE1/0/3

  Source VLANs         : None

  Destination VLANs    : None

  Source RSPAN VLAN    : 0

  DST RSPAN VLAN       : 0

  Encap                : Replicate

  Ingress Forwarding   : Disabled

  Filter VLANs         : None

  ERSPAN Enable        : 1

  ERSPAN Hw Programmed : 1

  ERSPAN Mandatory Cfg : 1

  ERSPAN Id            : 3

  Ip Tos               : 0 (DSCP:0)

  Ip Ttl               : 0

  Cos                  : 0

  Vrf Id               : 0

  Tunnel IfId          : 38                 <-- 38 in Decicmal is 0x26 in Hex which is the IF_ID

of Tunnel1

  Dst Ip               : 192.168.1.1

  Org Ip               : 0.0.0.0

  SGT count            : 0

  SGT Tag(s)           :

.(FED) ةزهجألا قفن ةجمرب نم ققحتلا

C9500-ERSPAN#show platform software fed switch active ifm interfaces tunnel

Interface IF_ID State

----------------------------------------------------------------------

Tunnel1000000000  0x00000026   READY

C9500-ERSPAN#show platform software fed switch active ifm if-id 0x00000026

Interface IF_ID : 0x0000000000000026

Interface Name : Tunnel1000000000

Interface Block Pointer : 0x7f2cd48e9958

Interface Block State : READY

Interface State : Enabled

Interface Status : ADD

Interface Ref-Cnt : 5

Interface Type : TUNNEL

Unit : 0 SNMP IF Index : 0 Encap L3If LE Handle : 0x7f2cd4904e08    <-- Hardware handle info

(used to check final Hardware program state).

Decap L3If LE Handle : 0x7f2cd48dabc8    <-- Hardware handle info (used to check final Hardware

program state).

Tunnel Mode    : 0 [gre]                 <-- Tunnel Protocol Enable.

Hw Support     : Yes

Tunnel Vrf     : 0



IPv4 MTU       : 0

IPv6 MTU       : 0

IPv4 VRF ID    : 0

IPv6 VRF ID    : 0

Protocol flags : 0x0001 [ ipv4 ]

Misc flags     : 0x0000 [ None ]

ICMPv4 flags   : 0x03 [ unreachable redirect ]

ICMPv6 flags   : 0x03 [ unreachable redirect ]

Port Information

Handle ............ [0xd4000043]

Type .............. [L3-Tunnel] Identifier ........ [0x26] Unit .............. [38] Port Logical

Tunnel Subblock Encap-L3ifle.......[0x7f2cd4904e08]     <-- Same number as previous highlighted

output.

Decap-L3ifle.......[0x7f2cd48dabc8]     <-- Same number as previous highlighted output.

decap-portle.......[0x0]

RI-decap...........[0x7f2cd49615d8]     <-- Same number as previous highlighted output.

SI-decap...........[0x7f2cd4958dd8]     <-- Same number as previous highlighted output.

Decap-Tcam_handle..[0x7f2cd46eee08]     <-- Same number as previous highlighted output.

Tunnel_capability..[0x3]

Encap-RCP-PMAP.....[0x0]

GPN................[0]

<snip>

C9500-ERSPAN#show platform software fed switch active ifm mappings l3if-le | include L3IF|Tunnel

L3IF_LE                   Interface                         IF_ID               Type

0x00007f2cd48dabc8        Tunnel1000000000                  0x00000026          DECAP_L3_LE

<-- L3IF + IF_ID (DECAP) match here.

0x00007f2cd4904e08        Tunnel1000000000                  0x00000026          ENCAP_L3_LE

<-- L3IF + IF_ID (ENCAP) match here.

### Encapsulation LE ###

C9500-ERSPAN#show platform hardware fed switch active fwd-asic abstraction print-resource-handle

0x7f2cd4904e08 0 <--ENCAP

Handle:0x7f2cd4904e08 Res-Type:ASIC_RSC_L3IF_LE Res-Switch-Num:255 Asic-Num:255 Feature-

ID:AL_FID_IFM Lkp-ftr-id:LKP_FEAT_INVALID ref_count:1

priv_ri/priv_si Handle: (nil)Hardware Indices/Handles: index0:0x27  mtu_index/l3u_ri_index0:0x2

sm handle [ASIC 0]: 0x7f2cd46ece38 index1:0x27 mtu_index/l3u_ri_index1:0x4

==============================================================

### Decapsulation LE ###

C9500-ERSPAN#show platform hardware fed switch active fwd-asic abstraction print-resource-handle

0x7f2cd48dabc8 0 <--DECAP

Handle:0x7f2cd48dabc8 Res-Type:ASIC_RSC_L3IF_LE Res-Switch-Num:255 Asic-Num:255 Feature-

ID:AL_FID_IFM Lkp-ftr-id:LKP_FEAT_INVALID ref_count:1

priv_ri/priv_si Handle: (nil)Hardware Indices/Handles: index0:0x28 mtu_index/l3u_ri_index0:0x0

sm handle [ASIC 0]: 0x7f2cd46d91c8 index1:0x28 mtu_index/l3u_ri_index1:0x0

### Rewrite Index (decapsulation) ###

C9500-ERSPAN#show platform hardware fed switch active fwd-asic abstraction print-resource-handle

0x7f2cd49615d8 1   <-- RI-decap

Handle:0x7f2cd49615d8 Res-Type:ASIC_RSC_RI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_GRE

Lkp-ftr-id:LKP_FEAT_INVALID ref_count:1

priv_ri/priv_si Handle: 0x7f2cd48daf28Hardware Indices/Handles: index0:0x16

mtu_index/l3u_ri_index0:0x0 index1:0x16 mtu_index/l3u_ri_index1:0x0

Features sharing this resource:107 (1)]

Cookie length: 56

00 00 00 00 00 00 00 00 28 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 6b 33 00



00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Detailed Resource Information (ASIC# 0) ----------------------------------------

Rewrite Data Table Entry, ASIC#:0 RI:22 Rewrite_type:AL_RRM_REWRITE_IPV4_ERSPAN2_DECAP(61)

Mapped_rii:TUNNEL_IPv4Erspan_DECAP(83)   L3IF LE Index: 40           <-- 64 in Decimal is 0x40

in Hex which matches Decap LE index seen above

Detailed Resource Information (ASIC# 1)

----------------------------------------

Rewrite Data Table Entry,

ASIC#:1 RI:22 Rewrite_type:AL_RRM_REWRITE_IPV4_ERSPAN2_DECAP(61)

Mapped_rii:TUNNEL_IPv4Erspan_DECAP(83)

L3IF LE Index: 40 ==============================================================

### Station Index (decapsulation) ###

C9500-ERSPAN#show platform hardware fed switch active fwd-asic abstraction print-resource-handle

0x7f2cd4958dd8 1  <-- SI-decap

Handle:0x7f2cd4958dd8 Res-Type:ASIC_RSC_SI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_GRE

Lkp-ftr-id:LKP_FEAT_INVALID ref_count:1

priv_ri/priv_si Handle: 0x7f2cd49615d8Hardware Indices/Handles: index0:0xae

mtu_index/l3u_ri_index0:0x0 index1:0xae mtu_index/l3u_ri_index1:0x0

Features sharing this resource:107 (1)]

Cookie length: 56

00 00 00 00 00 00 00 00 28 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 6b 36 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Detailed Resource Information (ASIC# 0) ---------------------------------------- Station Index

(SI) [0xae]

RI = 0x16 DI = 0x5012 stationTableGenericLabel = 0 stationFdConstructionLabel = 0x7

lookupSkipIdIndex = 0x15 rcpServiceId = 0 dejaVuPreCheckEn = 0 Replication Bitmap: LD Detailed

Resource Information (ASIC# 1) ---------------------------------------- Station Index (SI)

[0xae]

RI = 0x16 DI = 0x5012 stationTableGenericLabel = 0 stationFdConstructionLabel = 0x7

lookupSkipIdIndex = 0x15 rcpServiceId = 0 dejaVuPreCheckEn = 0 Replication Bitmap: CD

==============================================================

### Tunnel Decap (TCAM) ###

C9500-ERSPAN#show platform hardware fed switch active fwd-asic abstraction print-resource-handle

0x7f2cd46eee08 1  <-- Decap-Tcam_handle.

Handle:0x7f2cd46eee08 Res-Type:ASIC_RSC_HASH_TCAM Res-Switch-Num:0 Asic-Num:255 Feature-

ID:AL_FID_GRE Lkp-ftr-id:LKP_FEAT_TT_IPV4_GRE ref_count:1

priv_ri/priv_si Handle: (nil)Hardware Indices/Handles: handle [ASIC: 0]: 0x7f2cd48db018

Detailed Resource Information (ASIC# 0) ---------------------------------------- Number of HTM

Entries: 3 Entry 0: (handle 0x7f2cd48db018)

Labels  Port   Vlan   L3If   Group

M:      0000   0000   0000   0000

V:      0000   0000   0000   0000

M: ffffffff 00000000 00000000 000003ff 00000000 00000100 01000000 00000fff

3f000000 V: c0a80101 00000000 00000000 00000003 00000000 00000100 01000000 00000000      <--

c0a80101 in Hex maps to 192.168.1.1

        00000000

GREv4 Dst       Src     Key     C S R D E F VRF Fl L3P GreP Misc RCPSVCId

  M: ffffffff 00000000 00000000 0 0 0 0 0 1 000 0  00  0000 00 3f               <-- F=1

Forwarding

  V: c0a80101 00000000 00000000 0 0 0 0 0 1 000 0  00  0000 00 00

Action: 00000100 06000000 00000000 00000000 00000000 00000000 000000ad 00000000

        00000000 00000000

RL2 RL3 ACF SPK CLPC LKV PRI STL LPC ADC LKI   SI



0   1   0   0    0   0   6   0   0   0   0    ad                                <-- Hexadecimal

value for Station Index.

Start/Skip Word: 0x00000003

Start Feature, Terminate

Entry 1: (handle 0x7f2cd495c3f8)

Labels  Port   Vlan   L3If   Group

M:      0000   0000   0000   0000

V:      0000   0000   0000   0000

M: ffffffff 00000000 00000000 000003ff 00000000 00000100 00000000 000a0000

        3f000000

V: c0a80101 00000000 00000000 00000003 00000000 00000100 00000000 00080000

        00000000

GREv4 Dst       Src     Key     C S R D E F VRF Fl L3P GreP Misc RCPSVCId

  M: ffffffff 00000000 00000000 0 0 0 0 0 0 000 a  00  0000 00 3f

  V: c0a80101 00000000 00000000 0 0 0 0 0 0 000 8  00  0000 00 00

Action: 00000100 06000000 00000000 00000000 00000000 00000000 000000ad 00000000

        00000000 00000000

RL2 RL3 ACF SPK CLPC LKV PRI STL LPC ADC LKI   SI

0   1   0   0    0   0   6   0   0   0   0   ad

Start/Skip Word: 0x00000000

No Start, Terminate

Entry 2: (handle 0x7f2cd46ef568)

Labels  Port   Vlan   L3If   Group

M:      0000   0000   0000   0000

V:      0000   0000   0000   0000

M: ffffffff 00000000 00000000 000003ff 00000000 00000100 00000000 00020fff

        00000000

V: c0a80101 00000000 00000000 00000003 00000000 00000100 00000000 00000000

        00000000

GREv4 Dst       Src     Key     C S R D E F VRF Fl L3P GreP Misc RCPSVCId

  M: ffffffff 00000000 00000000 0 0 0 0 0 0 000 2  00  0000 00 00

  V: c0a80101 00000000 00000000 0 0 0 0 0 0 000 0  00  0000 00 00

Action: 00000100 06000000 00000000 00000000 00000000 00000000 000000ae 00000000

        00000000 00000000

RL2 RL3 ACF SPK CLPC LKV PRI STL LPC ADC LKI   SI

0   1   0   0    0   0   6   0   0   0   0   ae                                <-- Hexadecimal

value for Station Index.

Start/Skip Word: 0x00000000

No Start, Terminate

==============================================================

C9500-ERSPAN#show platform hardware fed switch active fwd-asic resource asic 0 station-index

range 0xab 0xab

ASIC#0:

Station Index (SI) [0xad]

RI = 0x14

DI = 0x505a                  <-- Destination Index

stationTableGenericLabel = 0

stationFdConstructionLabel = 0x7

lookupSkipIdIndex = 0x15

rcpServiceId = 0xd

dejaVuPreCheckEn = 0

Replication Bitmap: LD



C9500-ERSPAN#show platform hardware fed switch active fwd-asic resource asic 0 station-index

range 0xae 0xae

Station Index (SI) [0xae]

RI = 0x16

DI = 0x5012                 <-- Destination Index

stationTableGenericLabel = 0

stationFdConstructionLabel = 0x7

lookupSkipIdIndex = 0x15

rcpServiceId = 0

dejaVuPreCheckEn = 0

Replication Bitmap: LD

C9500-ERSPAN#show platform hardware fed switch active fwd-asic resource asic 0 destination-index

range 0x505a 0x505a

Destination index = 0x505a DI_RCP_PORT2

pmap = 0x00000000 0x00000000

cmi = 0x0

rcp_pmap = 0x2

al_rsc_cmi

CPU Map Index (CMI) [0]

ctiLo0 = 0

ctiLo1 = 0

ctiLo2 = 0

cpuQNum0 = 0

cpuQNum1 = 0

cpuQNum2 = 0

npuIndex = 0

stripSeg = 0

copySeg = 0

C9500-ERSPAN#show platform hardware fed switch active fwd-asic resource asic 0 destination-index

range 0x5012 0x5012

ASIC#0:

Destination Index (DI) [0x5012]

portMap = 0x00000000 00000000

cmi1 = 0

rcpPortMap = 0x1

CPU Map Index (CMI) [0]

ctiLo0 = 0

ctiLo1 = 0

ctiLo2 = 0

cpuQNum0 = 0

cpuQNum1 = 0

cpuQNum2 = 0

npuIndex = 0

stripSeg = 0

copySeg = 0

ةلصلا تاذ تاريثأتلاو ءاطخألا حيحصت تايلمع

IOS XE نم Cisco

debug monitor all

debug platform monitor

يب رآ-نام فإ

set platform software trace forwarding-manager switch <> R0 switch-span  verbose



show platform software trace message forwarding-manager switch <> R0

fp-نام فإ

set platform software trace forwarding-manager switch <> F0 switch-span verbose

show platform software trace message forwarding-manager switch <> F0

امتمعطأ

set platform software trace fed switch <> swspan verbose

set platform software trace fed switch <> asic_spn verbose

set platform software trace fed switch <> acl verbose  (Useful when ip/ipv6 filter is

configured)

show platform software trace message fed switch <>

 ةلص تاذ تامولعم

●Cisco Systems - تادنتسملاو ينقتلا معدلا

Network Management Configuration Guide، Cisco IOS XE Amsterdam، 17.3 رادصإلا.x
ERSPAN (Catalyst 9500 Switches تالوحم)

●

Catalyst تالوحم) x.17.3 رادصإلا ،Cisco IOS XE Amsterdam ،ةكبشلا ةرادإ نيوكت ليلد
9500 Switches) نيتماعد نيب ةحسف

●

●ةيتاذلا ةمدخلا طيسبتو قئاثولا ليوحتب Cisco TAC موقي فيك :ةنودملا

https://www.cisco.com/c/ar_ae/support/index.html
/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-3/configuration_guide/nmgmt/b_173_nmgmt_9500_cg/configuring_erspan.html
/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-3/configuration_guide/nmgmt/b_173_nmgmt_9500_cg/configuring_erspan.html
/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-3/configuration_guide/nmgmt/b_173_nmgmt_9500_cg/configuring_span_and_rspan.html
/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-3/configuration_guide/nmgmt/b_173_nmgmt_9500_cg/configuring_span_and_rspan.html
https://blogs.cisco.com/customerexperience/support-innovation-how-ciscos-tac-is-transforming-documentation-and-simplifying-self-service


ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


