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%FMFP-3-0BJ_DWNLD_TO_DP_STUCK: R0O/0: fman_fp_image: AOM download to Data Plane 1is stuck for more than 1
%FMFP-3-0BJ_DWNLD_TO_DP_RESUME: RO/0: fman_fp_image: AOM download of objects to Data Plane is back to n
%FMFP_QOS-6-QOS_STATS_STALLED: RO/0: fman_fp_image: statistics stalled

%FMFP-3-0BJ_DWNLD_TO_DP_FAILED: R0/0: fman_fp_image: adj <hex>, Flags None download to DP failed
%FMFP-3-0OBJ_DWNLD_TO_DP_FAILED: R0/0: fman_fp_image: adj <hex>, Flags Midchain download to DP failed
%FED_L3M_ERRMSG-3-RSRC_ERR: Switch <num> RO/0: fed: Failed to allocate hardware resource for group <add
%FED_L3_ERRMSG-3-RSRC_ERR: Chassis <num> R0/0: fed: Failed to allocate hardware resource for adj entry
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lUpogss Jdbwds 3 Jewslu pzeses SSDP IJpe 908 2ol JJozdd pu 0do lpglssi Op
woubgsd IJle, "showip mroute 239.255.255.250" (|ol96 goble VRF I3 Ujpe 1Jle)). [Jpze9ed
239.255.255.250 ¢l_06 wo 9939 SSDP.
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I 2 0p9de peszle "show ip mroute 239.255.255.250" 1o, pe SSDP w b gJs 1duvwJs.

<#root>
Switch#
show i p nroute 239.255. 255. 250

IP Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
- Local, P - Pruned, R - RP-bit set, F - Register flag,

- SPT-bit set, J - Join SPT, M - MSDP created entry, E - Extranet,
- Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
- URD, I - Received Source Specific Host Report,

MuTticast Tunnel, z - MDT-data group sender,

- Joined MDT-data group, y - Sending to MDT-data group,

- Received BGP C-Mroute, g - Sent BGP C-Mroute,

- Received BGP Shared-Tree Prune, n - BGP C-Mroute suppressed,

- Received BGP S-A Route, g - Sent BGP S-A Route,

OozZzoOo<NCX-Hr
1



V - RD & Vector, v - Vector, p - PIM Joins on route,

X - VXLAN group
Outgoing interface flags: H - Hardware switched, A - Assert winner, p - PIM Join
Timers: Uptime/Expires
Interface state: Interface, Next-Hop or VCD, State/Mode

(*, 239.255.255.250), 00:08:35/stopped, RP 10.0.0.1, flags: SIC
Incoming interface: GigabitEthernet0/0/1.40, RPF nbr 10.0.0.1
Outgoing interface Tist:

GigabitEthernet0/0/1.101, Forward/Sparse, 00:08:35/00:02:40
GigabitEthernet0/0/1.102, Forward/Sparse, 00:08:35/00:02:38
GigabitEthernet0/0/1.100, Forward/Sparse, 00:08:35/00:02:39

(10.1.1.2, 239.255.255.250), 00:01:40/00:01:19, flags: T
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface Tist:
GigabitEthernet0/0/1.40, Forward/Sparse, 00:01:40/00:01:40, A
GigabitEthernet0/0/1.100, Forward/Sparse, 00:01:40/00:02:39
GigabitEthernet0/0/1.102, Forward/Sparse, 00:01:40/00:02:38
GigabitEthernet0/0/1.101, Forward/Sparse, 00:01:40/00:02:40

(10.1.1.3, 239.255.255.250), 00:02:03/00:00:56, flags: IT
Incoming interface: GigabitEthernet0/0/1.40, RPF nbr 10.1.1.1
Outgoing interface Tist:

GigabitEthernet0/0/1.100, Forward/Sparse, 00:02:03/00:02:39
GigabitEthernet0/0/1.102, Forward/Sparse, 00:02:03/00:02:38
GigabitEthernet0/0/1.101, Forward/Sparse, 00:02:03/00:02:40

(10.1.1.4, 239.255.255.250), 00:08:35/00:02:32, flags: T
Incoming interface: GigabitEthernet0/0/1.40, RPF nbr 10.1.1.1
Outgoing interface Tist:
GigabitEthernet0/0/1.100, Forward/Sparse, 00:08:35/00:02:39
GigabitEthernet0/0/1.102, Forward/Sparse, 00:08:35/00:02:38
GigabitEthernet0/0/1.101, Forward/Sparse, 00:08:35/00:02:40, A

el Jp sop luwoisle wu909d9d SSDP Ui, o e Beu ldecsde 1o sdow o3l 1Ig)lz SLEl s
b s2ess eds €20 Odsd pu lslzole 1Juola)6 9/l 1o szess eds €20 Sdsd pu ldpuol,
IU,858 Jpug luweodld Idpshs sldelesle 1dpeoeds JJgseb.

Il wp &500 £33 Jus) pu pepstle IJoe Ipoess spdu luwegsle 1, show platform software
object-manager fp active statistics" l9 show platform software object-manager fp switch active
statistics" Jeg 96 ol I3l wp luve ol 09,5 zolj.

~ pedlebs: Jl sgoo) 03l IJio, eds luwwodld 1Jpsl)ys 1d3s Swp ouuesdo u9luwbé gyJé
09 Idow Idpoess 9spdu lu cogwew publdd 13,8 Vs 1o wdgy 030 IUGSp E8)
w956,

Judd 3: ulwg "show platform software object-manager fp active statistics' 9. s glJé pubJJo

<tfroot>



Switch#
show pl atform sof t ware obj ect-nmanager fp active statistics

Forwarding Manager Asynchronous Object Manager Statistics
Object update:

Pendi ng-i ssue: 109058

, Pending-acknowledgement: 76928

<-- Pending-issue is very high, this

Batch begin: Pending-issue: 0, Pending-acknowledgement: 0
is not expected.

Batch end: Pending-issue: 0, Pending-acknowledgement: 0
Command: Pending-acknowledgement: 0

Total-objects: 304085

Stale-objects: 0

Resolve-objects: 0

Childless-delete-objects: 530

Error-objects: 1098

Paused-types: 127

59022 Iz uidd 3l 29 p loveodld Iasls. ould 1gsss po wiss ptsle 1le)
lJos Jl swp wodeol loule IUgpdss IUglbss:

* WJlposh Ideedd: pu Idpesde b sdso wodslls Gisul pue. 3l bd o3l §sps Yot Es)
o886 £y 1JEsss pu wd)ble 1oy Bosl gdles gds luvaodld 1esl)s
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|._Ji|o_) "show platform hardwar e fed switch active fwd-asic resour ce utilization" or in some models "show platform hardwar e fed active
fwd-asic resour ce utilization”  SpJy lgwegsleo JJub)y Vs weuo 1Jeslys [Jpe2936 lJpuuedred Os
ASICs 902385 pl bl wp luwo ol 9y slEds:

lJubvdd 4: up9de peelw show platform hardware fed active fwd-asic resource utilization"w 29> 912> SO L U
lJols.

<tfroot>
Switch#

show pl atform hardware fed active fwd-asic resource utilization



Resource Info for ASIC Instance: 0O
Resource Name

Al | ocated Free

RSC_DI 3822 38076
RSC_FAST_DI 0 192
RSC_RIET_O 1 1024
RSC_RIET_1 0 512
RSC_RIET_2 0 512
RSC_RIET_3 0 512
RSC_RIET_4 0 512
RSC_RIET_5 0 512
RSC_RIET_6 0 256
RSC_RIET_7 0 255
RSC_VLAN_LE 116 3976
RSC_L3IF_LE 116 3907
RIM_RSC_DGT 1 255
RSC_VPN_PREFIX_ID 1 32768
RSC_LABEL_STACK_ID 1 65536
RSC_RI 7358 82730
RSC_LI_RI 0 129
RSC_PORT_LE_RI 0 2048
RSC_PORT_LE 0 1827
RSC_RI_REP 10635 120437
RSC_SI 11842 119072
RSC_SI_IND 1 255
RSC_SI_STATS 3550 45602
RSC_RCP1_FID 1 1023
RSC_RCP2_FID 1 1023
RSC_RCP3_FID 1 1023
RSC_RCP4_FID 1 1023
RSC_LV1_ECR 1 63
RSC_LV2_ECR 3 253
RSC_ENH_ECR 1 0
RSC_RPF_MATCH 12 1012
RSC_PLC 1 2047
RSC_PLC_PF 1 255
RSC_MTU_INDEX 6 250
RSC_EGR_REDIRECT_INDEX 2 2046

RSC RIL_I NDEX 131065 7 <-- Free entries extrenely low, this is not expected.

RSC_SIF 1 1023
RSC_GROUP_LE 1 1023
RSC_RI_REP_LOCAL 1 0
RSC_EXT_SI 512 65024

B Idupdd 4 elboy Bspes "rsc_rilindex” 1o ould 131065 |5zl Gss Iluwesle 9 7 BBb o



IJpzloss. sop luveodld 03l 1eg,s woluulbs lesls Jus)d oo peesele SSDP 1J,s6. £Js
I)ép pu lwol £8) peuoLed Jussedsd SSDP. ULy 1Jpsls IJos ceoss eds £33 pugdLo
oo Idb¢ldIe Ipzloss 9835 Jus) po IUbéldIe Ipeuou06 wuvs) 1Js 1o 1Jeesd s@osw oo
pubdJs Vs IJuwes: 9sze [Jozdsd Vol

Uip_) "show platform hardware fed switch active fwd-asic resour ce tcam utilization" or on some models "show platform hardware fed
active fwd-asic resour ce tcam utilization” SpJ |uogsleo Jdub, BS ULOUSW Jlgwegsle euve 1Up9)d
JIJ ASIC. 900 wsu lJusdsele 1Jpewedd Uias ou luweodld SSDP g095 "I9S e
lpuwosp8" Jbgldlo "o IJpoess pu ldpuwoss IJelde” JIEJIS "G e 1U8uoss" Is B
oo IJb¢lJlw.

lJubdd 5: w93z péuele show platform hardware fed active fwd-asic resource tcam utilization" 9 & pJS6 €156

<#froot>
Switch#

show pl atform hardware fed active fwd-asic resource tcamutilization

CAM Utilization for ASIC [O0]

Table Max Values Used Values
Unicast MAC addresses 32768/768 6160/21

L3 Multicast entries 32768/768

3544/ 8

<-- Normal Utilization, not near Max Val ues
L2 Multicast entries 2304

181

<-- Normal Utilization, not near Max Val ues

Directly or indirectly connected routes 212992/1536 11903/39
Input Ipv4 QoS Access Control Entries 5632 17
Input Non Ipv4 QoS Access Control Entries 2560 36
Output Ipv4 QoS Access Control Entries 6144 13
Output Non Ipv4 QoS Access Control Entries 2048 27
Input Ipv4 Security Access Control Entries 7168 12
Input Non Ipv4 Security Access Control Entries 5120 76
Output Ipv4 Security Access Control Entries 7168 11
Output Non Ipv4 Security Access Control Entries 8192 27
Ingress Netflow ACEs 1024 8
Policy Based Routing ACEs 3072 20
Egress Netflow ACEs 1024 8
Flow SPAN ACEs 512 5
Flow Egress SPAN ACEs 512 8
Control Plane Entries 1024 235
Tunnels 2816 26
Lisp Instance Mapping Entries 512 3

Input Security Associations 512 4



SGT_DGT 32768/768 0/1

CLIENT_LE 8192/512 0/0
INPUT_GROUP_LE 1024 0
OUTPUT_GROUP_LE 1024 0
Macsec SPD 256 2

20 luweodld 1esls wuwow SSDP

JIsSIS luweodld 1Jeslyae see ls8IW 2596 0,9, SSDP o lugile plds IJo e 1dpogss 9506
lJewe9s 3 Uing. lJzd Uiuu_,g_ 09 luwedsle Blisps IJoedpe Vs 1U9uo9d (ACL) [Js IPv4
lJelbbw 96 eds 1U>g9d [Js gpse glgole !_3 lJos we odysuol wlgwagsle PIMIJos s 2ydé
lJp)9) 030. w288 pu 3JY Llgwwgsle IJle, show ip route 239.255.255.250" glo b, |Js "lJslzoo
1U91)38" JJJ preses. 03l subs) IJs s Lo L3 puo) )36 1Jes9) 09 9 Jo eds 2)lss Cluo
SpJu io SIY9y oyl idcu U 912> puod) YU sSuwee pold IJodssy 03l J SSDP Lldgpd WO
IJlbo$6 2 9sumpee Jdpuosdsu ldperlossy B L2 oldogolsd gyple PNP 9Jduo spug
ledlole IJgpsd pu lghs wozsool v 229> L3: 9spug lugile lJs Idow 1deces po L3 eds ks
3z 19 p2od pogss IJoe.

CI9su Blisps wpde I 1U9o9d (ACL) p9mgs:

<ffroot>

ip access-list extended BLOCK_SSDP
remark Block SSDP

deny ip any host 239.255.255. 250 <-- Deny SSDP
permit ip any any

<-- Permt any other group

JwIddo weo JJ Yo L3 bo@e IJ ACL WO 1dpesgd logle:

<#root>

Switch#

configure term nal
Switch(config)#

interface vl anl00
Switch(config-if)#

ip access-group BLOCK SSDP in

Switch(config-if)#



end

Ul wldso ldussds Jglb, SSDP

92> byl 18,8 JJes pu lousle IJzlJs po 2,96 59, SSDP Iy pugo welel. wlb,l Jigedid IJ
Uods: Bdsuwe zese Iubodlo Belds eds 2> wusle: Jpl spdu lu clos vpsile b esso
PESUO U9 wol JJ wsiss. WS 98w o030 IJJulus: wlbd Ylises wede Vs 19 09d (ACL)
09206 ol 2yJs 1Up,9, B SV os 1JIJe, 1Jpsuos wol slJide, Beldss slJigd Jolds b
lJodsso Jordsd Idess Ipopsd B 900 2ldé 2yd6 1dp)) 030 9zzeol: pg Iduwele S
lJ9 9w udwo JJgpedle IJuolsssy wluwwgsle 03l 1dw,9wsded JIJo vl 1Ugsple eds oo
VLAN IJpzJsé Jssop.

109l 253l pilsl 9859 IJ by596 pu IUb)lis§ Jogsss el Bl Jlu Idese Spdu 1o sIso pdlisel
ouvdd 1 od Jossode.

IJb,s96 Idwssds 1: edosu gled wuowssé PIMRP Jpoue wuvzsd SSDP og RP

o3l IJIgwdow pdss Jdussle slo ogbslb udbs IUIJodle lJelows (RP) zse spdo o sIJ9o
logile Glispo IJogdpe Bs 1U9uo9d gu) €35 Jus) pu 9lgole SVIs g L3 pdewd IJodysu.

* 95556 030 1,586 05 lwol wuwee wodssy 9les JJobusd gy 9lzole L3 pugssé B
OO IJsdw.

* Idese po 03l b)sd8 1o 28 019y wes Lubo [s 1 opu pu Iedelz Jzie pu gl 2lJs
¢J3 Jeuwele v 1Jebss IJlsds. B Idossle Ios wzoss eds Jpsle Jusis pu
IJeuwetrpso IJpouods wudd euluin 19 Es) pului, 19 Jesle Josré eu 2rJ8 e9)
SSDP. Jl u;ld 2,96 1Je,9,) 1dpeeds 030 ool 296 p)9) Iy s IJyiygs6 Uia)@
Jeshys 9236 1peldzs 1Jprd566. Spdu o wouwou IJizele 1Ulss Jz,Jé 0,9, SSDP s
Sl 8206 £ 28 @9 1w 1dewess 1Juiness 131 bd zze 2098 1Jea9) prodel.

Joulds odo lJb s 86« iuuo'a)ro lJgbsle IJoldsé:

oJdysu Blisps wpde Vs 1U9o9d (ACL) oy o 2yJs 059, SSDP ¢ IdpyE9e WVsol:

<#root>
Switch(config)#
ip access-list standard 10

Switch(config-std-nacl)#

deny 239. 255. 255. 250 <-- Deny SSDP from registering

Switch(config-std-nacl)#

permt 224.0.0.0 15.255. 255. 255

<-- Permt any other group



odosu Ylises Idozde Bs Idyuesd (ACL) Idos Sew wluuslsel Jgje pu wesso RP IJelow

<#root>

Switch#

configure term na
Switch(config)#

ip pimrp-address 192.168.1.1 10
Switch(config-if)#

end

U586 1Jwssds 2 wdysu glisb 1Usuosd IUs svwds VLAN (VACL) J,y8 o
2pSE Jé py9, SSDP

90> 030 IUb)s80 p9s>6 Jdoussle IJos Jl ody Vol ould 2lzs |Js wi9e999d SSDP s
IJeuwess IJelos 9 1Jpuwoss IJelde s bs ldossle IJos suvouid Bsol e )6 019,
w2999 SSDP IJobd s o 909d9J IGMP g o9l Idww IJpoess IUIE)s po ldpuwess
lJolos Jdpzsd.

* 90536 030 Il 586 0 luol ywods IJBsluw [Js €35 Jus) po uvedle VLAN B odsy
9les. Jpl luo 1o, 1JILndld Beldss Joglod zpse erdé 019, SSDP oo IJuuwds.

¢« ol IJesw B 030 IJb,586 WBog 1o IJg pdle 1U3 S0 Suwegsp9o wi9e9ds] SSDP wivdJ
P9 JIJould 1gsple 1dpeloss o ldpuwoss Ielus wod sSuvdoo IIu B
IJepd cubdd vozse. wwsoe welod zose wdle 0,9, SSDP eds JJ pu glzole L29 L3
9JU Sup oSy s 2lds W L2 19 L3. o3l wuvdsd sy Weld B gb, lousle 21Jé pu
298 0195 suwede eds dlzole L3 IUIuadiss.

S wodssu lousy pu G9lse IJoede B 1Usuesd (ACL). szw lu soblod 2ol pg 296 p)9)
SSDP Wb 9szw lu sIJ9u 1Usles zlee luveésle Jogrswd JJ 2yJds p)9) Iduveds IJgbss.

<#root>

Switch(config)#

ip access-list extended match_ssdp
Switch(config-ext-nacl)#

permt ip any host 239.255.255.250

Switch(config-ext-nacl)#

exit
Switch(config)#ip access-1ist extended match_all

Switch(config-ext-nacl)#

permt ip any any



o dasu Ersbs 9009 IJs Gbods VLAN )8pso cuvduvdsso. lsds Jrduo wi9esdsd
SSDP. slJeloss JJuwpele Jzpse 2036 19, 113 s, bode 0sl [Js VLANS IJe)é9e.

<#root>

Switch#

configure term na
Switch(config)#

vl an access-map bl ock_ssdp 10
Switch(config-access-map)#
match i p address natch_ssdp
Switch(config-access-map)#
action drop
Switch(config-access-map)#

vl an access-map bl ock_ssdp 20
Switch(config-access-map)#
match i p address match_al
Switch(config-access-map)#
action forward
Switch(config-access-map)#
exit

Switch(config)#

vlian filter block_ssdp vlan-list
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