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https://community.cisco.com/t5/cisco-software-documents/get-smart-with-cisco-smart-accounts-nbsp-customer-smart-account/ta-p/4094690
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https://community.cisco.com/t5/cisco-software-documents/get-smart-with-cisco-smart-accounts-nbsp-customer-smart-account/ta-p/4094690
https://software.cisco.com/software/company/smartaccounts/home#accountcreation-account
https://software.cisco.com/#module/SmartLicensing
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Cisco Software Central > Smart Software Licensing English [ Change | & N = 1~cC Cisco
Smart Software Licensing Feedback Support Help

yslems, Inc

at L

Alerts Inventory Convert to Smart Licensing Reports Preferences Sateliites Activity

License Conversion
Convert PAKs Convert Licenses Conversion History Event Log
The Product Activation Keys (PAKs) below conlain licenses that can be used for tradiional licensing or Smart Software Licensing. To add some or all of them o a Virual Account as Smart

Software Licenses, use the 'Convert to Smart Licenses' action in the table below.

If you do not see a PAK you expect to see in the table, ensure that it has been assigned to your Smart Account in the Product License Registration Portal.

4. Jorssd wotsue PAK 225 p98e Iestsue S o3l 1ersd. Jorssd wotsue &s
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License Conversion

Convert PAKs Convert Licenses Conversion History Event Log

The Product Activation Keys (PAKs) below contain licenses that can be used for traditional licensing or Smart Software Licensing. To add some or all of them to a Virtual Account as Smart
Software Licenses, use the 'Convert to Smart Licenses' action in the table below.
If you do not see a PAK you expect to see in the table, ensure that it has been assigned to your Smart Account in the Product License Registration Portal.

© The Smart Account administrator may be able to more easily convert the licenses based on the automatic conversion settings.

Last Updated : 2019-Apr-17 05:30:35 @

[ Search PAK. SKL o,

PAK SKUs Order Number Order Date Virtual Account Status Actions
BB CUISEPLST5) T o _-201;-&-1:5.'-3_?_::_'_'_'_“) CORE TAC Convert to Smart Licen...
- (EZ-BASE-T (25) o 2018-May-07 CORE TAC Convert to Smart Licen...

C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Smart Licen...



https://software.cisco.com/

Cisco Software Central > Smart Software Licensing English | Change ] ; _ BB TAC Cisco Systems, Inc

Smart Software Licensing Feedback Support Help

Questions Aboul Licensing?
Try our Virtual Assistant

Alerts Inventory Convert to Smart Licensing Reports Preferences Salelites Activity

License Conversion
Convert PAKs {_Convert Licenses ) Conversion History Event Log

The table below contains devices in your Smart Account that are using traditional licenses that can be converted to Smart Software Licenses. If you do not see a device you expect to see in
the table, ensure that it has been assigned to your Smart Account in the Product License Registration Portal. You can also try entering the device information in the License Conversion
(_wizard.

Last Updated : 2018-Nov-14 10:31:53 @
[ ] Search Identifier, Product Family or Virtual Account =
Device Identifier Froduct Family Eligible SKUs Virtual Account Actions

No Records Found

No Recards to Display

5. 25 098¢ pise Idengsue Sldeuee Idelbdsvsu.
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License Conversion
Convert PAKs Convert Licenses Conversion History Event Log
The Product Activalion Keys (PAKs) below contain licenses that can be used for traditional licensing or Smart Software Licensing. To add some or all of them to a Virtual Account as Smart

Software Licenses, use the 'Convert to Smart Licenses' action in the table below.

If you do not see a PAK you expect to see in the table, ensure that it has been assigned to your Smart Account in the Product License Registration Perlal

® The Smart Account administrator may be able to more easily convert the licenses based on the automatic conversion settings.

Last Updated : 2019-Apr-16 09:30:49 @

3 Search PAK, SKU, Virtual Account or Order Number Q,
PAK SKUs Order Number Order Date Virlual Account Status Actions
C1-ISE-PLS-T (25) 2018-May-07 CORE TAC C:__E;m S?rll_;:_
C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Smart Licen..
C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Smart Licen...
C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Smart Licen...
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Convert to Smart Software Licenses

1 2

Select Licenses

Select the licenses you want to convert to Smart Software Licenses and the Destination Virtual Account to contain them. If the PAK allows partial fulfillment, you will be able to choose the
number of licenses to convert, otherwise all licenses in the PAK will be converted.

PAK Details:
PAK Numbar: ——
Partial Fulfillment: Mot Allowed
PAK Virlual Account: CORE TAC
Destination Virtual Account CORE TAG v
SKUs
SKU Licenses Type Expiration Date Available to Convert Cuantity to Convert
C1-ISE-PLS-T ISE_PLUS (ISE Plus License) 1.0 Tarm 2023-Jul-06 25 25

Cancel Back Next
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m
Convert to Smart Software Licenses

1 5

Select Licenses Review and Confirm

PAK Details:

PAK Number: [ ]
Partial Fulfillment: Not Allowed
PAK Virtual Account: CORE TAC
Destination Virtual Account CORE TAC
SKUs to Convert
SKU Licenses Type Expiration Date Awvailable to Convert
C1-SE-PLS-T ISE_PLUS (ISE Plus License) 1.0 Term 2023-Jul-06 25

o Since all of the licenses are being converted to Smart Licensing, they will no longer appear in the Product License Registration application

Cancel

Quantity to Convert

25
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PAKs or Tokens Licenses

Get Licenses Move Licenses v

Device

®

UDI Product ID:CSR1000V

UDI Serial Numbg

UDI Product ID:CSR1000V

UDI Serial Numbe

Devices

Add Devices

Transactions History

Download Licenses Email Selected

Virtual Account Family

Cloud Services Router
Download license...
Email license...
Rehost license...
s Router

Rehost license from failed device (RMA)...

Assign to Smart Account...

Convert licenses to Smart Licensing...

Get device information...
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Convert to Smart Entitlements

Device ID:

Product Family: Cloud Services Router

Smart Account:

UDI Product ID:CSR1000V,UDI Serial Number:

.cisco.com
Virtual Account:  csrioooy v
SKU Type Term Date Guantity Available  Quantity to Convert
¥ L-CSR-5G-SEC= Perpetual - 1 1

0 Once these enfittements have been converted they will no longer appear in this portal.
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p PAKs or Tokens | Licenses  Devices | Transactions History

Get Licenses = Add Mew PAKs/Tokens Smart Accounts Manage Paks = Exportto CSV Show Filter

Licenses
PAK/Token Virtual Account Order Number Product Status Used Available

DEFAULT L .
Family: ASR1001 SKU: ASR1_MFGINSTALL CONVERTED 1 0

Cisco ASR 1000 Advanced IP._.

SKU: SLASR1-AIS CONVERTED 4 0
~ :
& pEFAULT NX-05 Advantage license for... '
Family: Cisco Mexus 8000 5... SKU: NXOS-AD-XF2 AR C L
Get Licenses... NX-OS Advantage license for
. . g - UNFULFILLED 0 1
Family: Cisco Mexus 80! Assign to Smart Account SKU: NXOS-AD-XF2
; ; MNX-0S Advantage license for...
Convert to Smart Licensing b UMNFULFILLED 0 1
Family: Cizco Mexus 901 SKU: NXOS-AD-XF2
Get PAK or Token Information... R : =
T : vaniage license for... i EiED ] 1

Family: Cizco Mexus 9000 5... SKU: NXOS-AD-XF2
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Jlecoble sldoezble

el po 16.9.1 Jdpzodlc 9 16.10.1 Jdpszole. sop logble pdod wg s Ide,luas J Call-home
wluwe CisCOTAC-1 Jdpuwless B Ideszsd 1Us "TJe,isoe 1Usds”. wuvdd IBe)los. sop
leshs o IJog s 03l Jbysds 1Usuoed 1Us [uwelus 1 puluins.

<tfroot>

#show cal | - horme profile G scoTAC 1

Profile Name: CiscoTAC-1

Profile status: ACTIVE

Profile mode: Full Reporting

Reporting Data: Smart Call Home, Smart Licensing

Preferred Message Format: xml

Message Size Limit: 3145728 Bytes

Transport Method: http

HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService
Other address(es): default

<snip>

g luwegsle glp peds B IJpes e J- Cisco Smart Software Manager. szw 1o suins) 1Jso



eu9lu 1J9zoesds Lopu IJodssu Idouuvb JJloold wldeosd (euwluy Jelds Uia)g_é!):

<{froot>

(config)#call-home
(cfg-call-home)#profile "CiscoTAC-1"
(cfg-call-home-profile)#destination address http https://

/Transportgateway/services/DeviceRequestHandler

DNS pbJse Jed tools.cisco.com. I3l Jlg loold ¢loe DNS B VRF., Bolds oo wg) s sleos
IJeuo3y Idpoluss 9 VRF:

Global Routing Table Used:
(config)#ip domain-lookup [source-interface <INTERFACE>]
(config)#ip name-server <IP>

VRF Routing Table Used:
(config)#ip domain-lookup [source-interface <INTERFACE>] <<-- "ip vrf forwarding <VRF-NAME>" define
(config)#ip name-server vrf <VRF-NAME> <SERVER-IP>

)l po 3JY Bl e sIu DNS o908l §p wodssy DNS 1dpeds wuvdd eloo Jogssy IP
(lgweobl [Js oedsd DNS IJeeds eds IJzols 1db,s 1gluo wd) s luvewsd lgue DNS G
odIsu lywesgle Idpusd wewslo IP. Leze Is pold Jdsuesd Ideclui [Js Iduveles (Jess)
lJo,ulez 1U3ds po Cisco gds IJloe,yo luwagale luupe DNS 1UglLo wo wadl pu
tools.cisco.com):

(config)#ip host tools.cisco.com <X.X.X.X>

I3l o sdjp logle IJleold o tools.cisco.com ey 1Jslzos Wb VRF ozs (s uvwsd IJeold.
MGMT-VRF). Bszw wJssu Slzes Lul, 1JIgle, o3o:

(config)#ip http client source-interface <VRF_INTERFACE>

SpIdu luweodld £33 ppodd pu |J0=J|E~§u0 loveobl lds odssy golj Ciscor pid pzdle
Catalyst IJos wgpd Vs StackWise I9 StackWise IJblos6:

lJpzodlo 1Jpse906 1Uo 9286 pu ey Stack-wise (sJs ywosd IJpoldc gudyudé
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otsuo DNA: sop luvoodld ougsuo 9les JIJ pusd B 1z )06

IJosIJ IJupls (8Js uvwsd IUpeld. uwduwJs Catalyst 9400):

wesue Jubeds: sop luvoodld wigsue Sles JIJ puiyd Ss Idosdd 1JSless
ougSuwe DNAL sop luwoodld wugsue 9les JIJ osdd Sleds

lJpeeodle [Jpsg9ped |Ubloyss sl 16 Idelews Jdpdsw (8ds gvesd [Jpold:
wJuwdo Catalyst 9500):

ogsue IJubeds: soe luweodld cigsuo sles JIJ pusd B 1Uzes
eoeswe DNA: sop luweodld wmgsoe sles JIJ pusd B 1Jesed

BRYION io SY90 pdV wgHsV logold wldeusd 9le> Wb .;,u;bbT JJdosgsue lU3ds.

c Sop luwoodlY IJo,lgsue BEb Vs 2lds cdssu ps)d pdleds.

¢ Sew wdasy lzojs Cisco ldos we wdsswvol JJosgsue IU3ds wluwasle 9o 1Iduble
sobsgo Iduozsesu Juoelu pileouwel wuvdd Lorse pe eurle Cisco lUsds 1Jpoglds.
Bl s Idblzo 1Jjpuss Jgolj Cisco wewsso JJglso: W §> sV Idzoly Ws Idoyuzsd.
St wessu Iduwlgs Iy cdssuol $395! e I wu9e9dsd ©98se pod wi9e9dsd 98¢
IJuivods (NTP) Iy wy90999d 98w 1U586 (PTP). JJeuesd sds IJgbsle 1U> 8586
lJpbbJ9wo Joudss oo IJogss)lo: beze 1Us >Jdsd IJodssy Jgol) Cisco 1Jeess.

¢ Sew b pLule IJowss Idiwlunss Jdpdalz Ielo (PKI) 1Jss sop logblde loule
ouwesd zol) Cisco 3l Jp swp pdbo wdiliss! wes IJogvzsd. b -_éL{S‘uJ IJzol) Ws b
pIulz PKl swpe lugule syslog IJss sbldod wewb Idodssy oy 1Jle, copy running-
config startup-config Ig write memory.

* Blde swp edb pole PKIIJElLo ol Cisco wuvdd oSt OSpedu 2suiss W9 @sly
2lds IJostsue v 229 eldle welsy Buud b9 lehs cresd.

e Jlssep "IUessuo 1033s" leeluo iolss SSL Jsdsd HTTPS Cuvdd 18e,luns g0
luveesle 9ddle pu zod Ehess Jbys 96 9Jdsd HTTPS. Usgp 030 1Jps)6: Spdud !plf
welbsd lgw,)luo SSL gds 1UgdsJ: 9 lovesys Idgvoelss 1 eyuwds pu lUsdsd sa9sl.

<tfroot>

How to Manually Inport Certification as a TrustPoint:

The certificate will need be in a BASE64 format to be copied and pasted onto the device as a TrustPoint
The following example shown below uses "LicRoot" as the TrustPoint name, however, this name can be chan

Device#conf t

Device(config)#crypto pki trustpoint LicRoot
Device(ca-trustpoint)#enrollment terminal
Device(ca-trustpoint)#revocation-check none
Device(ca-trustpoint)#exit
Device(config)#crypto pki authenticate LicRoot



Enter the base 64 encoded CA certificate.
End with a blank 1ine or the word "quit" on a line by itself

Certificate has the following attributes:
Fingerprint MD5: XXXXXXXX
Fingerprint SHAL: XXXXXXX
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

g luwwdsle 99sd Transport Gateway HTTP. szgo wess) guslu IP oy tools.cisco.com |Js
lJsdsd ped o3l Idpeld:

PuU
glsé gugly http https://tools.cisco.com/its/service/oddce/services/DDCESservice
IJs
glsé gusly http https://<TransportGW-
IP_Address>:<port_number>/TransportGateway/services/DeviceRequestHandler

sedo e, eds guslo IP 1Uglus wewhs IJodd po ¢ Iloodld IJs lesble HTTP sldol,
IuwdJ 0lose URL Jgsps HTTP gJs slzos [Jpuweese lyuwsess (GUI) Jeohs IJodd po

Cisco.

Jeis> pu ldpedsple: slze sdsd Idodsse Jewbs IJudd pu Cisco oul

lweduvld IJlgble 9l oJlzol

gw> wuzsd gols Cisco Js luash woulpe $dee Idostsue I3Ids spdud luvesle o3l Idptblb
Ilouwslos Iadsd gle JIJ 1Ubys IJedle (Idsuesd Ipuluin 1Us Iduvelus: sdsd HTTPS,
9038y Idwlpz 1U3Is pu Cisco gJds IJlow,ow).

oop 9888 Izl Iy Lo pe luosh Idwsulez Iss $oge Identswe IUsds (Lee
lJs Idduwe 1.3 JJlbdlg eds Blispo wluoshle Cisco 10S XE 1Je>£900).


https://www.cisco.com/c/dam/en/us/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf

Configure or Verify

( Enter Token using

Call-home profile
for Smart Licensing

v

Configure or Verify Layer 3
and DNS connectivity to
tools.cisco.com

P 'license smart register
idtoken <token=" on device

!

h 4
Device goes Device goes
Device fails to register REGISTERED and REGISTERED and OUT OF
AUTHORIZED COMPLIANCE (OOC)

h 4

!

Possible causes of failure and suggested remedies:

« Check connectivity with a ping to tools.cisco.com. If
the ping fails, check layer 3 and DNS configuration
« Check call-home profile is fully configured. Not

Possible reasons why for 00OC State:

«» IDToken was generated from wrong Smart Account
or Virtual Account. Need to confirm correct Account
was used.

h 4 missing a VRF? Correct Profile Active? « There is not enough licenses in Account. Need to
» Has the HTTPS certificate expired? Try renewing confirm on portal licenses are available for use.
Navigate to CSSM or with ‘license smart renew auth' » Wrong license is being used on device. Need to

+ 5Still seeing issues? - See "Common Failure
Scenarios” Section Below

confirm license is set correctly.
« License subscription has expired and needs to be
renewed.

On-premise Server and
generate [DToken

o) odo IJgbsle Jlguwed il IJigble gl odlzol wuivdd Hssuws £Js uwsobss Wuvd 1Jzols
VI IJouwegsd WBso.

Suud IJzol; Bs lJouvesd

& IJodsse IJisds: 9p0 led wpdso IJesgsus IU3ds: soeso ouesd Ioes dpesi 1J3s
op logblde eds CSSM/ pos) Idwulez IU3ds 1Upeds S IUesde: eds Idzols ew Slzod yulb,
1Jisle,:

Ticense smart register idtoken <TOKEN>

s9J> 03l IJlz)le 030 IJlzsle:

<tfroot>

I Smart licensing process starts

Registration process is in progress. Use the 'show Ticense status' command to check the progress and re

I Crypto key is automatically generated for HTTPS comuni cation



Generating 2048 bit RSA keys, keys will be exportable... [OK] (elapsed time was 1 seconds)
%CRYPTO_ENGINE-5-KEY_ADDITION: A key named SLA-KeyPair has been generated or imported by crypto-engine

%PKI-4-NOCONFIGAUTOSAVE: Configuration was modified. Issue "write memory" to save new IOS PKI configur

! Call-hone start registration process

%CALL_HOME-6-SCH_REGISTRATION_IN_PROGRESS: SCH device registration is in progress. Call-home will poll

! Smart Licensing process connects with CSSM and check entitlenment.

%SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is allowed
%SMART_LIC-6-AGENT_REG_SUCCESS: Smart Agent for Licensing Registration with the Cisco Smart Software Ma

%SMART_LIC-4-CONFIG_NOT_SAVED: Smart Licensing configuration has not been saved

YSMART LI C-5-1 N COWPLIANCE: All entitlenents and licenses in use on this device are authorized

%SMART_LIC-6-AUTH_RENEW_SUCCESS: Authorization renewal with the Cisco Smart Software Manager or satelTli

JJozdd po odosu Ilouold wldpuid: $p wouvésd 9lz0é ub, 1Ji9le) oo

<{froot>

#show cal | -hone profile all

Profile Name: CiscoTAC-1



Profile status: ACTIVE

Profile mode: Full Reporting

Reporting Data: Smart Call Home, Smart Licensing

Preferred Message Format: xml

Message Size Limit: 3145728 Bytes

Transport Method: http

HTTP address(es): https://tools.cisco.comits/servicel/oddce/services/ DDCEService

Other address(es): default

Periodic configuration info message is scheduled every 1 day of the month at 09:15

Periodic inventory info message is scheduled every 1 day of the month at 09:00

Alert-group Severity
crash debug
diagnostic minor
environment warning
inventory normall
Syslog-Pattern Severity
APF-.-WLC_.* warning
major

JJozdd pw 2lds 1desgsuo 1Usds: Bp vouuésd Slzes yul, 1Jigle, oo:



<tfroot>

#show | i cense sumary

Smart Licensing is ENABLED

Registration:

St at us: REGQ STERED

Smart Account: TAC Cisco Systems, Inc.
Virtual Account: Krakow LAN-SW
Export-Controlled Functionality: ALLOWED
Last Renewal Attempt: None

Next Renewal Attempt: Nov 22 21:24:32 2019 UTC

License Authorization:

St at us: AUTHORI ZED

Last Conmuni cati on Attenpt: SUCCEEDED

Next Communication Attempt: Jun 25 21:24:37 2019 UTC

License Usage:

License Entitlement tag Count Status
C9500 Network Advantage (C9500 Network Advantage) 1 AUTHORIZED
C9500-DNA-40X-A (C9500-40X DNA Advantage) 1 AUTHORIZED

I3l wyivd Idzoll Ws IJogvesd OB Jlue 1Jzlds pgodws gu ldzldo ,ouua:Jé)‘ Il zlde gbz
9uee dleceld ouvs) 1Js puvdds Vs CSSM pod W sly IJoésue W Ideuwle
IUlselops I3ds gldogsso Es Juoest (eds uvesd IJpclde) ppss po zuvle
lWe,)luos peodd Jl Suwedse Bs elds g3 090, IUo,lgsuo) 9033l



o283 pu IJeoluo) Ideldss:
1. 0288 pu ledble IJodsss sumsubesole igbld I blsgs.

Lee IJs IJduwpe 2.1 Jpg s gbsle IJodssy Iluwluwss. lob; lsuol IUduwe 5 JJlblle eds
IJuwsobssole Idublsgs JJouvd Ides Jogbo B ldpsslo.

2. Bzuo lJlouold IJigslgus.

388w Iu 1Jbls suvelbse wléw (98eee IJ TCP psule) |Js tools.cisco.com (B zlJs 1Us o9
IJpolui) 19 1Js cisco 33 w)ypzss posy eds luwluw obJ:

<tfroot>

#show run all | in destination address http

destination address http

https://tool s.cisco.com
/its/service/oddce/services/DDCEService

I check connectivity

#tel net tools.cisco.com443 /source-interface gi0/0

Trying tools.cisco.com (x.x.x.x, 443)... Open

[Connection to tools.cisco.com closed by foreign host]

I3l Jo wgpd 030 1JIsl oy Bozdd o6 1858 pu B9les IJw9zs0 991206 1o, slesble gal,
l|Jgpelsé.



pdlzbos: sep lopld wy9e9ds] HTTP (TCP/80) sldeu9939 1Je9 oS wo 09 HTTPS
(TCP/443).

bee lds Idduwe: 3. IJlgocble sldezis)lo Ws o3l Idpguews Jdzuesd eds hubble |uolwss
29d Jss6 wdysy wdlosd DNS g HTTP.

3. 1dee 8y pu leshle IJoyisue 1J3Ys.

2o o2

#show tech-support Ticense

90288 pw Loeé IJedssullduuzdle IUpzees (LG 03l 1Upé )z B 2ld e Vop zlJs Cisco
TAC Jpjs> pu IJo9uos).



4. pJdo wuoese IJigble.

Sp woedso gpdslo wusrse IJigble 030 Jzeg pedsple luoldss 29J gpdss IJentsuo
1sJes.

pdlzbs: Le> cpdso wuszse Iigble. szo p2lads wuvesd IJesgsue p6 1S ew)
CLi Jol 09 p33J9, Bs 1o §bos 4.1,

#debug call-home smart-licensing [all | trace | error]

#debug ip http client [all | api | cache | error | main | msg | socket]

NJouwwd Jepdsle wuoese IJigble [UslgJsé: Bp wopdso 96,leé Idoouele IJoulsss:

! enable debug



#set platform software trace ios [switch] active RO infra-s1 debug

|
! read binary traces infra-sl1 process logs

#show platform software trace message ios [switch] active RO

wsubsyole lJogvd Idublisgs

S 03l Il weue uvsubssole IUigbld IJuslisgs Idos spdu lgoubol loule ouvesd
zol; Cisco lg wg»o:

IJuvsobs e 10 wuvesd Idpwsd "uvou IJBUsd: Idpooz puved wldweJ"
p 9l py "show license all™:
IJowesd:
IzlJé: ey puwed - Suvd IJouvesd
IJobliswd IJos swpde Wsol IJooss): NotAllowed

IJowvesd Ulsds: Buvd B 22 1dege, 2018 Iuwles 14:25:31 Lldosdse IJuinds
lJSsluvs (EST)

wwow WUl Ideuce poved Wldded

ozlods IJouwzsd IJoldss: 22 1dege, 2018 Iuwle s 14:45:34 LlJosdse IJuinds
lJosluwes (EST)

g bsle IJoldss:
- Stw ouwzsd zolj Cisco )6 Ig)s.

-3l wp pdlpbs zolj Cisco s CSSM. Bszw luwegsle peded 1J896 (Is: b, 0
<TOKEN> 1J¢lo wlduwed IJ3Ys JJesgsuo)-
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